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Router/Switch
s ) 1. 9 Network ZHH| 74

N

\. Y,
Network &} H| 17| 49| 'ACL™d

Cisco 10S 7|2l Sample Config

ip access-list extended fragment
deny ip any any fragments
I UDP.ICMP fragment 23/ = Ht0/5}7] L/ 5F Config
deny udp any any
| 2 &/ 2 5F UDP Traffic 2 &/ X/
deny icmp any any
| 2 Z 2 3FICMP Traffic S &/ X/
permit ip any any

- 11 M= Router/Switch

Router/Switch ACL &A™

-= I 9 St UDP Traffic Filter
-= & Q SFICMP Traffic Filter
-Fragment Attack Filter
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6Z1X| M 5 7 Off R A

A|A 3 Guard O] A% 7| 2X O 2 Anti Spoofing |7 L| S 2 £, TCP Syn cookiedj| 2| 5|
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CtOF = 7.7 DDoS & 42| 42 Zombie IP= 0| TCP Syn Cookie {7 L|E 0| s&tstEE
THEN Jeo =z, 671X 2| F71A Ql A Tuning= Sl DDoS &4 0f & =804
LS 2 BILY.



-
7.7DDos 37 0| 2 M
Cisco Guard/Detector — UDP/ICMP/Fragment Drop

Cisco
Guard

Cisco

1* UDP/ICMP/Frag

Cisco Guard 7| HI9|

user-filter 1 drop

Drop Policy & ™

O v R wND

UDP/ICMP/Fragment Drop Al &
TCP Connection & &M
HTTP Syn & A ™

HTTP Request H & A7

HTTP Zombie H* MM
Flex Filter &A™

* ** fragments rate-limit 1 1 pps

! Fragment packet 0] £ Src IP 0jA] Z 5} 1pps O/A! 2 8/&/H Src P9/ E YT = Fragment BF

Drop
user-filter 2 drop

* 17 * no-fragments rate-limit 10 10 pps

! UDP packet O] £X Src IP 0JA] X5} 10pps OJAt 2 215/ Src IP O] E24 T = UDPEF Drop

user-filter 3 drop

* 1 * no-fragments rate-limit 1 1 pps

! ICMP packet 0] £ Src IP 0 A{ ZXE} 1pps O/ A 22/ 5/ 5 Src IP 9/ E2fT = ICMPS} Drop
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Cisco Guard/Detector - UDP/ICMP/Fragment Drop

Cicco ) 1R UDP/ICMP/Fragment Drop A X
2. TCP Connection A AN
Guard XK AT
3. HTTPSyn M& MH
Cisco 4. HTTP Request MM M
. Detector 5. HTTP Zombie @M AX
6. FlexFilter &7

F | Fragments Burst | Action Rate {ppsfal
A * without drop 0.00

¥ 17 BO without drop 0.00

¥ " & 80 without basic/redirect 205,365.0C
F i 8080 without basic/redirect 0.00

¥ é dbﬁ h,ju basic/redirect 0.00

] % I M P/ tl raffICO'" EH OH Drlgpsdirect 0.00

¥ " & 8081 without basic/redirect 0.00

F i & 3128 without basic/redirect 0.00

] * & 53 without basic/tcp-dns 0.00

F & 25 without basic/safe-rese 0.00

¥ " & 110 without basic/safe-reset 000 —
F & 143 without basic/safe-reset 0.00

¥ " & 6667 without basic/safe-reset 0.00

F & 443 without basic/safe-rese 0.00

¥ " & * without basic/reset 0.00

=1 17 ShAN  awithent lracie foim M !

Add | Delete|
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Cisco Guard/Detector - TCP Connection PSRN e S

Cisco
Guard

Cisco

25TCP.Connection & & ‘A1

Cisco Guard 7| 29| Drop Policy &7

o vk wEek

UDP/ICMP/Fragment Drop A ™
TCP.Connection 2 A A 7

HTTP Syn & A

HTTP Request A& M X

HTTP Zombie H* MM
Flex Filter &A™

policy tcp_connections_ns/any/basic/in_nodata_conns/src_ip 5.00 filter/drop

600 active1 0

! TCP Connection E_J_Z' Data 7} ML /X 2= Src IPO) Lff8lf Drop

! EX Src IP OfAf X

E} 5pps Connection £ 2 .'- £ & 21.9/0) L3 A Bt Drop

_l £F Rule of H& /1P0,7 LY A= 600SecZt B2 2X/

TCP Connection Oriented &4 210{0j| Of 2 S 1tA !



7.7DDoS &4 &0 &F 41

Cisco Guard/Detector — TCP Connection A *H M &

Cisco
Guard
3
Cisco 4. HTTP Request MM M
5. HTTP Zombie J*H M %
% Detector ! e
Y 6. FlexFilter &7
Home = Zone = Policisz
Screen filter:
Path: tcp_connections/ */*/*/* State: &l Action: All

Policies: Current configuration Src IP EOI- TCP Connﬁ‘-’ctiﬁh 5pps *J_l_

rA| Drop

Config selectinnl Add ser-.rice| Femove senrice| Wiy Detectnr|

Set screen

Policy Templ__| Service | Level State | Action Threshold | Proxy Th__ Fixed | Learning _ | Detection T__
[1 tcp_connectio.. any anal... in_nocdatz_co... global > to-userqfilters 9452120 0.0 600 X 1.0 M/A
[ tcp_connectic.. any anal.. in_neodata_co.. src_ip > to-userdfilters 78840 0.0 600 X 1.0 [/,
[ tcp connectio . any basic  in nodatz co . global > notify Q45213 0 00 600 X 10 M/A
[1 tcp connectic.. any basic  in_nodata co.. src_ip > filter/drop 5.0 0.0 600 % 1.0 M/
[l tcp_connectic.. any basic num_scurces  global > redirect/zo... 7246.0 0.0 600 X 1.0 M/A,
[[1 tcp_connectio.. any strong in_conns alobal > notify 945594 0 0.0 600 X 10 M/ A
[l tcp_connectic.. any strong in_conns srC_ip > filter/drop 200.0 170.0 0 600 X 1.0 M/A,
[[1 tcp_connectio.. any strong in_nodata_co.. global > notify 9452120 0.0 - 600 X 10 M/ A
[l tcp_connectic.. any strong in_nodata_co.. src_ip > filter/drop 100.0 126.0 0 600 X 1.0 M/A,
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UDP/ICMP/Fragment Drop A ™
TCP Connection M A M X
HTTP Syn & A =

HTTP Request DA A X

HTTP Zombie MM A

Flex Filter &A™

ou sION P

3*HTTP Syn S & A H

Cisco Guard 7| 29| Drop Policy &7

policy http/80/basic/syns/src_ip 5.00 filter/drop 600 active 1 0

= Eﬂw Src IPOJA TCP 80 _JEEE TCP Flag SynS X5t 5 pps 0/zU LY 53 Drop
_é’ } Rule 0f & L&l IP0) L3l Af= 5005ec7f XX 2 xf

TCP Connection Oriented &4 20{0f| O & S 10tA 1!
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1. UDP/ICMP/Fragment Drop AN
2. TCP Connection Al M X

Cisco
Guard

4. HTTP Request 8 M
5. HTTP Zombie @M AX
6. FlexFilter &7

Cisco
» Detector

J

Home = Zone > Policies

Screen filter:
Path: httpd =/ =0/ =/ * s Al Action: Al

Policies: Current configuration Src IP EI‘ HTTPV,SW 5pps _*_ AI Drop Setscreen filter

Canfig selection| Add senrice| Hemove semce| e Detecturl

Il | Policy Templ__ | Service | Level i Threshold | Proxy Th__ ... | Fixed | Learning __| Detection [fal
e . : s — b - ; o
1 http 80 anzal... syns_pph src_ip O to-user-filters 5000.0 0.0 - 3600 1.0
[1 http a0 basic  phis dst_ip > notify 8971196 0.0 o 600 x 10 M,
1 http 80 basic pkts global > notify 95712 66 0.0 = 600 ¢ 10 M,
. x
1 http 30 azic  phlis src_ip > filter/strong 4511.94 0.0 - 600 1.0 M,
. ]
1 htp 80 basic regs dst_ip > notify 29610.66 0.0 0 600 1.0 N,
[1 http a0 basic  regs alobal > notify 29609 66 0.0 - 600 x 1.0 NE
. x
[1 hitp 30 basic regs src_ip - filter/drop 200 0.0 - 600 1.0 M,
I i »
1 http 80 basic regs_pph src_ip O filter/strgng S5000.0 0.0 - 3600 1.0
1 hitp 80 basic  syns dst_ip g notify 64888 54 0.0 0 600 x 1.0 M,
1 http al basic  swns alobal | notify 048R 54 0 (aLh, x 10 [,
i "]
1 http 0 basic  syns src_ip > filter/drop 5.0 0.0 600 1.0 M,
[1 http a0 basic  swns_pph src_ip (4] filter/strong 50000 0.0 - 3600 = 10
. x
[1 hitp 30 strong http_regs dst_ip - notify 295840 0.0 0 600 1.0 M,
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UDP/ICMP/Fragment Drop A ™
TCP Connection & AN
HTTP Syn ™ X xH Jk-l I-l

HTTP Request X ’-“-I 7

HTTP Zombie -3 24 273

Flex Filter A&

OUESWN R
Il
0
>
m

'ANHTTP. Request & A ‘A1

Cisco Guard 7| 29| Drop Policy &7

policy http/80/basic/reqgs/src_ip 20.00 filter/drop 600 active 1 0

/£ EX'/ Src IPOJA{ HTTP Request o X/ E" ZEF 20 pps OJA F £ E’ 2 YLt Src IP Drop
T 3JEF Rule 0f XI5 IP0] LY3§A1= 600SeczF 2121 2]

HTTP Get Flooding &2 gt0{0f O & 0tH 11!
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Cisco Guard/Detector — HTTP Request ™ A X

) 1. UDP/ICMP/Fragment Drop AN
2. TCP Connection X MH
HTTP Syn & A

5. HTTP Zombie 324 273
6. Flex Filter &M

Home = Fone = Policiez

Src IP Ef HTTP Request 20pps X1t A| Drop

Path: hitpd =i/ =i=i* State: All Action: all

Policies: Current configuration Device: Guar Set screen filter

Config selen:tin:un| Add service| Remove service| “iew Deten:tn:nr|

Il | Policy Templ__| Service | Level | Type State | Action Threshold | Proxy Th__ Fixed | Learning __| Detection [
R B 1 N - ' * ' y
1 http 80 anal... syns_pph src_ip O to-user-filfers S000.0 0.0 - 3600 1.0
. *
1 http a0 basic  pkts dst_ip > nctify 39711.98 1 GO0 1.0 M,
. »
1 http 80 asic  pkis global > notify 95712 66 0.0 - 600 1.0 M,
. *
1 http 80 bazic  phkts srC_ip > filter/stropg 4511.94 0.0 - 600 1.0 M,
. »
[1 http 80 basic regs dst_ip > notify 29610.66 0.0 0 600 1.0 M,
—httg 20 bacic rege glebal | 3 Retify 20500 58 0 £00 X 10 pLE
) »
[1  hiip 80 bazic  reqs src_ip | filter/drop 20.0 0.0 600 10 M,
[ http a0 basic  regs_pph src_ip O filter/strong SO00.0 0.0 3600 x 1.0
[] http 80 basic  swns dst_ip > nctify 64888 54 0.0 0 600 X 10 M,
1 http a0 basic  syns alobal > nctify £4333.54 0.0 B0 X 1.0 M,
. *
1 http 80 basic  svns src_ip > filter/drop 5.0 0.0 600 10 M,
1 . *
1 http a0 basic  syns_pph src_ip O filter/strong S000.0 0.0 - 3600 1.0
. »
1 http 80 strong http_regs dst_ip > notify 295340 0.0 0 600 1.0 M,
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Cisco Guard/Detector -~ HTTP Zombie MAH AN

UDP/ICMP/Fragment Drop &
TCP Connection & AN
HTTP Syn H X M
HTTP Request 7 &l A

oliprwNE

Flex Filter & &

ISNHTTP. Zombie 7 2 A1 7Y

Cisco Guard 7| 29| Drop Policy &7

policy tcp_connections/any/basic/num_sources/global 500.00

redirect/zombie 600 active 1 0
! Web ServerE ZX5f 1000 7 0/At9/ Client 7} &= QX Al FHAZ O Web Browser’} E&fa}=X]

A=
1 8YEt Rule 0 ZBEl IPO) LA = 600Sec?t HX 22X/

-CTI>_7_I:I I-7I- ~ AI‘I" OI Web Browser AI$H OI-_I ol L xl 1x|' 745-6"01 Fl|terlng OI'I_ E"
uH_?_ _§J_|-I-| ||
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Cisco Guard/Detector — HTTP Zombie & M

1. UDP/ICMP/Fragment Drop AN
2. TCP Connection H i M 7X

3. HTTPSyn HAi MA

4. HTTP Request A X A

6. Flex Filter &%

RS Vietim© 2 Sre 1P 7F S A| 5007} O] A Web
P:tcr:a::r;_f!:i :sctinnse' S R IO-I A I H-I-.EIPAICOO kien %%_

Policies: Current cenfiguration Devicey Guard

Set screen

Confiy selection| Add service| Remove sewice| e Detectur|

Policy Templ__| Service | Level State | Action Threshold | Proxy Th_ . | Fixed | Learning _ | Detection T__

[l tcp_connectio... any anal... in_nocdatz_co.. global 2 to-user-filters 9452120 0.0 - 600 X 1.0 MN/A
[l tcp_connectio.. any anal.. in_nodata_co.. src_ip > to-user-filters 7884 0 0.0 - 600 X 10 M/
[l tcp_connectio... any basic in_nocdatz_co.. global 2 notify 0452120 0.0 - 600 X 1.0 MN/A
[ _tep connectio  any basic in nedsta co . sec ip > filter/droy 50 00 - B0 X 10 I LA
[ tcp_connectio.. any basic num_scurces  global > redirect/zo. .. 500 0.0 600 % 10 MAA
[l tcp_connectio.. any strong in_conns global | 2 notify 2455940 0.0 600 * 10 M/
[l tcp_connectio.. any strong in_conns sSrC_ip 2 filter/drop 2000 1700 0 G0 X 10 M/ A
[l tcp_connectio.. any strong in_nodata_co.. global > notify 045212.0 0.0 600 X 10 M/
[l tcp_connectio... any strong in_nodata_co.. src_ip 2 filter/drop 1000 1260 0 600 X 1.0 MN/A
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J Client Guard_(Scrubber) Zone

S (Source) (Destination) - ’ Y=
Z | -

IP 192.168.1.1

et e faeer Lot
BRCIERCD S T <)

http://www.cisco.com

TCP AT T2 M A&

2
‘o ®© 0000000000000 00
k.

Guard 7|gto| HTTP
Cookie 4=

Fin-+Refresh
grRL=orig UR-
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Cisco Guard/Detector — Flex Filter’d & M X

UDP/ICMP/Fragment Drop &
TCP Connection & AN
HTTP Syn ™MX M7

HTTP Request H & A7

HTTP Zombie 42 47

Mo. Time Source Destination Protocal. Info
123 1.076804 I T ) |HTTP GET /500,014 sect'on.nﬁnfcnoz—zggg HTTP;E:E '
127 1.076817 o T T B HTTP  GET /shop/big_section.php?cnol=1009 HTTP/1.1
130 1.076826 e e HTTF  GET /shop/big_section.php?cnol=1009 HTTF/1.1
131 1.077800 ] T T HTTP  GET /shop/big_section.php?cnol=1009 HTTP/1.1

# Frame 15 (287 bytes on wire, 287 bytes captured)
Raw packet data

ertext Transfer Protocol

GET /shop/big_section.php?cnol=1009 HTTR/1.1%r"n
Request Method: GET

Reqguest URI: /shop/big_section.php?cnol=1009
Bafyast varsign: HITE /1.1

HosT: ' ' N

® Internet Protocol, Src: 7Y, bst: Tt T ) 3
B Transmission Control Protocol, Src Port: 1101 (1101), Dst Port: http (80), Seq: 0, Ack: 0, Len: 247

fUser-Agent: HD2111a 4. D (compat1b1e MSIE 5.01; Windows NT 5.0; MyIE 3.01)Cache-Control: no-stare, must-revalidata'.r'.f

referer: http:/ P
Connection: c]use rhn

o CC Attacke| 2<%

D

User Agent filed0] Cache-Control: no-store, must-revalidateE F7} A|Z.
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P 1. UDP/ICMP/F.ragment Drop &AM
Guard 2. TCP Connection M A
3. HTTP Syn % M
Cisco 4. HTTP Request MM M
ie A XH A
% Detector a Egﬁzomb'e -1 EO
Flex-Content Filter Form |
Dizseription: CC Attacl:
Protocol: D=t Port: ao
Exprassion: PEOIO_COJ_Z_T_CP Port : HTTP 80 |
[:—'auam: |Cache-CnntrnI: no-store, must-revalidate | [¥] Match Case
atOffiet [0 | meom | | Cache-Control: no-store, must-revalidate
=XAME0f Cipt EETY M
Action:
State: Enahle
0] | Clear | Cancel |
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= Zone YC_WWW * (automatic) - Protected ¥
Zone YD WWW (automatic) - Pr »
x Alsite Celizy
Dnmmei Report PR . == \
H ; TrafMc Rate - bps
’ 1 [
[ A H H N0,0080001 A "r-'»"\‘-"'-_/',— V- "u"- N NV ’\t"‘.‘“‘-,"v"-.r AN A IS - ‘I A i
100,000,008 | !\,,\_;\ NNAAS VA AV A AN A" A\~ ,4:_ / i 230,000,100 | il A b i ’ i
75,000,000 | R T w 200,000,800 ! !
a 2 L 5 156,000,000 ! " i
50,000,008 1 Vil 100,000,000+ ~ i V!
15,040,004 L ! 50,000,0001 L‘I H i
Al 3 f 1 i 7 ¥ i { i S | 0 . - - - = - - - - N TS Rttt
510 162 1630 64k 1850 4740 U170 1720 1730 1740 1750 | AS0d | 1EM0 16387 — 1630~ 400 1R8N T0000 1 4290 T ARAD 3200 AT RN AR
Time 1 H Time [ g
0 Legtrato raw Wi SE3R400 M 22575700 Aw: 18,124 291 £7 Cur 1 0SB 3850 B Leptinate ruw M0 100430 N BEE45.1460 Avp. A5NS4 Qa1 200430
B Mbowos ke Min - 3522 844 0 Macc: 108 N 3520 Avg: &0 78208327 Cur - 4371 580 B Mebocur e M. G601 5790 Mo 314 671 5300 Awg. 253071 03118 Q960 320
Zone status
Active Dynsoic filters: 693 Lt atiack re 2410, 181008 Active Dymanic likers: as1 Lant oach tine: 10, 181435
Pandng Dynersc flers (1] Actrreon tme J400, 1828330 Perdng [ynere: tders o Acdvabon sTe i 09, 052757
Preoocy uxege Prooy usnge
port! 0.0% (D225 port! 0.0% (0022955)
pom2 0% (0R22656) pot2 0.07% (V302555)
sutd 0.0% (NG22555) 3 Q0% (0E22565)

Zone YO WWW (automatic) - Protected & 7ﬂ goé o 10%‘ A ﬁﬂ *ékl A E1
20 g 10| 5f{ *A| At

Deactiwate Raport ‘ I

e S| | ] 2.5Gbps 22 RY
| BEVPY VA VAT Y\ S VAAAN A v VAW VAT A AN .i \ E
2 3000500 | |
;. —— | 7898 XY 8A| 7| - 500Mbps BF F-F]
1620 1§30 1540 1eSt t7ob U];lm U s M S Eniw ; & -IQI-XI
s T, DA e Cisco Guard Filtering 7| 2O 2 A M H|A SX|
-us: b Lot s1ack e 10181235
:.::o;-gm 0 Activaben trse A0, 185115 Guard 7| OI Hl List 18n H §I-E
s e > Kot 7|'T'|: I-||,ISP ST
pont 0.0% (U222555)
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Zone YD WWW (automatic) - Pr »
x Alsite Celizy
Dnmmei Report PR . == \
H ; TrafMc Rate - bps
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Time 1 H Time [ g
0 Legtrato raw Wi SE3R400 M 22575700 Aw: 18,124 291 £7 Cur 1 0SB 3850 B Leptinate ruw M0 100430 N BEE45.1460 Avp. A5NS4 Qa1 200430
B Mbowos ke Min - 3522 844 0 Macc: 108 N 3520 Avg: &0 78208327 Cur - 4371 580 B Mebocur e M. G601 5790 Mo 314 671 5300 Awg. 253071 03118 Q960 320
Zone status
Active Dynsoic filters: 693 Lt atiack re 2410, 181008 Active Dymanic likers: as1 Lant oach tine: 10, 181435
Pandng Dynersc flers (1] Actrreon tme J400, 1828330 Perdng [ynere: tders o Acdvabon sTe i 09, 052757
Preoocy uxege Prooy usnge
port! 0.0% (D225 port! 0.0% (0022955)
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20 g 10| 5f{ *A| At

Deactiwate Raport ‘ I

e S| | ] 2.5Gbps 22 RY
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1620 1§30 1540 1eSt t7ob U];lm U s M S Eniw ; & -IQI-XI
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