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- Prevention against T

It has been observed that cyber actors are using malicious

websites with names similar to the names of legitimate government websites. The

fake websites’ names comprises of common misspellings or short-names of
government websites (called typosquatting attack) to deceive users to unwittingly type
their passwords and other sensitive information or download malware on their

systems/devices.

2. Common Techniques Used

a. Attackers use web-based redirections to legitimate websites on their
malicious webpages. This technique masquerades malicious websites as

legitimate government websites.

b. Above in view, there is a dire need for all government organizations (both

civil and military) to take measures to prevent such attacks against their

websites. Moreover, rigorous awareness campaign must be carried out

by the website owners (Cll organizations) to make their users aware of
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