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Investigative Research
Reversing Malware
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Who is Lazarus?

Adversary
Lazarus
a.k.a Hidden Cobra, Zinc

Published by Novetta in 2014

Capability
Various infection vectors
Multi-stage components

Several malware clusters

Victim
Financial profit
Cyber espionage

Data theft

Infrastructure
Compromised server

Commercial hosting service




Origin of DeathNote 4
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Manuscrypt DeathNote (a.k.a DreamJob)
* Old Lazarus malware * Came across an updated version of
» Connect to SPE hacking the initial downloader.
* Had been used for several years * Implemented new techniques.

without significant updates. * Since Oct 2018




Oct 2019. Beginning of tracking DeathNote
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Apr 2020. Shifting focus to the defense industry
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Jun 2021. Expanded target, adopted new infection vectors 7
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March 2022. Same method with elaborate infection scheme
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July 2022. Same method with elaborate infection scheme
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Preliminary backdoor or lateral movement
e Technique: ServiceMove(Abusing of PerceptionSimulation service)
o Path: C:\Windows\system32\PerceptionSimulation\



Chronicle of DeathNote cluster

Targeting Change the target to Targeted S/W vendor Spread the malware Targeted a defense
cryptocurrency the defense industry. using S/W vulnerability contractor with
business with a new elaborated TTPs
malware
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Post-exploitation m

Basic Finding high- Credential Lateral Exfiltration
reconnaissance value hosts access movement
e Windows commands e Find a connected o Mimikatz e SMB connection o WiInRAR utility
e Read default domain Remote Desktop e Responder e ServiceMove e C2 channel
controllers policy host

e ADFind tool



Structure of C2
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Takeaway

S

Persistent attack and
increasing sophistication

* Create malware using open-source
software

* Utilized DLL side-loading and
BYOVD

* Continuously improve techniques
to become more sophisticated.

&

Full-context based
defense is the key

* Hit-and-run style defense never
works

* Need to understand full-context of
threats

* Diversify defense points

Cooperation with other
industry

* Each sector has different strength

» Cooperation is essential to cope
with the latest cyber threats
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