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The version information of this report is as follows: 

 

Version Date Details 

1.0 2023-04-07 First version 

 

 

 

 

 

 

 
 

 

  

Remarks 

 

If the report includes statistics and indices, some data may be rounded,  

meaning that the sum of each item may not match the total.  

 

This report is a work of authorship protected by the Copyright Act.  

Unauthorized copying or reproduction for profit is strictly prohibited under any 

circumstances.  

 

Seek permission from AhnLab in advance  

if you wish to use a part or all of the report. 

 

If you reprint or reproduce the material without the permission of the organization  

mentioned above, you may be held accountable for criminal or civil liabilities. 
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 CAUTION 

This report contains a number of opinions given by the analysts based on the  

information that has been confirmed so far. Each analyst may have a different  

opinion and the content of this report may change without notice if new  

evidence is confirmed. 
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Overview 

The Kimsuky group's activities in March 2023 showed a decline in comparison to their 

activities in February. 

 

Unlike the past where most major issues were found in the FlowerPower type, this month was 

focused on the RandomQuery type, which showed the highest amount of activity. 

 

The FlowerPower type began to use "Korean domains", and it has been confirmed that the 

RandomQuery type has been using various initial distribution methods and using new ways to 

distribute xRAT. 

 

Finally, it has been confirmed that the RandomQuery type's system has been changing, just 

like the FlowerPower type. 

 

Attack Statistics 

Compared to the Fully Qualified Domain Names (FQDNs) in the February 2023 Threat Trend 

Report on Kimsuky Group 1 published on March 29, 2023, the FQDNs of all attack types 

showed a decline. The most commonly detected types were RandomQuery, AppleSeed, and 

FlowerPower, in order. 

 

 
1 https://atip.ahnlab.com/ti/contents/regular-report/monthly?i=a84cf81c-aaea-4a33-bb7c-9ec004684f2a 

 

https://atip.ahnlab.com/ti/contents/regular-report/monthly?i=a84cf81c-aaea-4a33-bb7c-9ec004684f2a
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Figure 1 FQDN statistics by attack type in the last 3 months (Unit: each) 

Major Issues 

1)  FlowerPower  

(1) Using a Korean Domain (Punycode) 

AhnLab revealed through the 2022 Threat Trend Report on Kimsuky Group that FlowerPower 

uses the "main domain"2, "kro.kr", and "r-e.kr".  

 

However, a "Korean domain (Punycode)" and multiple "n-e.kr" were discovered in March. It was 

confirmed that the Korean domain was used for attacks against certain professors. 

 

 
2 https://atip.ahnlab.com/ti/contents/regular-report/monthly?i=b2e6fdb2-99e4-43e9-ab3c-

fe25b3a6e8b6  

(See page 19) 
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Figure 2. The newly discovered Korean domain 

 

Aside from the "Korean domain, the 5 domains "r-e.kr, p-e.kr, o-r.kr, n-e.kr, and kro-kr" are 

issued free of charge by a hosting service named "Mydomain.Korea". 

 

 
Figure 3. Hosting service information 

Upon registering for this service without any fee, free domains can be issued by searching for 

domains. As such, the service has a high number of Korean users.  

 

Threat actors tend to prefer using domains that are frequently used in Korea over overseas 

hosting services because the former cannot be diagnosed as easily and appears more 

trustworthy to the victims. 
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Figure 4. Domain registration process 

2)  RandomQuery 

(1) Distribution via LNK Files 

This case was reported to AhnLab by an actual victim in February. In the compressed file, there 

is an LNK file and a normal password-protected HWP document. A malicious script is included 

at the end of the LNK file. 

 

 
Figure 5. File configuration 

 

Executing the LNK file also executes the PowerShell script inside. This creates "tmp[*random 

number*].vbs" and "password.txt", the password for the encrypted HWP document, in 

the %TEMP% path before being executed. These password files are included in a certain 

Offset in the LNK file. 
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Figure 6. Part of the script included in the LNK file 

"password.txt" is executed through "notepad.exe", revealing the document's password and 

leading the user to read the document while simultaneously downloading and executing 

additional scripts from the C2. The HWP document contains a personal information entry 

template regarding compensation for answering a survey. 
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Figure 7. Part of the data including a certain Offset 

 

 
Figure 8. Part of the bait document's content 
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(2) Distribution via OneNote Files 

Recently, various types of malware have been distributed through OneNote, and the Kimsuky 

group has also started following this trend. The method is consisted of placing malicious 

scripts over the document name so that users are guided to execute the scripts. 

 

 
Figure 9. Malicious script included in OneNote 

 

The three scripts are all identical to each other. Upon execution, they read and decrypt the 

data included in the first line of the script before executing it. This is a feature of downloading 

and executing additional scripts from C2. 
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Figure 10. Part of the script 

(3) Distribution of xRAT via Google Drive 

xRAT is being distributed through Google Drive as a Word document disguised as an 

application form for confirmation of the parties' intention for an uncontested divorce.  

 

 
Figure 11. Part of the document's content 

 

A malicious VBA macro is included in the Word document, and executing this creates a script 

named "version.ini" in the "%APPDATA%\Microsoft\Templates" path. This script downloads 

and executes additional scripts from Google Drive through "Wscript.exe" upon execution. 
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Figure 12. Part of the VBA macro included in the Word document 

The additional script "Load.ps1" is similar to the script that loads TutRAT, which was introduced 

in the February 2023 Threat Trend Report on Kimsuky Group3 published on March 29. It 

downloads and loads the additional script "phcq.exe_sqlz". 

 

 
3 https://atip.ahnlab.com/ti/contents/regular-report/monthly?i=a84cf81c-aaea-4a33-bb7c-9ec004684f2a 

(See page 9) 

https://atip.ahnlab.com/ti/contents/regular-report/monthly?i=a84cf81c-aaea-4a33-bb7c-9ec004684f2a
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Figure 13. Part of the Load.ps1 script 

 

"phcq.exe_sqlz" decrypts information included in resources and proceeds with Process 

Hollowing after executing "capsol.exe". Its final payload is xRAT. Unlike the previously 

discovered xRAT, this one has three C2 IP & Port pairs. 

 

 
Figure 14. xRAT, the final payload 
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All files uploaded to Google Drive were owned by the account "iu003830@gmail.com", but it 

is unknown if this account was collected from a victim. 

 

 
Figure 15. Owner account information 
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(4) Distribution of xRAT via RandomQuery variant 

The keylogging script in the previous RandomQuery type did not perform any other activities. 

However, a script that also downloads an additional file from the C2 was discovered. 

 

 
Figure 16. Comparison of the scripts 
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The downloaded file is saved to the %APPDATA%\Microsoft\Windows\Templates\ path 

as "install.exe" before being executed. 

 

When the file is executed, specific files are dropped to specific paths by two resources. The 

"DB" resource drops "MSWin.db" in "C:\ProgramData\Microsoft\Windows", and the "DLL" 

resource decrypts the data using the name "msort.dll" before dropping it to 

"C:\Windows\System32". 

 

 
Figure 17. File dropped by each resource 
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It additionally changes certain registry values in order to maintain persistence. Previously, it 

would register to the Scheduler or change the 

"HKCU\Software\Microsoft\Windows\CurrentVersion\Run" value to maintain 

persistence, but this time, it changes other registry values to achieve the same purpose.  

 

 
Figure 18. Maintaining persistence by changing registry values 

 

Then, the "Appinit_DLLs" value and the "LoadAppinit_DLLs" value in the 

"HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows" registry are set 

to "msort.dll" t and 1, respectively. This causes all processes that load "user32.dll" to load 

"msort.dll". 

 

 
Figure 19. Before modification (left), after modification (right) 
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When a process that meets the conditions finishes loading "msort.dll", the latter scans the 

path and process name before moving on to the next malicious behavior.  

 

It first checks if the process's execution path is “%WINDIR%\system32”. Then, it checks if the 

process name includes "taskhost" or "svchost.exe". Ultimately, the final malicious activity is 

carried out by "taskhost.exe", which is executed every time the system is booted.  

 

The final malicious behavior includes the execution of "powershell_ise.exe" as its child process 

and injection of the previously dropped "MSwin.db" after decryption. 

 

 
Figure 20. The part that scans paths and processes 

 

The final payload is xRAT, and it has three C2 & IP Port pairs like the case mentioned above 

where xRAT is distributed through Google Drive. One difference is that the last digit of the IP 

is set to "~". 

 

 
Figure 21. A unique configuration value 
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It searches for the "~" character and exchanges it with a number between 0 and 254 before 

adding it. Ultimately, it attempts communication with the values from "108.62.118.0" to 

"108.062.118.254". 

 

 
Figure 22. Configuring the last digits 

 

 
Figure 23. Example of attempting to connect to the last IP 
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(5) Changes to the RandomQuery System 

This type used parameters “list.php” and “lib.php” to download additional files from C2, but it 

has been confirmed it is now using “stdio.php” and “main.php” for its distribution. 

 

 
Figure 24. Part of the decrypted script 

 

Additionally, the file names used were different from those (info_sc.txt, key_ps.txt, etc.) 

introduced in the Analysis Report on Malware Distributed by the Kimsuky Group published on 

October 7, 2022.4 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
4 https://atip.ahnlab.com/ti/contents/issue-report/malware-analysis?i=5a12d8f9-a06c-4e91-859d-

7954d78c332e (See from page 13) (This report supports Korean only for now.) 

https://atip.ahnlab.com/ti/contents/issue-report/malware-analysis?i=5a12d8f9-a06c-4e91-859d-7954d78c332e
https://atip.ahnlab.com/ti/contents/issue-report/malware-analysis?i=5a12d8f9-a06c-4e91-859d-7954d78c332e
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AhnLab Response Overview 

The aliases and the engine version information of AhnLab products are shown below. Even if 

the activities of this threat group have been identified recently, AhnLab products may have 

already diagnosed related malware in the past. While ASEC is tracking the activities of this 

group and responding to related malware, there can be variants that have not been identified 

and thus are not detected. 
 

Backdoor/Win.QUASARAT.C5386466 (2023.02.22.03) 

Downloader/CHM.Agent (2023.03.14.00) 

Downloader/DOC.Generic (2023.03.15.03) 

Downloader/DOC.Kimsuky.S2125 (2023.03.16.02) 

Downloader/Powershell.Kimsuky.SC187625 (2023.04.03.03) 

Downloader/Powershell.Kimsuky.SC187626 (2023.04.04.00) 

Downloader/Powershell.Kimsuky.SC187627 (2023.04.04.00) 

Downloader/VBS.Generic (2023.03.17.00) 

Downloader/VBS.Kimsuky (2023.04.04.03) 

Downloader/VBS.Kimsuky.SC186817 (2023.03.09.03) 

Downloader/VBS.Kimsuky.SC187304 (2023.03.22.03) 

Dropper/CHM.Agent (2023.03.23.03) 

Dropper/CHM.Generic (2023.03.07.00) 

Dropper/MSOffice.Generic (2023.03.20.02) 

Infostealer/Powershell.Browser.SC186288 (2023.03.30.03) 

Infostealer/VBS.Kimsuky.SC187134 (2023.03.17.02) 

Infostealer/VBS.Kimsuky.SC187638 (2023.04.04.02) 

Infostealer/VBS.Kimsuky.SC187639 (2023.04.04.02) 

Trojan/PowerShell.Downloader.SC186665 (2023.03.03.02) 

Trojan/PowerShell.Downloader.SC187618 (2023.04.03.00) 

Trojan/PowerShell.FileUpload.S2023 (2023.03.28.01) 

Trojan/PowerShell.KeyLogger.SC186656 (2023.03.02.03) 

Trojan/VBS.DOWNLOADER (2023.03.21.00) 

Trojan/VBS.DOWNLOADER.SC187175 (2023.03.21.00) 

Trojan/VBS.DOWNLOADER.SC187176 (2023.03.21.00) 

Trojan/VBS.Generic.SC186657 (2023.03.03.00) 

Trojan/VBS.Runner.SC187110 (2023.03.16.03) 

Trojan/Win.Agent.C5394767 (2023.03.15.00) 

Trojan/Win.Agent.C5403399 (2023.03.31.02) 

Trojan/Win.Loader.R567383 (2023.04.02.03) 

Trojan/Win.Xrat.R567390 (2023.04.02.03) 

Trojan/Win32.Agent.C1686716 (2016.11.29.04) 
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Indicators Of Compromise (IOC) 

A portion of the following IOC quotes other analysis reports, and there are some cases that 

could not be verified because samples could not be obtained. Updates may occur without 

prior notice when new information is found. 

 

File Paths and Names 

The file paths and names used by the threat group are as follows. File names of some malware 

or tools may be the same as those of normal files. 

 

Application Form for Confirmation of the Parties' Intention for an Uncontested Divorce.doc 

Promotion of Information and Communications Network Utilization and Information Protection.zip 

Promotion of Information and Communications Network Utilization and Information Protection.chm 

Cyber Security Bureau.ini 

Personal Information Usage Agreement.hwp 

version.ini 

version.bat 

upload_real.vbs 

temp.dotm 

ServiceUpdate.dll 

runps.vbs 

Project.vbs 

phcq.exe_sqlz 

personal.vbs 

password.txt.lnk 

Pages_Elements.xml 

msort.dll 

Load.ps1 

Document.vbs 

conf.ps1 

aaa.dat 

2023-3-2.chm 

123.dat 

[PUAC]Evaluation Request.hwp 

.Uso2Config.conf 

.Uso1Config.conf 
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File Hashes (MD5) 

The MD5 of the related files are as follows. However, sensitive samples may have been 

excluded. 

 

FlowerPower 

283D238D309667734D0E5DC33EE7E647 

67FC30944A5DB08DEFA3A5D09F731746 

858907D12008A093E40C501D892A5E90 

923E117DE7B4C115C97410BABC104240 

976F6BB98E116DA2BFD8F283058BCD14 

B0D7FF7323A0A2CCD0424FAC906F0BE0 

D8C1ABFB0A0B34E4338AD8DFBD6D95FA 

EF3211C7567FA7A5B8944D7BEEEF2869 

 

AppleSeed 

02B6FA59F889CABF36A7CA2A69A7BE86 

05E9F932BF0BBA8ED0C12194E89EC899 

4103D0B42DD6230DC1062156356F1D9B 

56E9F5CCEBD7252E695B74A9ADA18C6F 

6FE432E9D8C70391E9B6CD3E074B0760 

8A8AB44759D17B9058168E69274389C1 

ACA61A168D95C5F72B8E02650F727000 

D68D3782A74E471F27D6AD18BFB8EAAA 

 

RandomQuery 

071F39B1884D2214204AA3D61A170C3E 

0A6F0D8A277D93303B1D2D8AFB2D3323 

0F7CC24438E0AD3815B19C0C031D87F9 

249E111AD3AA659B89E14147F708812C 

2C69D81CA8D01F082AE2489E3975A0A2 

313D77CAAA199188530B15D5BF59A51F 

3332170EE3C8DF42DF9AD656D0D0038C 

3CB38651ABFFD4624E3A2983B886D869 

3CE601BF7FEFDD325E596CCB4AACAF93 

3E167BE30E343C723FCC42B6F763DE69 

46C7C3D128BE033D92A7AE75464ADE79 

4A977D0C8B3D9EAA644A3AE93F3D224F 

610DEA8394F486102FC51A2F0560B28A 

63B3B94CD606B5C3BE5F5B40A9781CA5 

66A249025AB5E39DEBCB1C141EF1FD25 

6C67341B2873EF27BDBFE3E2AD0A8B56 

726AF41024D06DF195784AE88F2849E4 

7903D922E89D872C9F2C00C7A10FEF3D 

7D40FD8E68A5B0F0125D9711FB26B6A3 

804371C4A0DD4FD8ABA732D202F140AB 
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86028BBAD6C09F8697D2F5DA87D5FD06 

864D6E847D3034C01901D378C59DFF93 

8F411A46490016AC5D126B83CEE65022 

93476273CE03DA710D25DE7DA1924603 

93BC23B9E082C97EDD8F78D76672BB0D 

9D8C438B710B314B2DC2E003B2F177B7 

9E3D8F0B174F717F0291DAAB6FD090AA 

AA756B20170AA0869D6F5D5B5F1B7C37 

ACE6CA3FBC585C4EBB67DADCCB79980E 

B7C2A9774BD25B36F89417A7BB4BB3D2 

5939BB4CB87344EB0BDBF0EBBC998D8A 

C623DBE17F278FD3A72C5681102A74D8 

D382CC7F10FDAEC150184941B68CF39E 

D4BB07F5A9462612CD0E8A9290E27FC8 

DA33F76DE05AA4A97BDA5A91D7272F28 

DED83A6BD7438B34B058F2FE5EE54C7E 

E0CF0881DE0FE35732BB02C1F4DF02A3 

E17B91341EA079D23E9703E55D37DD44 

F2A0E92B80928830704A00C91DF87644 

 

xRAT 

3C687FB0A1921A53F9C607938F25FDD1 

954B021E7CC0FF404BDBD57A26509A61 

 

Samples that have been collected from the previously discovered "FQDN OR Domain" (Did not exist at the time 

of analysis and were discovered at a later point in time) 

AC999462B9A7B1A81307B5386ADB9128 
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Related Domains, URLs, and IP Addresses 

The download or C2 addresses used are as follows. http was changed to hxxp, and sensitive 

information may have been excluded. 

 

1.234.41.14 (Kimsuky xRAT C2) 

115.21.139.222 (Kimsuky xRAT C2) 

121.160.252.1 (Kimsuky xRAT C2) 

47.103.206.233 (FlowerPower C2) 

169.254.100.95 (Kimsuky xRAT C2) 

211.115.73.132 (Kimsuky xRAT C2) 

xn--lg3b741c.xn--h32bi4v.xn--3e0b707e (Heungmin.Main.Korea) 

oivs.xn--2i0b10rqve.xn--3e0b707e (oivs.Blog.Korea) 

mvix.xn--oi2b61z32a.xn--3e0b707e (mvix.Online.Korea) 

realtime.mypressonline.com 

xortes.000webhostapp.com 

pcloud.myartsonline.com 

http://okas.kr/gnuboard4/adm/aaa.dat 

nideso.mywebcommunity.org 

mpevalr.ria.monster 

smart.com-coffee.click 

peosljeos.scienceontheweb.net 

thissiteerverarg.medianewsonline.com 

publiccreation.getenjoyment.net 

kakacorpnet.myartsonline.com 

febro.myartsonline.com 

thrhtsgdsfg.medianewsonline.com 

hxxp://haebyeong.com/modules/trash/conf/demo.txt 

hxxp://partybbq.co.kr/src/bbs/img/goal/updown/list.php?query=[RandomNumber] 

hxxp://partybbq.co.kr/src/bbs/img/goal/updown/lib.php?idx=[RandomNumber] 

hxxp://partybbq.co.kr/src/bbs/img/cop/updown/list.php?query=[RandomNumber] 

hxxp://partybbq.co.kr/src/bbs/img/cop/updown/lib.php?idx=[RandomNumber] 

hxxp://eum-it.co.kr/gnuboard4/bbs/img/upload1/list.php?query=[RandomNumber]  

hxxp://eum-it.co.kr/gnuboard4/bbs/img/upload1/lib.php?idx=[RandomNumber] 

hxxp://ibsq.co.kr/config/demo.txt 

hxxp://dhct.co.kr/mobile/skin/visit/basic/goal/list.php?query=[RandomNumber]  

hxxp://dhct.co.kr/mobile/skin/visit/basic/goal/lib.php?idx=[RandomNumber] 

hxxp://uljincablecar.com/mobile/skin/member/basic/download/list.php?query=[RandomNumber]  

hxxp://uljincablecar.com/mobile/skin/member/basic/download/lib.php?idx=[RandomNumber] 

 

 

 



Threat Trend Report on ooooo Malware 

27 

References 

[1] 2022 Trend Report on Kimsuky Group 

https://atip.ahnlab.com/ti/contents/regular-report/monthly?i=b2e6fdb2-99e4-43e9-ab3c-fe25b3a6e8b6 

 

[2] February 2023 Trend Report on Kimsuky Group 

https://atip.ahnlab.com/ti/contents/regular-report/monthly?i=a84cf81c-aaea-4a33-bb7c-9ec004684f2a 

 

[3] AppInit_DLLs (MSDN) 

https://learn.microsoft.com/en-us/windows/win32/win7appqual/appinit-dlls-in-windows-7-and-windows-

server-2008-r2 

https://atip.ahnlab.com/ti/contents/regular-report/monthly?i=b2e6fdb2-99e4-43e9-ab3c-fe25b3a6e8b6
https://atip.ahnlab.com/ti/contents/regular-report/monthly?i=a84cf81c-aaea-4a33-bb7c-9ec004684f2a
https://learn.microsoft.com/en-us/windows/win32/win7appqual/appinit-dlls-in-windows-7-and-windows-server-2008-r2
https://learn.microsoft.com/en-us/windows/win32/win7appqual/appinit-dlls-in-windows-7-and-windows-server-2008-r2


 

 

 AhnLab Cyber Threat Intelligence Report 

  

 

 

 

 

 

About ASEC 

AhnLab Security Emergency response (ASEC), through our 

team of highly skilled cyber threat analysts and incident 

responders, delivers timely and accurate threat intelligence 

and state-of-the-art response on a global scale. ASEC 

provides the most contextual and relevant threat intelligence 

backed by our groundbreaking research on malware, 

vulnerabilities, and threat actors to help the global community 

stay ahead of evolving cyber-attacks.  

 

About AhnLab 

AhnLab is a leading cybersecurity company with a reliable 

reputation for delivering advanced cyber threat intelligence 

and threat detection and response (TDR) capabilities with 

cutting-edge technology. We offer a cybersecurity platform 

comprised of purpose-built products securing endpoint, 

network, and cloud, which ensures extended threat visibility, 

actionable insight, and optimal response. Our best-in-class 

researchers and development professionals are always fully 

committed to bringing our security offerings to the next level 

and future-proofing our customers’ business innovation 

against cyber risks. 
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