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Abstract

Characteristics of North Korean Cyberthreats and
Countermeasures:

Focusing on the Kim Jong Un Era

Bomi Kim
II-Seok Oh

(Institute for National Security Strategy)

Along with the rapid development of North Korea’'s
cyber capabilities during the Kim Jong Un era, the number
of cases of illegal use of cyber capabilities at the regime
level is increasing. Since Kim Jong Un took his power,
North Korea has been widely using cyber capabilities
as one of its asymmetric forces along with nuclear and
missile programs. North Korea has been conducting
cyberattacks on financial institutions, foreign governments,

military and defense companies, and energy research

Abstract

institutes around the world for various purposes such as
asset theft and leakage of military classified information.
In particular, North Korea’s profits obtained through
malicious cyber activities serve as a cash supply chain for
the Kim Jong Un regime, which desperately needs funds
to support its nuclear and missile programs, which is
an obstacle to international efforts for denuclearization.
Accordingly, this research aims to identify North Korea's
cyberthreat capabilities and characteristics in the Kim
Jong Un era, and examines security countermeasures
of the international community, while suggesting what
policies we need to establish based on this. Specifically,
in Chapter 2, the study introduces North Korea's cyber
capabilities and major hacker groups in the Kim Jong
Un era, analyzes the characteristics of North Korea's
cyber attacks into five categories: cryptocurrency attacks,
ransomware attacks, stealing of new technologies in the
defense industries, collecting information on foreign
policy related to North Korea, and securing COVID-19
vaccine technology. Chapter 3 sheds light on the

international community’s countermeasures against North
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Korea’s cyber threats in terms of economic sanctions,
ransomware countermeasures, and cryptocurrency
attack countermeasures. Chapter 4 presents our rational
countermeasures considering the malicious cyber
activities of the Kim Jong Un regime and the international
community’s countermeasures, but discusses the need
for more aggressive countermeasures. Finally, the future
prospects of North Korea's cyber threats are predicted in

the conclusion.

Keywords

North Korea, Kim Jong Un era, cyber attack,

cryptocurrency, ransomware
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