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Abstract

North Korea’s Cryptocurrency Hacks and U.S. Countermeasures

Bomi Kim

(Institute for National Security Strategy)

Since the mid-2010s, financial attacks in cyberspace, especially cryptocurrency hacking,
have become a major source of foreign currency revenue for the Kim Jong Un regime. Since
the late 2000s, North Korea has shifted the direction of cyber attacks toward financial
institutions such as banks and cryptocurrency exchanges, and most of these attacks in
the financial sector started for financial reasons rather than political motives. Since 2016,
North Korea has implemented various cyber intrusion and cryptocurrency hacking tactics
particularly against financial institutions, including ransomware, bank drops, DDos, and spear
phishing involving malicious codes such as supply chain attacks. As a result, the number of
North Korea's cryptocurrency attacks and the dimension of the damage that North Korean
hackers caused increased every year, and in March 2022, the hacking conducted by North
Koreans against the game company Axie Infinity was recorded as the largest loss in history.
The U.S. is actively responding to cryptocurrency hacking as the reason why North Korea
was able to develop its nuclear and missile programs by evading sanctions. In addition to

economic sanctions against North Korea, the U.S. government has established a department
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Abstract

in charge of cybercrime, issued preliminary alerts and published reports in preparation for
cyber attacks from North Korea, and issued counter-hacking and compensation for victims
of hacking. The U.S. government is also strengthening international cooperation to counter
cyber threats, emphasizing the need for joint response to ransomware threats through
bilateral and multilateral consultations and asking the world to implement cybersecurity
measures against anti-money laundering rules. In our case, it will be necessary to supplement
the deficiencies through international cooperation with major international countries and

institutions, including the United States.

Keywords: North Korea, Cryptocurrency, hacking, counter-hacking, Hunt Forward
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