WWW.inss.re.kr

I N ss INSTITUTE FOR NATIONAL SECURITY STRATEGY

asE,

November 2021. No. 147

23 Alth 23t0]
AMOJH D} 23 THE

QUM AR
nusl2006@inss.re.kr

AH0| 212
bomi@inss.re.kr

| 24| X7

|'O|'
§
15
40
1%
=
=2
|'9r

EXEqEY

EMEERE LR

e 71 L



November 2021. No. 147

INSS
ey

ﬂ
"

o

=N

=

©:

AtolH 2

1o

—

—

izl 23 0l= LZ0A

AlZF
o=

7tstn

=

=)

1t

¢

2{Lof| Etg-dE 27| ofFEct

F

[

°

)

off thS

:)

=

= Z510] ALO|H A0l C

Ch: Afoled 9

=
=

|5t

F

w0
<

= AR

&
=]

SHAIOf: 231, Afo|b] O, 312, CHEARY, 2iRt=A




INSS

b= November 2021.No. 147 2% 2 ALY 25Ho] Afo] JSiaL 2 Q2 Y

olo

Il ot AfO|H] 2|l Chgt FR2= S

. Fe=o S

—

N

o= ol th B oK e

v. 22




NSS

bal=1 -0 November 2021.No. 147 UYL Alth B510] Afojt] QJeint 2 Q2 TS

r -
J
d|

I . =4 A|7|

« 2021 24 259, || Sk QQuejHR]o] iy B A(Gregory Meeks) 91974} niol=
M7 (Michael McCaul) 3313 ZHAF 5 6782 At 53tol|lA] ml=o] FAesla 99t
“AtolH] @] ¥ (The Cyber Diplomacy Act of 2021)"2 ¥Fe
- & Mo BRbS mORt o590 Aol o] nl=o tigS a7chs Mgtew B

Shlo] &3t AtolH] 91 & Wrol= 2017d 3 2019Wd ¢ o]o] Al F1A
- o k2 =] Afo|HQEH S 2] = FoF e e} 7] o] dijt A A& H sk W8S

—_

AT
o 53] AtoH FA FEE AR P o Ihotal A4 g2 /S xR 2 1]
4= HFol=(Joe Biden) teF 2] 4 o] F v ZEcty AAA f-gH<ete] ads
Tk A%
- 29 179 Y= Za}o] A(Ned Price) =15 HQl2 Eote] - e mAtd 2 158 %]
FA AtolH ZE-5 FAI5HL §loH ﬂ]‘é‘; A HEE TAH o= 1 AYS A7

zo
- 0|2 27 R ZAAL 49 13 9E7ks T 91 H 7 2021 (Annual Threat Assessment
2021) 914 59 4}1ﬂ%ﬂaﬂ%4ﬂﬂﬂ%ﬂ“ﬂiﬂiﬂﬂdoiﬁﬂ

2t 2 3 AN (Frank Kendall) 9A] 52 259 =& A JAEHE2l

v B2 A
QP AET AT Slo] A HHo] Aol 5-2lo] nlate] $.5 ghro] $1go] | 4 otk
Cee
C BERe AAe A olF Aol Sl al-njelt b v H A F shtz 43 2
s1a glow] @Al B3kl Afolu] 24 5AL Al 1 424 Aog BAET 9

1) £ B340 Hahe AolH] 58 TAH0.2 Aol FIotel
2ok £B2 OJulshe 202 PAISHIL 7, Hlold -2, WA,

o $A1= A YEYA o), o], 29 L2 &

ujn
o
Hel
)
r
O




INSS

b= November 2021.No. 147 2% 2 ALY 25Ho] Afo] JSiaL 2 Q2 Y

olo

- AAe LIYLE ol NAMYS Sl @) Sa] QlmFde] LAl £

o GRste wso] B0 R Asfst 3Y) WSO R 7%

1749 ATjRE AAH 02 §48] & Apolu] QB @A) 6,8009] 0= 20134 3,0000]
ula 26 o]4F Z7iatglom, u] Afo]u] HeHlA] Aekg = A E afo] 2 (Crowdstrike)

A A S

- o]

oX,
o
il
ro
:?—“_I,

oxt Jlm of

_041-11%
=
o T
2
i
P

o ox i
2 9 of
E

& e
b
Jo
O o 2

4o R
o

ol
1o W
>

i
iu)
N ()

=)
>,
e,
ra
A%
2
N
ko
M,

D A A 1

o o

&

%0,

0

rir
o

N

i_‘L‘
)
R
>

7 F 44 S 2 EARS s BaslAe] s19l AR, B 44

¥ A 7VSAPAT (VPN S 285l =4 S8/l st =4

N
©, o,
gl > o l% i
2 A
N
ES
>,
gl
>4

I

(o]

B
i)
okt &

[
o, e
A Nl

ok
=2
o o

2) =R P A 2020, (A& =, 2020), p. 233 =714, "5 AtolH] B2 58 Alotof] o]of AlA] 291, TAIAIY
K, 201949 29 20¢, https://news.naver.com/main/read.naver?mode=L.SD&mid=sec&sid1=100&0id=022&aid=0003
341501 (A4 2021.10.5.).

3) tiEA 7| EATEE A “5oko] AtolH ot Ak} dtE: vt A v EA A5o] AT Te At A29d
12(2017), pp.139-159: 53 - FAL, “F5te] AtolHe| o] thu|gt - Al 7Rt A" TR A1, A33E
(2020), pp. 355-384; ¥Am], “Ete] tiid Atolu] FAof et A A HES} o] thet 2 2}

Ay A27H 25.(2020), pp. 39-66: A Foll, “Fete] AfoH] A ko] X5} Ato|H] FA Al A4S FHoR” T

sketdty, A207 43 (2019), pp. 125143,




INSS

nEL-ERES

AlCH S5H0] Atolt]

2ye

EE'.‘EI'. November 2021. No. 147

ol

o|J

Klo

I EAS gotR I Fg19]

Ton

fo @A7IA =g Bake] Afolu

AR Azol 2As

PIEd &

S

=
o

-l A

T
il
ol
Hlo

-

A
—

SFal 37l A

;OT

AL
__OO

| Aoty

5t

=
=

AMch

Ane

| AO|t

E

)
(=)

(=]
:l1_

1.

Tr

o] ApolH] %

.61__1_

&

ol A0 Ao]y]

Sl

ol

8r

—
ife]

No
T

&

|

S
)

i
5

J_,NO

-

RS




INSS

bal= =0 November 2021, No. 147 2% L AL 23H0| AfO|H] JSiAL 2 Q2 THS
« B0 Apolw Heolit HER, Y F1E A talAe oba7iA] BAIA 0 dral A Aol A9
ot AAAL-AAL2 A= olo2HA Et FoA AtolH A FE 73t gl
FR/do] AX L =4
- 2010 A Y2 "ARAYL2 7|5, G(&eh) M o= HE JHHA o 2 viy et ™
‘ARARN = 7719 A L] o] ofjH|t 2tal xSt F AtelH A= ] S8
qe gAY
- A2 B AP A "S- mALA T} QA -2 Il o] FARH| R B A TS HE 6l
TEol By os RE AL R At F2- AL FA o] AR THY
X AT H R E2; A A-20] A ASke]| FE TR oF Y H | HolAto|H FAZ T
St Q= Ao= dHA AU

- 2020 79 9t n) S By Ao W2 W 1212 Atstol = AR A (Lazarus), EF - 2 I
(BlueNorOff), ¢trte]d(Andarial) 59 si71Fo] Jom 4% fAES 2 H
FA} S, A, W o] Ao}, 2iAo} 5 sl e]of| A ZE7

- ot Bahe FHARE Aeh AR AFRE lEate] ofe el ohsl ARRA
AHe 28 9 0% g
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29) David E. Sanger, Julian E. Barnes and Nicole Perlroth, “Preparing for Retaliation Against Russia, U.S. Confronts Hacking
by China”, The New York Times, March 7, 2021, https://www.nytimes.com/2021/03/07/us/politics/microsoft—solar—
winds—hack—russia—china.htm! (FA L 2021.9.30.).
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30) Department of Homeland Security, 2013 National Infrastructure Protection Plan: Partnering to Enhance Protection and
Resilience,  https://www.dhs.gov/sites/default/files/publications/National-Infrastructure—Protection—Plan—2013-508.
pdf (A1 2021.10.1).

31) Michael Chertoff, “Foreword,” Cybersecurity Symposium: National Leadership, Individual Responsibility, 4 Journal of
National Security Law and Policy (2010), p, 3.
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35) Council of the European Union, “EU Imposes the First Ever Sanctions against Cyber—Attacks,” July 30, 2020, https://
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attacks/ (A 2021.9.30.).; Laurens Cerulus and Elisa Braun, “In a First, EU Slaps Sanctions on Hackers in Russia,
North Korea, China,” July 30, 2020, https://www.politico.eu/article/eu-slaps—sanctions—on—hackers—in-russia—north—
korea—china/ (14441 2021.9.30.).

18



INSS

baf=1-WN0 November 2021.No, 147 23S AlTH 23H0] Afo|H &N 223 THE

°

ﬂ%éE%ﬂ#ﬂﬂﬂﬂ%- omne AL 2 ﬂdmoqﬂa%ﬂagg%@ﬂ
B AYL o1

« RAA EUS] B AfolH] AlA= m]=to] u]8) A msheh i Hoha 4 glott R gARA o]
sl W 9

~ Aol 27 24 el gt AAE APStels AW oha} ol Aok A4 A}
o] ARt o] Bl ZAe} AR §FolE GAH o] WA

- 6|2 Sol, EUZF AlAIsh 1 Qs 24101 A 35kl 8]4ke] -9 o]u] u] A= o] A A AT STuE,
% EUL 1] e} B2 2ot 5 250 Aol 914 el dis) ANEEL
F\ope 4 9le Ao = oA

(3) =A| A (United Nations, UN)

o fRiste] AHAcw AAE sFsta X ARt
At 7}

ol g syt waf Atell F7tel His] AHe

- 20199 UNOP_Hﬂh 1T=eflA] 2SR 3571 9] Ato]H] ARA<] Hig-2 Sehs A=kl UN
AR flvrel&

- UNSHE = 51—6&01 =HEeT = 3= S
A OB ARSI Tl FgehE T, 5ot AtolH S AS HiEAIA N ER

3

l:tl

36) European Commission, “New EU Cybersecurity Strategy and New Rules to Make Physical and Digital Critical Entities
More Resilient,” December 16, 2020, https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2391 (2!
2021.9.30.).

37) Ramon Pacheco Pardo, “From Engagement to Pressure: The EU Gets Tougher on North Korean Sanctions,” 38 North,
September 10, 2020, https://www.38north.org/2020/09/rpachecopardo091020/ (AL 2021.9.30.).
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(January 26, 2021).

44) James Andrew Lewis, “Toward a More Coercive Cyber Strategy”, CSIS Report, March 10, 2021, https://www.csis.org/
analysis/toward—more—coercive—cyber—strategy (accessed: March 29, 2021).

45) The White House, Interim National Security Strategic Guidance, March 2021. p.18. respond swiftly and proportionately
to cyberattacks by imposing substantial costs through cyber and noncyber means.
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Abstract

The Rise of North Korean Cyber Threats
in the Kim Jong Un Era: How Can We Respond?

Bomi Kim
IL SEOK OH
(Institute for National Security Strategy)

Over the past few years, the cyberattacks believed to have been committed by North
Korea have soared. Pyongyang recognizes a cyber warfare capability as one of the major
asymmetric power and trains hackers at the national level, and they are currently conducting
cyberattacks around the world. Pyongyang is suspected of directing cyber heists to its units
in order to fund its economy and nuclear and ballistic missile programs. North Korea is
also known to be committing malicious cyberattacks extensively on foreign governments,
military agencies, defense industry companies, and energy research institutes for various
purposes, such as leaking military and diplomatic secrets. The international community is
mainly responding to cyber threats by North Korea through economic sanctions, but as the
hacking damage increases and becomes more serious, some in the U.S. are insisting on the
need for strong countermeasures, including physical strikes. However, it is difficult to justify

punishment for cyberattackers because responsibility is unclear due to anonymity. The South
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Abstract

Korean government, facing the constant cyber threats from North Korea, should prepare
realistic countermeasures to proactively detect, monitor, and prevent North Korean cyber

threats through active cyber security activities.

Keywords: North Korea, Cyber Security, Hacking, sanctions on North Korea, Lazarus
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