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8 The 2022 Crypto Crime Report
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8 The 2023 Crypto Crime Report
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Total cryptocurrency value received by illicit addresses, 2017 - 2022
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B Hacking hits all time highs after record 2021

Total value stolen in crypto hacks and number of hacks, 2016 - 2022
B Total value hacked == Total number of hacks
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Yearly total cryptocurrency stolen by North Korea-linked hackers, 2016 - 2022
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Mixers used by DPRK to launder funds, Q4 2020 - Q4 2022
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Co-spend Analysis Change Analysis Behavioral Analysis
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B HO|'F2|AA 2|ME]: Investigation tool
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B Workflow in blockchain analysis
ol FAE €A &IH, 2FH Q| AtaS W7t #E S HAHQE ME|A 2Ho| HA S o

A el SES s L.

Search address Check counterparties UEES I Inquire at service
forward/back
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« Making transactions 22 AEHO| CHOH A%t

+ Case investigation

Cash4PS
(High risk exchange)

VirtualSim.net

(Service offering a phone number
for SMS without KYC)

Coinbase
(Compliant exchange)

Candidate for subpoena
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Liquid.com Hack

e Axie Infinity Ronin Bridge Hack

e KuCoin
e DragonEx

e Harmony Horizon Bridge Hack

e Nomad Chain Bridge Hack
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FASTCash ATM Attacks
Bangladesh Central Bank Attack
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Operation Troy DarkSeoul CyberAttacks
Korea Hydro and Nuclear Attack
Tien Phong Bank Hack
Yapizon
WannaCry
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Upbit Coinhacko
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QIu|LIE| s Z

Si42 2X|gt =, 2 H(Ronin)2 MO|'EE|A| A0 AHA 24 9|2] (2022-03-29)
HNO|'de|AlAes Ol= =AF 7|20t 2HH i E At &4
X|S7X[2] DPRK |7 £ S0t HuS f, O|™H AFHE DPRKO]| 2|st sljZol2tn A=

(B E XMt A2 =2 S7H 0%F)

ot

North Korea Designation Update

N

&% (2022'3 4E 18Y)

0| Y5 L5t s Q| XAt SX=
(OFAC)2 2022'H 4¥ 14, KA
olm|L|E| sHZ o2 QI &t XtF 0|
0| 5%t O|H2| & FA0] CHoH

QHECEA -

04/14/2022

SPECIALLY DESIGNATED NATIONALS LIST UPDATE

The following changes have been made to OFAC's SDN List:

LAZARUS GROUP (a.k.a. "APPLEWORM"; a.k.a. "APT-C-26"; a.k.a. "GROUP 77"; a.k.a. "GUARDIANS

Lazarus ] —EO-” = OI_|- == = O-I O|ot 1] OF PEACE"; a.k.a. "HIDDEN COBRA"; a.k.a. "OFFICE 91"; a.k.a. "RED DOT"; a.k.a. "TEMP.HERMIT";
. . }. _ a.k.a. "THE NEW ROMANTIC CYBER ARMY TEAM"; a.k.a. "WHOIS HACKING TEAM"; a.k.a. "ZINC"),
X'” XH El A E 0‘" i %l'Al ?_I E|‘ _|| = _-H-_ Potonggang District, Pyongyang, Korea, North; Secondary sanctions risk: North Korea Sanctions

https://home.treasury.qgov/policy-issues/financial-sanctions/recent-actions/20220414
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e SimpleSwap].Jio/CryptomixerO| Al 1.06 ETH(7tA =+&) HEY
e 1inchOfA| 2,550 USDCE ETHE gt
e FTX/HuobiE A&t ETHE BTCZ B2t
o ~87BTC2| 8% & a5 20 ~1,250 ETH
e Tornado CashE AM235l0{ ETH 2%
o 42 18% 7|& ~31,000 ETH &=
e Blender[.]io X Wasabi€ At23t0] =8t

e ERC20s/ETHE BTCE A&t

ERC-20 E22 ETHE &

YN AHG
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- Harmony Horizon Bridge Hack
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B Harmony - Horizon Bridge Hack
o BIEL| SEH Qo] AZAN QI HE|X| S2H0|E0A
1952 2ol Xi= €% (2022F 6& 23Y)
o CHE MB(Multisig) 20t HHHES 8% o2 WL @
o 2594 HUBOM 2742 7HQA7|7t £ (HH £ 4Y
ol 52l Q)
e ETH, USDC, WBTC, USDT, DAI, BUSD, AAG, FXS,
SUSHI, AAVE, WETH 5! FRAX &2| Xj:t B
o EUH|O|E FHHE SBHA ME
@

(0]
=

N
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Harmony @ & @harmonyprotocol - 4A|Zt

3/ Note this does not impact the trustless BTC bridge; its funds and assets

stored on decentralized vaults are safe at this time.

© 10 0 20 Q 167 &
o] AYE H|

Harmony @ & @harmonyprotocol - 4A|Zt
2/ Ox address of the culprit below:

etherscan.io
Address 0x0d043128146654c7683fbf30ac98d7b...

The Address
0x0d043128146654c7683fbf30ac98d7b2285ded...

Q 6 o Q 105 &
0| 2y E 7|

Harmony @ & @harmonyprotocol - 4A|Zt

1/ The Harmony team has identified a theft occurring this morning on the
Horizon bridge amounting to approx. $100MM. We have begun working
with national authorities and forensic specialists to identify the culprit and
retrieve the stolen funds.

More H.
© 339 0 1,236 Q 1745

>
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B Harmony - Horizon Bridge Hack

Harmony €ross

Harmony
Chain Bridge ERC-20 Bridge

41,519.21

Uniswap

Harmon:
Protocol
Exploit

2022-06-23

Uniswap, 1inch

HEIE S e/
EEI-ZH_Q' ERC-ZOE . 18,036.30 : :

HS ETHE Het

p ©x1Ec6F83b5."
Harmony Hﬂlrmony'
orizon
Pé:;t;l)oci?l Bridge Hacker - /
"

2022-06-23

8x809Dc735e."

linch inGlitien 0x752023Bcd ™

iquidi Protocol
Ll%lggllty Exploit
(1INCH-USDC) 2022-06-23

7 Ik

@x31BE3 4%
£ Chainalysis




i 7O AL

% Chainalysis
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ER R ES
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H+3H
= o

HHE2 B SA Z2EZ0| 270 9F 8000T Ha| oF2| AHHTHEFZ BNB 2Rt & 742
AU2|7] 2o X YTt gXETHE HER A8 T 1 X552 OlH2|8 S5H Qo HF
9l M(Tornado Cash) H&

BEP-20 E&)2
ElHo|= 7HA]

-IOI

O 2352 Ho|'deAA EENIQ &M EQ 2|ME{(Reactor), 2 EE|2}2!(Storyline)2 &3l =0l

Ol B3t i M2 Clmo] ZREBOIM AHFS T X3 SHo| BIHsE 22Xl
St HYAZ 0|5
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Cross-chain
bridge

£ Chainalysis

)
)

Qubit Finance
Stolen Funds
2022-01-27

Tornado.cash

/ CEX 2
Many

intermediary
personal
wallets

CEX3

CEX 4
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B NFT2} HZE

NFT Xt 2 2{ (Wash Trading)

- Reactor 12| == Zto 20

S|
T

T4 0x8280| S|E =4 0x084=2 0.45 O|HE|2S EH2S HOELIC}

Transaction Details

Sponsored: Or Bitcoloan - 405% APY with Bitcoloan vs 100% APY with DeFi. Your choice? Start earn now!

Overview Internal Txns

% Transaction Hash:

?) Status:

?) Block:

) Timestamp:

2 From:

2 To:

+* Transaction Action:

) Value:

?) Transaction Fee:

? Gas Price:

@ Ether Price:

Click to see More ¥

Comments

Ox v — -— — — —

© Success

12152581 524669 Block Confirmations

© 81 days 2 hrs ago (Apr-01-2021 08:36:33 AM +UTC)

0x084 0

@ Contract 0x
TRANSFER 0.01 Ether From
TRANSFER 0.39 Ether From To = 0x828/

» Traded 1 NFT for 0.4 Ether on
» Transfer of

» 1 of Token ID

0.4 Ether  ($770.44)

0.037513635 Ether (572.26)

0.000000201 Ether (201 Gwei)

$1,967.67 / ETH

——— O O

T

NFT
marketplace

1,530411 0,40

0.45
®

0x828 0x084

Seller 1 Self-financed address buys NFT from Seller 1

£ Chainalysis
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NFT Xt 72l (Wash Trading) =X
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At MEfS @9 NFT A2 =X

AGA Token
(scam)

Chatex.com
(sanctioned
by OFAC)

4

‘ > > e ‘ :.

Malware Intermediary Intermediary Intermediary Intermediary Intermediary Sushi.com
administrator NFT stolen funds
marketplace
WeSteal
(malware)
@ Chainalysis Proprietary and Confidential
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https://blog.chainalysis.com/reports/2022-global-crypto-adoption-index/
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Country

Vietnam

Philippines

Ukraine

India

United States

Pakistan

Brazil

Thailand

Russia

China

£ Chainalysis

Overall
index
ranking

10

Overall
index
score

1.000

0.753

0.694

0.663

0.653

0.609

0.562

0.560

0.541

0.535

B 2022 =2 7&K X 5=

Centralized
service value
received ranking

10

12

Retail
centralized
service value
received ranking

5

10

12

Proprietary and Confidential

P2P

exchange
trade volume

ranking

2

66

39

82

111

50

113

61

109

144

DeFi value
received
ranking

13

10

11

Retail DeFi
value
received
ranking

6

14

12
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