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whoami

Jaewon Min

Mobile Malware Researcher @McAfee

Previously worked at a Korean game 
company, and KISA(KRCERT)

Twitter: @binerdd (Need followers! ☺)
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Who Am I?

한인희(Inhee Han)

Mobile Malware Researcher at McAfee

Forensic investigator, Malware 
researcher, Security Software developer 
for 10 years

boinya@gmail.com, @boinya(Twitter)
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Lazarus Group in Mobile world
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• Since 2009(at least), DDos, DarkSeoul, Sony Pictures Entertainment, etc

A.K.A Hidden Cobra, Lazarus 

Who is the Lazarus
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• Rush for Money! Money! Money!, Move to mobile world

Appeared from various places for various purposes

What is the group doing?
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The Bible app is repackaged which is used for reading Bible in Korean.

Discovery
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Discovered by total accident

Discovery
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The APK has been signed by the DEBUG certificate. An ELF file is added at assets.

Repackaged
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Codes are added in launchable activity

Repackaged
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First Seen MD5 IP of C2s

05/Dec/2016 8b98bdf2c6a299e1fde217889af54845 124.248.228[.]30

139.196.55[.]146

119.29.11[.]203

181.119.19[.]100

114.215.130[.]173

27/Mar/2017 9ce9a0b3876aacbf0e8023c97fd0a21d 175.100.189[.]174

197.211.212[.]31

14.139.200[.]107

28/Mar/2017 24f61120946ddac5e1d15cd64c48b7e6(in APK) 217.117.4[.]110

175.100.189[.]174

61.106.2[.]96

197.211.212[.]31 

199.180.148[.]134 

110.45.145[.]103 

14.139.200[.]107

20/Nov/2017 041d1667d4325ee6b827726cde97dd1f 120.106.16[.]72

137.175.46[.]23

120.106.16[.]72

137.175.46[.]180

The contained ELF is a backdoor. 4 variants.

Backdoor
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Trying to create a Zombie process

Analysis of the Backdoor

Backdoor
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Encoding IP addresses of C2

Backdoor

^ 5E

Write to a file
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Connecting to C2

Backdoor
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Connecting to C2 – Generating callback beacon message

Backdoor

Struct Socket

Address of data

Length of data
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Functionalities

Backdoor
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CMD code Action

0x523E File list

0x523F Download file

0x5240 Upload file

0x5243 Execute shell command(w/o return)

0x5244 Remove file or dir

0x5246 Execute shell command(w/ return)

0x5249 Send the infected device info

Functionalities

Backdoor

CMD code Action

0x524A Change current working path

0x524B Switch connected C2 server

0x524D Terminate self

0x5251 Close connection and sleep

0x5252 Send current list of C2s

0x5253 Update the list of C2s
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PE and ELF, ARM and x86

Attribution
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The SEED for generating a key for encrypting data

Attribution

ELF(ARM) PE(x86)
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91dcf7d4b28e88f8059f39f68d9a8b22

12cc14bbbc421275c3c6145bfa186dff 

24f61120946ddac5e1d15cd64c48b7e6

197.211.212.31

9ce9a0b3876aacbf0e8023c97fd0a21d

14.139.200.107
199.180.148.134

61.106.2.96

181.119.19.100

124.248.228.30

139.196.55.146

114.215.130.173

110.45.145.103

175.100.189.174

8b98bdf2c6a299e1fde217889af54845

assets/while

variant

variant

119.29.11.203

217.117.4.110

5827ff12400b95ca96117961a7ea9f8f

Used for same 
operation

c68578c2f554dd4035d61a0bf31b50cb

24f61120946ddac5e1d15cd64c48b7e6

variant
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The protocol for communicating to C2 is same

Attribution

ELF(ARM) PE(x86)
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Protocol for establishing and communicating to C2

Attribution

R U ready?(5bytes)

ClientHello(Disguised SSL)

Gen Packet + Key

Check Validation

Execute command

Command code

Return results
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Attribution
5bytes before sending real data
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Generate disguised ClientHello

Attribution

ELF(ARM) PE(x86)
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Attribution
Sending Disguised ClientHello

Contains benign domains 
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Receive function

Attribution

ELF(ARM) PE(x86)
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Attribution
Receive function – Pseudo code

Recv 1st 5bytes

Check validation through code 0x301
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Contained IPs

Attribution

IPv4 Host Country History

14.139.200[.]107 - India

175.100.189[.]174 - India ?Used by Lazarus?

197.211.212[.]31 Vmware-probe.zol.co.zw Zimbabwe

199.180.148[.]134 Wtps.org United States

110.45.145[.]103 - South Korea

217.117.4[.]110 - Nigeria

61.106.2[.]96 - South Korea

181.119.19[.]100 Mail.wavenet.com.ar Argentina Used by Lazarus

124.248.228[.]30 - Hongkong

119.29.11[.]203 - China Used by Lazarus

139.96.55[.]146 - Sweden

114.215.130[.]173 - China
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Rise of a brand new threat actor group
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• North Korean defectors and 
other related groups were 
targeted by unknown actors on 
KakaoTalk

• Targeted attack, since they 
chose to whom they should 
implant spyware

• We got interested in this group 
and started to track them

New Threat Actor Arises
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• While tracking we were able to uncover additional malware operations by same threat actors

• This group is very active

• All the operations we discovered happened in less than a year

• We have named this group “Sun Team”

• Thankfully they left their name on their Dropbox storage

• Let’s look at the details

New Threat Actor Arises
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Sun Team Timeline

2016.10 2018.03

Marketing

2018.01

북한기도(NKPrayer)

음식궁합(Food info)

토정비결(Fortune Telling)

2017.12

?

Uploaded on Google Play

2017.09

App signed 

First Dropbox storage created

FastAppLock
Uploaded on Google Play

2017.102017.08

App signed 

2017 was a busy year for Sun Team Data still being uploaded to the cloud storage
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• Threat actor actively approached NK defectors on Facebook to make them download malwares

Case 1 : Facebook (1/3)

Malware Distribution

Trying to phish victim to 
install malware

Constantly posting on DPRK 
related Facebook Groups Faking as he is also a victim

Actual APK files were uploaded on Google Drive“Hey do you know NKPrayer app? 
Which you install on your device”

“Nope. Don’t need it”

“Hey I was looking at this 
NKPrayer app and I need some 
help. Take a look at it and tell me”

“Hey that NKPrayer app is a 
malware don’t download it”

“Facebook friend who introduced 
that app is now gone”
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• After their malware has gone down, they started activating another account to distribute a new 
malware

• Instead of using Google Drive, Sun Team uploaded files on Google Play as unreleased version and 
distributed URL

Case 1 : Facebook (2/3)

Malware Distribution

Original profile image

Changed in Feb 1, 2018

Changed the profile 
image(also name) and started 
posting on Facebook

This is the same account that 
uploaded NKPrayer malware in 

the previous slide

“This app is so useful ! 
I love it!”

“This is the first app my son developed…”

Account was created 
around 2015

Took image from random 
person on the internet

“Hope you guys live a healthy life. 
Check this app.”
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• Some similarities of Facebooks accounts

• Use foreign account names instead of Korean names

• Use foreigner’s image as profile when inactive (ex. Tom Cruise)

• Facebook friends with each other

• Weird personal information

• Ex. Currently living in Pyeongyang and working at a American company

• There are still many Facebook accounts that are inactive

• We are monitoring these accounts

Case 1 : Facebook (3/3)

Malware Distribution
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• According to the article, journalist at Daily NK was approached by someone named “이태경”

• Notice it has no profile image and uses US number

• Sun Team has created fake accounts to impersonate South Korean people and used them to 
approach victims

• We will look at these accounts in more detail in OPSEC fails part

Case 2 : KakaoTalk

Malware Distribution
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• Google shortened URL which was spread to defectors (used in NKPrayer malware) expands to page 
“ihoodtec[.]com/upload/newslist[.]php”

• Company which produces “hoods”

• It seems that this webserver had a file upload vulnerability in the past

• Malicious actors uploaded newslist[.]php file and used it to redirect to malware on Google drive

• We were unable to acquire the file, but found out how they uploaded it

Case 3 : Hacked Webservers (1/3) 

Malware Distribution

Test webshell file uploaded by a customer service board. 
ihoodtec[.]/upload/2_1[.]PHP => same directory as newslist[.]php
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• Another corporate webserver found distributing trojans which is same as the one dropped by 
NKPrayer

• Uses android exploits publicly disclosed to download malwares on device

• Chrome sandbox escape by @oldfresher presented at CanSecWest 2016 (CVE-2015-6764) 

• DCOW to elevate privilege on victim’s device (CVE-2016-5195)

• Webshells were uploaded

• Same hash of the webshell password they used seems to be already used on other hacked 
servers

Case 3 : Hacked Webservers (2/3) 

Malware Distribution

• Webshell upload attempt on notice board
• We found other routes to upload a webshell, such as “upload

resume” feature

• Same $pass value used in a webshell which is
uploaded on an other South Korean website (file
not available)
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• It seems that this particular server has more things to investigate than what we initially thought

• We are not sure at the moment whether this server is being used by different groups

• Logs tell us that tons of people have accessed this server from variety of sources

Case 3 : Hacked Webservers (3/3) 

Malware Distribution
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• Google Drive was often used to host malwares for some operations

• Good thing for us is that threat actors have to expose their Gmail account  lead us to FB accounts

• There was another one we found but unfortunately Sun Team deleted it before taking a screenshot

Case 4 : Google Drive

Malware Distribution

Different droppers
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• Most recently, instead of using Google Drive to upload malicious apk, malicious actors uploaded to 
Google Play directly as unreleased version (early access program)

• Google play protect didn’t detect them as malware

Case 5 : Google Play 

Malware Distribution

Unreleased version

Play Protect Verified ☺
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• Faking as fortune telling app

• But the pkgname is “play.google.youtube”

• Variants exists faking as a different type of app (ex. 건강비결2017 “Health Secrets”)

• Uploads victim’s data to the Yandex cloud (encrypted)

• Call recordings, call logs, contacts, SMS, external storage data etc.

• Stored in “<External Storage>/Android/data/com.sec.chromium/”

• We got lucky one of the files were uploaded in plaintext, which we will show in the later slides

토정비결 (Fortune Telling)

Malware Analysis
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• NKPrayer app “북한기도” means Pray for North Korea

• We found other variants that drops same trojan

• Tries to phish victim to turn on the accessibility permission by toast message

• When turned on it shows full screen ad video while dropping trojan to the device in the background

NKPrayer

Malware Analysis

Permission needed

Please turn on the service functionality in the below 
menu of the next window.
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• Each variants upload/download data from different cloud services (Yandex or Dropbox)

• After trojan is dropped (file name “aaa”), it uploads device information to the cloud and downloads 
command file which is then parsed

• Downloads core dex file for surveillance functionalities (phone calls, SMS, GPS location, etc)

• Downloads additional dex file for executing received command

• Account names associated with the cloud storages are actor/actress/celebrity names

• yusijin, sijin yu, kang moyon, junyong ju, jack black

• More details about this malware can be found in our blog

NKPrayer

Malware Analysis

CMD #

Config values

https://securingtomorrow.mcafee.com/mcafee-labs/north-korean-defectors-journalists-targeted-using-social-networks-kakaotalk/
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• Another trojan was found having package names of Google services

• Dropped by fake apps - Marketing, NKPrayer (used again)

• com.google.service.security, com.google.map.security, com.google.youtube.player

• When the trojan is implanted to victim’s device, similarly uploads device information and logs to 
Dropbox storage

• Files are xor encoded, but the key file is downloadable

• Config files are downloaded as well (also encoded)

Marketing

Malware Analysis

Monitoring file types
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• Overall, this trojan has similar features and structure as NKPrayer

• But they added some features like XOR encoding files

• However, malware didn’t function properly

• Downloadable payloads and uploaded victim files are not properly decoded

• Most of the logs uploaded were error logs

• Didn’t fully use implemented features (empty folders on cloud etc.)

• They abandoned the malware

Marketing

Malware Analysis
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• Uploaded on Google Play and was recently updated in March

• Tells users which food ingredients(음식) go well together(궁합)

• This app was the most heavily promoted on Sun Team’s Facebook account

• When installed it uploads device information as well as files on external storage

• Already download count exceeded 50 when it was finally taken down

음식궁합 (Food Info)

Malware Analysis



48Mobile Malware Research Team

• We found interesting images on the cloud, which weren’t used yet (probably killed the app too early)

• Sun Team probably wanted to phish victims with fake Ahnlab AV popup to install other payload on the 
device

• So many things wrong in this images, no Koreans gets phished with this!

음식궁합 (Food Info)

Malware Analysis

Wrong spelling

Wrong 
grammar

We use “파일” 
instead of “화일”

= Different Korean 
character

“Your phone is
in danger.

Please update”

“Your phone is 
being attacked. 

Update 
immediately”

“Are you going 
to download the 

update file?”
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• Another malware that was uploaded on Google Play

• It is for locking other apps when they are not in use (kind of privacy protection app)

• But as usual, secretly in the background it uploaded device information and downloaded commands, 
extra plugin dex files, etc. (Dropbox)

FastAppLock

Malware Analysis
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How are they linked together

Malware Analysis

Diagram looks complex but all the 
malware samples we discussed 

are somehow all related
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• We were analyzing Dropbox storages which were used as C2 servers and found dump of test data 
possibly uploaded accidently while testing their malware

• Inside the test data we were able to find valuable information

• Malicious actor’s device information

• Other versions of malware we weren’t aware

• Email addresses, accounts

• Etc.

• Let’s see what we have found in more detail

OPSEC Fails
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• Device information logs found contained IMEI (International Mobile Equipment Identity), model, build 
version and so on

• Following is the geographical info about where the test devices from according to the carrier info  

Case 1: Android Device Information

OPSEC Fails

Brazil

US

South Korea

Galaxy Note4
Sprint

Galaxy S7 Edge
OPEN Brazil

LG V20
SK Telecom

LG G4
LG U+
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Case 1: Android Device Information

OPSEC Fails

Gmail 

Account

MODEL Carrier IP Address Date

ic******* Galaxy S7 

Edge

Open Brazil {"city":"Secaucus","country":"United

States","query":"23.226.128.162"} VPN

{"city":"Pyongyang (Ryugyong-dong)","country":"North

Korea","query":"175.45.178.148"} - WIFI

2017/11/10 17:46:05

2017/12/21 01:49:04

ur******* Galaxy Note 3 LGU+ South Korea {"city":"Secaucus","country":"United

States","query":"23.226.128.90"} VPN

2017/12/21 00:08:25

Galaxy Note 4 Sprint United States {"city":"Seoul","country":"Republic of 

Korea","query":"110.10.176.47"} VPN

2017/11/11 08:59:08

?? LG V20 SK Telecom {"city":"Secaucus","country":"United

States","query":"23.226.128.162"} VPN

2017/11/10 19:52:38

?? LG G4 LG U+ {"city":"Secaucus","country":"United

States","query":"23.226.128.162"} VPN

2017/11/11 19:49:45

?? XT1662 - {"city":"Secaucus","country":"United

States","query":"23.226.128.162"} VPN

2017/11/09 16:25:27
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Case 1: Android Device Information

OPSEC Fails

Gmail 

Account

MODEL Carrier IP Address Date

ic******* Galaxy S7 

Edge

Open Brazil {"city":"Secaucus","country":"United

States","query":"23.226.128.162"} VPN

{"city":"Pyongyang (Ryugyong-dong)","country":"North

Korea","query":"175.45.178.148"} - WIFI

2017/11/10 17:46:05

2017/12/21 01:49:04

ur******* Galaxy Note 3 LGU+ South Korea {"city":"Secaucus","country":"United

States","query":"23.226.128.90"} VPN

2017/12/21 00:08:25

Galaxy Note 4 Sprint United States {"city":"Seoul","country":"Republic of 

Korea","query":"110.10.176.47"} VPN

2017/11/11 08:59:08

?? LG V20 SK Telecom {"city":"Secaucus","country":"United

States","query":"23.226.128.162"} VPN

2017/11/10 19:52:38

?? LG G4 LG U+ {"city":"Secaucus","country":"United

States","query":"23.226.128.162"} VPN

2017/11/11 19:49:45

?? XT1662 - {"city":"Secaucus","country":"United

States","query":"23.226.128.162"} VPN

2017/11/09 16:25:27

This actor exposed the phone number 
at 2018/02/04 17:20:33
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• Following are list of apps that were installed in these test devices (interesting ones as example) 

Case 1: Android Device Information

OPSEC Fails

ic********@gmail.com

ur*******@gmail.com

Trojan they are testing

Variant of토정비결(Fortune Telling)

Threat actors are familiar with 
Korean language

Virtual phone number

They are quite interested in 
learning English ☺
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• Some images were found in android gallery of test devices and cloud storage

Case 2: Images

OPSEC Fails

2017.11.05

Found on Dropbox inside “/Photos” 
Different location than extracted pictures from victims are stored

2016.10.19

Found on LG V20 device

Definitely not a cookie you can see in South Korean stores
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• Folder from SDCARD of a test device contained victims’ profiles gathered for impersonation

Case 3: Profiles of victims for impersonation

OPSEC Fails

In South Korea, we use “혈액형” 
for the word blood type

https://ko.wiktionary.org/wiki/%ED%94%BC%ED%98%95

Accounts created for 
impersonation

Shortened URL used 
for distributing malware

Malware uploaded 
on Google Drive

Hacked server we mentioned
In each folder, images took from 
victim’s social networks are stored
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Case 3: Profiles of victims for impersonation

OPSEC Fails

“My phone is not working, so 
please give me your phone 

number”

Very awkward Korean sentence 
and definitely not a tone used by 

young woman

Images found on 
the SDCARD

Account used to send
message to the journalist
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• Folder from SDCARD of a test device contained victims’ profiles gathered for impersonation

Case 3: Profiles of victims for impersonation

OPSEC Fails

Are they really in US? 
Probably not. Why?
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• TextNow

• Free text & calls service

• Can get a phone number by entering area code

• High possibility that threat actors are using TextNow generated number to signup for services like 
Daum which requires phone number

Case 3: Profiles of victims for impersonation

OPSEC Fails

TextNow logs found in one of the test devices.

Same area code as seen in the previous slide
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• Found screenshot of KakaoTalk chat in the Kakao directory from one of Sun Team’s test device

Case 3: Profiles of victims for impersonation

OPSEC Fails

Article about journalist 
being targeted

Same fake account “이태경”
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• They also left out exploits (source codes, bin), scripts in their SDCARD and uploaded them to 
Dropbox

• Threat actors are using publicly available Android exploits and modifies them

• https://github.com/timwr/CVE-2016-5195 --> DCOW

• https://github.com/secmob/mosec2016/blob/master/service.cpp

• https://github.com/secmob/cansecwest2016/blob/master/exploit.html

Case 4: Exploits

OPSEC Fails

https://github.com/timwr/CVE-2016-5195
https://github.com/secmob/mosec2016/blob/master/service.cpp
https://github.com/secmob/cansecwest2016/blob/master/exploit.html
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Case 4: Exploits

OPSEC Fails

service_5.0.cpp

Changed hardcoded address

Added extra functionality 
to install downloaded apk

CVE-2015-3875
mosec2016/A Way of Breaking Chrome’s 
Sandbox in Android
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Case 4: Exploits

OPSEC Fails

Added extra functionality

service.cpp

General purpose browser 
for Naver services

Copies DCOW exploit to data 
directory of Naver browser

Threat actors targeted victims browsing the web using Naver browser

CVE-2015-3875
mosec2016/A Way of Breaking Chrome’s 
Sandbox in Android
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• Do you remember one of the hacked webservers distributing malware had chrome exploits?

• We found out that exploits we just discussed are actually uploaded to the hacked webserver

Case 4: Exploits

OPSEC Fails

CVE-2015-6764 Chrome Exploit
Cansecwest2016/Pwn a Nexus device with a single vulnerability

DCOW exploit payload

Install trojan used by NKPrayer
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• Shell script

• Interested in what IDA Pro license they use to reverse engineer things?

Case 4: Exploits

OPSEC Fails

Using Leaked HackingTeam IDA License? ☺

From WikiLeaks
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• Actors deleted their test logs from the Dropbox in recent operations

• Now we don’t have data to make attributions or gain new info  correct?

Case 5: Deleted files on Dropbox 

OPSEC Fails

{

".tag": "deleted",

"name": "RTI",

"path_lower": "/tlist/357732057654136/rti",

"path_display": "/tlist/357732057654136/RTI"

},

{

".tag": "deleted",

"name": "DI_1",

"path_lower": "/tlist/357732057654136/di/di_1",

"path_display": "/tlist/357732057654136/DI/DI_1"

},

{

".tag": "deleted",

"name": "DI",

"path_lower": "/tlist/357732057654136/di",

"path_display": "/tlist/357732057654136/DI"

},

{

".tag": "deleted",

"name": "SL_1",

"path_lower": "/tlist/357732057654136/sl/sl_1",

"path_display": "/tlist/357732057654136/SL/SL_1"

},

{

".tag": "deleted",

"name": "SL",

"path_lower": "/tlist/357732057654136/sl",

"path_display": "/tlist/357732057654136/SL"

},

Actually you can restore deleted files if 30 days 
haven’t been passed yet

recovered
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Sensitive data in photo gallery, contacts list and call log

Victims and Extracted Data

Means DPRK
And the prefix number is used in SK

South Korean passport China Bank credit card Contacts related to NK

• Victims are North Korean defectors and support groups

• Many sensitive data were leaked
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Sensitive data in photo gallery, contacts list and call log

Victims and Extracted Data

A prayer meeting for North Korea

This victim participated in a prayer meeting and took 
photos with his mobile which had location data
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Conclusion
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• Targeted attack against North Korean defectors and related group has moved to mobile landscape

• Threat actors are modifying apps that are popularly used by the target

• Or make an fake app that might catch interest

• Actively using SNS to approach the targets

• Mobile users must be careful about what they install on their device, even though it is downloaded 
from the Google Play store

• Use iPhone ☺

Conclusion
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