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WHO WE ARE
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Donghee Lee

Incident responder @ SK Infosec
Malware researcher
Security developer

Seongsu Park

Senior security researcher @ GReAT
Malware research / Threat Intelligence

hacked beautiful lady
father of one sun

I’m sorry he can’t 
join the SAS 



OUR STORY
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South Korea 

MND Breached
Previous Operation

South Korea 

Threat Landscape

Emerging Operation
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SOUTH KOREA THREAT LANDSCAPE

2016 Mar Jun Jul Aug Sep Oct Nov Dec

Operation 
Gh0stRat

Feb

Security S/W 
vendor code 

sign breached

Interpark 
Breached

Watering-hole by 
security solution 

exploit

MND
Breached

Attack using by 
local DLP 

vulnerability



5Security Analyst Summit 2017

• When?
 Published by Korea MND on Dec, 2016

 Attack was on-going from Aug, 2016

• Confirmed Victim?

 Lots of division of Korea military

• Damage?

 Not sure

 Some confidential data was leaked

OVERVIEW OF KOREA MND BREACHED
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OVERVIEW OF KOREA MND BREACHED

AV Management server

DIDC

Internet Intranet

Internet – for AV 

update

Intranet – for AV 

management

?

Database

C&C

?

Attacker

700 hosts 

infected

2,500 hosts 

infected
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TIMELINE OF ATTACK

August 4

Suspected initial 

intrusion

AUG 2016

September 23

MND recognized intrusion 

to their military intranet

SEP 2016

September 25

MND composed joint 

investigation team and start 

to probe on this incident

October 6

JIT found a server in the IDC(DIDC) 

used two LAN card for internet 

and intranet illegally.

October 12

JIT confirmed threat actor 

inflated military intranet 

using by this server.

OCT 2016



ARSENAL OF MND BREACHED
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Initial Intrusion
Command 

Control
Privilege 

Escalation
Data 

Exfiltration

Full-featured backdoor

Type A, B, C and more

Packed Mimikatz

Custom Network Scanner



ARSENAL OF MND BREACHED
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Initial Intrusion
Command 

Control
Privilege 

Escalation
Data 

Exfiltration

Full-featured backdoor

Type A, B, C and more

Packed Mimikatz

Custom Network Scanner

SSH Tunneling

Custom Tools
from internal database to attacker’s server
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ARSENAL OF MND BREACHED
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ARSENAL OF MND BREACHED



ATTRIBUTION OF MALWARE
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• File naming

File name S/W vendor in SK Function of S/W

hncupdate.exe Hancom Word processor 

fasoo.exe Fasoo DRM S/W

markany.exe Markany DRM S/W

v3log.exe Ahnlab Anti-virus

• Language of Resource



CONNECTION WITH OLD OPERATION
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String de-obfuscation of Type B backdoor 

S^CreateFileA
S^CreateProcessA
S^ExitProcess
S^nehomegpa.dll
…..

ignore two 
character ahead 
and go to next

YES

XORed with 
passed string

NO

if 1st two 
character 

are S^

e:\Work\BackUp\2011\nstar_1103\BackDoor\BsDll-up\Release
g:\VM_Share\Bs\Release\BsDll.pdb
g:\VM_Share\mail_attack\Bs\Release\BsDll.pdb
Z:\1Mission\Team_Project\[2012.6 ~]\HTTP Trojan 
2.0\HttpDr0pper\Win32\Release\HttpSecurityProvider.pdb
Z:\1Mission\Team_Project\[2012.6 ~]\HTTP Troy\HttpDr0pper
Z:\1Mission\Team_Project\[2012.6 ~]\HTTP Troy\HttpDr0pper

Operation 
NStar

Operation 
1Mission



CONNECTION WITH OLD OPERATION
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Decryption routine of Type A/C backdoor 

Published by Ahnlab
Operation target for
SK organization / company

Jul 2014, Darkseoul 
variant spread by W/H

Published by police
2 big enterprise breached, 

used local S/W vulnerability



CONNECTION WITH OLD OPERATION
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MND 
Breached

Operation 1Mission Operation NStar

Same obfuscation method

C&C Infrastructure Overlap

Darkseoul Cyber Attack

Same malware structure

Same encryption method

Operation BlackMineOperation GhostRatDarkseoul variant

Similar decryption routine



CONNECTION WITH EMERGING OPERATION
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Approximately > 60 ATM infected
Same model from one vendor

ATM management server
C&C

2,500 card 
information leaked

Retrieve specific file from hard-coded path

Archive files and send it pre-configured FTP server



CONNECTION WITH EMERGING OPERATION
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ATM 
Compromised

Operation
GhostRat

Same C&C Server
(203.250.xxx.xxx)

MND
Breached

Code Similarity

Same Keylogger
(NHCKeySafe.exe)
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LET’S PUT THEM TOGETHER

2013 2014 2015 2016 2017

Nov

Operation 
BlackMine 
published

Mar

Darkseoul
Attack

Operation BlackMine

Dec

Korea 
MND 

breached

Mar

ATM 
infected

Jun

Operation
GhostRat
Published

Operation GhostRat

Jul

Mar Jul

MND breached

Aug Dec

ATM infected

Feb Mar

Operation 1Misstion
Operation Nstar

Jun
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WHO IS THEM?

Target Intention

MND

Breached

ATM

Breached

Operation

Gh0stRat

Big enterprises

(including defense 

company)

Intellectual property

Military intelligence

National defense Political profit

Military intelligence

ATM machine

Ordinary people

Financial profit



seongsu.park@kaspersky.com/ sbldhsb@gmail.com

THANK YOU


