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THREAT ANALYSIS GROUP

New campaign targeting security
researchers

Adam Weidemann
Threat Analysis Group

Over the past several months, the Threat Analysis Group has identified an ongoing
campaign targeting security researchers working on vulnerability research and

125, 2021 development at different companies and organizations. The actors behind this campaign,
which we attribute to a government-backed entity based in North Korea, have employed a
number of means to target researchers which we will outline below. We hope this post will
remind those in the securitv research community that they are targets to government-
backed attackers

previously -nteratG (0] o) g I e

In order to build credibility and connect with security researchers, the actors established a
research blog and multiple Twitter profiles to interact with potential targets. They've used
these Twitter profiles for posting links to their blog, posting videos of their claimed
exploits and for amplifying and retweeting posts from other accounts that they control

it when engaging with individuals they have not|

Zhang Guo James Willy

Zhang Guo

trowser securmy reveare St Also inten

Wort Deveioger § Browser "pare time 517 player

January 28, 2021

ZINC attacks against security researchers

Microsoft Threat Intelligence Center (MSTIC)
Microsoft 365 Defender Threat Intelligence Team

. Microsoft

In recent months, Microsoft has detected cyberattacks targeting security researchers by an actor we track
as ZINC. The campaign originally came to our attention after Microsoft Defender for Endpoint detected
an attack in progress. Observed targeting includes pen testers, private offensive security researchers, and
employees at security and tech companies. Microsoft Threat Intelligence Center (MSTIC) attributes this
campaign with high confidence to ZINC, a DPRK-affiliated and state-sponsored group, based on
observed tradecraft, infrastructure, malware patterns, and account affiliations.

This ongoing campaign was reported by Google's Threat Analysis Group (TAG) earlier this week,
capturing the browser-facing impact of this attack. By sharing additional details of the attack, we hope to
raise awareness in the cybersecurity community about additional techniques used in this campaign and
serve as a reminder to security professionals that they are high-value targets for attackers.
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0
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- SAXE BQH FUYH = A
Oday 9t XI2 71%St SNS A H S &8
-EQIEE 0|83} X7| ™HZ 2H
CIAIE SOZ s S HA AL &
-F o™ o AE RO AE JUo HAS M
SolH CHA H 2 FH| 1
* 2l F oY A AAEX}
Visual Studio Z2XME Xgt

!
«HEQX HoHY el

rin
Ok
I
kL

n
mn O
g}

n

adx}
A& HElRKXN 7= A (MHT Ihg)

*Ci2l & 34X 282 221 Y3 E Sl
A& BE2l2X 0day 24 A=

cOmbabO
hey

kvma
It's James

it is not released yet

the exploit technique is so cool

cOmbabO
ok let me see

kvma
yes

i don't know about mac, so i ask to you
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SHAMNE

. ZHX= HOL Aok 2212 2D
0day ¥ TXI2 7}EH8H SNS A HS &8 [

- ERIEE 0] 838l £7]| 2 = A2 H, kvma
EIA_'?'_ C =0 E EH§I‘ x“ Ho |:|=|7=| *IE Sk you can find my pgp key on the bottom of my blog
—_— —_ O — =22 L-O (=

*AES FYE A7 Fax i
Visual Studio T2HME HT

*HElQ X F oY AT HEK} B ekt
& B&2tfXN 7|8 M (MHT Q)

kvma
i sent the technical details and full code

*Ci2l & 34X A/ 221 Y3 E &6
A& BE2l2X 0day 24 A=

you shouldn't share the exploit

cOmbab0

ok no worry

av
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. BAERE HOHAUH 22IE SYst
Oday H-TAHE J}EHSHSNS AIHE B8
- EQIE|E 0|88 £7| M2 & W1

C[JAZE SO 3} HLUS HA A
. X|oFX olAZ B0
shof 4t 2 §H|EI ZHACE M

*QE O X|okM of 1 7=I'!'Io=-lx
Visual Studio Z2HE H™E

HEQX FoPH AT ZH
& BetfX 7| A (MHT Itg)

“Tist 5 BAX 490 E21 YAE S
3AE HilfX oday 34 Al &

——

&Kalm&

if you agree i will share my Oday poc with you

8 @cOmbab0
&Kalm&

nice

cOmbab0

ok let me see it
will check if i can exploit it or not

i wonder what condition the bug gives me

8 @cOmbab0 | v
&Kalm&

what do you mean?

¢Ombab0

| mean i will let you know i can exploit it or not

&Kalm&

| see

c¢Ombab0
it may not be 100% reliable if the bug is bad

2™ € ENKI

K-CTI 201

2021 CHYHRIZ AOIH Y- HSBALATHE AW T2 UHYPL



K-CTl 2021 ENKI X S2W LAB

x =
14€2f{§ TE”éq
= - = - o IEN|
- MHTML 2t X} of Y Al Al =2 7|2 2 A T =
Internet EXp'Orer 7|' I*EI-‘.’-CL'I @ Chrome 85 RCE Full Exploi
-HTMLE XM El 7| 2M2 59 IAE S0l WebAssembly Engine Exploit Technique

ol AJRUE 7| s|20| = _— :
T o _ﬂ = 7 re) r=) 0 E-Q- We used WebAssembly.instantiateStreaming function instead of

WebAssembly.compileStreaming used at publish poc. It can lead to type confusion
by destroying WebAssembly GlobalHandle. The PoC codes are as following.

- 238 EE fAX| codevexillium[.Jorg Ml A{

Hide Copy
o
.*—Iﬂ H-Iﬁgl Internet Explorer EEI-Tx-I Oday function typedArrayToURL(typedArray, mimeType) {
return URL.createObjectURL(new Blob([typedArray.buffer], { type:
o | o =
-cl>_7ﬂ:| iE EI-Tl__EE D*I *El‘g wasmCode_Info = new Uint8Array([

0x00, Ox61, @x73, ox6D, 0x01, Ox00, Ox00, Ox0e, Ox01, OxeE, exe3,
0x00, Ox00, Ox60, 0x03, Ox7F, Ox7F, Ox7F, Ox00, 0x02, 0x25, 0x02,
Ox0B, ©Ox4A, ©Ox73, Ox46, Ox75, Ox6E, Ox63, Ox74, Ox69, Ox6F, Ox6E,
Ox6E, Ox76, @xBA, Ox4A, Ox73, Ox46, Ox75, Ox6E, Ox63, @x74, Ox69,
0x03, 0x02, ex09l1, 0x02, 0x05, Ox06, ox01, OxP1l, Ox808, Ox82, oxse,

ox6D, @x65, @x6D, @x6F, @x72, @x79, @x02, Oxee, oxeC, ex63, ex72,
2020/12/13 11:13:36 GMT+0900 0x65, Ox63, OXGF, Ox72, Ox64, @x09, Bx03, Ox06, OXSF, Ox73, Ox74,
Ox@A, ©Ox10, @x082, ©x03, Ox00, Ox01, Ox0B, OxPA, 0x00, Ox41, 0x00,
0x00, Ox0B, @x0B, Ox0A, 0x01, Ox00, Ox41, Ox80, 0x0C, Ox8B, @xe3,

- Oday -I_7:| q E EE 1=—7|§|' Enl \]I:r,- controller = new AbortController();

var signal = controller.signal;

3A ACE £ A7/ 0|3 SHX $E

.L
o

- " 3 l").
* 99% Rellable lert("Exploit
Internet Explorer7t O] & HO|X|0jAM 23 EE E&= ActiveX ZHEEF
H = ATE= HE FITSULG
* Process Continuation s
REE 2UX 5B(A v

* New exploit technique for windows
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- T8 H2l2X Y Flash Player 2151 A| &l HH M2 H HI

- MS Edge SA| £ H1 3Z2| 21Xl o 7|*H

Ol MemGC £ 3 7|HHo| A3kZ HIX| &S
-20099 5= HE X|HS

=
S o7t SY S¥O| HIE 0|83 T2 1Y 03

document.createElement('element"')
document.createAttribute('attribute')

ele =
att =

.nodeValue = {
valueOf: function() {
ele.clearAttributes()

.setAttributeNode(att)
.removeAttributeNode(att)

* https://len.wikipedia.org/wiki/Operation_Aurora
* https://fortune.com/2017/06/23/google-project-zero-hacker-swat-team
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% -

3o £

-SHAIEE XM HHO AEL 10 0ME S HO R SESIEE A &

-X|E AdHIE M3 0|H Qo] A= MM (Arbitrary code execution) ZZS HE5}7| 2|6
R ATELOf0 HEEXNO R ME 752t 34 7|'HO| ALE KIS

CAttributeObject viable

MIDL_SERVER_INFO

Our ArgumentBuffer

PRPC_DISPATCH_TABLE

PRPC_CLIENT_INTERFACE
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IE, Chrome, VisualStudio

MHTML

2
==

VisualStudio
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In memory
‘ DLL |\

C&C

¢ %ou
Get Cookie (Name : "ETSESSIONID") @ w

HTTP Request ([C&C URL]?s=2&u=[Cookie])
with A32 X Z2MA BE BN EE >
Send malware
<€
XORCIZEY & ¢
splwow64.exelf| 2= QIHM

HTTP Request ([C&C URL]?s=3&u=[Cookie])
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Chrome-0day

OPYIE M U MHlA SE
2 BIxIAE2(of §3 ClolEf 212

EIWNES=CIP S|

RC4 Decrypt

S0
5 o |
Might

o e
Y |

ThreatNeedle

C:\Windows\System32\helpsvc.sys

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\KernelConfig
- Key : Description (Encrypted ThreatNeedle)
- Key : subversion (size)

key : B6 B7 2D 8C 6B 5F 14 DF B1 38 A1 7389 C1 D2 C4

S2\W\
avn

x§ ENKI

IK-CTI 2021

2021 CHYHRIZ AOIH Y- HSBALATHE AW T2 UHYPL



K-CTl 2021 ENKI X S2W LAB

otd3AE E4 . VisualStudio

.VCXproj

.bin | ot

In memory | (ot

- PreBuildEvent2| Command Ef 12 QI3 2= A| powershell 2E A3
- Execute : rundll32 vexproj.suo

- Parameter : CMS_dataFinal, Bx9yb37GEcJNK6bt, 4901

- FIIATHAT|(avp.exe), HHIAE (avastui.exe) T2AHIA ZHA}
- C:\ProgramData\vmware &0 44 £ vmnet-update.bin It 44
- Xts A 2XIAER|0]| 52| DLL S5
- path : SOFTWAREWMicrosoft\Windows\CurrentVersion\Run
- Key : Onedrive_update
- Value : C:\Windows\System32\rundII32.exe
C:\ProgramData\VMware\vmnat-update.bin,OCSP_resp_find IxUi5CZ0IV45j89Y 4901

- mj2tole] ZA Y FEIA MY (IxUi5CZ0IV45)89Y)
- It L £ bytesE decryptsto] H22|0fl 2= (Tt2}0[E : 4901)

- Case 1: RC4 2112|Z (key :62 AA A2 B2 C9 F4 FO C6 62 B1 F2 E3 16 AE 6F 9C)
- Case 2 : 7{1AH ¥112|F (key : tav!}C.mLq?d8ar$hCn/_A6US/5%#<=j)

- Tk2}0|E{7} 4Rta] 2XIRIX| HAL
- THJ0JE] + 12f2] G LT EE RX42 O|201! 16X12] Al 2t 44
- AES25622 C&C Mt{ =4 =&

-HTTP SAI22 C&C M2} 91
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o dIAE FM - VisualStudio

In memory C&C

CMD=6, ID, flag=0, len(Time), Time

>
P Encrypted(base64(Curve point))
Initialize Elliptic curve (secp521r1)
Private key : random 32byte @
Base point : [Curve Point] CMD=10, ID, flag=0, len(Time), Time o
P Encrypted(base64(Setting Values)), count
-
CMD=7, ID, flag=0, len(Time+value1), Time, value1l -
»
P Encrypted(base64(payload))
-

CMD-=7, ID, flag=count, len(Time+value1+TotalSize), Time, valuel, TotaISize‘

»

alloc(size), verify(hash) @
fail -> CMD=11, flag=0, len(Time+Error), Time, Error

A -
»~
Load payload @
fail -> CMD=12, flag=2
>
success -> CMD=12, flag=3 -
»~

S2\W\ Xﬁ ENKI I<-CTI 2021
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In memory C&C
DLL
Js_,m'
| CMD=s, ID, flag=0, len(Time), Time } —
P Encrypted(base64(Curve point))
Initialize Elliptic curve (secp521r1)
Private key : random 32byte @
Base point : [Curve Poin] CMD=10, ID, flag=0, len(Time), Time R 1 2 {6}
»~
P Encrypted(base64(Setting Values)), count 2 5 base64(ID)
-
CMD=7, ID, flag=0, len(Time+value1), Time, value1 R 3 4 AR X
»
Encrypted(base64(payload)) 4 6 Flag=0
< 7
CMD-=7, ID, flag=count, len(Time-+value1+TotalSize), Time, value1, TotalSize 5 6 len(A|Zt)
g 6 6 base64(A|ZH
alloc(size), verify(hash) @
fail -> CMD=11, flag=0, len(Time+Error), Time, Error o 7~9 1~10 1~2070 HE 2XHE (F2l0])
»
Load payload @ PW=GQWLXM&DTUXG=YWJjZFpUd3dPYzBoQO5iTg==&HDFV=&XPTERQ=0&EVYNQM=52&
fail -> CMD=12, flag=2 .| JaRMAQ=MgAWADIAMQAtADAAMQALADIANWAZADEANQAGADEAOAAGADMAOQA=
»~
success -> CMD=12, flag=3 -
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In memory C&C

CMD=6, ID, flag=0, len(Time), Time

>
! Encrypted(base64(Curve point)) I
Initialize Elliptic curve (secp521r1)
Private key : random 32byte @
Base point : [Curve Point] CMD=10, ID, flag=0, len(Time), Time _
P Encrypted(base64(Setting Values)), count
-
CMD=7, ID, flag=0, len(Time+value1), Time, value1l -
»
P Encrypted(base64(payload))
-

CMD-=7, ID, flag=count, len(Time+value1+TotalSize), Time, valuel, TotaISize‘

»
alloc(size), verify(hash) @
fail -> CMD=11, flag=0, len(Time+Error), Time, Error -
»~
Load payload @
fail -> CMD=12, flag=2
>
success -> CMD=12, flag=3 -
»~
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o dIAE FM - VisualStudio

In memory C&C
DLL

CMD=6, ID, flag=0, len(Time), Time

Y

Encrypted(base64(Curve point))

Initialize Elliptic curve (secp521r1) Num
Private key : random 32byte @

ME!
[n
Uy
°

HiolE

Base point : [Curve Point] ((cmD=10,1D, flag=0, len(Time), Time ] — 1 2 2 EH{10}
»~
P Encrypted(base64(Setting Values)), count 2 5 base64(ID)
-
CMD=7, ID, flag=0, len(Time+value1), Time, value1 R 3 4 AR X
P> B
Encrypted(base64(payload)) 4 6 Flag=0
< 7
CMD=7, ID, flag=count, len(Time+value1+TotalSize), Time, value1, TotalSize _ 5 6 len(A|Zt)
” 6 6 base64(A|ZH
alloc(size), verify(hash) @
fail -> CMD=11, flag=0, len(Time+Error), Time, Error o 7~9 1~10 1~2070 HE 2XHE (F2l0])
»
Load payload @
fail -> CMD=12, flag=2
>
success -> CMD=12, flag=3 -
»~
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o dIAE FM - VisualStudio

K-CTl 2021 ENKI X S2W LAB

In memory C&C
DLL
LS
CMD=6, ID, flag=0, len(Time), Time -
»~
P Encrypted(base64(Curve point))
Initialize Elliptic curve (secp521r1) Num H| 0] E{
Private key : random 32byte @
Base point : [Curve Point] CMD=10, ID, flag=0, len(Time), Time R valuel 0|z Al Hojg A7
»~
P | Encrypted(base64(Setting Values)), count | 1 value2 =7} payload 27|
-
CMD=7, ID, flag=0, len(Time+value1), Time, value1 o value3 Z=7}t payload export & &
»
P Encrypted(base64(payload)) value4 Export 2= A3 A| It2}0|E
-
=
CMD=7, ID, flag=count, len(Time+value1+TotalSize), Time, value1, TotalSize _ value5 77| payload HASH

alloc(size), verify(hash) @

fail -> CMD=11, flag=0, len(Time+Error), Time, Error

»

Load payload @

A -
»~
fail -> CMD=12, flag=2
>
success -> CMD=12, flag=3 o
»
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o dIAE FM - VisualStudio

In memory C&C
DLL
RS
CMD=6, ID, flag=0, len(Time), Time -
»~
P Encrypted(base64(Curve point))
Initialize Elliptic curve (secp521r1) Num HZE Z0| el []]=]
Private key : random 32byte @
Base point : [Curve Point] CMD=10, ID, flag=0, len(Time), Time R 1 2 2 (7)
»~
P Encrypted(base64(Setting Values)), count 2 5 base64(ID)
-
[ cMD=7, ID, flag=0, len(Time+value1), Time, valuel }——— | 3 4 AR X
> >
P Encrypted(base64(payload)) 4 6 Flag=0
-
CMD-=7, ID, flag=count, len(Time-+value1+TotalSize), Time, value1, TotalSize 5 6 len(A| Zt+value1)
g 6 6 base64(A|Zt, valuel)
alloc(size), verify(hash) @
fail -> CMD=11, flag=0, len(Time+Error), Time, Error o 7~9 1~10 1~2070 HE 2XHE (F2l0])
»
Load payload @
fail -> CMD=12, flag=2
>
success -> CMD=12, flag=3 -
»~
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o dIAE FM - VisualStudio

In memory C&C

CMD=6, ID, flag=0, len(Time), Time

>
P Encrypted(base64(Curve point))
Initialize Elliptic curve (secp521r1)
Private key : random 32byte @
Base point : [Curve Point] CMD=10, ID, flag=0, len(Time), Time o
P Encrypted(base64(Setting Values)), count
-
CMD=7, ID, flag=0, len(Time+value1), Time, value1l -
»
P [Encrypted(base64(payload))]
-

CMD-=7, ID, flag=count, len(Time+value1+TotalSize), Time, valuel, TotaISize‘

»

alloc(size), verify(hash) @
fail -> CMD=11, flag=0, len(Time+Error), Time, Error

A -
»~
Load payload @
fail -> CMD=12, flag=2
>
success -> CMD=12, flag=3 -
»~

S2\W\ Xﬁ ENKI I<-CTI 2021

aVv 2021 PR NI NS AWATA HHUA



o dIAE FM - VisualStudio
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In memory C&C
DLL
RS
CMD=6, ID, flag=0, len(Time), Time -
»~
P Encrypted(base64(Curve point))
Initialize Elliptic curve (secp521r1) Num HZE Z0| el []]=]
Private key : random 32byte @
Base point : [Curve Point] CMD=10, ID, flag=0, len(Time), Time - 1 2 HE{7)
»~
P Encrypted(base64(Setting Values)), count 2 5 base64(ID)
-
CMD=7, ID, flag=0, len(Time+value1), Time, value1 R 3 4 AR X
> >
Encrypted(base64(payload)) J 4 6 Flag=count
CMD=7, ID, flag=count, len(Time+value1+TotalSize), Time, value, TotalSize 5 6 len(A| Zt+valuel+total size)
6 6 base64(A| 7t valuel, total size)
alloc(size), verify(hash) @
7~9 1~10 1~2078 HE 2XHE (F2(0])

fail -> CMD=11, flag=0, len(Time+Error), Time, Error

Load payload @

A -
»~
fail -> CMD=12, flag=2
>
success -> CMD=12, flag=3 o
»
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o dIAE FM - VisualStudio

In memory C&C
DLL

CMD=6, ID, flag=0, len(Time), Time

>
P Encrypted(base64(Curve point))
Initialize Elliptic curve (secp521r1) Num E" 0| E‘l
Private key : random 32byte @
Base point : [Curve Point] CMD=10, ID, flag=0, len(Time), Time R
»~
P Encrypted(base64(Setting Values)), count value2 Z=7} payload 27|
-
CMD=7, ID, flag=0, len(Time+value1), Time, valuei -
»
P Encrypted(base64(payload))
-
=
CMD=7, ID, flag=count, len(Time+value1+TotalSize), Time, value1, TotalSize values 77} payload HASH

»

[alloc(size), verify(hash) @ ]

fail -> CMD=11, flag=0, len(Time+Error), Time, Error

A -
»~
Load payload @
fail -> CMD=12, flag=2
>
success -> CMD=12, flag=3 o
»~
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o dIAE FM - VisualStudio

In memory C&C
DLL

CMD=6, ID, flag=0, len(Time), Time

>
P Encrypted(base64(Curve point))
Initialize Elliptic curve (secp521r1) Num Ojo|H
Private key : random 32byte @
Base point : [Curve Point] CMD=10, ID, flag=0, len(Time), Time R
»~
P Encrypted(base64(Setting Values)), count
-
CMD=7, ID, flag=0, len(Time+value1), Time, valuel o value3 Z=7}t payload export & &
»
P Encrypted(base64(payload)) value4 Export 2= A3 A| It2}0|E
-
CMD=7, ID, flag=count, len(Time+valuei+TotalSize), Time, valuel, TotaISize‘

»

alloc(size), verify(hash) @
fail -> CMD=11, flag=0, len(Time+Error), Time, Error

A -
»~
l Load Eaiload Qj
fail -> CMD=12, flag=2
>
success -> CMD=12, flag=3 o
»~
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L2
O
[0

AX| 0 4/dIE - ThreatNeedle

-
Proxy ID : Q23yaXN@3WFz4TE7 .
> -
Managi ’ b
ging Proxy servers o v
&

Attacker
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#lazarus

MATA: Multi-platform targeted malware framework yzc g yas

i 7bE0| STE JhRd, 32

Al WAH 2% 72 %

WannaCry ransomware has links to
North Korea, cybersecurity experts say

Similarities spotted between details of last week’s massive cyber-

Karcaeverament >y aprolificcybergang withlinlstoRorth O peration AppleJeus Sequel . Lazarus su pp|y-chain attack
~—T7" in South Korea

. ESET researchers uncover a nove EVERA VeraPort software
i —— TETPN Bookcode
-
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THREAT ANALYSIS GROUP

New campaign targeting security
researchers

MalBus: Popular South Korean Bus App
Series in Google Play Found Dropping
Malware After 5 Years of Development

cLEARSKY = -
‘ Cyber Security }
> e Operation ‘Dream Job’ e [
Widespread North Korean Espionage
Campaign
Malbus Dreab job Targeting security researchers
(20179 S&=~) (20194~) (20203 3}&=~)
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H (LA -> Linkedin (7-%!)

-> Twitter, Telegram, KeyBase, LinkedIn, Discord, Email (24)

§ Everyone

Contains ads

o)

."Iv"ﬂ!

-
University of lowa - Henry B
Tippie College of Business

Dana Lopp - 3rd
Senior Manager, Global Talent Management at The Boeing
Company

Greater Chicago Area - 500+ connections - Contact info

2. Thefake profile that apparently was deleted after the attackers finished the impersonation

Fake:

https://www.linkedin.com/in/dana-lopp-4132121b0

www.linkedin.com » dana-lopp-4132121

Dana Lopp - Senior Manager Global Talent Planmng

This profile is not available

Zhang Guo James Willy
g
—_— s
o Wndows hemel & trowser secuty researcher Ao rtesested i cryptology 87
Web Develoges | Browser spare time #C1F player | prrorcisensy
47 s L L
Billy Brown BrownSec3 Labs

Founder of
Reverse engneer interested n kermel and trowset
Uike 15 foxd bugs In

195 “

(LN A

Vs 1 4 e ot e e ot 1 s

BrownSec3 Labs

Offcial twitter account of rowrsSecd Labs
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Operation Dream Job

715 LinkedIn
24 My

(—
DA F=—w
l‘
- . e > & < =
1. 8757t 2.DMoZ 5% Y5 ** i
D 4.T122C g3 M2
L S ——
3. K40l =4S B cist 5.%d M CI22E
EFZ 3|AfQ|
E}ZI =@l £ X : https://www.clearskysec.com/wp-content/uploads/2020/08/Dream-Job-Campaign.pdf
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Operation Dream Job

1. Sumatra H X (Open-source PDF reader)
2. ¢’d poc ujY (¢/d oja3 = =g
3. 24 pocx mt (¢/d oj3 27} =& E DOTM WY CIR2EE)
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Z} Operation H| 1!

Malbus Dream Job Targeting Security researchers
Al 7| 20174 S&~ 2019 ~ 20204 St~
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LinkedIn, Discord, Email
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Initial Access

Social engineering
Watering Hole === Vulnerability

Vulnerability
Malicious Document —[

Macro

SpearPhishing

Malware

Social engineering

b~ Visuval Studio Project
SNS Messenger _r Watering Hole === Vulnerability

= Malicious PDF

Vulnerability
- Malicious Document —[

Macro

EXE
Supply Chain {

Application

Watering Hole = Vulnerability

Malicious Application
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Richard Johnson @richinseattle - 2021. 1. 26.

| WARNING! | can confirm this is true and | got hit by @z0x55g who
sent me a Windows kernel PoC trigger. The vulnerability was real and
complex to trigger. Fortunately | only ran it in VM.. in the end the
VMDK | was using was actually corrupted and non-bootable, so it self-
imploded

@ Shane Huntley @ @ShaneHuntley-2021. 1. 26.

New blog post from TAG with details of a North Korean campaign
targeting security researchers working on vulnerability research
and development.

blog.google/threat-analysi......
O] Az||E HA|

(@ X ] 11549 1,063 &

e
Ot

| CHH|SHOF gLy,

. Richard Johnson
' @richinseattle

Shit. Found their stage2 hiding in registry keys on my host. If
you visited the hacker blog with chrome or brave, check for the
registry keys listed on the Google blog.

3l efs}7|

R 11:59 - 2021. 1. 26. - Twitter for iPhone

2|ES 643] 32185 ESI 0130 S0{2 1713
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Ivan Fratric @ifsecure-2021. 1. 26.
Security researchers messaging each other after today

34 634 2,821 1
© Tl \ & —J =% : https:/twitter.com/ifsecure/status/1354023914721210368?s=21
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