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m. ATT&CK Matrix

Execution

@ Service Execution (33.8%)

@ Scripting (21.5%)

Command-Line
Interface (18.3%)

Discovery

Security Software

Persistence

PY Registry Run Keys/
Startup Folder (30.5%)

Modify Existing
Service (25.0%)

@ New Service (19.8%)

Lateral Movement

Replication Through

Privilege Escalation

@ Process Injection (78.2%)
@ New Service (11.3%)

@ Valid Accounts (4.3%)

Collection

@ Input Capture (42.2%)

Defense Evasion

Obfuscated Files or
Information (42.7%)

@ Process Injection (31.5%)

@ Disabling Security
Tools (12.5%)

Command and Control

Standard Cryptographic

Credential Access

@ Input Capture (83.7%)
@ Hooking (10.6%)

@® Credentials in Files (3.5%)

Exfiltration

@ Data Encrypted (94.4%)

* Discovery (32.5%) Removable Media (64.6%) Protocol (38.3%)

Standard Application Layer Exfiltration Over Other

System Information i i

D‘i,scovery (31.3%) #® Taint'Shared Content (31.35%) @ Clipboard Data (33.6%) o Protocol(24.4%) ® Network Medium (2.9%)

Remote System Exploitation of Data from Standard Non-Application Exfiltration Over Command
. Discoveryy(lo.S%) Remote Services (4.0%) Local System (15.6%) . Layer Protocol (24.2%) ® and Control Channel(2.6%)
*Z} 7|= Y ST 22 MITRE SHI0| XA HIA|EE LIZS HHS

OIEILAIONCHS AVE
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Kishe DI=OIFUIXISL) . KrCERT/CC




Korea Internet & Security Agency

Execution : M3l

Execution

[

s N ' 5%
S—— e
Graphical User Interface _(17.3)

scheduied Task [JIIIN3-7%)

Execution through Module Load -(2,3%)

Exploitation for Client Execution [JJJ (1.8%)

e« Waw

0.0% 5.0% 10.0% 15.0% 20.0%

25.0%

30.0% 35.0%

30.0% 100.0%

7}. Service Execution(33.8%) : £ 2 AMH/AE S AdHdac Al
SAX = AMHO e AHIEE SC U Net SO =22 HHOE S8 MHAS
S5 YU A & £ Aon, MH[A HY A HHut ZHZo| AT HHMEICH

1P Helper &4(23 HBE)
LU WTAF CRE T

MUl 2B AZ I TIRE AL O BB RIEY = 2ieuc)

My & phipswe
HA 0|8 IP Helper
EE Fed THRL S Cind EaTAN r-n-nl'il-'\---qllE = :
Y 3% | Execution using service
CrwwindowswEZ W svehost exe -k NetSves
ALEE SSE) -
M)~ HEY: AER
ST

B—
Malware

1:J!t__ti’kl'luicllilci{:-us Service | &2 A
g My

e Holhg 7R ALEAPL O &2 ot +E0M H¥Ee MH[AS
A e e | o oes BT A S BR TEOMT SRS ARSS

BHE7ILE 7 B 4 Ol WBI0| QLX) Solsic

K| ST HA SE22 ZLHZ ot HAHAMXOl MH|AS

U P e LR - BEE I E T
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x Zt 71& 2 8™ MITRE EHO[X|of HAIE LHES WY
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Uphsoz o BN e A0 ZYE OMACel BAE oM FriHoz A3YES
Mo M|, ASRE MY Al OYBET} UREIC)

27 Event Properties

Event [ process [ Stadc

Date: 20200807 2% 4:08:13.9075524
Thvead: 16%

Class: Process

Operation:  Process Create R )| .

Resut: success

s ( , Execution using script

S e | *
Comnmand ine: LResedonsWaysiemsoWend.exe e 4 EXE: CreateObject("WScript. Shell ). Run "C: 1 bostwocstrenswisooo mew.sber 1: 4

Malware

#_| Malicious Script

(3] (3] Finextrsgpighied Copy Gose ]

=
SETNEO B X HEE S UGS ST

Hot A= A _
a13| PowerShellO] ZQ3t AL PowerShell 4 S Z2|XI2 K|S}
-4
—
KHEE HCf SR T a8 a8 EF org X E E i TSI
2 J|ur B o Fob =3 o2 Oss S o4d = E Ol HTA Lo
A= 2B
x 2t 7|2 ¢ tf2HZF2 MITRE EHO|X[off HAT LHES Y

. A " " o
SAX = APHO| ZYE AMHIEE Windows BE #(cmd.exe)?| “cmd.exe /" BEHE
" = Alans
0| 83}0] dAEE YTt
£7 Event Properties L ) el |
:)aha: = zotc -08-10 27 9:48:38. 1302763
Comatin:. | prosamichudin . .
Resuit: success Execution using command
v 1
: L - I
Comrmand ine: cmd.exe fc schtasks.exe | [MNbmeecussss > c:WisersWwinTestWosskiop a7 19 167627586592 Wva0

L% 1malicious Command

= P T ——
s ™=
(0] A
ohE| Hro[ef = / BHAIS MK|SHO] oAAME I AMH I EFX| EHAMBFSHCH
EH-?—_”O‘I 1= =2 —la—"l0 = x o = O — .
=
He AA Applocker %! Windows Defender Application Control 52 579
H 23 =20t HH MAS XESHALE AT EQO Kot HHMS ALEDHDH.

x Z 71& 2 8™ MITRE EHO[X|of HAIE LHES WY

) |ﬁ OIE|WEIBHCHS AME]
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Persistence : X|&d |X|

Persistence

Ragety nun kope s rorer [ (30.5%)

moatry Extating service | (2.0%)

now sorvc | (1.5
vaiid Account: [N (7.5%)
Hooking _ (4.5%)
strtup teme [N (2.2%)

Higden Fiies and Directories [ (3-2%)

ookt [ 13.1%)

scheduled Task [ (1.7%)

sic. | (0.1%)

0.0% S0% 10.0% 150% 20.0°%

I00% 35

S0.0%

=8 dR2EZ EE AFZ2I0
It sz HdAE0f XHEE /X

1. Create Regisiry Key

P

Malware

o ax e ®Ey|
WEYH BHE 270 SARIA SRUH)
Policies -0

PreviewHandlers
PropertySystem
L. Reliability

L. RenameFiles

L {me

Run

RunCince

L setp L
SharedDLLs

Shell Extensions -

]

'
# FEWHKEY_LOCAL MACHINEWSOFTY 643 2N odewMiciosoft WWind

A L @AM |
CWUserswWinTestWAppDataWlLocalWTempWsvechost.exe

= va_ﬁ'l
!

[#1Mmalicious Registry
|

2. Execution of malware when pc boot

g M

AP Z20 ZE0 42 9 AN Z2ado=2 SEE T2 MOl BLHY0| Easiot
(CWUsersW[-3-X E]WAppDataWRoaming#MicrosoftWWindowsWStart Menu¥ProgramsWStartupt)

x 2t 7|2 ¢ tf2H2F2 MITRE EHO|X[off HAT LHES g

s OIROIEUIRISS)

OIEILZIONCHS AVE
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L}. Modify Existing Service(25.74%) : 7|& Al FQl MH[A HE
SAgIRE 2 Al 7|E =R MHIAE 2ol = YX|AELZ| #HES Sof 2 ot Z=2e
LHES Bzt pC FYAOICE HEE MH[A0| 23l I ET HAEY XHdS
S|t
Application Management Sp4(2H HEE) “ Application Management &44(2 8 HEE]) M
W =azixs sy 2t (Easixs [E=y
MU= 0|8 Apchiamt Gl | Appidgmt
BA| 018 Apchcation Management HA Appication Manape

0 TS
CiwWindowsWsystem32Wsvchost exe -k netsves

e
TS

AIZH RE(E):

MUIA BEH AIEE
=l

WHAE AT o) HER Al

# MNormal Service F2l

1. Modification of Existing Service

du o Az
CiUsersWWinTestw AppDataWlLocalW TempWsvchost.exe -k netsves

AZF SE(E) =5 -
MEE 2EH E=NE
AlEHS)
MEESE AIZHE f EB AR 0iH S4B IEE = SUc
AIZE OEM i)
* | Malicious Service m || Bl

[ \:& ] 2. Execution of malware

s when pc boot
Malware

LS SIS IR B RS SE N UH L HEXE
A" Az 2 h .
BEEZLE 4 o % Qle WBH0| QY=X| HOISIC
A El o| Al HA E2S OL|E2l & HIAAFEO| MH|AE
Nad oo syl | A28 20T I AR SRS BUEE Sof HEEe AuAE
T Aasicy

MITRE ZH[O|X|off HAlgt LH&S Y

20 OIZ0IE|UIXIZ)

KISAS oo LA

QIEILLATHCHSYE]
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Ct. New Service(20.39%) : AH|A MMM

AFYIE A A A= MHIAE Mz 445, pC REA|OMCE HdE MH|20] 2|s]
YA} HYE[Of X|&ES FAITH
'I creute New Service Media Center Extender Service S4(2 5 HEE) E§1
it Eas(Ee [E=
CLTESRTE S
BAl OIS eda Center Extender Senice

F &0 HE R

-
CiWWindows¥Wsvstern32Wsvechost exe

AME S8(E) ARE QF

Ml 28 AR O 2R NTHOEN BB AEE S Yaud)

# | Malicious Service n! B

2. Execution of malware when pc boot

e M
Lto BS TR AFRRF O =2 AU AN AWML= MH|AE
7:||I‘| '—lll_-l_é.j -T'.;I'E| =i = |'|_ |'o I' |' -I IT |_°__.__I_T'__O”-| EOEll_ -I |—E
HESHAL =8 Jtstt ATho| A=K =elstot
A H| o A] A EER2 LIEd2l & A AFA O A=
A|2E 27 30l AMA" 29| M MHIA SE2 ZLEHE 510 HIZAAQI MHIAE
T eIy

QIEILLATHCHSYE]
KrCERT/CC
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Privilege Escalation :

Privilege Escalation

—
vall Accounta - [4.3%)
Hooking .{Z.E%}

startup Itams . [2.5%)

T I (L.0%)

50.0% EDLD%

0%

100.0%

7}. Process Injection(78.22%) : =R
GEIAEE WA HAR D Us B[RS ZEMAE BAMSHO ST Z2MA0 DLL
o143 E(Dynamic Link Library)E FYotCh FE 2d DLL2 #2|At Hotg F0{2ot
Mgl = 2 9irt

o =2 T M-l

B
2. Grant administrator privilege Isass.exe
(Administrator Privilege)
advapi32.dil
crypt32.dil
_’: ws2help.dll
1. Inject dll into another process
" msvcrt.dll
833
n®-]
il ncrypt.dil
ws2help.dll
gpapi.dll
S HE
QFE| HIO|H 2 / -
29| 0f WS 2X5H ofd A2 b AH S X Zd3etetrt
= T
ot A= AE | ptrace| AFES HTHO| A= AFEALZEE K[THSHY ptrace”|Hh = M2
22| (Linux) QIEM S ASISICE (Linux)
% 2 7l& 8 tH8 ™22 MITRE EH 0| X0 HAIT HES G

puf—1e)
Rt

K!SA( Ul'EOlE‘I

OIEILAIONCHS AVE
KrCERT/CC
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AH A4
o

Lt. New Service(11.35%) : A{H|A

AERE Y A AR MH|IAS M2 4dot0, MH|AS 0800 A8RES ddd
Z2 AYIAEE SYSTEM S 7Lt

Media Center Extender Servic

1. Create New Service

it

My |2 018

BAl O1E

algy Iy =

2= |83 | Bay
WS

Media Center Extender Service

e SU(EH ZHE)

FHOP ST

CiwWWindowsWsystem3

AlEH SB(E) AHE

et M= 2l =nE
Malware

ME| =8 A EHE O] S ER

[#1malicious Service

2¥Wsvechost.exe
Pt 2t
MEFOHIN B8 MBS UsUg

=

2. Execution of malware as administrator privilege

g He
Lt USIS TR AP O =2 HBE F0|A A= MH|AE
M e ma | > = 7t AMBAL O = *TTCHHEOI {H| A2
S5t AL 2 Jhsot Hoto] =X =0l
A|AH O Al MHIA EE22 LIE{2l & HIAHAFAHO| AMHIAE
AAE 2 o | ANEH 2 U HHIA S8 DUER S0 AN Ms|2E
S
% 2 7l& 8 tHSTE2 MITRE EH 0| X0 HAIEH HE8S Y

p)
asas A= AEATSHA

QIEILLATHCHSYE]
KrCERT/CC
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Ct. Valid Accounts(4.29%) : S 8%t A|H HH

= X=3
(<)

=

LA} Hete2 gALE AHAZ]Z] Ao wm
ASEEE Sl AFREE ATt

285t Aol +=Zit

i WMIC.exe:1336 Properties ==
GPUGraph | Threads | TCP/IP | Security | Environment | Strings
Image Performance | Performance Graph | Disk and Network

Image File
WMI Commandiine Utility
’jh Microsoft Corporation

Execution of malware

as administrator privilege

o
>

Path:
C:#Windows#System 32 #wbem#WMIC.exe

Command line:

W wmic /node:10.1.1.2 l’user:administrator /passwor
Autostart Location:
Malware = d.exe(1368) |an0crc|':])g::Lﬂr
Parent: comd.exe(1368) | H
User: WIN-SKHLTIFEG7KWWinTest r —‘
Started: 27 9:01:33 2020-08-12 Image: 64-bit M‘
Comment: m‘
VirusTotal: [ submit |
Data Execution Prevention (DEP) Status: DEP (permanent)
Address Space Load Randomization: Enabled
oK Cancel
g M
= Hist IPE ALEX} &2 HTtetct.
H M ™ 72 AEe HEHz = F7(Hez HEoto}
28k ol A ZE2|Xt AE(Administrator) HIgZ-det S 22 Ao Tk A3 B HMAE
L AT o o 5
213 Eao 8k, 22X OAF A8l UAC(User Access Contro)E AHE5H0]
-4
—_ . . [y
A8OE Qlot Heks Hohoict
% Z 712 8 tjSH22 MITRE SHO|X|of HAIE WHES 2
> OIE|UAIOHTHS AVE]
g uxi=se
kisne ARNEQIXIS I KrCERT/CC
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Defense Evasion : 20| 3|

Defense Evdadsion

cnsmcsnarserimnten [ ™
rocms ot | -+
Dizabiing Securty Tools _ (12.5%)
software Packing - [3.83¢)
Masquarading -(3.3%}
seripting . (2.3%)

Valld Accounts . [1.73¢)

sie. [Jiz1%)

0% 100 20.0% I 4005

7}. Obfuscated Files or Information(40.03%) : I == HHE HHEF|

S0.0% 100.0%

EQlofel EXIE

A A 2 S 2mstr] flsh
T 48 FYIAES U= KMottt

HYUIIE St

Tigmndptst - O E [E=3(oR =)
TEEF) BUE MAO) 27V E8%H)
$~~Co-nma~-nd~ =[Sys-~tem~, ~~T~ext~~~ i~~ng~] ~:~Un~i Bt ne( [yt oen Coo-nvert oo
9~B2~AC~BA~ LIA~1AGVA~I9Ar~AGV~AeO~32AH0 20~B~GAEwA~L- i -AR-aBT A A 1
~w-B~1 A-DUAJQE: BOADI A~bg aBOAH-1IAag~A2AH-EAS~g~A~2~ADNA~0~A~B~SAG~0AdaBpAF OALw~BO~AGHAb~w~BI A~EDATa~A | AF | ~
3AF 1A~F Aal-BEAD-GCA~Bl-A-EQNF-ABSA-EVATw-Buto-ARR-A3-AG- 1 4-No-BIAHA-H-vhy-AG-1 -Acsh-21~
~2-A~FCASHB~L. GcAlIJAIAF“sA z~s~Bv ENA~e~gB3~AH EQA~d0-B0 -DHAUSB-B~A~DUAa~w~BPA~EBAY~wAvA~H-Y~ANO-B5~AHI ~AN-ABa
DAHO~AL~w~B- ..AHUAﬂ-tB A~GsAZ~9B~n~ AE~KA~aIJ~ E~U~AN~MAEBATQ53 \DkA~bOB~CAE| Ae~g~A1~ADA/ "930~AG-:A ~A
06! ¥~0-BZAEE: GOA~NG~B2ADMA~dA~A1 AH-Li~A~Z0A~x~AGs~AT-w~A1 AEwA~avEVA
~LwA~dh-HIAdAB~2~AFAA~Z~Ah IANQ~A~1]A~DA~ R-0BI A~Fakc~gB-0 0y e EHAEAN-Oh-vh =D -HoBo QBZAE~SA-NOASA~F
A~0aB1 A~GEAN~aB-1 AHOAZ-9~8) ~AE | A KA-bOB-AD-Uk-cTB) AH-0-S-skx
~D~UA~avw~BXACsA~Zg~ArA~GUAUA -BV~AHD~A-R~I$I M'A0~QAI f g QA3~AEEA A~SgBYA -ANQ~B~aAEC~AZ
VOA2~ADOATBaAGS ~AL ~w~Bj A~Gl-A~T~wB2AEEAY~q-Br AF ~wBOAE-NAeQAr ~AD~g~AT ~0BKA~FE-AS~q~B) AFA~A~Z0BEAHYAL ~v~B-BA~Dk~AeABAADI AL
AkyA~GEAYWEL-A-Ho-e0B AEMA~LWBRAL: ~T9~Bj A~G~VA~NOBUAHI AL q O~ Pwd~5ACs ~ANA AGE~A¥g
B~4AC~BAc: ABo'-AD‘(AGI}C A~HEAD: Y D) 9 d0A: R ~A~d0A1 AE- ‘Q B~F’AIJ.I~AeIJA3'
By AHAA~L 3B~ DaALwhxh~Echd-~0 GOA ‘v’DA~zAE~sAU~ \BOA~E-VAc~g~Bs~ACB~AD!
£ r~;hA-DgAK-B~5Am~AR-A ~Am~Anm~2Am 9 A~HO~ bgB4~AmJAz~gAvAH~o~A~N
~E~A~Z0Bn~AEgAdg- g OAAS
mdAB&ADk~A-M~w U DL Bx~A~E- B-Pi B wBYA 9| dA~es~A4-AmATs
g B ey A e A QAN AR TAD A AT gD AT D L4 AN

2. Detection bypass

SFE[HFO[E X
9| of

x 2t 7|2 ¢ t{2HZF2 MITRE EHO|X[off HAT LHES Y

s OI0IE|UIRIZ )
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d ZEN20 RE MY
ofgREE Aol EXIE =|mlsty| s okl 2AS Yo Z2HL0| GRS o=
IE YR E= THE dYE 2450 SESt

| ]
- " svchost.exe

2. Delete itself

A J‘iﬁ
\I : ; I g
m ‘ 1. Inject malicious code into M
s

another process Malicious Code
Malware

e M=t
SYE[HFOTE[ X7 ” - o
- 319 of HAS MX|5H o[MAZ2 I AMH A EHX| 2d3tstct,
= T
ot A= AE | ptrace?| AHES HTH0| U AFEXET X$HSHO] ptrace?|BH ZEAMA
2+2|(Linux) QUM S 2ABFSICL (Linux)
% 7 7l ¥ ISHZS MITRE SHOIKO MAF Y2

2 g

C}. Disabling Security Tools(12.61%) : W4l & HQI AT EQJ0o| &3}

O IACE EX|SID X|BotE WA 5 HOF ATEQ OO ZZMAS EHMBI0] TZNAS
T=ots AR OfL2}, oiE 2ZES

OIS AMBEALE BT,

[ELEhe

Kill Process

v

Malware Security Software

e He
DK} HHAl E HOF AIE T RIS S UT EE R R
A% Ao A °ﬂ*iﬂ“"3“ HOIS HlE gL Rt o
UEE DTZMA

B AER| AMRXF AN HBLS Folsic)
MITRE SHO|X|0f RAlS L{2S ug

OIEILEIONCHSAVE]
KrCeERTcC
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Credential Access : AIEHEE 2
Credential Access
- e
Hooking -{10.6%]
Cregentiale In Fliaa . (2.5%6)
Cradentisla in Reglatry .[Z.ZBE}
0.0% 10.0% 20 J0.0% 40.07% S0L0% E0.0P& T 80.07% 0 100.0%
7L. Input Capture(83.69%) : 7|24 2 S8t AEX AH HE =%
AHAC = FH AL AF A ALK HEE EFSH| 6] AFEAL 7|HEE YEH5t=
HIO|HE S7H0M mtd2 245t =T oict
1 keylog.dat - D=2 [ESE =
| T HEE MH0) =V ESUH)
Logging of account information gm?ﬁ;:io kr
z lamai | google co kr
: § entered from input data frestatakIf testd
‘?':’ - = i Account
St ppp——— E%&E::gjw | Information
.-..:..-. rTSOOaRTDay, ORr ldkr] Iskdif Isedirlj
Malware |
R
QHE| Hol2{A / o N o — e
oo WAS MBS0 oA S T AH U EX B
=9 Of
x 2t 712 8 jSHE2 MITRE EH 0| X|off HAT LHES gt
QIE|EGHCHSYME]
KrCERT/CC

s OIOIE|LIKISS)
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HHdREE AEAZE §F O{E2[AH 0|40 Y=St= MAX[E APl Hooking 7|& &2
S SO Zh= MO

Windows 28 *
AHSR A S8 94
. Of X2 SYE 124019320800 X2 O ABELICH
1. Enfering Massage(account Information) |
in the application i
] 2=
User OE s 85
ol Hae
* Target Window
- 2. Intercept Massage
s Using API hooking
Malware
g My
OFE[ HfO[2{~ o s o o i
29| of A XS oMAZR I MK X EX 2ol
(°]
x 2t 7| ¥ jeM2A2 MITRE EHO|X| 0 HAIS e Yy
MTFCE AAH Lf IUS F EF BXY0| ZHEOUE THAS 2T THXI
ol AGEEE 53
1. Search account information from file
g * ]imblir boolean DBConnect () ACCOUI’“
|;;:‘ B ;g;;(;, L Information
—_— String id = " 123"
Malware try
t conn = DriverManager.getConnection(url, id, password);
Files containing account {
] |
2. Collection
g M
Aex 38 A" S MH|A9| IARQIEE IYUE MESHE A2 AHAStD &3
s = " . g
HokE ZHT AFEXIEE SEte = UA| FMsHeiCt
¥ 2t 7|& 8 tS™H2 MITRE SH O X|of] HMAIS g2 Y
) {ﬁ OIE|WAIGHCHSAE]
) uxIz=So |
kisns ARNEQTSA e, KrCERT/CC



Korea Internet & Security Agency

16

[6] Discovery : EHM

Discovery

searty sorswes ey | (32.5%)
system imtormation Discovery | (31.2%)
Remote System Discovery _ (10.5%)
Process Discovary _ (9.8%)
Flls and Dirsctory Discovery _ {4.8%)
account Discovery [N (3.6%)
watwork service Scanning [ (2.256)
Paripharal Devics Discovery [ (1.6%¢)
System Network Configuration Discovery [ (1.0%)

ete. [J{1.7%)

n.0% Sl 0.0% 15.0% 0% 25.0% Wa% IS0% S0.0% 100. 0%

YRS MY Al AZS B2 ETWM)E OIBSH0] AIAH L XE w4 Z27,
ot 78 S Hob AZEQIOS BT HEE ST

1. Discovery
‘ g Security Softaware
AE) Anti-Virus S/W
L .
Tae
}iae Firewall rules

‘ Security S/W
Malware

C [ :
Defensive Tools
I w

2. Collection

g M

WMI H|Zgot + AIABIONM IR 22| =FHWMNE AFEOH| §iS 39 Hghgs) oiCf.
OtE[ ROl &

HAS HX|SHY ofaAZ2 mtY AN R EHX| 2d3t SO
=IO
% Zt 7l E tfSHF2 MITRE SHO|X[off HAIE LHES Y
) =0 OIE| IO CHSAVES
|<|5A( OI301g] ‘J‘dﬂaﬂ Kr CERT/CC

KOREA INTERMET SECURITY CENTER
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Lt. System Information Discovery(31.37%) : A| A

qe

[ = R |
FEIE HE Al systeminfoll 22 FHOE Soff 24 A|AHCQ B, MH[AZ OfF|
HY s52 = 2GMH 3 St=9o §EE M5t Tt
1. Discovery
| g PC Information
e O/S Version
* :z Windows Patches
[ | Services Packs
Malware
I 5 Host Info
2. Collection
g M
HE| Hroje = / HHAlS M*%|S o|AlAZ|S [lOl AbH| Ol EFR| SHABIS
Ho —||_IE Exlol'o:l —ll:l—'j-‘i‘n'_‘ “-I'E —|I'” = |:|X| 2Eogl"?_l'l:l'
=90
% 2 7l& 8 tH8 ™22 MITRE EH 0| X0 HAIT HES G
C}. Remote System Discovery(10.48%) : HIES| 39| CtE A|AR EHM
HEIAE A Al net viewet 22 FHOE Sl 4F A2 LS HERI HEE
CFE AlAE 222 ST FEE SEBCL
‘&;..H,(
< Network Folder
% SESTOPEASUKE % DESKTOP-189JAAD
[g DESKTOP-391JFK % DE Oabl
Q DESKTOP-KF291K Q DESKTOP-29KHJ2
Malware - R
I Q DESKTOP-291KF) ) % DESKTOP-2K12)
2. Collection
e My
HE| Hrolef~ HHAlS M*%|S o|AlA|S [lOl AbH| Ol EFR| SHABIS
Ho —||_IE Exlol'o:l —ll:l—'j-‘i‘n'_‘ “-I'E —|I'” = |:|X| 2Eogl"?_l'l:l'
=90
x Z 715 8 tiSH2 MITRE SHIO|[X|of HAIE WHES A

2 ora0IpUIRISe)

| - — o

KIS

QIEILLATHCHSYE]
KrCERT/CC
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Lateral Movement :

NESETERVES

Lateral Movement

st g v e [ (<<%

Exploftation of Remote Services - {4.0%)

[l W% 0% 30.0% 0% 50.0% B0.0% % 0% 00% Mmoo
7}. Replication Through Removable Media(64.72%) : 0| &4 OiX| 0| &
OPYALE 0|34 DHNOf =ARSEY siE OHKE CHE AIAHI0 SIS W AERETL
Autorung Sl A2 HAE|7ALL FY AN HO|=F OmYFS #7750 CHE Al
2N HASIEE FETHC

2. Insert USB(+Malware) into another

A

User l
A A
Media(E:) Media(F:)
L?_\ @ 3. Execution
Malware Malware
e Mat
Exd= i M B2 A = o VN e e E SR (N K T /S T i MO =¥ N e (o=
H| 2t d 3} 51 &5IX| 4L} H|ototCt,
2rE| Hro[2|~ / HIA|lS M*%|S O|AlAT]S IOl Ak ol Eb SIS
oo HAS ARG oA Y AN R X gd3tstrt
= 9l Of
X Zt 7l 3 i 2HE2 MITRE SHO|X|0of HAS &2 A
> QIE|EGHCHSYME]
~ 4 =0
kishs 2=OIEIXIS I KrCERT/CC
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Lt. Taint Shared Content(31.41%) : & HUIE{3 S0 ZHE ZHIX

a —

i

E3} 2t

- O

OLMAE A A| 29 AlAEIN EU YEYI0| Ye CHE AIAHESE Hitgof m|E
B}ARA| ZICH

f i, :
«
) Network Folder

DESKTOP-543UKF %DESKTOP-wgJAAD

[?_JDESKTOP-FKJZ&

Copy and Execution

L

DESKTOP-391JFK

DESKTOP-KF291K

?_JDESKTOP—Z%H)Z

LK
?]DESKTOP-ZM 2)

-

Malware

DESKTOP-291KFJ

|:H 2 X2k

o ="

SLEQof AX| Mgt | HIES Lol USB 50| 054] O|C|o{o] AR RIdtetLt.

x 2t 7|2 ¥ tf2HZF2 MITRE EHO|X[off HAT LHES g

Ct. Exploitation of Remote Services(4.15%) : SMB, RDP S ¥ Z AMH|A F AN 3H

SANE AGRE0 dEE PCE Sl B4 MHA Z2EZ(SMB, RDP §)2 H&010]
Sget HERR WF A0 B0t Y3 ES HObAA LSHE tA[ZICh

Malware spread
through SMB

DESKTOP-SAZUKE DESKTOP-189JAAD

v

DESKTOP-391JFK DESKTOP-FKJ281

5 * i,]
?_“DESKTOP—KFZQ‘IK \%DESKTOP-ZFJKHJZ
Infected PC E ?*
=3 ¥ &

e wat
B SN W A EEY OS] AN Y O[EE TSR3 6] FSFE E A
R e =
A BRI AR Administraton) HIEMIS] B R ARG TS Hel Hl S
2| x| A%}

OIEILZIONCHS AVE
KrCERT/CC

KOREA INTERMET SECURITY CENTER
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Collection : & %7

Collection

votcaies |
cronms e | : -

ot rom o e (59
— [

ste. I{I.E%}

0.0 10.0% 20.0% 30.0% H0.0% S0.0% [ 2K 100.5%
7t. Input Capture(42.17%) : 7| 242 ¢t HE 3
AHHIE A Al 7IZ2Z 78S SOl HE(X R AEA7E Lo AFEE, HAEE 52
HIO|HE =TSt

Windows 28t “
» 1. Input Data EERES T TR,
B QJ laenas

2. Data Collection

Malware
g M
OLE| H}O|2{A
oTE| Hrold v BAMES MXSHe oMAR2 It Ax S EX| Edstetot.

2 Of

x Z 71& 8 ti8™=A2 MITRE EHO[X|of HAE HES WY

=

OIEILAIONCHS AVE
KrCERT/CC

S HOREA INTERNET SECURITY CENTER

s OIR0IEUIRIS )
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L. Clipboard Data(33.62%) : E &L E O|o|E +H
OGYAE M Al SYHEE HOIHE AEE S ALSATL BN HAEES Y
O|E 0|85t =Tt HAE T ALEXIIL EAGH HIEZQ FAE E057| & Of XAl
ZA7b 20157| 17 BHEC
Send Ether & Token: www WWW
R Send Transaction
VVVVVVVVVVVV - h Type Amount
2. Ctrl + V(Paste)
1. Ctrl + C(Copy)
User s
Malware
g Mz
2rE| Hro[2|~ / HIAlS MX|S O|AlAZ]O TFOI A Ol EbX| StMSES
Do HAS AX|5HY odlA 2 me AN X EHX| 2datetrt
= 9| 0f
X Zt 7l ¥ i 2HE2 MITRE SHO|X|of HAS &2
Ct. Data from Local System(15.55%) : DB & EZ A|AH HE 3
AdIE ME Al ZE AAEIOAM HOJEHO|A 4 HE(ID, Password, Port &), 21
YR@ED, 2219H 21 5) TY Fuol 22 27 AAY FYRE SMSD S
1. Discovery
| g Information
= [ _oawbmse |
% @/ I System info I
Nt — | |
‘aw File info
Malware
]‘ o] | Log |
2. Collection
g Mz
ox mor |58 Ant EEEE HE U UETEE ST Y BN R
- - ZM(DRM) £Q HESIC}
X Zt 7l 3 i 2H2 MITRE SHO|X|of HAS &2
p OIE| N EIOHCHSAVES
¥ KrCERT/CC
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[9] Command and Control : HZiH|0f

Command And Control

s cryptograpnic rowcor | (5.5
standard Application Laysr Profocol _ {24.4%)
standard Non-Applicaton Layer Profocol _ (24.2%)
uncommonty ussa Port [N (12.7%)
sic. | (0.4%)

0% 1005 20.0% LR 400 0.0 100.0%

7}. standard Cryptographic Protocol(38.59%) : &¥2{%l =3l ¥n2|EFS 0|85t S
SAXt= %' £ 57|10 EgfH EX|E 23267] fI6]l RC4, Base64 & LHT Lz}
giz2[EC= HO|HE QZY U UZost0] S4BT

Communication(Encryted Packet Data)

w Lt

’ 220-srvr.alwaysondns.net ESMTP Exim 4.92 #2 Thu, 26 Sep 2019 07:04:40 +0500 o
220-We do not authorize the use of this system to transport unsolicited, P-i
220 and/or bulk e-mail.
Att k r EHLO Enigma r
258-srvr.alwaysondns.net Hello E M I
ac e 250-SIZE 52428800 a wa e
250-8BITMIME
250-PIPELINING
250-AUTH PLAIN LOGIN
25@-STARTTLS
250 HELP
AUTH login c2hha®BpbnRlcmZsb3cuY29tlnBr
334 UGFzc3dvemQb
SW58ZXImbGI3QDMANQ==
235 Authentication succeeded
MAIL FROM: >
258 0K
RCPT TO:<j >
250 Accepted
DATA
354 Enter message, ending with "." on a line by itself
MIME-Version: 1.0
From: shak@interflow.com.pk
To: jewishlineage@zinv.info
Date: 27 Sep 2019 ©3:04:51 +0900
Subject: Administrator/PO0jXVzF1Bd Keystrokes B 64
Content-Type: text/html; charset=utf-8 ase
COMTEnT= Trans ter=Eoting T Dasees
AwMzowNDo®MzxicjSVe2VyTmFtZTogQWRtaWSpc3RyYXRY
cjxicj50b21wdXR1ckShbWUGIFBPalhiWekZsQmQ8YnI+TINGdWxsTmFtZTogTWljcm9z
b2Z@IFdpbmRvd3MghyBQcmImZXNzalWIuYhiwgPGlyPkNQVTogQUIEIEFBaGxvbih@bSkg
NjQgUHIVY2Vzc29y IDMyMDArPGIyP1IBTTogMTAyMy42MSBNQjxic5IUDogMTESLjIw
Ny43MidyMjEKPGhyPixicj48c3BhbiBzdH1sZT1mb250LXNGekx10m5SvcmlhbDtOZXhe
LWR1Y29yYXRpb246bmIuZTtOZXhOLXRy YWSzZm9ybTpub25102NvbGIy0iNGR§ AwMDA7
PjxzdHIvbmc+W2NsaXBib2FyZFO8L3NOcmIuZ z48L INwYWa+Wkgy JUBLXn@jX3NjQVIs
PHNwYW4gc3R5bGUIZmIudC1zdH1sZTpub3 JtYWw7dGVAdC 1k ZWNvemF8ak9duOmSvbmU7

e H

ES S T eSS ST P& B & Sf &y ol "B S e
47| XPERSIOl WESI A9 U oSS wX|etc)
HESE e TEIGH HEYT REE UEHEea UEYE IY HANHE
Hggst | SUEE it

x 2t 7| ¢ t{2H2F2 MITRE EHO|X[off HAT LHES g

OIEILAIONCHS AVE
KrCERT/CC

KOREA INTERMET SECURITY CENTER

s OIROIEUIRISS)
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Lt. Standard Application Layer Protocol(24.54%) :

oo

.-

ol

3ATE YEYD TEY U

=x
SMTP S)= AHESH0 C2AH

=
=

o
[=]

I
A

ojm =t

r

el
ot

Sk
il
olo
olo

ot

=2
o

I 7t

b7l %
gl B

ESE= I, bCH.

[ ]

r

Communication(HTTP, FTP, SMTP..)

<

Source Destination SMTP 86S: 220 Pr
A k 198. 2.60 10.1 14 SMTP 76 C: EHLO l-com Mail Node M I
10.1 14 198. 2.60 TDUN
ttacker i ¥ B% O s 203 5: 250 Mlcensis con | 25 1V 1AIWATE
10.1 14 198. 2.60 SMTP 64 C: STARTT
198. 2.60 10.1 14 rt TLS
SMTP ABSig22 0URe
10.: It} 211 6.110 [7cnrome_component /ATe105bKeqQki
10.: e 211 6.110 HTTP 496 GET /edg{;chr:me_c:mgznent/AI:lGSDKO:QH
10.: ) 211 6.110  HTTP 496 GET /edge/chrone_component/ATe105bKeqQki
10.: e 211 6.110 !/chrome_com t/Ale105bKoqQki
10.: ) 211 6.10 HTTP 497 GET /edg‘./:h::m:_z:miz:::t/n:mswe:qut
=04 L o ES HTTP 117 GET / HT
10.: [ 23. 6.1 101-4f97-b9¢0-c7¢6ddf67d60/0f Fi¢
10.: 15 23. 6.10 HTTP 231 HEAD /prﬁel-df97-b9<0-c7c6¢df57d56/0ffi4
10.: s 23. 6.1 HTTP 231 HEAD /pr/)1-4f97-b9<9-1755dd567666/0ff1:|
o
g H=f
o (o] o = o1 ol = ol
HERZ HY UHEYI EOHFH|UTMIPS)E Sl 2oxQl Ezjmg Aldstn
ol o m] o >
AR LCHSH HES MY A 284S WXR[SHCL
o = = ol [e) iT = S| 1%t [e) [l =4
HEQA ZE =2t HESQA ZEE Higdststn HERA 28 HaMeS
Hjg-da} HL|EE oot

x Z 7|

£ g tHSTEA2 MITRE EH 0| X0 HAIE HE8S Y

C}. Standard Non-Application Layer Protocol(24.42%) : S8 AiB0| ol Z2EZZ Al835I0 4

S4AXts & ASEL ofL2t HEYT ABICMP), ME AS(UDP), MMAHZSZ(SOCKS) &
H 28 AZS AM835I0] CoAMH Sl ZY A|AHD EAE 4= It

Communication(ICMP, UDP, SOCKS..)

<

Protocol

Lenoth Info

Soue ICMP 66 Mobile IP Advertisement
193 ICMP 60 Mobile IP Advertisement
Attacker
g H=f
HEZ & HEf3 EATHUTMIPS)E Sof «oldol Ezigs AlHHsn
X Xtohstol HEQT HY U 2843 XS}
HEQ3A ZE =223 HEYI ZEE HZMolstl HEQT 47 BHEAAHS
H| g g3t DLHE 3t
% 2 7l& ® CISHSS MITRE SHOX| 0| HAI3 LHEES g
p OIE|LUAIOHCHS AE]
< =0
Kishs I OIEUIXIS S KrCERT/CC
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Exfiltration : HE §&

39, €5 20|22 S& 0|83l

1. Encryption of

collected data 2. Exfiltration

Malware Attacker

J1-vog = B X
HUF) HYE) MO B2 V) =SUH)

:sPS/u\Q)Dubv?S‘VmOdJ(‘weS\/)’WmNBXEﬁ_EFSO -
| YDA LY/ eCIIVG (O I L 1 I syl 1

toX
+pBRu/FYaicdatad4dnl Po%ﬁweYXGJuRkEomaASPM 2K6 | yB4/wSU5A7+Qw

+a0V2LZ/kdf Gal5sj9cg2YLABL iq)jyYLrdNOLRN2J THIGAGOHD | 3TnxH i «:
+CJULQ0Bse20dSXCLVI/ cEegBxnEpRadYHvk | rSmZivonBrQl gWfp2 | SQogJEZS rT09JQt0dPOP =
+Zt21 +4cBCHTpcs vl vnV 50401 mDELDngg-JGSKMd | xrDu/L2KsamDaN rsKaxkuembD) zL4995K?n

nPNRPwkzbzGrH3amEST BMmENz | | JOTae TPoweeERFMrpLISCOwwF axnsMZngpnzAv1 tMDZ8yQgR2!
Xn1 13474F | gEI?QPI VGfDszBC 15KF 1yAFATD| kpka\/Pt rOyBMWHb3vEPmEY | yeYOPSp/wdZBo
+aGoFECD2 rPvHE 2ye VRHgy rAdNCA23 tROr 41 0AK3y2DTbhDi dxgZRxbyvAGHbky ImBEBreSAnNSYO
+CZnnywYCBaghp | n3 | g8Rryn TAKWESCIWCEGPBbPNCh | WikbAMWBoha YLMA /e JzheWbPUViv==NEM _

e M=
O'_l-El H|’0|E‘|ﬁ/ HHA| S MK|S O| Al O T17lol Ab ol Ef 1P Skelke]
oo A S HX|SHO] oleiApe mbY AN S EX| Zd3eict
1 0f
% 2t 7|% ® LIS A2 MITRE SHOIXIO| HAIS Y88 ¥

OIEILZIONCHS AVE
KrCERT/CC
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Iv. 28

[Defender’s Insight]
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