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AGENDA

1. Target watering hole attack
O Analysis of target watering hole attack.
O Attribution

2. Cyber Threat Hunting

O Threat Hunting



ANALYSIS OF TARGET WATERING HOLE ATTACK

Web Site AZ =l AO|EOf|M Ot0|I| 2EE = =7} HO|X|= A&

{

String stReferer - request.getHeader("referer");

String stIP = request.getRemoteAddr();
(stReferer != null stReferer.index0Of (" ) 0 && stIP != null (stIP.index0Of("147. 1 »>=0 || stIP.indexOf("175. )
stIP.index0f("192. ") >=0 || stIP.indexOf("45. ) >=0 || stIP.indexOf("220 0 ))

{
(stReferer.indexOf ("ww ket) 2=0)
!



ANALYSIS OF TARGET WATERING HOLE ATTACK

8Attacker

Target(Victim)

Reconnaissance

Initial Infiltration ,_ ip filtering

T, .l.“ _.._.-.‘..,_.‘Hm\w_.\,«..ﬁ-..gc?,

Watering Hdle

:

| Exploit(Software vulnerability :

Downloader '(;:& AN 3 A P At - S AN A ST AT 3 LT AT A Bl AR AP S e Pt T A - - AT A e 4 S A A - U TR A ST ol Lt AR AAS S - Pl f
L :

Attacker Resources

Comnjand and Control & Download |
Cojnmand and Control & Exfiltrat




ANALYSIS OF TARGET WATERING HOLE ATTACK

Path : C:\users\public\iexplore.exe




ANALYSIS OF TARGET WATERING HOLE ATTACK

C2 File Ink{22A98A71-67ED-40BB-A5F4-8CCAF6BFAGEB}.tmp

|AT, String Base64 : A-Za-z0-9+/=
+
RC4 Algorithm( key : 0123456789ABCEDF )

Fail
C2 Communicate Base64 : A-Za-z0-9#%=

o comea

Success |

Command & Control
Command Description Request ID
0 Cmd Command Tiger102
P Upload File Tiger102, Tiger103
q Download File Tiger102
r Terminate Thread Tiger102
S Update C2 Tiger102




ANALYSIS OF TARGET WATERING HOLE ATTACK

Send System info
Command Result (OK, Error...)
File Upload



ANALYSIS OF TARGET WATERING HOLE ATTACK

Operation ByteTiger

Send System info



ANALYSIS OF TARGET WATERING HOLE ATTACK
TigerRAT - ASDCli.exe




ANALYSIS OF TARGET WATERING HOLE ATTACK
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CYBER THREAT HUNTING



CYBER THREAT HUNTING

THREAT HUNTING BEFORE RISK




Gather Victim Information

CYBER THREAT HUNTING

Acquire Infrastructure

Drive-by Compromise

Reconnaissance Resource Development Initial Access Execution

Exploitation for Client Execution

Persistence

Boot or Logon Autostart Execution

Defense Evasion

Signed Binary Proxy Execution

Compromise Infrastructure Command and Scripting Interprete Scheduled Task/Job Masquerading
Develop Capabilities Deobfuscate/Decode Files or Information
Stage Capabilities
® & ® @
M=+l o743 =1y X ~E Ol AlS A Ol H =1l
SIS R RE b= = 7| FE H o K&d 2 2oi2[m|

Discovery

System Owner/User Discovery

Command and Control Collection

Archive Collected Data
Automated Collection Data Encoding
Data from Local System Encrypted channel

Input Capture

Screen Capture

Application Layer Protocol

Exfiltration

0E
o

|0

® @

Exfiltration Over C2 Channel




CYBER THREAT HUNTING

™
Result

TRREAT RUNTIN

Analyzing ( Analyst)

P'O\b
Analyzing ( System) qo_c{
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