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Abstract

North Korea is a country known to strive for self-reliant economy. As part of
that, a lot of its products are built and used exclusively within the country.
Computer software, namely Antivirus programs, are no exception. One example
outlined in a research from 2018 is Silivaccine, a known North Korean software
to protect against foreign malware, which was indeed built in-house.

This concept is well demonstrated by Juche, North Korea’s official ideology
postulating that by becoming self-reliant and strong, a nation can achieve true
socialism. The practice of Juche is firmly rooted in the ideals of sustainability
and lack of dependency. Despite that, it is criticized by many as a mechanism
for sustaining the totalitarian rule of the regime, justifying the country’s
‘Isolationism’, For them Juche is merely a facade.
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Introduction

Looking at the state of affairs regarding North Korea's sustainability, we see that even within
the Antivirus market the nation cannot live up to its own ideology — from standard usage of
3rd-party libraries to abuse of other vendor’s engines in their code, using foreign produce is

a common practice. As we will outline in this research, several instances of this conduct can be
witnessed by examining the products’' code-bases and signatures.

Furthermore, it is interesting to note that Silivaccine is not the only Antivirus created, and
possibly used, within the DPRK. As it turns out, there is a wealth of such programs developed
internally. In the course of a decade we could witness 5 different Antivirus solutions originating
in North Korea, which are naturally well hidden from the rest of the world.

This is quite surprising for a country that is sanctioned for many years and generally lacks a lot of
resources. Such sanctions by world powers were originally intended to push North Korea away
from its nuclear program, and at the same time punish it for cyberattacks, money laundering and
violation of human rights. It is hard to assess how well these sanctions did in achieving their goal,
but at least in the realm of information security and defense the effect was opposite.

The figure below depicts the range of known Anti-Viruses between 2002—2014, however we
can provide an insight only about a subset of them which were made available to us for analysis.
The reason the timeline halts in 2014 is that we were not able to obtain any further software
created past that year.

In the following sections we are going to take a brief tour through several of these Antiviruses
outlining their architecture, commonalities, differences and other interesting caveats. As this
paper is meant to give an overview on the discussed products, deeper analysis details are
reserved for another document. Also, we are actively looking for missing Antiviruses from our
collection, needless to say that we welcome any contribution from the readers to accomplish it.
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Figure 1. The timeline of known Antivirus products created in the DPRK
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Songsae

Songsae Antivirus (&M ‘Castle’) was developed between 2003—2005 by “Kim Il Sung University”.
It appeared in 2 versions —one released in 2003 and the other in 2005, providing protection for
both DOS and Windows operating systems. In this section we will discuss SongSae 2003, and
particularly the parts of it that are compatible with Windows.

One of the first things notable about it is its very minimalistic user interface. Written in C++
using the MFC framework, the GUI is rendered from embedded HTML and JavaScript code with
the help of the ActiveX technology. This is a rather outdated and uncommon way to write GUI,
and may suggest that the developing team behind it was not highly experienced or acquainted
with newer technologies.

Another point is the fact that all text in the product (including GUI strings and readme file) is
written entirely in English. A possible explanation can be found in an analysis of North Korea’s
economic envoys in the early 2000's™, indicating that the country was pushing towards
expanded economic relationships with regards to their IT Technology, partly by holding
exhibitions showcasing it (e.g. CeBIT in 2006).

Considering the above and having its readme file being signed off with the sentence “We are
welcome to contact with other companies and expert groups”, we are left to believe that the
DPRK sought to create all kinds of partnerships with foreign vendors at that time. Having said
that, we could observe that the subsequent Antiviruses slowly strayed away from English
towards an exclusive usage of Korean.

In terms of capabilities, the Anti-Virus can scan memory, local and network drives as well as
other ‘low-level’ parts of the disk (e.g. the boot sector and its components). Later on, in 2005,

it also started to support the quarantine feature. The scanning is done based on signatures,
which constitute a browsable virus database containing 1675 and 1836 records in versions 2003
and 2005 respectively.

SongSae Anti-Virus
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Figure 2. SongSag'e main GUI screen
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Architecture

To be able to understand it a little better, we provide an outline of SongSae’s architecture,
followed by an overview on each component. This should give the reader an idea of how the
components inter-operate, and generally convey the software’s simplicity.

ssavmon.exe

executes

ssav_*.dat

loads ssutil.dll ssavtask.dll loads

e

User Space

ioctls

ssavmon.sys

Figure 3. SongSae 2003 architecture

Components:

* ssavmon.exe — Process that manages the Antivirus’ tray menu application. This allows
opening the main GUI by spawning a new ssav32.exe process, and enabling or disabling the
real-time monitoring driver (ssavmon.sys).

e ssav32.exe — Main GUI menu. All windows and their graphics are rendered from HTML
and JS code, which is made possible using ActiveX & MFC. Loads ssavtask.dll (contains the
scanning logic) and ssutil.dll.

e ssavmon.sys — Real time monitor which intercepts file related activity. It checks if a file ends
with vir or kin extensions, and if not conducts a series of static checks against it. If the file was
detected by one of these, access to it will be avoided by assigning the corresponding action’s
IRP with the status 0xCOO00OF (STATUS_NO_SUCH_FILE).

» ssavtask.dll — The core scanning engine of the AV, implemented as an ActiveX control
module.

e ssutil.dll — Exports the function SS_BrowseFolder, which makes use of
SHGetSpecialFolderLocation to obtain various directory paths.

» ssav_d.dat — Patterns\signatures related file.

» ssav_m.dat — Patterns\signatures related file.

» ssav_v.dat — Patterns\signatures related file.

e ssav_i.dat — List of signature descriptions.

« ssav_n.dat — List of sighature names (xored with 0x21).

AVAR 2019
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Notes on the Signatures

Looking at the virus signature database file it's apparent that the description for the viruses were
copied from virus information summary lists written throughout the 1990's, with the highest
resemblance to Symantec’s Norton Anti-Virus signature file dated 1994. Although we weren’t
able to conclude there was usage of any 3rd party software to create SongSae’s engine, the fact
that virus descriptions were copied from other sources makes it plausible that the signatures
themselves were copied as well.
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Figure 5. Virus definition for ‘Chaos’ in Norton Antivirus 3.0 (1994)
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KJAV

KJAV (Korean Juche-oriented Anti Virus) a.k.a “Singi” (217]) was developed by the Kim Chaek
University of Technology in Pyongyang which is known to conduct projects for foreign
companies. This was done partly in collaboration with Gwangmyong IT Center ("GeMyong
Tech"), reportedly a spin-off of KCC (Korea Computer Center). This organization specializes

in network software and security, developing Antivirus, data encryption, data recovery, and
fingerprint software. KJAV has been in development since 2006 with Version 5.0 being released
in 2012 and version 5.8 in 2014. According to news sources[ it is still in development as of 2017,
alongside a mobile version for smartphones.

KJAV introduces the option to scan files on hard disks and USB flash drives (including those that
reside in archives), as well as to inspect network traffic for suspicious patterns that might be
related to malicious activity. The latter is functionality that is not common to all North Korean
Antiviruses, and enhances this one into a more complete security solution.

Having said that, there are only several network
signatures we could witness, those were
intended to catch a couple of worms — Conficker
(W32.Net-Worm.Kido) which was a well known
and widespread worm targeting MS08-67, and
ChinaHacker (W32.ChnHacker.Email) which was
used to spread via mass mail sent from each
victim machine around 2002.

Figure 6. Alert for Conficker detected traffic

As for its engine, we assume that this Antivirus was developed almost entirely within the DPRK,
given the fact that we haven't observed any conspicuous indication of the contrary. This appro-
priates its name, as the Juche dictates independence. The only similarities that we did observe
were with malicious binaries widely perceived to be developed in the DPRK, which we will
outline in subsequent sections.

Much to our surprise, KJAV is a licensed product that requires a license costing the user 300% /
Month (~0.25$) as portrayed in the figure below. The reported average annual income in North
Korea according to a 2013B! estimate is thought to be $1,000 to $2,000. This makes KJAV affordable
for computer users across North Koreg, indicating that it might serve as a home Antivirus solution.
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Figure 7. KJAV's main screen, containing license Figure 8. An outline of the new malware families

information the developers witnessed each year by 2012
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Architecture

Once again, to get a better idea of the product we provide a brief overview of its architecture.
This can be divided into 4 essential parts:

e Anti-Virus

e Host Based IPS & Update Utility
e Utilities

e DataFiles

The components under each one are shown in the figure below and described in the subsequent

paragraph.
¢ Utilites
KjavSvr.exe  KjavShell.dll
lﬁ
Dat:
O Anti-Virus I[—_E S Host Based IPS & Update Utility
Kkjav.3- —
KjavRar.dil wpcap.dil packet.dll WanPacket.dll
import: import:
imports imports
(D (D (D (D
kjav.2-
loads «— loads
KjavRar.exe KjavWins.exe Kjav.1- KjavUpdate.exe
@ executes E reads % reads update communication @
-—aonles ‘ >
loads I 7 Ioads| 10.250.2.33
window messages sets-up
ioctls IpFilter
User Space callback
""" Kernel ™7
Space L] _] ﬂ_
svs
KjavBoot.sys KjavMon.sys KjavFitsys
Figure 9. Architecture of KJAV
Components:
1. Anti-Virus

* KjavWins.exe — the main executable of the whole software suite. It contains all other
components as resource binaries and deploys them in the system upon execution. The other
part of it serves as a monolithic core component of the AV, containing the GUI (written
using MFC), the scanning engine and hardcoded signatures. As KJAV appears to be licensed
software and contains code for verifying user keys, this binary is protected with Themida.

* KjavBoot.sys — a driver invoked during startup which deletes all files under the registry
key \Registry\Machine\SYSTEM\CurrentControlSet\Control\Session Manager\DelFile.
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* KjavMon.sys — modified version of a driver used in a legacy Sysinternals tool named FileMon.
This tool allowed monitoring file system activity, and later was combined with another
deprecated tool named RegMon to create Process Monitor. In this case, the referenced
version of filemon.sys is 4.28, dating to the year 2000, and intended to intercept file access so
that the Antivirus can conduct real time monitoring of it before it is executed.

» KjavRar.exe — public command line version of WinRar 3.51.

e KjavRar.dll — public documented UnRar.dll, used for reading archive contents and
decompressing .rar files. Also part of the WinRar software.

2. Host Based IPS & Update Utility

* KjavUpdate.exe — this is the main executable for this component of the AV, which registers
a window class named “KjavUpdate” and carries out various functionalities upon receiving
window messages. In this sense, its purpose is twofold — one is to serve as an update utility
and the other is functioning as a host based network IPS.

In the former case its able to receive window messages with update server IPs (or use

a hardcoded fallback one, set to 10.250.2.33 —this was also used as the update server for
Silivaccine 2013), get commands to issue the current engine and signature files to a server
and deploy new variants of these when received.

The latter functionality allows real time monitoring of IP packets and their inspection against
predefined network signatures. According to various strings in the binary, this part of the
product was named NetVirusTracer by the authors.

The inspection can be done in 2 ways — one is by using an existing Windows feature whereby
a special callback can be registered to the ipfltdrv.sys driver, allowing the OS to invoke this
function each time an IP packet is processed.

Another way is by utilizing a combination of WinPcap components which allow setting an
optional capture filter and intercepting packets as they are passed through the system.
During interception, packets are scanned against the network ruleset.

* KjavFlt.sys — a network filter driver which registers an IpFilter callback —a hook that gets
executed each time an IP packet goes in or out of the system. The hook contains logic for
scanning the packet against network signatures that reside in the “Kjav.3-" file.

e WinPcap components — these include npf.sys (Netgroup Packet Filter Driver), wpcap.dl1l,
packet.d1l and WanPacket.d11. All are 3rd party components which allow packet capture,
injection, programmable filtering and monitoring. All of these work together to facilitate the
creation of a host based network IPS as specified above.

3. Utilities

e KjavSvr.exe — can create or destroy a service named HdSvr, which upon request deletes files in
startup folders containing “~.exe" as a substring in their name.

« KjavShell.dll —a COM class serving as a shell extension, which is used to register a context menu
handler for KJAV. The entry in the context menu allows scanning a single file when right-clicking it.

4. Data Files

« Kjav.1- — main Antivirus signature file, containing both metadata on the currently deployed
engine and version of the signatures, as well as the corresponding virus patterns.

« Kjav.2- — peculiar malformed DLL file (originally named PatchDIIdll) which is supposedly
packed with UPX. It is impossible to run because of its format corruption, however it can
be witnessed that KjavUpdate reads a field from its DOS header and fills it as data sent to
the update server, under the parameter ‘DllUpdateDate’. On another instance, the file is
overwritten with a part of the server response that is followed by the keyword ‘GetDIIData’.
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e Kjav.3- — network signature file, encoded with a single byte XOR (0xf8). In the case of the
2012 version we could find only one sighature with the name W32.NetWorm.Kido, which
is 2 name some vendors gave at the time to Conficker. In the 2014 version we found an
additional signature corresponding to the ChinaHacker worm.

Figure 10. DOS header of kjav.2- containing a field used during an HTTP request to the update server

Notes on Signatures

One of the interesting signatures we could find inside the Antivirus was one intended to detect
JML. This is a file infector that was developed around 1997 as part of a graduation thesis of

a student named “Cho Myung-rae” at Mirim University about the militarization capabilities of
the computer virus!¥. Named after Cho's initials (alternatively spelled “Jo Myung-lae") — Cho's
achievement was well acclaimed, forming a research group centered around it in North Korea's
Computer Technology Institute, where he served as a high-ranking military officer for years

to come —according to an interview with a defector.

Cho soon became a decorated entity in North Korea, with Kim Jong-il awarding him for teaching
him “the true value of computing” and ordering concentrated efforts to be given to promote
research in the field. Cho's achievements may have been overly exaggerated by the regime, and
while this alone had little-to-none impact on the outside, it led the children of the elite seeing
Hacking as a desirable career path. With mottos such as: ‘Developing viruses is the best way

to secure important jobs’ and ‘cyber-warriors’ enjoying perks such as luxury apartments, virus
development was perceived as a road to power rather than a crime.

As for JMLs functionality, it serves 2 purposes — one is spreading further via other executables
on the local file system and network shares by scanning for files with the .exe extension, writing
a piece of shellcode to them and redirecting execution to it by modifying the entry point. The
shellcode will attempt to execute another malicious component and then resume execution

to the original entry point. Another functionality allows looking for files in the infected machine
and uploading them to a C2. Otherwise, further payload can be downloaded by it and executed.
This is done via a predefined network protocol.

Around 2003, JML was discovered by "Ahn Cheol-s00” in South Korea. There exists some
correlation between a file infector backdoor malware named Win32/Weird and JML5!. Win32/
Weird was first detected in July 1999¢!. AhnLab changed a couple detection names from ‘Win32/
JML to ‘Win32/Weird' in 2003. Win32/Weird.b detected in 2002, was first reported in South
Korea and has not been detected elsewhere at the time of the writing (neither Symantec nor
McAfee have profiles on Win32/Weird.b). It's worth noting that there's a possibility that the date
1997 is incorrect and Cho may have modified Win32/Weird to create JML.

With the rise of computers in North Korea reaching ca. 4 Million (counting both official and
personal) computers distributed throughout the country in 2013, where half of them situated
in Pyongyang, North Korea did not envision this rapid change and thus security had been loose.
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The young computer students studying Cho's thesis were developing new mutations of the
virus which propagated through the state’s intranet, leading to North Korea sporadically being
a target of accidental internal hacking attempts!®. This may well be the reason for finding
multiple signatures attempting to detect JML within KJAV as of the 2012 version.

Despite the above, we can see a signature for JML existing in SongSae back in July 2003.
According to external resources® the JML virus spread outside of North Korea in early March
2003, and around that time we observed a signature for JML to exist only at AhnLab’s Antivirus.
This could also suggest that while writing SongSae, the developers tried to observe which
signatures existed in its South Korean counterpart.

Wirus Name:  JML.A

Aliases: Comphlame
Infects: EXE Files
Length: 31232 bytes
Characteristics
Memory resident [ Encryting
[ steatth [ Polymarphic
Commert:

Cortains the text "JML",
Infects PE EXE files and creates the EXE
file named with the current computer name.

Figure 11. JML description on SongSae

Another signature that stands out is one prefixed with the string “KjavCrack”. As mentioned
before, KJAV is licensed and therefore requires an activation key that is generated per device and
is based on CPU & HDD related fields. As with a lot of other licensed programs, there will always
be someone attempting to avoid paying the license fee and bypass its protection by cracking it or
generating activation keys.

We've observed that KJAV contains a set of signatures looking for such scenarios, e.g. KjavCrack.”,
KjavCrack.KeyGen.* KjavCrack.DIL*, KjavCrack.Exe.*, KjavCrack.Mem.*, KjavCrack.Rebuild.*. This begs
the question —why? Could it be that cracking scene inside North Korea exists, posing a threat to
KJAV's revenue? Surely such crime will be severely punished and is not worth saving the rather
low monthly price of the license.

Taking this into consideration, there might be another plausible explanation. Although the
appearance of KJAV outside of North Korea is scarce, it's apparent that an older version has
leaked. It could very well be the case that it was cracked by an external entity and made its way
back to North Korea at some point. In turn, the developers might have considered such cracks to
be potential threat or just wanted to avoid any abuse of their intellectual property domestically.

Apart from the above, the signatures of KJAV cover popular worm infectors of that time such
as Virut, Sality and Conficker. Considering the JML testimony, it may very well be that other
file infectors circumvented inside North Korea's computer systems, either by studying and
attempting to modify said malware in order to weaponize it or simply by accidently getting
infected due to poor security practices.

AVAR 2019
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Code Similarity

Another interesting point about KJAV concerns code similarity that was found between one of its
components and pieces of malware, some of which are attributed to North Korea. By comparing
the Antiviruses' binaries against a large set of malicious binaries, we were able to locate 2 main
similarities —one is between a C function in KjavUpdate.exe and Lazarus affiliated malware
named Manuscrypt, and another between an unknown and supposedly proprietary library
function in KjavUpdate and a malware called KimJongRAT.

As for the former, it seems that both KjavUpdate.exe and Manuscrypt share a very similar
function for RC4 decryption. While RC4 relies on a rather simple algorithm, its implementation
in this case is pretty unique such that we couldn't trace it back to any open source repository.
Namely, we see a very similar flow of code, whereby all of the RC4 decryption steps (i.e. S-Box
creation, key scheduling algorithm and pseudo-random generation algorithm) are resident
within a single function, creating identical call flow graphs.

Manuscrypt

Figure 12. CFG similarity between KjavUpdate.exe and Manuscrypt's implementation of RC4
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Apart from that there is usage of non-RC4 related fields in both functions. For example, both
check for a global that indicates if an RC4 key was initialized. If it wasn't, a hardcoded fallback key
is used. This is outlined in the figure below.

-

( is_key initialized & 1 ) if ( is_key_initialized & 1

en = g_keylen; len = g_key_len;

nitialized
strlen(”

g key len

Figure 13. Usage of hardcoded RC4 fallback keys in KjavUpdate.exe and Manuscrypt

On the same note, we can spot a usage of a very similar RC4 key in another malware named
KimJongRAT. This malware, which was initially discovered and analyzed* in 2013, was not
officially attributed to North Korea until recently, when a fresh version of it was discovered

in connection to the BabyShark malware, described™ by Unit42. While the structure of the
malware’s key ('1@#$%*7', which is then modified to '~@#$%"&’) resembles that of KjavUpdate.exe
(‘~1@#$514%"8&*"), the underlying RC4 implementation is different.

strcpy(r
memset(

Figure 14. RC4 key used in KimJongRAT, which is similar to the one used in KjavUpdate.exe

Still it's possible to find some code similarities between both binaries. In particular, we
were able to spot overlaps in one C++ class which is in charge of HTTP communication. The
implementation of this library component varies between those 2 instances, but still shares
some similarities in its core functions as depicted in one example below.

->http buffer len )

er_part < ¢

ampersand_chr ->http_buffer_len )

c_this->http buffer_len );

Figure 15. Code similarity between two (supposedly) proprietary library functions in KimJongRAT and
KjavUpdate.exe. Only difference appears to be in a referenced chunk size within an internal buffer
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Silivaccine

Silivaccine is yet another Antivirus produced in North Korea, which we could observe through

2 versions — one was released in 2005 (v2.0.0.1) and another in 2013 (v5.0). Both versions were
created by “STS Tech Service” (also named 626 or Silibank ), which is a financial institution
existing since 2001, believed* to work from the Chilbosan Hotel in Shenyang. An interesting
caveat is that this is reportedly the base of operations for North Korea's Unit 121 (Electronic
Reconnaissance Bureau's Cyber Warfare Guidance Bureau) which hand-picks hackers graduating
from Mirim University, according to reports™# by defectors and the US military.

The 2013 version was also being developed in conjunction with an entity named PGl (Pyonyang
Gwangmyong Information Technology), the same entity that collaborated on KJAV.

Since the 2013 version was a subject of a thorough research done by Check Point in 20181,
we will not reiterate those but mention the main findings — the fact Silivaccine used a ripped-
off Trend Micro engine (vsapi32.dll) and the fact it was done in a way that suggests the authors
might have had access to Trend Micro proprietary resources when writing their version of the

engine.
5 0 ~lolx|
File  Wiew  Toos  Help
o;; Home L‘_’t Settings E\} Lipdate ﬂ Help -
a Yirus Clean: ‘LRestora o add 2 Delete
% W Moved on | Filiz arne | Original Location: | iirus Mame | Quarantine Method| |
HE:::,’Q. Manual Scan: & 2004/06/02 17:02:19 1701_b.com E:¥Temp¥CASCADE.16994(Casca, ., Cascade, 0001 IManual Scan
———————— ?‘592004,1’06,1’02 16:22:44 1701_b.com E:¥Temp¥CASCADE.16994(Casca, . Cascade, 0001 Task Scan
'w Tack Bean ix 2004/06/02 17:08:33 1704.exe E:¥Temp¥CASCADE. 1701,102(Ca.., Cascade, 170... Manual Scan
- 2004/06/02 17:02:19 1704.exe E:¥Temp¥CASCADE. 1701.102(Ca. .. Cascade. 170... Manual Scan
= 4 2004/06/02 16:10:55 1704, exe E:¥Temp¥ Cascade.170.., Manual Scan
l'q:\(’* Stan Log %2004,1’06,1’02 17:11:16 1704.exe E:¥Temp¥CASCADE.1701.102(Ca.. . Cascade, 170.., Task 5can =
= i %ZUU‘UUSJ’UZ 16:22:44 1704.exe E:¥Temp¥CASCADE.1701,102(Ca.. . Cascade, 170... Task Scan
.:=.-.2_1’ %2004,1’06,1’02 17:11:18 1st_skar.com E:¥Temp¥CVYEERTECH. 225.B{Cyb. .. Cybertech.225.B  Task Scan
@“_’_ Event Log 4 2004/06/02 17:08:33 1sk_skar.com E:¥Temp¥CYBERTECH. 225.B(Cyb. .. Cybertech, 2256 Manual Scan
e2}2004,1’06,1’02 16:22:44 1st_star.com E:¥Temp¥CYBERTECH, 225.B(Cvb, .. Cybertech, 2256 Task Scan
% : A 2004/06{02 17:02:19 1st_star.com E:¥Temp¥CYBERTECH. 225 B(Cvb. .. Cywbertech. 225,68 Manual Scan
) Quarantine | 2 oo040s/0z 16:10:55 1st_skar,com E:¥Temp¥ Cybertech 225,68 Manual Scan
4 2004/06/02 17:08:32 Breeze.com E:¥Temp¥DUTCH{Dutch)¥ Dutch IManual Scan
A 2004/06/02 16:10:56 Breeze.com E:¥Temp¥ Dutch Manual Scan
%2004!06)’02 17:11:17 Breeze.com E:¥Temp¥DUTCH{Dubch)¥ Dutch Task Scan
%2004,!’06,!’02 16:22:43 Breeze.com E:¥Temp¥DUTCH{Dutch)¥ Dutch Task Scan
4 2004/06/02 17:02:18 Breeze.com E:¥Temp¥DUTCH{Dutch)d Dutch Manual Scan
4 2004/06{02 17:02:19 334.com E:¥Temp¥England334{England334)%¥ England334 Manual Scan
4 2004/06/02 16:10:55 334.com E:¥Temp¥ England334 IManual Scan
4 2004/06/02 17:08:33 334.com E:¥Temp¥England334(England334 ¥ Enaland334 Manual Scan LI
A

Figure 16. Main GUI window for Silivaccine 2005

The 2005 version shares a lot of similarities with its newer version, more specifically a lot of the
components are analogous (e.g. SVUpdate.exe, SVDealer, SVTray.exe, SVShell.exe etc.) and the
architecture is somewhat similar. Much like its successor, v2.0.0.1 used a Trend Micro engine,
only this one appeared as a driver named SVKernel.sys which was based on a Trend Micro driver
named vsapint.sys.

Once again it is possible to see that there is 100% similarity in a great number of functions (~500,
which is about 20% of Silivaccine’s engine code) between the two engines, while a lot of the rest
being proprietary North Korean code. This suggests that as in the 2013 version, the developers
didn't use the engine "as is” but rather rewrote their own version using parts of the original.
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Figure 17. Code similarity between vsapint.sys driver from Trend Micro
(right columns — Address 2\ Name 2) and Silivaccine’s SVKernel.sys

The 2013 version had some features that could not be found in the 2005 version. One of them is
the way some of the binaries are packed. While in 2013 there was usage of Themida to protect
various Antivirus components, the earlier version used a much simpler protector. That protector
seems to be a homebrewed one, which would encode functions chosen by the developer at
compile time. This is evident by seeing each encoded part preceded with a simple stub function
that pops a message box with the string “Start Proc%d!” (where %d would be some integer
value), and followed by a similar stub with a string of the format "EndProc%d!”.

protector_start_proce I
push 5 uType
push Caption
push aStartproce

push 5 hlnd
retn
protector_start_proce en

Figure 18. Stub that precedes each protected function in Silivaccine 2005

The algorithm for decoding each piece of code is quite straightforward and incomparable to
Themida's level of obfuscation. It is by no means an encryption algorithm (as there is no key) and
can be easily decoded given nothing but the encoded blob. The decoding function is being called
during startup, i.e. invoked from the binary’s entry point, and it has the logic outlined in the
figure below. In this sense, Silivaccine has made tremendous progress between 2005 and 2013.



330 The North Korean AV Anthology: A unique look on DPRK’s Anti-Virus Market

DAY 2—TRACK 1 AVAR 2019

Figure 19. Routine used for decoding each protected function in Silivaccine 2005

Apart from that, it's interesting to note that some features existed in the early version but were
removed later on. A notable component that existed in Silivaccine 2005 is called SVCharge
(comprised of an executable and a DLL with the same name) which is intended to provide a real-
time scan functionality for mail attachments as well as files downloaded from the internet.

This was achieved by setting up a window hook of type WH_CBT ¢! from SVCharge.dll,
which would get invoked by the system before various window events (e.g. creating, closing,
minimizing, maximizing a window etc.). When the hook function runs, it would execute in
the context of the window's process, hence it can query the process image name and see if it
corresponds to that of Outlook \ Outlook Express or Internet Explorer.

In either one of these cases the window hook will check and load the SVCharge.dll to the process
(if not already loaded), and then install a hook function for WSOCK32.dll's ‘connect’ function.
When connect’s hook is invoked, it checks the function arguments to verify if the outgoing

port is 80 or 110 (HTTP or POP3 accordingly), and in each case gathers some information on

the connection. This gets sent via a window message to the SVCharge window, which runs in
the context of SVCharge.exe. The latter can intercept the connection via a POP3 local server or

a proxy server set-up for inspection beforehand.

This functionality is interesting mainly for the fact that it's intended to intercept mail and web
traffic and due to the fact that the underlying engine and signatures come from Trend Micro,
which would mostly detect malware that is common outside of the DPRK. It makes it plausible
to assume that the threats caught by such real time monitoring would be ones found in internet
traffic, rather than in the home based intranet.

In this case it would raise the question as to who might use this software, given that access to
the internet in North Korea is highly restricted. As it is assumed that users with unlimited access
to the internet are high ranking officials, members of NGOs or government ambassadors, we can
speculate that Silivaccine is intended for ‘enterprise’ use (e.g. by universities, military and other
government institutions).
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Kulak

Kulak is probably the longest standing Antivirus in the North Korean industry. Developed by Kim
Il Sung University and the Ministry of People’s Security (North Korea LEA), Kulak started its way
as a DOS based software, which quickly evolved into a Windows based one. Specifically, we were
able to trace 3 versions released in 2002, 2007 and 2012, both from openly-available resources
and actual installers in our possession.

One of the main observations that can be made with regards to Kulak is that it's more advanced
than its counterparts in architecture and sophistication, and seems to be overall a more solid
security product. This partially reminds of Silivaccine, which is also quite complex at a glance, as
having a Trend Micro based engine is by far more advanced than those of Songsae and KJAV.

Considering this, it may not come as a surprise that Kulak also makes use of a third party engine,
at least in its 2012 version. In this case, the abused engine is that of Dr.Web, a long standing

and prominent manufacturer of security software from Russia. Kulak's counterpart engine was
named Klcore.dll, and by tracking particular functions which provide metadata on the engine,
it's possible to conclude that it's based on version 4.29 of the drweb32.dll library.

callback table wrap();

related_buffe
oke_callback;

Figure 20. Comparison of Dr.Web's and Kulak’s engine initialization functions

Another prominent similarity was witnessed between a Dr.Web user mode component named
spidercpl.exe (referred to as Splder Guard) and a Kulak driver named Klhook.exe (internally
referenced as Kulak Protect). The former serves as a real time monitoring component, intended
to scan process memory and opened files upon access. It's Kulak counterpart is apparently made
to make the same, achieving it via the kernel space. Following are a few examples for some of
the similarities between them.
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Klhook.sys SpiderCpl.exe

Figure 21. Comparison of a proprietary function call flow graph in SpiderCpl and Klhook
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Figure 22. Comparison of some used strings in SpiderCpl and Klhook. As we can see in the Klhook sys,
some are changed from ‘Splder Guard' to ‘Kulak Protect’

Ox44u) ! 3 || memcmp(&v3, "Dr. Web 32 bit Lang ile”, ex1Du) ) if ( sub_30823F28(al, &Strl, Ox44u) !=
n e;

* v4 |= g_engine_version_4_29 ) strcmp(&Strl, s_Dr_Web_32_bit_Language_File) )

) + 1e8 * (unsigned __intle

Figure 23. Function checking for a sighature file string artifact in SpiderCpl.exe and Klhook.sys. Note that
Kulak is actually looking for a Dr.Web string
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Like in the case of Silivaccine, we are able to witness some evidence pointing towards the fact
that the engine was built using a proprietary resource. In this case, we can look at calls to
RtlAssert to see the path from which the driver was compiled. It is evident that the underlying
source file belongs to Kulak.

irp->Tail.Overlay.CurrentStackLocation - 1;

Figure 24. Source code path that was used to compile Klhook.sys, according to an RtlAssert string argument

As for the question on how the Dr.Web engine and monitor components found their way into
Kulak, there are several speculations that come to mind. For instance, it's possible that a Dr.Web
technology which was previously licensed to a South Korean company named NWI was leaked
in some form to the North.

At the same time, it's hard to explain how Splder Guard code got incorporated into a driver that
was supposedly compiled from a North Korean code base. In that case, it is possible that there
was some leak of proprietary resources belonging to Dr.Web that could aid the North Korean
developers when building this component.

Either way, we can't indicate what happened in reality without a shadow of a doubt. Instead, it is
worth noting that whatever the scenario might have been, Kulak provides more evidence that
North Korea is not entirely independent when creating their own programs, but in some cases

is heavily reliant on foreign produce.

Summary

Within a decade we observed 5 unique Antivirus solutions being developed by at least 6 entities

— some seem to be educational facilities (e.g. Kim Il Sung, Chaek and Mirim Universities), others
appear as government owned entities (e.g. Ministry of People’s Security, PGl and STS Tech-Service).
Such a great investment in an internal security product may not be surprising given the fact that
the country is heavily sanctioned and limited in resources. This is exactly what is portrayed in
DPRK'’s own ideology — Juche, in which the main values are unity, independence and self-reliance.

In spite of this, we can see that these values are not reflected from the products that we
analyzed. In a few instances we observed usage of 3rd party engines and signatures belonging
to big vendors who claim to have no formal ties to North Korea. This suggests that the DPRK
is in more need of foreign produce and financial connections than it is willing to admit

In terms of progress, it is possible to observe an evolution in the development capabilities of
North Korean programmers. While the earlier AVs had a rather simple architecture and often
bulky code, the later products seem more orderly and rich in features. This is no surprise,
especially in cases in which products were built around an external engine. This required a great
deal of attention to the engine’s internals so that the in-house built components will properly
inter-operate with it.
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On the same note, we could witness a development in software protections used to burden
the analysis of the Antiviruses’ components. The first product we described — SongSae version
2003, contained no protection whatsoever, while Silivaccine 2005 was already protected by

a rudimentary homebrew protector. Starting from at least 2012 (with KJAV 5.0) all products
were protected using Themida, which introduced a fairly high level obstacle when attempting
to reverse engineer them.

Analysing these Themida packers we observed two licenses in use. One was shared between
KJAV 5.0, 5.8 and Kulak 3.2, and the other used in Silivaccine 2012. This reuse of software may
either suggest that the North Korean developers referred to same resources to obtain it or
possibly cooperated to some extent when writing the products.

Furthermore, hunting for other programs using these licenses, we could find both legitimate
software as well as more questionable ones (e.g. Chinese phone tools, games and game NoCD
patches). We conclude that these licenses were leaked by looking at the detection rate of other
packed programs, since once a license leaks “Antivirus companies will blacklist that Taggant
signature” — according to ‘Oreans’, the company behind Themida.

To sum things up, we will note that this research is still a work in progress. As Antivirus software
contains a lot of code, there are still a lot of details and information to go through. These

could provide further insights on top of the ones presented in this paper. We intend to keep
investigating the software we gathered so far, with the hope of obtaining new ones to expand
our understanding of the subject. Any fresh observations and expanded detail will hopefully be
published in separate documents.



