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Who are Lazarus and his family?

* Behind Infamous Cyber Incidents

 Democratic People's Republic of Korea(DPRK, North Korea) stated-
sponsored Threat Actors

e Most Wanted Threat Actors in the World
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Naming conventions: Simple

e Qihoo360: APT-C-[N]  NSHC: Sector[A][N]

e Cisco Talos: Group|[N] * Proofpoint: TA[N]

» Elastic: REF[N]  Recorded Future: TAG-[N]
* |IBM: ITG[N], Hive[N] o Secureworks: CTG-[N]
 Mandiant: APT[N], UNCI|N] * Thales Group: ATK|N]

* Microsoft: Element Name(Deprecated) e Qianxin: APT-Q-[N]



Naming conventions: State-sponsored

China DPRK Iran Russia
Crowd Strike Panda Chollima Kitten Bear
Microsoft Typhoon Sleet Sandstrom Blizzard
NSHC SectorB SectorA SectorD SectorC
Paloalto Networks Taurus Pisces Serpens Ursa
PWC Red Black Yellow Blue
Secureworks Bronze Nickel Cobalt lron




Naming conventions: DPRK

* Ahnlab: Red [Dot | Eyes]

* CrowdStrike: [Labyrinth | Ricochet | Silent | Startdust | Velvet] Chollima

. KRCERT: Red [Carpet | Kim | Light]

* Microsoft: [Citrine | Diamond | Emerald | Jade | Onyx | Opal | Pearl | Ruby | Sapphire] Sleet
e NSHC: SectorA[01 - O7]

» Paloalto Networks: [Crooked | Moldy | Selective] Pisces

 PWC: Black [Alicanto | Artemis | Banshee | Dev2 | Shoggoth]

» Secureworks: Nickel [Academy | Foxcroft | Hyatt | Kimball]
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ScarCurft, APT37, GO0O67

* Named by Kaspersky, 2016-06-17

- Variations on the malware repository
domain, “scarcroft[.|net”

» TJargeted the North Korean defectors
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Notable activities
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7.7 DDoS

3.4 DDOS
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Notable activities by motivation
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Their favorites

 |nitial Access
- T1195 Supply Chain Compromise
- T1189 Drive-by Compromise
- 11566 Phishing

 |Lateral Movement

- T1210 Exploitation of Remote Services
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