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INTRODUCTION

—# whoami

* Name : Seongsu Park

* GReAT Senior Security Researcher
* Threat intelligence analyst, Cyb

# history

. Worked as Malware Researcher and Inci({'—’t 2

 Malware Researching, Incident Response, Threat In{*elllgence
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INTRODUCTION
2014 2017

Sony Pictures hacking — Wannacry —
Attacker leaked a release Ransomware spread
of confidential data from quickly using by exploit

SPE and wipe hosts

2013 2016

Dark Seoul — Attack on Bangladesh bank heist —
South Korean Attack on financial
broadcaster and bank sector around world KASPER§KY=



RECENT ACTIVITY OF LAZARUS

KASPERYI
Lazarus targets electronic currency operators

: : KASPERIKY2

T Manuscrypt - malware family distributed by Lazarus

Our researchers focusing on attacks with a Korean nexus also had a very busy quarter, producing seven reports on the Lazarus
Executive summary group and WannaCry attacks. Most of the reports on Lazarus directly involved a sub-group we refer to as BlueNoroff. They

i are the arm that focuses mainly on financial gain, targeting banks, ATMs, and other “money-makers”. We revealed to
In April 2017, we published a report” about the Bluenoroff

customers a previously unknown piece of malware dubbed " used by Lazarus to target not only diplomatic targets

According to our research, Bluenoroff's main focus has bee

financial organizations, software developers for investmen!  jn South Korea, but also people using virtual currency and electronic payment sites. Most recently, ‘Manuscrypt’ has become

even casinos. Furthermore, we observed? Bluenoroff attacl . ) . . .
i . ~ the primary backdoor used by the BlueNoroff sub-group to target financial institutions.

compromising the software typically used when dealing witi.
'y
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ABOUT MANUSCRYPT TOOLSET

* From when?
= Start to use Manuscrypt from around 2013
= Use it actively until recent

* Connection?

= Many overlap with known Lazarus code style and C&C
infrastructure

 Attack where?

= Usually attack national intelligence before

= Usually use when they attack Korean financial sector
KASPERSKY#



ABOUT MANUSCRYPT

NAacAw Fuunn

Japan are delayir . ]
*hornible disaster” Ministry of
:Fl.ll't"l“ n .-l’ F JI.I"i
&

Invitation to Semina

“MNortheast Asia Peace and Coop
Monday 16™ Mow 2015

Word 2013-10-10 STRATEGY DIVISION
UPDATE — 20151221

University of Southern
California

Draft agenda for HMI Team Meeting in June 2016.
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RECENT MANUSCRYPT ATTACK CASE




MANUSCRYPT C2 INFRASTRUCTURE

A

Proxy installer

Drop proxy module with
default next hop address

i | Send information R .
[ S A N a7 o R

Update next hop address
Manuscrypt infected host

Go through 1+ proxy server

15t stage C&C server Final stage C&C server
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C2 GEOLOCATION
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C2 GEOLOCATION - ASIA

* Indonesia
* India
 Bangladesh
« Malaysia

* Vietnam
 Korea

« Taiwan

« Thailand
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VULNERABILITY INFORMATION
P Webserverver| ____________ OSfingerprinting ____________

2 XX XX XX XXX

SX. XX XX XXX

2 XX XX XX XXX

TIXX. XX XX XXX

2 XX XX XX XXX

IXX. XX XX XXX

2XX XX XX XXX

2 XX XX XX XXX

SX XX XX XXX

N/A

N/A

Aggressive OS guesses: Microsoft (91%), Microsoft
Windows Server 2003 SP2 (91%)
N/A

Aggressive OS guesses: Microsoft (93%), Microsoft Windows
Server 2003 (93%), Microsoft Windows Server 2003 SP2 (93%)

Aggressive OS guesses: Microsoft Windows XP SP3 or SP2
(97%), Microsoft Windows Server 2003 SP2 (94%),

Aggressive OS guesses: Microsoft SP1 or SP2 (99%),
Microsoft Windows XP SP3 or Windows Server 2003 SP2 (97%), Microsoft
Windows Server 2003 SP2 (94%),

N/A

Aggressive OS guesses: Microsoft SP2 (89%)

Aggressive OS guesses: Microsoft SP2 (92%), Microsoft
Windows Server 2003 SP1 - SP2 (92%) pER(ICY
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VULNERABILITY INFORMATION

2017-03-31 2017-06-13
PoC for CVE-2017-7269 Microsoft published
added to Metasploit patch for this
module vulnerability

2017-03-26 2017-04-11

CVE-2017-7269 Attack tool for this

published exploit was created

KASPERSKY#



VULNERABILITY INFORMATION

Vulnerable host with CVE-2017-7269

Under Construction
HTTR/1.1 208 0K
Sify Limited Content-Length: 1433
Content-Type: text/html
— India Content-Location: http://124.
Details Last-Modified: Fri, 21 Feb 2
Accept-Ranges: bytes
ETag: "857d2b9%abd9c21:927"
Server: Microsoft-IIS/6.@
MicrosoftOfficeWebServer: 5.4_Pub
X-Powered-By: ASP.NET...

United States
China

45.249.181.152

Vanta Telecommunications Limited HTTP/1.1 288 0K

India
Hong Kong

United Kingdom B cChina
Details

Cache-Control: private
Content-Length: 288
Content-Type: text/html
Server: Microsoft-IIS/6.@
HTTP Set-Cookie: ASPSESSIONIDAAD(
HTTF (8080) Date: Sat, 16 Sep 2817 @5:
HTTPS

HTTP (81)

Kerberos

Source : Shodan KAsPERs KYS




MALWARES/TOOLS FROM C&C SERVER

Backdoor Threat actor use many kind of backdoors - Active
Variants backdoor, Passive backdoor, HTTP backdoor, 1IS backdoor
Proxy Main component of multi stage of proxy structure,
Malware forward incoming traffic to other host

Information TCP connection harvester to steal inbound/outbound
Harvester network connections

Othef Loader to decrypt and execute encrypted payload, File
Tools wiper to wipe out specific file securely
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MALWARES/TOOLS FROM C&C SERVER

Active  Passive TCP conn | IS HTTP
Backdoor | Backdoor | Proxy Harvester | Backdoor | Backdoor
Indonesia O
ndia O | O | O O | ©
YEEVSE O
Bangladesh O
Vietnam O O O
O O | O ®
Thailand O
Taiwan O KASPERSKY2




MALWARES/TOOLS FROM C&C SERVER

Panama

A

Active backdoor
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HOW THREAT ACTOR USED THIS TOOLS
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CONCLUSION

Identify your IT infrastructure accurately
Check vulnerable host

Protect your valuable hosts with
adaptive security framework
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