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INTRODUCTION

# history

• Worked as Malware Researcher and Incident Responder

• Malware Researching, Incident Response, Threat Intelligence..

# whoami
• Name : Seongsu Park

• GReAT Senior Security Researcher 

• Threat intelligence analyst, Cyber threat hunter



AGENDA

C&C Infrastructure

Malwares, Tools

Victim



INTRODUCTION

2013
Dark Seoul – Attack on 
South Korean 
broadcaster and bank

2014
Sony Pictures hacking –
Attacker leaked a release 
of confidential data from 
SPE and wipe hosts

2016
Bangladesh bank heist –
Attack on financial 
sector around world

2017
Wannacry –
Ransomware spread 
quickly using by exploit



RECENT ACTIVITY OF LAZARUS

Manuscrypt – Tool set of Bluenoroff



ABOUT MANUSCRYPT TOOLSET

• From when?

 Start to use Manuscrypt from around 2013

 Use it actively until recent

• Connection?

 Many overlap with known Lazarus code style and C&C 
infrastructure

• Attack where?

 Usually attack national intelligence before

 Usually use when they attack Korean financial sector



ABOUT MANUSCRYPT

Decoy type Created Theme Sender

Word 2016-05-13 Reunion Weekend 
November 4 – 5, 2016

University of Southern 
California

PDF 2015-11-04 Invitation to Seminar on
“Northeast Asia Peace and 
Cooperation Initiative”

Korea Ministry of
Foreign Affairs

Word 2016-05-04 Draft agenda for HMI Team 
Meeting in June 2016

Stanford University

Word 2013-10-10 STRATEGY DIVISION MEDIA 
UPDATE – 20151221

Strategy Division of United 
States Forces Korea



RECENT MANUSCRYPT ATTACK CASE

납세담보변경요구서.hwp 법인(개인)혐의거래보고내역.hwp 세무조사준비서류.hwp



MANUSCRYPT C2 INFRASTRUCTURE

Manuscrypt infected host

Send information

Proxy installer

1st stage C&C server
Final stage C&C server

Update next hop address

Drop proxy module with 
default next hop address

Go through 1+ proxy server



C2 GEOLOCATION



C2 GEOLOCATION - ASIA

• Indonesia

• India

• Bangladesh

• Malaysia

• Vietnam

• Korea

• Taiwan

• Thailand



VULNERABILITY INFORMATION

IP Web server ver OS fingerprinting

2xx.xx.xx.xxx N/A Windows Server 2003 R2

5x.xx.xx.xxx IIS 6.0
Aggressive OS guesses: Microsoft Windows Server 2003 (91%), Microsoft 
Windows Server 2003 SP2 (91%)

2xx.xx.xx.xxx IIS 6.0 N/A

1xx.xx.xx.xxx IIS 6.0
Aggressive OS guesses: Microsoft Windows 2003 R2 (93%), Microsoft Windows 
Server 2003 (93%), Microsoft Windows Server 2003 SP2 (93%)

2xx.xx.xx.xxx IIS 6.0
Aggressive OS guesses: Microsoft Windows XP SP3 or Windows Server 2003 SP2 
(97%), Microsoft Windows Server 2003 SP2 (94%),

1xx.xx.xx.xxx IIS 6.0
Aggressive OS guesses: Microsoft Windows Server 2003 SP1 or SP2 (99%), 
Microsoft Windows XP SP3 or Windows Server 2003 SP2 (97%), Microsoft 
Windows Server 2003 SP2 (94%),

2xx.xx.xx.xxx IIS 6.0 N/A

2xx.xx.xx.xxx IIS 6.0 Aggressive OS guesses: Microsoft Windows Server 2003 SP2 (89%)

5x.xx.xx.xxx N/A
Aggressive OS guesses: Microsoft Windows Server 2003 SP2 (92%), Microsoft 
Windows Server 2003 SP1 - SP2 (92%)



2017-03-26
CVE-2017-7269 
published

2017-04-11
Attack tool for this 
exploit was created

2017-03-31
PoC for CVE-2017-7269 
added to Metasploit
module

2017-06-13
Microsoft published 
patch for this 
vulnerability

VULNERABILITY INFORMATION



• Vulnerable host with CVE-2017-7269

Source : Shodan

VULNERABILITY INFORMATION



MALWARES/TOOLS FROM C&C SERVER

Sensing the production 
process, manipulating the 
production process

Monitoring, supervisory control and 
automated control of the 
production process

Backdoor
Variants

Threat actor use many kind of backdoors - Active 
backdoor, Passive backdoor, HTTP backdoor, IIS backdoor

Proxy
Malware

Main component of multi stage of proxy structure, 
forward incoming traffic to other host

Information 
Harvester

TCP connection harvester to steal inbound/outbound 
network connections

Other
Tools

Loader to decrypt and execute encrypted payload, File 
wiper to wipe out specific file securely



MALWARES/TOOLS FROM C&C SERVER

Indonesia

India

Bangladesh

Malaysia

Vietnam

Korea

Taiwan

Thailand

Active 

Backdoor

Passive

Backdoor Proxy

TCP conn

Harvester

IIS

Backdoor

HTTP

Backdoor



India

Active backdoor

Columbia

Dominican 

Republic

GermanyIndonesia

Korea Sri Lanka

Panama

Proxy HTTP

Backdoor

Passive

Backdoor

Vietnam

TCP Conn

Harvester

MALWARES/TOOLS FROM C&C SERVER



HOW THREAT ACTOR USED THIS TOOLS

Server
(Public IP)

IDC / Server farm

Other
Server

Corporate Network



Identify your IT infrastructure accurately

Check vulnerable host

Protect your valuable hosts with 

adaptive security framework

CONCLUSION

Expert
Analysts

Big Data /
Threat Intelligence

HuMachine

Machine
Learning



LET'S TALK?


