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Who is Kimsuky?

Adversary

Kimsuky(a.k.a Thallium)
Published by Kaspersky in 2013
Behind the KHNP attack in 2014

Capability

Phishing

Timely social engineering
Multi-stage infection

Several malware cluster

Victim

China...

- Target industries: Goverr{y= 1 9e 1 sle) N '1?

defense, thank-tank, NGO# joul.lrnaji'st,lélefector

Infrastructure
Compromised web server
Free web hosting
Commercial hosting service

Private email service
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Thailand

August 24-27, 2022

One dimension of
Kimsuky group

Malware dimension

kaspersky



Initial infection
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Latest attack case: infection scheme
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document with
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(probably related
to Cookie)



Endeavors of malware author

1st stage 2nd stage 3rd stage



Update cycle of each stage malware

—  T1ststage maldoc
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- Initial infection Word
document change at
every single attack

[Klip 141 FE_EZ8HZ_2t.doc
2021-11-03 7:22:00

— 2ndstage VBS file

Function ()
Set ow_cim ("winmgmts:\root\cimv2")
Set plist = ow_cim.ExecQuery("Select * from Win32_Process")
str_tmp
For Each ob in plist
str_tmp = str_tmp & ob.Name
ob.ProcessID
ob.SessionID
Next
QProc ++++++++++++ Process List ++++++++++++

str_tmp
End Function

Process ProcessID " & "SessionID

N-stage payloads are
used for a long period




Limitation of understand with one dimension

"Hard to fully
understand
cyber attack
only with
malware
dimension

Hard to acquire full infection
chain

Hard to figure out relationship
of each component

Hard to understand threat
actor’s objectives



C2 dimension

kaspersky



C2 server research: trick and opsec

=

Kimsuky

e

Victim

Send email ader document Open & allow

macro

—— Request, call back
——» Fetch the next payload

C2
Dimension

Malware
Dimension




Actor’s tactics from the other dimension

"By researching
C2 dimension, we
can understand
tricks, strategies,
and targets
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Trick#1: Check the email address
and User-agent

Trick #2: Maintain victim’s IP
address

Trick #3: Check the pre-defined
User-agent



Discovered Kimsuky’s C2 servers
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Conclusion

5

Understanding of
multidimension

* Emerging cyber threats are
complicated

¢ We should understand
multidimension

* Understanding malware and C2

©

Full-context based
defense is the key

¢ Hit-and-run style defense never
works

* Need to understand full-context
of threats

* Diversify defense points

14

Cooperation with other
industry

* Each sector has different
strength

* Cooperation is essential to
understand multidimension of
cyber threats
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a @unpacker

% seongsu.park@kaspersky.com
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