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 Global Research and Analysis Team, since 2008 

 Threat intelligence, research and innovation leadership

 Focus: APTs, critical infrastructure threats, banking threats, sophisticated 

targeted attacks

GReAT
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APT ANNOUNCEMENTS
KASPERSKY LAB
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South Korea Threat Landscape

 Only divided nation in the world

 More than 60 years

 Not only physical attack but also 

cyber attack on going

Geopolitical issues

 Many High-tech company

 Many state-sponsored attacker 

aim IP from SK enterprise

Target for Intellectual Property

DCC 2017
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North Korean Cyber Unit

North Korean Cyber Unit

Bureau 91

Cyber army

Bureau 31, 32

Psychological 

warfare

Data investigation 

Team

Hack political, 

economical, social 

org.

Technical Recon 

Team

Hack Military Org.

Bureau 121 

(North Korean Cyberwarfare)

Hacking and Cyberwar

- infiltrate network

- Acquired confidential data

- Spread malware

• 2009 7.7 DDoS attack

• 2011 GPS Jamming

• 2013 DarkSeoul

• 2013 Bluehouse hacking

• 2014 SPE hacking

DCC 2017
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APT Attack Lifecycle

Intelligence

Gathering

Initial

Exploitation

Command

and Control

Privilege

EscalationData

Exfiltration

BKGD

research

Initial 

Attack

Establish 

foothold
Enable 

persistent

Enterprise

recon

Move 

laterally

Escalate 
privileges

Gather 

data of 

interest

Exfiltrate

data
Maintain 
persistent
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Operation Gh0stRat

On May 2016, Korea two big 
enterprises was BREACHED

DCC 2017
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Operation Gh0stRat

• When?
 Published by police on June, 2016

 Attack was on-going from July, 2014

• Confirmed Victim?

 10 subsidiary of Hanjin (include Korean Air)

 17 subsidiary of SK group

• Damage?

 Totally more than 40K document  breached

 Blueprint of F-15 wings, UAV blueprint under developing

Incident Overview
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• PMS(Patch Management System) Exploitation

DCC 2017

Operation Gh0stRat Initial Infection 

Management 

Server

PC PC PC

Admin

Send command
AckGh0st RAT

Attacker

Scan specific port

Exploit PMS system

Download Gh0st RAT
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Operation Gh0stRat Command and Control

DCC 2017

• Gh0st RAT Variant
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• Not just Gh0st

Operation Gh0stRat Privilege Escalation, Data Exfiltration

plink : Port forwarding

ISQL : SQL query tool

Webshell : Data exfiltration
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Operation Gh0stRat Summary

PMS Server

Attacker

(NK Pyeongyang IP)

PMS Server

Company A

Company B

C2 Server

Legitimate 

server
PC

PC

PC

PC
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Interpark Breached

On July 2016, Korea big e-Commerce 
Company was BREACHED

DCC 2017
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Interpark Breached

• When?
 Published by Interpark on July, 2016

 Attack was on-going from May, 2016

• Confirmed Victim?

 Korea NO.1 e-Commerce named Interpark

• Damage?

 More than 10M customer data was leaked

 Suffer damage to the company's image

Incident Overview
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May 3

Malware build

MAY 2016

May 3

Malware delivered to 

victim(나의사진.zip)

JUL 2016

July 11

Threat actor sent threat 

email to Interpark CEO

July 12

Inform the incident to 

National Police

July 25

Officially announced the 

company is breached

AUG 2016

August 31

Officially announced 

investigation result

Interpark Breached Timeline

DCC 2017
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 Threat actor sent phishing email to gather 

portal ID/password

 Very similar with legitimate portal page

 Just gather login credential for information 

gathering

Phishing email

Interpark Breached Intelligence gathering

DCC 2017
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 Gather email conversation 

with other person

 Got reliable email sender 

address from email box

Gathering information from private portal service

 Gather personal data from private 

cloud

 Steal family pictures for malware 

creation

Interpark Breached Intelligence gathering

DCC 2017
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 Disguise email sender address as brother

 Imitate way of brother’s speaking

 Email contents disguise as picture of our 

family

Send spear phishing email
To : Younger sister

Subject : Our never forget 

hometown

Content :

I made this since I was boring. It 

makes me choked up.

Attachment : Our family.zip

Interpark Breached Initial Exploitation

DCC 2017
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My family.zip My family.scr

Slide show style 

legitimate 

screensaver 

popup 

to deceive user

with 

/update

argument

with 

/AUTOSTART

argument

C2 server

Interpark Breached

DCC 2017
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Backdoor command Function

0x001D409AB14BF2C2 Collect system information

0x0055BED273ABAFE8 Load specific DLL and call export function

0x00C15AE87AD9D3C7 Create batch file and delete itself

0x0046066EA3EFAA03 Collect list of pre-defined file type in the “My 

document” folder

•Pre-defined file list
MOv mmf mPg mpEG Wma avi Skm ra VoB

Mpe rM Ram mp4

Mp3 smi wmv wAv rmvb K3G midi mKv ac3 

mpA mid aSf m3u 

aAc

0x00B1A384AA1DCEE2 Checking virtual machine environment

0x00DA6A579DC08624 List running processes

0x006FCD4196926244 List opened windows

0x0003302B8F643E65 Download iehmmapi.dll file

0x0098941588361A86 Load iehmmapi.dll file and call export function 

0x002CF7FE8107F6A6 Terminate backdoor

•

Using SSL communication Backdoor Command

Interpark Breached Command and Control

DCC 2017
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Lateral Movement

Database

Connect DB 

server
Initial 

Victim

Remote

Desktop

Implant 

additional 

RAT

File 

Server

Lateral 

Movement

IPC$ 

Vulnerability 

/ RAT

DBA

PC

Interpark Breached Privilege Escalation

DCC 2017
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Database

Collect 

Database

Transit 

another PC
Internet Café 

PC

C&C 

server

DBA

PC

Interpark Breached Data Exfiltration

DCC 2017
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Attacker

Phishing

Victim

Cloud/Email

File server DBA Database

C&C
Route host

Backdoor

Interpark Breached Summary

DCC 2017
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On Dec 2016, Korea Ministry of 
National Defense was BREACHED

Korea MND Breached

DCC 2017
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Korean MND Breached

• When?
 Published by S.Korea MND on Dec, 2016

 Attack was on-going from Aug, 2016

• Confirmed Victim?

 Lots of division of Korea military

• Damage?

 Not sure

 But MND published some confidential data was leaked

Incident Overview
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August 4

Suspected initial 

intrusion

AUG 2016

September 23

MND recognized intrusion 

to their military intranet

SEP 2016

September 25

MND composed joint 

investigation team and start 

to probe on this incident

October 6

JIT found a server in the IDC(DIDC) 

used two LAN card for internet 

and intranet illegally.

October 12

JIT confirmed threat actor 

inflated military intranet 

using by this server.

OCT 2016

Korea MND Breached Timeline

DCC 2017
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Korea MND Breached How can I recognized the malware?

D:\20161117 samples\20161117 samples\인터넷\19. 해병대사령부 juckeck.exe\jucheck.exe
D:\20161117 samples\20161117 samples\인터넷\18. 해군총장비서실 wuauctls.exe\wuauclts.exe
D:\20161117 samples\20161117 samples\인터넷\17. 합참민작부 NHCApi.exe\NHCApi.exe
D:\20161117 samples\20161117 samples\인터넷\15. 합참지통실 NHCKeySafe.exe\NHCKeySafe.exe

DCC 2017
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Korea MND Breached Malware Cluster

• Whole clusters are full-featured backdoor

• Used where?

Defense Company MND

Type A O O

Type B O

Type C O

• Some cluster use same code

DCC 2017
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Korea MND Breached Privilege Escalation

• Mimikatz : Credential dumping

• SSH tunneling tools

• Mailslot of Type C backdoor

• Network scanner

DCC 2017
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• File naming

AttributionKorea MND Breach

File name S/W vendor in SK Function of S/W

hncupdate.exe Hancom Word processor 

fasoo.exe Fasoo DRM S/W

markany.exe Markany DRM S/W

v3log.exe Ahnlab Anti-virus

• Language of Resource

DCC 2017
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Global Bank Attack

DCC 2017

On Feb 2017, Global bank 
compromised by target attack
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Global Bank Attack

• When?
 Published by Polish media on Feb, 2017

• Confirmed Victim?

 Lots of bank around world

• Damage?

 I have no idea

Incident Overview
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AttributionGlobal Bank Attack

DCC 2017

• Connection with SPE hacking

Global Bank Attack SPE Attack

Password

Decryption

Routine



Who is Behind 

These Attacks?
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Code Similarity

 Each malware has subroutine to acquire 

DLL and API address

 Malware has a API name as hex value

 Each character store to the stack at the 

runtime

 Decrypt it and retrieve API address

Interpark breachedWho is behind?

DCC 2017
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190.185.124.125202.137.244.198220.132.191.110

Interpark MalwareVariant of Sony Pictures Entertainment Malware

92.42.54.184

SpaSpe Malware Family

Lazarus APT Group

Interpark breachedWho is behind?

DCC 2017
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• Oct 2015, Symantec published about Duuzer 

Backdoor Activity in South Korea

• Breached company is in South Korea

• We tracked this malware family named Wild 

Positron

Same Backdoor Command

 Malware used both incident has similar 

backdoor command

 Windows command format is same

Interpark breachedWho is behind?

DCC 2017
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 Whole email was written by Korean

 Some Korean words in email body are 

only used in North Korea

Way of expression of email

NK expression SK expression In English

총적으로 총제적으로 Generally

회답 회신, 답변 reply 

Blackmail to the CEOSpear phishing 

It’s too delayed

Why your reply is too late?

To : Younger sister

Our never forget hometown 

kkk~~

I made this since I was boring.~kk

It makes me choked up. k~~

Our family.zip

Keep in mind that if you keep delaying 

I will upset. 

Interpark breachedWho is behind?

DCC 2017
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Interpark Breach Sony Pictures Entertainment Malware

Similar code

SpaSpe Malware Family

Same C&C server

WildPositron Malware Family

Similar code

Lazarus APT Group

Arsenal

North Korea

Language

Interpark breachedWho is behind?

DCC 2017
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Korea MND BreachedWho is behind?

 Obfuscated API and DLL name

 Prepended “S^” characters

• Dynamic API loading

e:\Work\BackUp\2011\nstar_1103\BackDoor\BsDll-up\Release\BsDll.pdb
g:\VM_Share\Bs\Release\BsDll.pdb
g:\VM_Share\mail_attack\Bs\Release\BsDll.pdb
Z:\1Mission\Team_Project\[2012.6 ~]\HTTP Trojan 
2.0\HttpDr0pper\Win32\Release\HttpSecurityProvider.pdb
Z:\1Mission\Team_Project\[2012.6 ~]\HTTP Troy\HttpDr0pper\Win32\Release\HttpSecurityProvider.pdb
Z:\1Mission\Team_Project\[2012.6 ~]\HTTP Troy\HttpDr0pper\Win32\Release\HttpSecurityProvider.pdb

• Malware PDB path using same trick

DCC 2017
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Korea MND BreachedWho is behind?

• Decryption routine

DCC 2017
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Korea MND BreachedWho is behind?

DCC 2017
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SummaryWho is behind?

Korea MND Breach

Operation BlackMine

Operation NStar

Operation Gh0stRat

Operation 1Mission

DarkSeoul Variant

Darkseoul attack

Interpark Breach

SPE hacking

Similar code

SpaSpe

WildPositron

Same C2

Similar code

DCC 2017

Lazarus APT Group

Arsenal

Bank attack
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Lazarus? Who is them?

Lazarus is state-sponsored attack group
But not well funded 
Very activate and expand their target!

DCC 2017
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Cyber espionage vs Cyber crimeAmbiguous Boundary

DCC 2017

Cyber Espionage Cyber Crime

TTPs

Target

Intention
 National profit

 Financial profit

 Financial profit

and financial profit

 Exploit

 Backdoor + @

 Exploit

 Trojan, Ransomware

 Any enterprise 

/ organization

 Unspecified individual

/ company

Above case

 Interpark breach

 Global bank attack

 Interpark breach

 Global bank attack

 Exploit

 Trojan, Backdoor



Cyber espionage vs Cyber crimeAmbiguous Boundary
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Nation-states
with unlimited 

budgets

Cyber-crime gangs, 

financially motivated 

Internet annoyances – spam, 
DDoS, Trojan downloaders, 
adware, spyware, etc., etc.

Cyber espionage vs Cyber crimeAmbiguous Boundary

Nation-states

with unlimited budgets

&

Cyber-crime gangs, 

financially motivated 

Internet annoyances – spam, 
DDoS, Trojan downloaders, 
adware, spyware, etc., etc.

This line is disappearing

DCC 2017
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Conclusion

• They are getting close 

to each others

• No points in 

distinguishing



QUESTIONS

seongsu.park@kaspersky.com

Global Research and Analysis Team
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Thank You
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