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 Global Research and Analysis Team
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 Tracking targeted attacks focused on APAC

 Tracking Korean-speaking actors



Threat intelligence and Attribution

Threat intelligence is evidence-

based knowledge, including context, mechanisms, 

indicators, implications and actionable advice, about 

an existing or emerging menace or hazard to assets to 

that can be used to inform decisions regarding the 

subject's response to that menace or hazard.

Attribution is the process of tracking, 

identifying and laying blame on the perpetrator of a 

cyberattack or other hacking exploit.



Failure #1: Bias perception



Cyber attack on PyeongChang Winter Olympic

WHEN?

February 09, 2018 20:00 (KST)

DAMAGE OF CYBER ATTACK

• 50 servers (33 of committee, 17 of partner)

• More 300 servers were affected

• Failure of Wi-Fi, IPTV, Email system

• 4 category, 52 service was stopped

(Transport, Accommodation, Management of 

Olympic village, Distribution of uniform..)
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Hell of attribution

LAZARUS APT3 / APT10 / APT12

BAD RABBIT / NETYA



Possibly Bluenoroff?

Wiping code similarity with Bluenoroff wiper malware

Lazarus(Bluenoroff) used wiper malware several times

OlympicDestroyer – evtchk.txt, Bluenoroff - evtdiag.exe, evtsys.exe and evtchk.bat



About RICH header

 Obfuscated unpublicized part of PE file

 Maybe included from Visual studio 6 (1998)

COFF header

RICH header

DOS header

Optional header

Source : https://infocon.hackingand.coffee/Hacktivity/Hacktivity%202016/Presentations/George_Webster-and-Julian-Kirsch.pdf

Undocumented header in PE file

Header(DanS)

Rich 

identifier

Checksum 0 padding

@Comp.id 

Block

 mCV : Miner version of compiler

 ProdID : Unique identifier about type of object/tool

 Count : How often above values were used by linker



Devil in the RICH header

Making yara rule and run it to our sample set

Only 4 Bluenoroff 

wiper detected!

Extract RICH header of wiper and hunting



Devil in the RICH header

RICH header in Olympic Destroyer wiper

: Binary created with Visual Studio 6

mscoree.dll reference of VS6 compiled binary

___ tmainCRTStartup function of Olympic Destroyer Actual version is Visual 

Studio 2010 (MSVC 10)!

Olympic Destroyer wiper compiled on “2018:02:09 

10:42:19” has original RICH header

Cafully look into Olympic Destroyer wiper RICH header



Devil in the RICH header

Complex false flag operation designed to attribute this attack to Bluenoroff group

COFF header

RICH header

DOS header

Bluenoroff

Wiper

COFF header

RICH header

DOS header

Olympic Destroyer

Wiper

Copy & Paste

Malware author copy and paste RICH header from Bluenoroff wiper



On-site investigation

One ski resort in 

South Korea was 

compromised 

Quickly packed and ran 

to the customer site

So much evidence is 

still remaining

Figured out modus 

operandi, different TTP 



On-site investigation

Initial infection: 

Patient 0 was infected 

before a week of the 

incident, possibly from 

a third-party s/w 

vendor who manages 

internal s/w

Lateral movement:

PsExec, stolen credential, 

meterpreter, Powershell

Infrastructure: 

Additional C2, attacker’s 

server manage Teamviewer

Tools: 

Hevily rely on Powershell 

Powershell Empier

PowerSploit

“

Tools, Techniques, 

and Procedures are 

totally different 

from Bluenoroff 

group



What were the failure factors?

Perception of Bias
: Sabotage attack against South Korea = North Korean actors

Impatient conclusion with inadequate evidence 



Failure #2: Over-reliance



Scarcruft VS Darkhotel

Darkhotel

 Korean-speaking actors

 Similar victimology

 Similar TTPs(using 0-day occasionally)

 One group want to hide the other group

 Published by Kaspersky in 2014

 Compromised hotel networks 

and hit selected targets

 a.k.a DUBNIUM, Fallout Team

 Published by Kaspersky in 2016

 Targeting the public and private 

sectors primarily in South Korea

 a.k.a. APT 37, Group 123, InkySquidScarcruft



Scarcruft VS Darkhotel
: The first conflict of them

DarkhotelScarcruft

Operation 
Erebus

Operation 
Daybreak

scarcroft.net
(hacked)

Watering-hole

CVE-2016-4117

Main target: South Korea 

Spearphishing

CVE-2016-0147

Main target: China



Russian

Victim

2018-03-26 DarkHotel
GreezeBackdoor infected

2018-05-01 Download 

additional file from 

update.drp.su/drpdump.exe

2018-04-03 Konni
File: Why North Korea slams South 

Korea's recent defense talks with 

U.S-Japan.zip

2018-09-21 ScarCruft
Downloader infected

Scarcruft VS Darkhotel
: Different actors from the same victim



My story: Operation Soundcheck



Scarcruft was 

behind in this op

My story: Operation Soundcheck

Falling into the (wrong) rabbit hole

Evidence#1. Other vendors linked these IOCs to the Scarcruft

Evidence #2. Lots of North Korean expressions from decoy documents



My story: Operation Soundcheck

Operation Soundcheck linked to the Operation DayBreak

Darkhotel was 

behind in this op



Another similar case: Darkhotel vs CoughingDown/Higaisa 

Campaign of Darkhotel?

 Victimology

 Uncommon user-agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X OLE2A; kp);

 Working timezone: GMT+8/9

 Font: 천리마체(Chonrima font)

 (!) Other vendor mentioned similar decoy employed by DarkHotel

Darkhotel was 

behind in this op



Another similar case: Darkhotel vs CoughingDown/Higaisa 

“ Polish government attacked with 
a spearphisng disguised as a 
Chinese govenrment

“ APT actor with government 
background from the Korean 
Peninsula.

“ Gh0st RAT variant is not in 
Darkhotel arsenal

Confusion of 

attribution

“ We did not find any overlap with 
Darkhotel, But, we do not exclude 
that this actor may be a branch of 
Darkhotel

The biggest failure factor of my case: Overtrust other’s research without verification



Over-reliance of tools

Stereotype of language characteristics

Sophisticate false flag

What were the failure factors?

Overtrust of other reports



Failure #3: Impatient conclusion



Operation Applejeus: Beginning of saga 

celastradepro_win_installer_1.00.00.msi

www.celasllc.com

Cryptocurrency

Exchange Known Lazarus malware

POST /checkupdate.php HTTP/1.1

Accept: image/gif, ..

Host: www.celasllc.com

--jeus

Content-Disposition: form-data; name=“api”;

get_config

--jeus

Content-Disposition: form-data; name=“upload”; 

filename=“temp.gif”

GIF89a…

To: SUPPORT@celasllc.com

Date: Jul 20, 2018, 4:45 PM

Subject: Question about Celas Trade Pro

Hi,

This is Seongsu Park from Kaspersky 

Lab(www.kaspersky.com). Recently, we investigating 

specific cyber attack, and we suspect the Celas Trade 

Pro trading program is compromised by a threat actor.

Kind researcher

Opeation Applejeus

 Campaign of Lazarus

 Targeting cryptocurrency industry with fake company

 First macOS malware of Lazarus group



Operation Applejeus: Helping badguy’s security enhancement 

NO REPLY 404 NOT FOUND Enhance Opsec



Operation Applejeus: Infrastructure



Impatient conclusion 

Mocked by sophisticated preparation by threat actor:

 manages fake websites with SSL certificate

 develops fake trading application

 operates 24x7 support center

What were the failure factors?



31

Takeaways

 Attribution is matter, but VERY HARD.

 VERIFY, VERIFY, VERIFY.

 As human beings, we have lots of stereotypes and perceptions of bias.

 Concludes the attribution with as much as evidence we can have.



Question?
@unpacker

seongsu.park@kaspersky.com


