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Why MacOS?

Crypto-bros love their MacBooks

”Mac’s Don’t Get Viruses Issue”



Thesis Points

No easy overlap methods yet – lets find some!

Green Fields - Great time to get into MacOS Malware

DPRK is clever and innovative – advances where it needs to



Where & Why It 
Started
SmoothOperator
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3CX Incident



UNK_JuiceHead

AKA: AppleJeus, Citrine 
Sleet, SmoothOperator

Methods: Fake Crypto 
Apps, Telegram 
Phishing, Office Doc 
Phishing



UpdateAgent

Final Payload?

Dropped by compromised 3CX Deployments

Basic recon of target, 3CX info as config, and beacon

Execution

n/a

Persistence

n/a

Delivery

Post-Exploitation

Internal Naming

payload-2



Artifact Tangent - Dylibs

Location-specific set of internal & 3rd party libraries

Not necessarily 1-1 of Windows imports functions



Dylib Hashing

Let’s hash those dylibs and see how prevalent they are

Few hits: 
All AppleJeus



Second Artifact Tangent

In lieu of other artifacts, signing identifiers are valuable



Certificate Entitlements



Methodology



TA444
Most Active Cluster
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TA444
AKA: Sapphire Sleet, BLUENOROFF, STARDUST CHOLLIMA

Methods: Phishing, fake PDF readers, Python & Java packages

Includes Interception

Heavy reliance on Apple scripting (SCPT, Bash)



TA444 Java & Python Packages



Lots of Loaders, Little Fun

Roughly 5-6 variants of basically indistinguishable loaders

Swift, Objective-C

Throw away wrappers for curl, or creation of bash / Apple Scripts 



PDFReader / ImmutableObject

Throwaway stage 1 & stage 2 loaders

Vary as wrappers for curl, or SCPT

Execution

n/a

Persistence

n/a

Delivery

Via Phishing 

Internal Naming

com.apple.pdfViewer



Swift Load

Throw away Stage 2 PDF Reader

Minor additional functionality

Execution

Shell Script

Persistence

n/a

Delivery

Via Stage 1

Internal Naming

swift-ui-test



Hero Loader

Another Variant Stage 1 or 2 PDF Reader

Can Download or wipe files

Acts as a branch to other families 

Execution

n/a

Persistence

n/a

Delivery

Via Stage 1 
 

Internal Naming

dd



Hero Loader

Payroll Loader

Hero Loader

Vanguard

Export HashingDylib Hashing

Interception RustBucket

Embedded Paths



Vanguard / AppCleaner

Finally, Some Obfuscation

Long chain to load script

PDF Spoof but no PDF?

Execution

Swift / SCPT

Persistence

n/a

Delivery

Phishing

Internal Naming

vanguard



Vanguard / AppCleaner

XOR 1st 9 Bytes of 

Current App by 0x3

Huge Risk for StableCoin (Protected)

AppCleaner (Macho)



Vanguard / AppCleaner

Use new key to 

decode next stage

Huge Risk for StableCoin (Protected)

AppCleaner (Macho)

__DATA/__data



Vanguard / AppCleaner

Write Decoded Buffer to 

Disk & Run

Huge Risk for StableCoin (Protected)

AppCleaner (Macho)

Vanguard (Macho)

/Users/Shared/.cpx



Vanguard / AppCleaner

Decode & Run 

Huge Risk for StableCoin (Protected)

AppCleaner (Macho)

Vanguard (Macho)

Shell Script



Vanguard / AppCleaner

Decode & Run 



ProcessRequest

Posts basic OS version via JSON to C2

Timed self-destruct

Execution

n/a

Persistence

n/a

Delivery

Post Exploitation

Internal Naming

ProcessRequest



RuskBucket

System Profiler & Downloader

Persistent Mechanisms added 

More path links to Hero!

Execution

IO APIs

Persistence

LaunchAgent

Delivery

Post Exploitation

Internal Naming

webT or updator



CosmicRust

RustBucket Cousin?

System Profiler

Maybe eventually a Downloader?

Execution

IO APIs

Persistence

n/a

Delivery

n/a

Internal Naming

bot_client



JokerSpy

Recon tool to assess options?

Tampers with Transparency, Consent, and Control (TCC) database

References XPC but doesn’t use it

Execution

IO APIs

Persistence

n/a

Delivery

via Python backdoor

Internal Naming

XProtectCheck



JokerSpy – Links to TA444



SockRacket

Late-Stage Backdoor 

Socket-based comms wrapped in RC4

A real long-term backdoor

Execution

Zsh or sh shell

Persistence

n/a

Delivery

Post Exploitation

Internal Naming

mac_t



SockRacket C2

Encrypted PacketCheck-In

Encrypted Data Check-In

Encrypted Data  
Plaintext KeyValidation Data

Encrypted ResultResponse

Encrypted Int Command



SockRacket Decrypted Comms (<3 PIM)



SockRacket



SpectralBlur

Socket-based comms wrapped in RC4

Commands under proc - sound familiar?

Lighter ELF Variant?

Execution

sh shell

Persistence

n/a

Delivery

Post Exploitation

Internal Naming

n/a



How to Find TA444 Easily



MachoMan
Spotting the Shark Fin
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UNK_MachoMan
AKA: TraderTraitor, Jade Sleet, UNC4899

Methods: NPM Package Compromise, Dev Targeting, Limited 
Spear Phishing



BEEFEATER

aka FULLHOUSE
 TwoPence
 OpenCarrot
 VIVACIOUSGIFT
 NACHOCHEESE
 VOLTAICFISH

Basic backdoor plus tunneling functionality
Execution

zsh shell

Persistence

n/a

Delivery

Post Exploitation

Internal Naming

mac



BEEFEATER



BEEFEATER



BEEFEATER

FULLHOUSE YARA hits old BEEFEATER samples



Mata

Aka MataNet, Dacls (Maybe TIEDEYE?)

Custom protocol comms, wrapped in TLS

Modular framework

Execution

bash shell

Persistence

Launch Daemon

Delivery

Fake App / Post-Exp

Internal Naming

CMATANet



Mata

Most functions are exported

Orchestrate network-level infection

Limited Samples



Mata RP2P Potential Use

Mata RP2P Mode

Mata ImplantMata Controller



Mata Implant TLS C2

0x20100

0x20000Handshake

Handshake

0x20200Handshake

0x20300RC4 Exchange

Length & KeyRC4 Key

0x700 Send Commands



Mata Network Comms



Mata Network Discovery



Mata Infrastructure



Mata Infrastructure



Mata Mystery

Help Wanted



TIEDEYE                             MataDoor



STRATOFEAR                         MATAv5



STRATOFEAR                         MATAv5



Mata v5 Windows Update



MataDoor (MATA v4)

MATA Source

MATA v5

MATA v3

TIEDEYE STRATOFEAR

No color fill == suspected deprecated family
Green = MacOS | Purple = WIN



Lineage



Macho Similarity
AKA Imphash for Macs
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Current Methods



Failed Methods

Comparing Entry Point

Hashing bytes at entry point

Hashing Load Command Headers + Flags

Partial or full hashing of segments / sections



“Code” Is Live

https://github.com/g-les/macho_similarity

To-Do: Improve Certificate Parsing

Rebuild with Refinery?

Get someone to scale it for value



Forecast

More linkable (XPC, P2P) MacOS infections on one platform (MATA)

Payload discretion (limited download) & protection (packing, obfuscation)

Unlikely: rootkit dev. Access is required for weeks, not years

Network level vs host-level targeting



Thank You


