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Executive Summary

he May 2022 U.S.-ROK Summit between 
President Joe Biden and President Yoon Suk-yeol 
revitalized previous bilateral commitments to 

establish a joint cyber working group to address the 
growing issue of cyber-enabled financial crime with 
specific emphasis on cryptocurrency, blockchain tech-
nology, and illicit North Korean cyber activity.1 This 
report provides specific policy recommendations for 
Washington and Seoul to incorporate within the cyber 
working group to enhance cooperation on combating and 
deterring cyber-enabled financial crime, especially from 
state-sponsored actors.

North Korea has become the greatest state-sponsored 
threat to the global financial services sector. From 2021 
to June 2022 alone, North Korean cyber operatives 
and their facilitators stole more than $1 billion (in U.S. 
currency, as throughout this report unless otherwise 
indicated) in digital assets through hacking crypto-
currency exchanges and laundering the stolen funds 
using various financial technologies and obfuscation 

techniques, including cryptocurrency mixers and 
foreign over-the-counter brokers.2 Pyongyang will likely 
maintain this position as long as the potential gains of 
cyber operations against financial services are greater 
than the potential risks and resources needed to conduct 
these operations. Washington and Seoul must work 
together to change this reality.

This report compiles the findings of a year-long 
research project to generate actionable policy recom-
mendations for Washington and Seoul to incorporate 
within their joint cyber working group to strengthen 
joint deterrence against state-sponsored cyber-enabled 
financial crime that continues to target both U.S. and 
South Korean social, financial, and cyber infrastructure. 
Based on intensive field research and interviews with 
U.S. and ROK stakeholders, this report outlines current 
challenges to enhancing U.S.-ROK cyber coordination, 
details the evolution of North Korea’s cyber program 
and modern-day threats, provides policy recommenda-
tions for the joint cyber working group, and includes an 
appendix with all relevant U.S. and ROK agencies that 
can contribute valuable expertise to the group.

ROMANIZATION OF KOREAN NAMES

This report romanizes North Korean names from standard Korean into English according to the 
Democratic People’s Republic of Korea’s version of the McCune-Reischauer Korean language 
romanization system. For example, 김정은 is written as “Kim Jong Un” instead of “Kim Jong-
un,” without hyphenation. South Korean names are romanized from standard Korean into 
English according to the Republic of Korea’s variant of the McCune-Reischauer Korean language 
romanization system. For example, 김대중 is written as Kim Dae-jung. However, in the case of 
external Korean reviewers for this report, the author has romanized their names according to the 
reviewer’s personal preference.

 
METHODOLOGY

The project involved a series of private roundtables and structured interviews with leading U.S. 
and ROK legislators and policymakers, intelligence and law enforcement officers, national security 
experts, cybersecurity analysts, and private sector researchers dealing with North Korea, cyber-
enabled financial crime, cryptocurrency, blockchain analytics, malware, and DeFi platforms. In order 
to ensure an equal balance between U.S. and ROK contributions, this project included overseas 
research in South Korea to gather information on current strategies within the South Korean 
government, private sector, and think tank community for researching and combating cyber-
enabled financial crime. The author conducted all research and interviews in both English and 
Korean language to facilitate optimum engagement from U.S. and ROK counterparts, as well as to 
reinforce the importance of joint dialogues between Washington and Seoul.
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2.	 Identify specific representatives from relevant U.S. 
and ROK government agencies to participate in the 
joint cyber working group. This will improve routine 
information sharing and joint investigations.

3.	 Consider the joint cyber working group as a U.S.-ROK 
partnership to protect against any state-sponsored 
cyber-enabled financial crime operations.

4.	 Issue a joint advisory guidance document on poten-
tial cybersecurity and financial risks related to social 
engineering hacks. This will build trust and rapport 
with the private sector while attempting to stymie 
cyber-enabled financial crime tactics.

5.	 Organize an external advisory team of leading U.S. and 
ROK nongovernment researchers and private sector 
analysts who work on issues pertaining to the agenda 
of the joint working group and can offer outside assis-
tance and advice.

Introduction

he United States and South Korean governments 
have developed significantly different approaches 
to address state-sponsored cyber-enabled financial 

crime with specific regard to North Korea. Actors such 
as North Korea have rapidly adopted cryptocurrency and 
related financial technology as an increasingly preferred 
tool to facilitate cyber-enabled financial crime, and this 
development has highlighted the need for enhanced 
cooperation between Washington and Seoul. Given 
Pyongyang’s national priority to evade economic sanctions 
and expand its nuclear weapons arsenal, this massive 
influx of currency into North Korea raises significant 
security concerns for both the United States and  
South Korea. 

While a rapidly growing number of illicit North Korean 
cyber activity targets the financial sector, other cyber-
crime state sponsors, including China and Russia, present 
different cybersecurity risks to the United States and 
South Korea, as they often target government agencies 
and infrastructure for information espionage, technology 
theft, and system shutdowns. Although the current focus 
of the U.S.–Republic of Korea (ROK) joint cyber working 
group is on North Korea–sponsored cyber-enabled finan-
cial crime efforts, Washington and Seoul should consider 
future research that includes cyber threats from other 
state-sponsored actors.

Main Takeaways

	¡ North Korea began developing a cyber program in the 
mid-1980s that was supported by both domestic inno-
vation and foreign assistance.

	¡ Starting in the late 2000s, Pyongyang launched 
offensive cyber operations against South Korean gov-
ernment agencies, businesses, research organizations, 
traditional financial institutions, North Korean defec-
tors who had resettled, and ordinary South Korean 
citizens for mostly politically motivated reasons.

	¡ North Korean cybercrime significantly evolved 
between 2015 and 2016, with a rapid increase in cyber 
operations targeting both traditional and non-tradi-
tional financial institutions and technology such as 
cryptocurrency, blockchain, and later, decentralized 
finance platforms.

	¡ Washington and Seoul possess different, but comple-
mentary, expertise and capabilities related to curbing 
cyber-enabled financial crime that should be consid-
ered within the joint U.S.-ROK cyber working group 
revitalized during the May 2022 U.S.-ROK Summit.

	¡ Key bureaucratic and logistical differences exist 
between Washington and Seoul regarding how they 
perceive and respond to North Korea–related threats 
that have prevented enhanced cooperation, including:

	» 	Political oscillation in Seoul pertaining to North 
Korean policy; 

	» Discrepancies in U.S. and ROK government per-
ception and resource allocation toward certain 
state-sponsored cyber threats; 

	» Difficulties in properly identifying U.S.-ROK gov-
ernment agency counterparts.

Summary of Recommendations
The following policy recommendations seek to offer 
guidance to the joint U.S.-ROK cyber working group 
to enhance bilateral cooperation on combating and 
deterring cyber-enabled financial crime, with specific 
emphasis on state-sponsored cybercrime from actors 
such as North Korea. Washington and Seoul should:

1.	 Establish a research agenda for the U.S.-ROK cyber 
working group to identify exploitable vulnerabili-
ties in state-sponsored cybercrime strategy, with an 
initial focus on North Korea.
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Current Challenges to Enhancing 
U.S.-ROK Cyber Coordination

ince the Korean War began in 1950, Washington 
and Seoul have enjoyed a strong social, economic, 
and military alliance that continues into the 

modern day. However, significant political, logistical, and 
bureaucratic challenges impede enhanced joint govern-
ment-level cooperation to address current cybersecurity 
threats. When pursuing enhanced cooperation on any 
security issue related to Pyongyang, the United States 
and South Korea must fully understand variations in how 
they perceive and respond to North Korean threats. For 
example, the political oscillation of North Korean policy 
within Seoul, discrepancies in U.S. and ROK govern-
ment perception and resource allocation toward certain 
state-sponsored cyber threats, and difficulties in properly 
identifying U.S.-ROK government counterparts are three 
major challenges to overcome.

Political Oscillation of North Korea Policy  
within Seoul
While U.S. foreign policy toward Pyongyang has been 
relatively the same under both Republican and Democratic 
presidents, Seoul’s foreign policy toward Pyongyang 
varies significantly under left-leaning and right-leaning 
presidents. This naturally leads to difficulties in securing 
a long-lasting joint U.S.-ROK response to North Korean 
aggression. Although conservative South Korean president 
Yoon Suk-yeol currently occupies the Blue House (the 
South Korean equivalent of the White House), Seoul will 
likely rethink any hardline policies targeting North Korea 
after a left-leaning president is elected.3 This was recently 
shown when left-leaning former ROK President Moon 
Jae-in suggested in 2017 and later decided to postpone 
and reduce joint U.S.-ROK military drills to demonstrate 
good faith to North Korean leader Kim Jong Un during 
peace talks.4 Previous left-leaning presidents such as 
Kim Dae-jung and Roh Moo-hyun also pursued active 
engagement with North Korean leaders, while former 
conservative presidents, such as Lee Myung-bak and Park 
Geun-hye, sought to strengthen joint military deterrence 
with the United States and engage with North Korea only 
after Pyongyang had satisfied certain conditions and agree-
ments with Seoul. To ensure the longevity of the U.S.-ROK 
cyber working group, it is crucial for Washington and 
Seoul to categorize the group as joint deterrence against 
any state-sponsored cyber-enabled financial crime, not 
only that from North Korea, to remove any possible stig-
matization of the working group because of perceptions 
that it serves a primarily anti–North Korea purpose. 

Discrepancies in Government Perception and 
Resource Allocation
The U.S. and South Korean governments perceive the 
North Korean cyber threat in different ways, especially 
by comparison with how they see other state-sponsored 
cyber actors. This difference will impact the amount of 
government resources allocated to relevant agencies 
tasked with responding to the issue. In terms of North 
Korean cyber threats, typically the United States takes 
a more reactive approach, while South Korea tends to 
adopt more preventive measures to brace against inevi-
table North Korean cyberattacks.

In the United States, repelling cyberattacks from 
Moscow and Beijing has traditionally dominated 
cybersecurity resource expenditure and bandwidth.5 
Pyongyang often falls into a “second tier” category 
within high-risk state-sponsored cyber threats, behind 
Moscow and Beijing, for several potential reasons: 
Russian and Chinese offensive cyber capabilities more 
evenly match those of the United States; Russia and 
China enjoy a wider spy network with more poten-
tial permeability into the U.S. government; and both 
countries have a more robust weapons arsenal and 
technological threat currently unmatched by North 
Korea.6 Also, and perhaps most importantly, Russian 
and Chinese state-sponsored hackers tend to target 
U.S. government agencies, officials, and infrastructure, 
while North Korean hackers more commonly target the 
South Korean government and global financial institu-
tions. Current U.S. Deputy National Security Advisor for 
Cyber and Emerging Technology Anne Neuberger chal-
lenged this narrative in late July during a CNAS event 
in which she refused to categorize North Korea beneath 
other cyber actors, claiming that the country “uses cyber 
to gain, we estimate, up to a third of their funds for their 
missile program.”7 However, it is unclear whether North 
Korea will remain a major cyber priority for the White 
House in the event of increased cyberattacks from 
Russia and China.

To ensure the longevity of the 
U.S.-ROK cyber working group, 
it is crucial for Washington and 
Seoul to categorize the group 
as joint deterrence against 
any state-sponsored cyber-
enabled financial crime, not 
only that from North Korea.
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involve North Korea are typically handled under the 
umbrella of the NIS. While the NIS does have separate 
offices and units that focus on various national security 
threats, this bottleneck effect on responding to North 
Korea can prevent helpful coordination and exacerbate 
logistical difficulties in addressing the diverse cyber 
threats that North Korea poses. 

This system significantly differs from the U.S. approach, 
which leverages the capabilities of various U.S. govern-
ment agencies, including organizations outside of the 
intelligence community, to share the logistical burden 
of responding to the unique threats North Korea poses, 
including cybercrime. However, this report does not 
suggest a restructuring of South Korean bureaucracy or 
the NIS, but rather seeks to highlight the importance 
of a joint U.S.-ROK cyber working group to facilitate 
enhanced cooperation on cyber-enabled financial crime 
outside of typical South Korean bureaucratic and logis-
tical restrictions.

Another major hurdle to enhancing U.S.-ROK coor-
dination is related to cross-government information 
sharing. Since there is no single U.S. counterpart that 
deals with North Korea like the NIS, Seoul has diffi-
culty identifying the correct U.S. government channel, 
agency, or department to relay important security-related 
information. As a result, this reduces the speed of sharing 
crucial, time-sensitive information on illicit cyber activity 
with the correct corresponding U.S. agency. Additionally, 
this can create underlying tension and unnecessary 
caution between U.S. and ROK government agencies. 
From South Korea’s perspective, when its primary intel-
ligence agency, the NIS, shares top secret clandestine 
information with a foreign non-intelligence agency, it may 
be seen more like “information taking” than “informa-
tion sharing.” Several former South Korean government 
officials mentioned this specific terminology during inter-
views for this report. 

In contrast, South Korea views North Korea as its 
largest cyber, military, and financial security threat. 
Russia and China have also targeted South Korean 
social, technological, and economic infrastructure 
through disruptive cyberattacks, but not with the same 
frequency as North Korea. In 2020, South Korean 
government officials estimated that North Korea was 
responsible for approximately 90 percent of all cyber-
attacks against South Korea, with 40 percent of North 
Korean cyber operations targeting South Korean finan-
cial institutions and cryptocurrency.8 In the same year, 
the South Korean National Intelligence Service (NIS) 
indicated that North Korea had launched an average 
of 1.5 million cyberattacks a day on South Korean 
financial and social infrastructure, marking a dramatic 
increase from 410,000 in 2016, when Pyongyang first 
began to heavily target the financial services sector.9 
The sheer volume of constant North Korean cyberat-
tacks has significantly contributed to South Korea’s 
understanding of North Korean tactics, techniques, 
and procedures (TTPs) and cyber strategy, and this 
likely informs Seoul’s cybersecurity posture. Given 
that South Korean financial, social, and cyber infra-
structure has not collapsed under relentless North 
Korean cyberattacks, South Korea can likely offer 
effective solutions to foreign nations, including the 
United States, as it looks to improve its own national 
deterrence against state-sponsored cyberattacks.

Difficulties in Properly Identifying U.S.-ROK 
Government Agency Counterparts
Key bureaucratic and logistical differences between 
how Washington and Seoul perceive and address 
North Korea–related security threats have led to 
decision stalemates, reduced information sharing, and 
delayed joint responses that can present more oppor-
tunities for illicit cyber actors to exploit. 

Unlike Washington, which can access expertise 
from a wide range of U.S. government agencies dealing 
with threats related to North Korea, cybersecurity, and 
financial crime, Seoul mainly responds to all North 
Korean threats through a single intelligence agency, 
the National Intelligence Service (국가정보원). This 
can restrict the diversity of South Korea’s response 
to evolving North Korean threats, such as cyber-en-
abled financial crime. Although South Korea possesses 
many other government agencies that provide sup-
portive security expertise regarding cybersecurity and 
financial crime, such as the Korean National Police 
Agency (KNPA) and Korea Financial Intelligence 
Unit (KoFIU), all security threats to South Korea that 

Key bureaucratic and logistical 
differences between how 
Washington and Seoul perceive 
and address North Korea–
related security threats have led 
to decision stalemates, reduced 
information sharing, and 
delayed joint responses that can 
present more opportunities for 
illicit cyber actors to exploit. 
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Washington and Seoul enjoy different logistical capa-
bilities and legal authorities to apply against illicit state 
actors in the cyber space. The United States has the 
unique ability to leverage unilateral economic sanctions 
capable of isolating a target from the global financial 
market through restricting its access to the U.S. dollar. The 
Treasury alone has designated nearly 130 individuals and 
entities under North Korea–related sanctions programs 
specific to illicit cyber activity.10 While South Korea does 
have its own government agencies that address illicit 
financial activity, Seoul does not enjoy the same level of 
economic influence as the United States, because it cannot 
levy unilateral economic sanctions. Rather, South Korea 
acts to comply with, and enforce, existing U.S. and U.N. 
economic sanctions related to North Korea. Therefore, 
South Korea must rely on other tools to curb the growth 
of North Korean cyberattacks, such as increased cyber 
deterrence strategies and collecting information on 
pending operations. 

Seoul has a comparative advantage in collecting intel-
ligence on North Korea for several reasons. North Korea 
is the primary security threat and aggressor toward South 
Korea, meaning that most South Korean intelligence col-
lection efforts focus on North Korea, whereas the United 
States likely prioritizes collecting intelligence on Chinese 
and Russian operations. South Korea’s constant exposure 
to illicit North Korean cyber activity has granted Seoul 
greater institutional knowledge regarding cyber behaviors 
and techniques indicative of North Korean involvement. 
North and South Korea share the same language, albeit 
with certain linguistic variations similar to the slight dif-
ferences between American and British English, and this 
contributes to faster information collection and analysis. 
Lastly, the shared ethnicity between North and South 
Korea, much like the language, allows for easier acquisi-
tion of valuable human intelligence that can help inform 
South Korean intelligence officers and policymakers.

Evolution of North Korea’s  
Cyber Program

yongyang has been developing an offensive 
cyber program within its education, military, 
and intelligence institutions for roughly 35 years. 

Understanding the origins and developments behind North 
Korean cybercrime, including its domestic and foreign 
contributors, is key to ensuring a multifaceted cybersecurity 
strategy that Washington and Seoul can  
successfully apply to the diverse cyber threats emanating 
from state-sponsored actors such as North Korean  
cyber operatives. 

Major Milestones in North Korea’s Cyber Program 
North Korea began developing a cyber program in the 
mid-1980s, and it has evolved over time because of rapid 
domestic innovation and continuous foreign assistance 
from leading universities, institutions, businesses, and 
national governments.11 In the initial stages of develop-
ment, Pyongyang established three domestic institutions, 
Mirim College, the Korea Computer Center (KCC), and the 
Pyongyang Informatics/Information Center (PIC) to jump-
start the country’s cyber program, and each later played 
major roles in transforming North Korean cyber capabilities 
into an illicit currency-generating scheme for Pyongyang. 

The first wave of North Korean cyberattacks mainly 
targeted South Korean government agencies, websites, and 
military infrastructure after Seoul and Washington returned 
to their defense posture following the collapse of the 
Sunshine Policy in the late 2000s.12 In line with the steady 
increase of economic sanctions and the rising popularity of 
Bitcoin and other cryptocurrency coins in the mid-2010s, 
Pyongyang began to expand its illicit cyber operations 
to include more financial institutions and foreign targets 
outside the Korean Peninsula, with a notable shift toward 
cryptocurrency exchanges and blockchain technology 
starting in 2016–17.13 Research has shown that North Korean 
hackers apply a wide range of intrusion and extortion 
tactics effective against financial institutions, such as spear 
phishing campaigns, ransomware, and bank drops, as well 
as denial of service and supply chain attacks.14

Under its current leader, Kim Jong Un, North Korea has 
become the greatest state-sponsored cyber threat to the 
global financial services sector. Pyongyang has improved its 
cyber capabilities through enhanced civil-military fusion 
projects and reduced operational gaps between the country’s 
military agencies and its computer science institutions.15 
However, the most significant achievement for North Korea’s 
cyber program under Kim Jong Un is its ability to procure 
billions of dollars’ worth of stolen funds for Pyongyang, 
despite economic sanctions that have prevented significant 
growth in virtually all other commercial trade industries.

While South Korea does have 
its own government agencies 
that address illicit financial 
activity, Seoul does not enjoy 
the same level of economic 
influence as the United 
States, because it cannot levy 
unilateral economic sanctions. 



@CNASDC

8

Continued Technical, Educational, and Industrial 
Support from Beijing and Moscow 
Beijing has directly supported Pyongyang’s illicit cyber 
operations through blatantly evading sanctions that 
would target North Korea. During the 2000s, North 
Korean cyber operatives reportedly used hotels in north-
east China, such as the Chilbosan Hotel (沈阳七宝山饭店
有限公司), to illicitly earn funds for Pyongyang through 
providing IT services to foreign customers.18 During this 
time, North Korean actors also conducted overseas cyber 
operations using Chinese internet service providers, 
while Pyongyang was expanding its domestic capabili-
ties.19 This trend has continued, as Pyongyang has sent 
North Korean hackers abroad to China to moonlight as 
IT workers or in other professions at Chinese–North 
Korean front companies, while conducting state-spon-
sored illicit cyber activity. The most famous example is 
Park Jin Hyok (박진혁), a North Korean cyber opera-
tive affiliated with the Lazarus Group, a leading North 
Korean state-sponsored hacking agency under the 
direction of the country’s primary intelligence service, 
the Reconnaissance General Bureau (정찰총국).20 The 
FBI and the U.S. Department of Justice have attributed 
several destructive and disruptive North Korean cyber 
operations to Park, including the 2014 Sony Pictures 
Entertainment hack, the 2016 Bangladesh Central Bank 
heist, and the 2017 WannaCry 2.0 ransomware attack.21 
Both the U.S. government and the U.N. have claimed 
that China and Russia continue to employ North Korean 
laborers in violation of international sanctions. These 
countries have both hired North Korean IT workers who 
illicitly procure funds for the Kim regime and are posi-
tioned to contribute to offensive cyber operations such as 
those conducted by Park.22

Beijing has also continued to pursue academic partner-
ships with North Korean universities related to computer 
science and technology. Dating back to 1988, Chinese 
universities such as the Harbin Institute of Technology 
have maintained and renewed official exchange agree-
ments with leading computer science universities 
in North Korea, including Kim Chaek University of 
Technology and Kim Il Sung University in 2013.23 In 2019, 
North Korean computer science students representing 
Kim Chaek University earned a silver medal at the annual 
International Collegiate Programming Contest (ICPC), 
ranking in eighth place and outcompeting several pres-
tigious universities from the United States, South Korea, 
and China, including Stanford University, the Korea 
Advanced Institute of Science and Technology, and 
Peking University.24 The [North] Korean Central News 
Agency (KCNA) later honored their accomplishment 

during a national broadcast, highlighting the impor-
tance to Pyongyang of computer science excellency.25 
Although the Massachusetts Institute of Technology did 
earn a gold medal in the 2019 ICPC, the United States 
has not held first place since 1997. Since then, Russia and 
China (to a lesser extent) have continued to dominate 
the competition. As of 2022, North Korea holds the 
ranking of 33rd highest performing country out of the 
top 100 countries, with Kim Chaek University holding 
42nd place out of the top 100 universities.26 

Moscow and Beijing have also provided industrial 
support to North Korea. Over the years, telecommuni-
cation companies from various countries such as China, 
Russia, Thailand, and Egypt have provided internet 
connection lines and service providers to North Korea.27 
For example, in 2017 the Russian telecommunications 
company TransTeleCom and China’s Unicom handled 
roughly 60 and 40 percent of North Korea’s internet 
traffic, respectively.28 As a result, telecommunication 
assistance from foreign countries has likely expanded 
North Korea’s offensive cyber capabilities, which it 
continues to leverage within its illicit cyber operations 
targeting the United States and South Korea. 

Most recently, North Korea has joined Russia and 
Syria in officially recognizing the “independence” of 
two Russian-occupied regions of eastern Ukraine, 
pledging to develop “state-to-state relations with those 
countries.”29 Pyongyang’s decision allegedly involved 
discussions on illegally dispatching North Korean 
laborers to rebuild the region in exchange for wheat, 
coal, and industrial equipment from Russia.30 This 
development further highlights the strong partnership 
between Pyongyang and Moscow to evade global sanc-
tions and the rule of law.31

Historically, state-sponsored hackers from China and 
Russia have also targeted U.S. and South Korean infra-
structure. For example, the U.S. government attributed 
the devastating 2019–20 SolarWinds hack and the 2021 
Microsoft hack to Moscow and Beijing respectively, 
while Russia and China targeted South Korea in 2017 
and 2018 for its decision to penalize Russian athletes 
for doping, as well as for the deployment of Terminal 
High Altitude Area Defense, a U.S. anti-ballistic missile 
defense system, on South Korean soil.32 Washington 
assisted Seoul in tracking and responding to these 
state-sponsored cyberattacks, indicating that while 
the current joint U.S.-ROK cyber working group will 
initially focus on North Korean cyber threats against the 
financial sector, there is ample room and government 
interest to expand future collaboration on state-spon-
sored cyber threats from other countries.33
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Major Cyber-Enabled Financial Crime Attributed to North Korea34
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T
Policy Recommendations

he following recommendations provide 
Washington and Seoul with actionable 
policies to incorporate in their joint cyber 

working group to ensure a successful strategy against 
the diverse security issues presented by state-spon-
sored cyber-enabled financial crime—specifically by 
North Korea.

Washington and Seoul should:

Establish a research agenda for the U.S.-ROK cyber 
working group to identify exploitable vulnerabilities 
in state-sponsored cybercrime strategy, with an initial 
focus on North Korea.

Identifying specific topics and goals for enhanced 
joint research is the first step to shift the working 
group from a primary planning phase to an actual 
enforcement and action phase. After setting the 
agenda and objectives, Washington and Seoul can 
delegate certain government agencies, and their rep-
resentatives within the working group, to collaborate 
on tasks specific to their joint expertise and capa-
bilities. This can also provide opportunities for both 
governments to ascertain any need for additional 
budget allocation or other potential logistical costs 
related to the working group and the enactment of its 
future policies.

The most relevant research fields to include within 
the working group involve continued investigations 
into cyber-enabled sanction evasion tactics and 
the location of illicit cyber operatives abroad, as 
well as specific hacking signatures and TTPs that 
can help attribute illicit cyber activity to certain 
countries. This should include a joint investigation 
to locate overseas cyber agents, malware develop-
ment and deployment, and the misuse of evolving 
financial technology to exploit, steal, and launder 
digital assets.35 For years, Pyongyang has success-
fully incorporated such activities into its cybercrime 
and sanctions evasions operations, and this calls for 
enhanced U.S.-ROK research to craft a more effective 
joint deterrence against these crimes. Additionally, 
the joint cyber working group will benefit from 
research that maps major milestones in the evolu-
tion of North Korea’s cyber program, because this 
will better highlight vulnerabilities and facilitators 
related to North Korean cybercrime.36 

Identify specific representatives from relevant U.S. 
and ROK government agencies to participate in the 
joint cyber working group. This will improve real-time 
information sharing and joint investigations.

Washington and Seoul should choose representatives 
from relevant government agencies to participate in 
the joint cyber working group. These representatives 
should bring unique expertise and in-depth subject 
matter knowledge on state-sponsored cyber-enabled 
financial crime efforts. Washington should include 
cybersecurity and cyber policy experts from the 
intelligence community, such as the FBI, National 
Security Agency (NSA), and CIA; as well as the 
National Cryptocurrency Enforcement Team (NCET) 
of the Department of Justice, the Cybersecurity 
and Infrastructure Security Agency (CISA) of the 
Department of Homeland Security, the Bureau of 
Cyberspace and Digital Policy of the Department of 
State, and the Office of Foreign Assets Control (OFAC) 
and Financial Crimes Enforcement Network (FinCEN) 
of the Department of the Treasury. Seoul should 
consider cyber units within the NIS, the KNPA, the 
Korea Internet & Security Agency (KISA), and KoFIU. 

Every government agency listed here possesses an 
office and/or subunit with expertise dealing with cryp-
tocurrency, cybersecurity, or financial crime; all three 
fields of research are relevant to enhancing joining 
U.S.-ROK strategy against cyber-enabled financial 
crime. A more detailed explanation of the impactful 
contributions each agency can make is included in the 
appendix section of this report.

Consider the joint cyber working group as a U.S.-ROK 
partnership to protect against any state-sponsored 
cyber-enabled financial crime operations.

The cyber working group can act as a coordinating 
mechanism to reduce governmental and bureaucratic 
processes that prevent real-time information sharing 
between U.S. and ROK government agencies. It can 
also allow South Korean agencies outside the NIS 
that have advanced cybersecurity, cryptocurrency, 
and finance-related investigatory capabilities and 
knowledge to actively contribute to joint security 
against state-sponsored cyberattacks without crossing 
bureaucratic boundaries established between the NIS 
and other South Korean agencies when dealing with 
North Korea. Washington and Seoul should approve 
their own government representatives from each 
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Organize an external advisory team of leading 
U.S. and ROK nongovernment researchers and 
private sector actors who work specifically on issues 
pertaining to the agenda of the joint working group 
and can offer outside assistance and advice.

The joint cyber working group should also promote 
enhanced information sharing through govern-
ment, industrial, and educational partnerships by 
organizing an outside advisory team of leading non-
government-affiliated U.S. and ROK researchers who 
work on cybersecurity and cryptocurrency-related 
issues. They can offer advice and additional band-
width to the official working group. In the future, 
this partnership can expand government-industry 
information sharing to encompass research on any 
state-sponsored or major APT group—including from 
China, Russia, and Eastern Europe—that creates, 
distributes, or sells malware.

Independent and nongovernment-affiliated 
analysts investigating similar cybercrime-related 
activity are free, without heavy political conse-
quences, to openly publish research that attributes 
to state-sponsored actors and third-party facilita-
tors any breaches, TTPs, and use of certain financial 
technologies. This enhanced “freedom to attribute” 
allows nongovernmental analysts to more openly 
share information with one another, because they 
are not viewed as government officials needing 
approval or clearances to share certain information. 
Numerous U.S. and South Korean reports from think 
tanks and the private sector highlight the evolution 
of state-sponsored cybercrime, including from North 
Korea; this research can provide adequate step-
ping-stones for a joint U.S.-ROK government effort 
to fill in knowledge gaps using classified information 
that is otherwise not publicly available. To protect 
the classified nature of information gathered and 
shared within the cyber working group, the auxiliary 
advisory team should provide to the group only dele-
gated research assistance and feedback; it should not 
be involved in classified briefings not deemed neces-
sary for independent research. The auxiliary advisory 
team can offer real-time advice and feedback, while 
also meeting with the official U.S.-ROK joint cyber 
working group biquarterly. 

previously identified agency. In addition to real-
time information sharing when relevant, the cyber 
working group should convene quarterly to discuss 
any major trends, research findings, and new strat-
egies to combat cyber-enabled financial crime from 
state-sponsored actors, including but not limited to 
North Korea.

This partnership should include government-in-
dustry information sharing on any state-sponsored or 
major advanced persistent threat (APT) group that 
conducts cyber-enabled financial crime. Although 
North Korean hackers are the primary state-spon-
sored APT targeting the financial services sector, 
expanding the research scope to any state-spon-
sored group will reduce stigmatization of the 
cyber working group because of potential percep-
tions that it serves primarily an anti–North Korea 
purpose—under a future left-leaning presidential 
administration, this will not be a popular approach. 

Issue a joint advisory guidance document on potential 
cybersecurity and financial risks related to social 
engineering hacks. This will build trust and rapport 
with the private sector while attempting to stymie 
cyber-enabled financial crime tactics.

Washington and Seoul can take immediate action to 
issue an official, joint guidance document through 
the cyber working group addressing the potential 
cybersecurity and financial risks related to growing 
social engineering hacks. Over the years, North 
Korea has improved its false online presence through 
creating seemingly legitimate websites, job postings, 
and social media profiles on Facebook, Twitter, 
YouTube, and LinkedIn, to entice both researchers on 
North Korea and ordinary citizens seeking employ-
ment into clicking on links and documents infected 
with malware. Like previous joint U.S. government 
documents on cyber threats, this advisory document 
should include past examples and screenshot images 
of North Korean social engineering campaigns, email 
correspondences, and fake job postings that led to 
the 2022 Axie Infinity hack of hundreds of millions 
of dollars’ worth of cryptocurrency.37 For cash-driven 
Pyongyang, the private sector dealing with financial 
technology is a major target for continued cyber oper-
ations. The joint U.S.-ROK cyber working group has 
a unique opportunity to partner with private sector 
entities and individuals before they become victims. 
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P
Conclusion

yongyang is acutely aware of growing financial 
trends abroad and how best to exploit them to its 
benefit.38 The global adoption of evolving financial 

technology has likely accelerated North Korea’s efforts 
to expand its offensive cyber program to include more 
operations targeting cryptocurrency, blockchain tech-
nology, and other vulnerable financial tools and platforms. 
While North Korea has suffered massive fiscal loses 
totaling hundreds of millions of dollars from the ongoing 
“crypto winter” slump as of November 2021 to July 2022, 
Pyongyang will likely continue to incorporate cryptocur-
rency-related hacks into its sanctions evasions, money 
laundering, and illicit cyber operations because the poten-
tial gains still outweigh the logistical costs.39 The joint 
U.S.-ROK cyber working group can potentially stymie the 
rapid growth of state-sponsored cyber-enabled financial 
crime from dangerous actors such as North Korea, while 
increasing the logistical costs for countries to continue 
funding this kind of illicit cyber activity.

Historically, state-sponsored hackers from China and 
Russia have also targeted U.S. and South Korean infra-
structure. For example, the U.S. government attributed 
the devastating 2019–20 SolarWinds hack and the 
2021 Microsoft hack to Moscow and Beijing respec-
tively, while Russia and China targeted South Korea 
in 2017 and 2018 for its decision to penalize Russian 

athletes for doping and for the deployment of THAAD, 
a U.S. anti-ballistic missile defense system, on South 
Korean soil.40 Washington assisted Seoul in tracking 
and responding to these state-sponsored cyberattacks, 
indicating that the current joint U.S.-ROK cyber working 
group will initially focus on North Korean cyber threats 
against the financial sector, but there is ample room and 
government interest to expand future collaboration on 
state-sponsored cyber threats from other countries.

Both the United States and South Korea are well-
equipped to tackle this grave national security threat 
that weakens vital social, financial, and cyber infrastruc-
ture, but a joint deterrent will prove effective only if 
Washington and Seoul can establish a long-lasting cyber-
security strategy that addresses cyber-enabled financial 
crime. Removing logistical and bureaucratic boundaries 
that prevent enhanced coordination and information 
sharing is the first step in finding ways to leverage the 
different expertise and capabilities that Washington 
and Seoul can bring to bear against the vulnerabilities 
of Pyongyang. A successful joint U.S.-ROK strategy to 
combat and deter cyber-enabled financial crime can help 
advance international norms on bilateral and multilateral 
cybersecurity frameworks, as well as global regulations 
on virtual financial security, sanctions evasions tactics, 
money laundering, state-sponsored cyberattacks, and 
other illicit cyber activity.

On May 21, 2022, U.S. President Joe Biden and South Korean President Yoon Suk-yeol met in Seoul to discuss a range of national security 
issues, including North Korea and cybercrime. (Jeon Heon-Kyun/Pool/Getty Images)
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Appendix: Understanding the Major U.S. and 
ROK Government Players to Combat and Deter 
State-Sponsored Cyber-Enabled Financial Crime
This appendix provides Washington and Seoul with a 
brief description of relevant government entities that can 
offer expertise to the joint U.S.-ROK cyber working group. 
While there are no exact counterparts for each entity, both 
countries possess a wide range of government agencies 
that can provide valuable assistance in tracking, preventing, 
and combating cyber-enabled financial crime committed by 
state-sponsored actors.

 
U.S. GOVERNMENT AGENCIES

The Intelligence Community (IC)

U.S. intelligence agencies such as the FBI, CIA, Defense 
Intelligence Agency, and NSA play an important role in 
gathering and analyzing information about North Korea’s 
domestic and foreign operations, including illicit cyber 
activity. Incorporating representatives from relevant cyber 
units within the IC will be crucial to the success of any joint 
cyber working group with Seoul, as the IC can obtain and 
distribute classified information at a higher level than most 
other U.S. government agencies. The IC has been crucial in 
identifying North Korean hackers and pending cyberattacks, 
as well as attributing certain malware and intrusions to North 
Korean actors.41

The Department of Justice (DOJ)

The DOJ can issue federal-level indictments against 
illicit state-sponsored cyber actors and their facilitators 
to curb the growth of North Korean cybercrime. While 
successful extraditions to the United States of North 
Korean criminals are certainly not common, the DOJ has 
been helpful in leveraging charges against both domestic 
and foreign actors, including from the United States, 
Canada, and China, who have aided illicit North Korean 
cyber operations.42 The DOJ has also been instrumental in 
publicizing certain cryptocurrency wallets, mixers, and other 
blockchain technology that North Korean actors and their 
facilitators use to support illicit cyber operations, such as 
laundering stolen funds related to ransomware attacks and 
cryptocurrency hacks. When DOJ indictments are paired 
with economic sanctions and travel bans levied by the 
Departments of the Treasury and State, the United States 
has a powerful coercive edge that can freeze and seize 
the financial assets of targeted individuals and entities to 
economically isolate them from the global financial market 
through restricting their access to the U.S. dollar. 

In particular, the U.S. National Cryptocurrency Enforcement 
Team can assume a lead role in organizing U.S. cyber 
strategy aimed at cryptocurrency-motivated North Korean 
cybercrime.43 A recent DOJ document explaining the role 
of the NCET mentioned its proposed collaboration with the 
DOJ Criminal Division’s Computer Crime and Intellectual 
Property Section and Money Laundering and Asset Recovery 
Section, as well as the FBI’s new Virtual Asset Exploitation 
Unit, which could be expanded to include the Departments 
of the Treasury and State.

The Department of the Treasury

The U.S. Treasury wields unmatched economic coercive 
power due to the international adoption of the U.S. dollar as 
the world’s reserve currency, making U.S. sanctions some of 
the most powerful economic tools in the world. South Korea 
does not enjoy the same coercive economic power, nor can 
it levy impactful unilateral sanctions against North Korea to 
the same degree as the United States. Since the start of the 
Korean War in 1950, the U.S. government has incorporated 
economic sanctions and other sanctioning tools into its 
foreign policy toward North Korea.44 After the North Korea–
led cyberattack against Sony Pictures Entertainment in 
2014, the White House expanded the Treasury’s sanctioning 
authority to include targets responsible for cybercrime with 
a specific sanctions program for North Korean cybercrime 
in 2016.45 In recent years, the OFAC within the Treasury 
has taken significant steps toward curbing the growth of 
North Korean cybercrime through designating roughly 130 
individuals and entities pursuant to cyber-specific sanctions 
programs, including two Chinese nationals who laundered 
more than $100 million in cryptocurrency on behalf of North 
Korea, and two cryptocurrency mixers that North Korean 
hackers have used to launder billions of dollars’ worth of 
stolen virtual currency.46 

In addition to expanding designations on North Korea–
related targets engaging in illicit cyber activity, OFAC has 
also issued advisory documents on potential sanctions risks 
for facilitating ransomware payments, as well as guidance for 
victims of ransomware to follow.47 A unit within the Treasury 
known as the Financial Crimes Enforcement Network also 
plays a major role in responding to North Korea–sponsored 
cybercrime through issuing official public guidance on 
sanctions evasions tactics, including money laundering 
efforts and red flag indicators of illicit North Korea activity.48 
Because sanctions on North Korean targets alone will not 
likely coerce Pyongyang into ceasing illicit cyber activity, the 
Treasury must continue to work with fellow U.S. government 
agencies and allied countries to identify and designate 
foreign actors that provide North Korea with the expertise 
and ability to skirt current sanctions regimes.

The Department of State

In addition to the Treasury, the Department of State 
possesses numerous authorities to support U.S. 
cybersecurity strategy. From issuing travel bans on U.S. and 
non-U.S. nationals supporting North Korean cyber operations 
to offering guidance to the international community and the 
private sector regarding Pyongyang’s attempts to dispatch 
hackers overseas under the guise of foreign IT workers, the 
Department of State plays a major role in disseminating 
information to the general public.49 The State Department 
can work with representatives at U.S. embassies located 
in high-risk jurisdictions, such as Southeast Asia, to help 
inform foreign leaders and their populations of the real risks 
behind wittingly, and unwittingly, employing North Korean 
IT workers. These risks include susceptibility to financially 
costly hacks and possible sanctions violations. The recently 
established Bureau of Cyberspace and Digital Policy, under 
the State Department, can incorporate specialized research 
on state-sponsored cybercrime within its portfolio, as 
North Korean cyber operatives pose a significant risk to 
cyberspace, digital technologies, and global cyber policy.50
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Korean National Policy Agency (KNPA – 경찰청)

The KNPA is the leading policy force in South Korea, tasked 
with enforcing national law through its 18 local police 
agencies. Similar to the FBI, the KNPA is also equipped with 
a cyberunit that collaborates closely with its internal Criminal 
Investigation Bureau and foreign police forces. According 
to media reports from 2015, the FBI and KNPA established 
a “practical cooperation system” that built on a previous 
memorandum of understanding (MOU) between the two 
agencies in prior years.58 The KNPA has collaborated with 
numerous foreign and multilateral law enforcement agencies, 
including Interpol, to tackle a variety of cyber-enabled 
financial crime cases. Along with special cybercrime agents 
and officers within the U.S. Department of Justice and the 
Internal Revenue Service, the KNPA was instrumental in 
shutting down the world’s largest known child pornography 
website, “Welcome to Video,” in 2018, as well as working 
with U.S. and Ukrainian cyber police units in 2021 to arrest a 
group of cybercriminals in Ukraine responsible for the Clop 
ransomware that caused an estimated $500 million worth 
of damage to hundreds of victims, including the oil and gas 
company Shell, several U.S. universities, and South Korean 
e-commerce platforms.59 In light of the ongoing Russian 
invasion of Ukraine, Kyiv has reportedly asked Seoul for 
cybersecurity assistance, which suggests a continued level of 
trust in South Korea’s cyber capabilities.60 However, there are 
key differences between the KNPA and the FBI that should 
be understood.

The FBI functions under the Department of Justice and 
typically enjoys greater levels of logistical and investigative 
autonomy than does the KNPA. Despite operating under 
the ROK Ministry of the Interior and Safety (행정안전부), 
all police-led investigative bureaus must report to the 
Commissioner General of the KNPA, and this can restrict 
logistical and investigative autonomy. Following a 2017 
proposal from the KNPA to establish an investigate bureau 
independent from the national police force, in 2021 Seoul 
restructured the KNPA to include a new National Office of 
Investigation modeling the FBI.61 However, the expertise of 
the KNPA has widely been unused when combating North 
Korean illicit activity, including cyber-enabled financial crime. 
To avoid igniting intergovernmental tensions, Seoul should 
include in the joint U.S.-ROK cyber working group equal 
representation from relevant cyber units within the NIS  
and KNPA. 

Ministry of Science and Information and 
Communication Technologies (과학기술정보통신부)
Two sub-organizations support the ROK Ministry of Science 
and ICT through providing valuable cybersecurity expertise 
to the South Korean government: the Financial Services 
Institute (FSI - 금융보안원) and the Korea Internet & Security 
Agency (KISA - 한국인터넷진흥원). The FSI offers research 
and development expertise on cyber incident response, 
information sharing, vulnerability analysis and assessment, 
and general cybersecurity reviews for the South Korean 
government, as well as for private sector entities that 
engage in digital trade and evolving financial technology.62 
Complementary to FSI, KISA detects and analyzes malware 
and other computer viruses, ensures privacy protection of 
internet users, operates root certificate authority to verify 
the proper identity of a software or website owner, and 

Cybersecurity and Infrastructure Security Agency (CISA)

Under the auspices of the Department of Homeland Security, 
the Cybersecurity and Infrastructure Security Agency 
leads the U.S. national effort to “understand, manage, and 
reduce risk to our [U.S.] cyber and physical infrastructure.”51 
In addition to providing overall cybersecurity support to 
the federal government, CISA works closely with other 
government agencies to construct a whole-of-government 
response to the North Korean cyber threat. In 2021, CISA 
partnered with the FBI and the Treasury to issue a joint 
cybersecurity advisory highlighting North Korean tactics 
related to cryptocurrency thefts.52 It specifically mentioned 
North Korean cyber actors targeting the blockchain 
technology and cryptocurrency industry, decentralized finance 
protocols, P2E cryptocurrency video games, and individuals 
holding large amounts of cryptocurrency or other valuable 
digital assets, such as non-fungible tokens. Most recently, in 
July 2022, CISA released a joint Cybersecurity Advisory with 
the FBI and the Treasury to provide information on North 
Korean state-sponsored cyber actors using Maui ransomware 
to target the healthcare and public health sector. This 
indicates a North Korean trend to use ransomware against 
healthcare services, as seen during the 2017 WannaCry 
ransomware attacks.53 Because CISA is instrumental in 
crafting, with other U.S. agencies, cybersecurity strategy 
and outreach, its engagement within a joint U.S.-ROK cyber 
working group is crucial.

 
SOUTH KOREAN GOVERNMENT AGENCIES

The National Intelligence Service (NIS – 국가정보원)
The NIS is the primary agency that collects and analyzes all 
information pertaining to security threats from North Korea, 
ranging from espionage and terrorism to cyberattacks.54 The 
NIS also has the unique role of disseminating North Korea–
related information to all other government agencies at its 
discretion, while other security agencies are expected to 
inform the NIS of any possible nexus to North Korea when 
detecting a threat. As such, the NIS has a large influence on 
Seoul’s domestic and foreign politics. The NIS significantly 
contributes to South Korea’s clandestine response to North 
Korean cybercrime, as well as its cybersecurity posture 
against all other state-sponsored cyberattacks. While the 
NIS does collect information on other foreign cyber threats, 
including China and Russia, most foreign intelligence collected 
is related to North Korea, because Pyongyang remains Seoul’s 
largest existential threat. Under the NIS, the National Cyber 
Security Center (NCSC) provides five major roles related to 
South Korea’s cybersecurity strategy: policy establishment 
and consulting, threat detection and response, incident 
investigation and damage control, information sharing and 
cooperation, and education and training for national and 
public organizations. The NCSC also publishes public reports 
to raise awareness of major cyber threats, and of its important 
role in ensuring national cyber defense for South Korea.55 
Under President Yoon, the NIS recently decided to join the 
2022 NATO Cooperative Cyber Defense Centre of Excellence 
and the U.S.-led multilateral Cyber Flag cybersecurity 
exercise.56 While the decision will likely draw criticism from 
Pyongyang, Beijing, and Moscow, these are necessary steps 
to cement Seoul’s role in contributing to international cyber 
policy norms and multilateral capacity building.57
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provides other crucial daily cybersecurity tasks. Unlike 
CISA, it does not issue official public guidance specifically 
on North Korean cyber threats, nor does it have a unit 
focused primarily on North Korea. However, KISA has 
indirectly contributed to both South Korean and global 
efforts tracking and identifying North Korean cybercrime. 
In 2013, KISA collaborated with other ROK agencies to help 
attribute a cyberattack in March to the previous “DarkSeoul” 
cyberattacks against South Korea through an IP address in 
North Korea. This cyber aggression proved that Pyongyang 
was now capable of launching cyberattacks from within  
its own jurisdiction, likely thanks to internet connection 
cables provided by China and other foreign countries in 
years prior.63 

KISA continues to contribute to Seoul’s cybersecurity strategy, 
as it has introduced new regulations in 2021 to advanced 
anti–money laundering (AML) requirements on virtual assets. 
Under these rules, all virtual asset service providers (VASPs), 
entities that facilitate the exchange, transfer, custody, offer, 
or sale of virtual assets such as cryptocurrency, are required 
to receive Information Security Management System 
certifications from KISA in order to legally operate within 
the South Korean market.64 The expertise of KISA should be 
considered when conducting joint research on the distribution 
of malware and the use of certain technologies, such as 
VASPs and virtual private networks, to hide a true origin and 
identity behind a cyber intrusion. A more detailed account of 
the roles of the FSI, KISA, and the NCSC within South Korea’s 
cybersecurity policy can be found in a report published by 
the Carnegie Endowment for International Peace: “The Korean 
Way with Data: How the World’s Most Wired Country Is 
Forging a Third Way.”65

Korea Financial Intelligence Unit  
(KoFIU - 금융정보분석원)
Similar to the U.S. FinCEN, the Korea Financial Intelligence 
Unit is the primary executive agency responsible for 
implementing effective AML and CFT (combating the finance 
of terrorism) protocols in South Korea. As such, KoFIU has 
contributed to Seoul’s national cybersecurity capabilities, 
including those relevant to combatting North Korean 
cybercrime. In coordination with KISA, KoFIU has advanced 
government efforts to improve know-your-customer protocol 
for cryptocurrency transactions that allow for easier tracking 
of illicit cyber-enabled financial crimes.66 As of late March 
2021, KoFIU required all VASPs seeking to operate in South 
Korea to partner with a South Korean bank to create “real 
name” verified bank accounts for customers, instead of 
using anonymous cryptocurrency wallets.67 Since North 
Korean cyber operatives continue to target cryptocurrency 
exchanges and associated technology, this requirement will 
likely raise the difficulty threshold for North Korean actors to 
exploit VASPs operating in South Korea.

KoFIU has also pursued bilateral and multilateral cooperation 
amid global AML and CFT efforts. As of July 2022, KoFIU 
has signed bilateral MOUs pertaining to the exchange of 
financial transaction information with 70 foreign countries, 
including the United States, and is a member of three major 
international organizations addressing global financial crime 
and evolving financial technologies: the Financial Action Task 
Force, the Asia/Pacific Group on Money Laundering, and 

the Egmont Group.68 Washington and Seoul should leverage 
the preexisting information sharing mechanisms between 
FinCEN and KoFIU within the joint U.S.-ROK cyber working 
group to maximize visibility on suspicious and illicit financial 
activity possibly linked to state-sponsored actors such as 
North Korea. The United States has already signaled interest 
in enhancing coordination with KoFIU, as Under Secretary 
for Terrorism and Financial Intelligence of the Treasury 
Department Brian Nelson recently traveled to South Korea to 
discuss digital assets, cybersecurity, AML, and sanctions on 
North Korea.69

 
OTHER U.S. AND ROK AGENCIES

Additional U.S. and ROK government agencies possess 
varying levels of influence and capabilities related to national 
cybersecurity policy and enforcement. For the United States, 
these include cyber units within the National Security Council, 
White House, and Department of Defense, such as the U.S. 
Cyber Command; for South Korea, there are equivalent 
cyber-focused sub-divisions within the ROK Blue House and 
military. Given the current direction of the working group 
toward countering cyber-enabled financial crime, Washington 
and Seoul will likely lean more on the expertise of the U.S. 
and ROK agencies specifically mentioned in previous sections 
of this report. However, the United States and South Korea 
should consider the expertise of all relevant government 
agencies when deciding which entities to include within the 
joint cyber working group.
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