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S2E &S moll= %7

1. EFHI AR22 2ol T2t 52 HEE
2. SAUS o= LiZ0| FAIH0| BEE A
3. 1 LHES & S ofaliE +~ U= ETFE MEE A

4. 39| GFE BTG BAIY 4~ U= LHS ZEFA A S A

O
ojo

2t 39| 2= 2T SEHO} Bic.

S, AIZHoIA Hotn U= S2of 2et THEQ!I 742 Of2 GDPR AM4x M1 FAISH SHO|
QIC}t. GDPR &g 0|5 23 siAM9| LIE2 &2 HHPH AHEES Sict
GDPR HMl4Z= H[11%&t JHQIHE Hot Al H17= KM1E
{171 RFR22 At 2t 52| HEE Z2-E

XS EA MEEE= S2(Free / freely given)

T = 9|(Specific)

SEol B ZE S-S HJEefolMe] S2

(Informed) =
S5 #Z0|LL F&2 S5 52|(Unambiguous S| GRS FalolA| BAIE 4 QU= YHs HEF
indications of wishes) HollA Mg A

€ 1, GDPR L 7H2I¥E 2| S2| 7|1F

7t. GDPR L 7H2IEE &2l @X 27 & S| #3

GDPR2 7HRIEE 25 f ARSHA| 7RISR X2[e] B 2= HEFAC| S92, Alte| o) E= At

Rz H HEFAL Qs FXS Hob| Yt HHE Halyt Lest A2, WA olg Fao oy
et mest A9 K*E—rxﬂ £ rigriel Mol 2t 0lolg 5507| Pl AR/ K2} BRE 32
Tolz YsiLE BA et BAISIO! OIROIXIE ASAMo| JHIHE Malt BRE A2 52 HAlskD

QICHGDPR 6= &M1&,

31 & BEFHQ Sl =0lut HFE T "SEOI X{2|0i| CHaH E.*QI@EPE HEFH Q| QA TI=0|Lt
HeHst MI X0l HRIE Soll AIRED, FHECE, Zutof| tis QXIot EHSHA LIEFH SALEAZ
Hol5t QICHGDPR AM4= AM|11&), GDPR XJ-E-(RECITALS)NIA-IE XSEH X =o|of 251 META|2}
HRIHE M|} Zte| Hulkst E430| Exffsls ER S27t &t HA 27t EX| 22H, MH|A XE S0|
39 0] 0|R0{H = SUB0= S+l 20l 275 JHRIHE *2|7} 2iEelE 2% S2= XSRS
HMIZ= Z40| ofL|2t= M2 MHstw QICHGDPR M2 MI43%),
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Lt 58 eI HS0|ALE] S A7 122l sHA
EU 719 I8 25 0|AtS)(European Data Protection Board, 0|5+ EDBP)= S2lof 25104 B AM|5| st
QIC EDPB2| 7t0|=2101"0]| 2l5tH S2J7F AHatA 0|2 01X|7| Lahil= (EEZFR0IA Lt 20(2 gio]
AREA MSE S2040F St(Freely given), (ifs2lel M, &2 2H5t 7LX|Z0|0{0F SHH(Specific),
(ifES2stn BESt JHE M3 MEjoA S27t 0|R0{X0F st(nformed), (V)HEEH #S0|Lt TlaS
E5f| 2|7} 0|20{ X0} SCHUnambiguous indication). £35| €| ()JAEFH|IA XIREA M2E Solof st
HE FA0A ARl MEHPHO| FO{X{0} StH, ZRE|7Lt CIE MEdX|7} girtn Lyl= AMEMo| Sol=
Lek=F=lin] ’5%‘ t UCt olof w2t SOIE MH|A 0|82 flst =712 FS57U, HEFH7I 20/AUS
LS| U SIS HESIALE H3E 4 gie EP HEFAA XMIREA HSE S27t ot ez

afi4datal %'Ef.

2SI, EFXoA S te PPN ZEFHOA ARl MEIFEH0| Fo{E AX| iz 2RI}

ULt EDPB 710|=21012 AR S| MISE SQIQIX| OiF LTt 7|F 0= of2ho| BTt Q718 MIABICE ?

lo

E73(imbalance of power)&&718 50| HO R2E 0|25 F&ET S2E HOIA= Qt=|H,
Ho| 22/0f U= JHI™EEXZ|XIC| B Sol7t ot L2 Xz| 27HE SMASHoL

Ch J2iLt &7p7F Mo 2 XHEO0|H T4 MH|AO FEFE 0|X|X|

SE7|He| A0z SO|E Y= 70| HEE 4 Qo

.I 0 I'IL-' oot

Z719| HA|M(Conditionality)GDPR MI7Zx H|4&f2 MH|AQ| 012 S #[2Fo| o|&io| 2Z Qs HIo|E 2|0
Solot= A2 Z7CZ MOtN= QHEICtn Z=xstn ot Lio7t R¥E JHQIEE XE| Sl Al2F o3
AfolollE Haksh HZM0| QU0{0F otH, HIOIE XM2[7t A2k ojdo] ZRst ARu=E SUE X2l 2AH=

HOtM= ¢t

F_

=icto sto},

=

ME3HGranularity) SEEH|7t JHE 2X0)| et JHQIME X2|o| SolstHLE HES 4 QJ=Z 5HoF 5},
FS0o=2 s S2lot= AEil= MESHA| Lot JWRIEEMEK= 22| X2 SHof| ot HE2|
SOE Ao MEFHQ| Xg22 MEZ XG0 STt

Z£3ll(Detriment) HUEEXM2|Xh= HEFA7t HIE0IL MH|A FHO| &4 & 2&=Q! ZAut glo] S2E

HESHALE A& 4 28 SHEH0F sict =o|5 H3E|S AR MH|A EZI0| ZASHALE 7|EF &36H07t
LHSICHH Ol S27t MEstX| U2S 2nlsich. M2t JHRIMEX2X= FEFATE MH|AS| ThR| &4
0= SLUE F3[E + U=E BHGHOF STt

SHH, "39| GDPR 2 ¥=29| JHQI™EE 7|22 ICO(Information Commissioner’s Office)= S AFSHA|

Guidelines 05/2020 on consent under Regulation 2016/679, 2016
Guidelines 05/2020 on consent under Regulation 2016/679(2020), 7—13H
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3) https://ico.org.uk/for—organisations/uk—gdpr—guidance—and—resources/lawful—basis/consent/what—is—valid—
consent/#what2(Z|Z2E2 24, 12, 26))

4) CHHR 2016, 6, 28, M1 201452638 A
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0|82 attoflM ’SETHPI 237t 0gd 25| HixE [= o 35| f29f
401l

=
FloIN HmE 22| 2H0| 43| 227 |2 HIZ=0{ = of ol2{gt SAIX7 |7t ot
AMASE 748t OfL|C}

o

BRS04, WY EE2 MAZEXMEIXE HE2FHC| S2f 80| M2 + U= JHAIHE0l theiM= =1
HMElo] B ZAE YEFHC| SAS Hot X2lshs MUY T2 HAYE XM2|LFH| SH5Ho0F
SICHIHQIEE ES 8 M22x M3E). Liopt /HIdE ES M= HOIYE X2lel HA 2HE oIy
Me|YEel gt 71 shtE ot ACHEMB0Z212 M2g, Al 31222 M1g M3E). Z=CHH,
HOIEEESH AAF2 2URS T3S0 A2 JiMstE, JHAFE X2[2 BMA 270 25t
JHAFE HMalHEHol S7hste TS &=Estn, ojof et HIHE M30x22)SE Sdl FEZFHME
HEotn A= Aez HoZint

IOI

HE HSH 2 A JGARR QHLIA(2023. 12, 29)M[10H &=,
IRIFREES S| BeAlz, THQIFE HaeF| 2l MBI (2024, 9. 12)MI3H FHZ.
e HSH ol ABH JH-AISE OHHA(2023, 12, 29)H[11H &Z
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@«

ASM(Attack Surface Management)2 220 &= HEXMES SN 2I&(threat)nt, HEXHMO| LHXKSID
U= FU™(vunerabilty)g ASOZ AlHetn, AEE HHE ECHZ 8(isk) R4S MMM X 7{5t0]
(o]

HotgE =0l= £840|ck

Attack Surface

ACVE-202015778

OpenSSH

AACVE-2021-23017

Apache

AhCVE-2019-9516
nginx

172.4.124.13

166.187.22.9 172.4.124.14

A\CVE-2021-2358

RDP MySQL

172.4.124.12 156.137.22.10

Tl 802z ‘SARUYI &2 02l 02 S8 A2n, 2022E FS H=2=2 =7| AIZ0|
SYEIUCE 2023 F2 5015 SH2Z HF S| AFIICE L20M= 2023H0] FRHAMEG0i|A

“ASM £9! 710|HAZ TA[SH HE QICt.

1) TASM(Attack Surface Management)i8A 74 5> A ~ I8 HITIEHR 31582 B T BB TEE* KB LSBT %~
FERY FEHF L, U2AMALA, https: //www.meti.go.jo/press/2023/05/20230529001 /20230529001 .html
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0| =& 7tEL{0| A ASMS CTEM(Continuous Threat Exposure Management)0|2H= 802 SHEI5104 AFZ3517|
AIRFHTI, 2024301 2HEE! Top 10 Strategic Technology Trendsofl CTEMS Z&t6104 MIAIGICEH?

= HA| 20243 FUHOIME 2402 =J0| SHtz|D QIOH, FEHQMHMN 8B SAEH 22|
AARIF-ASM)Z20f| ChaH H7HE o Z5he S, 20250 £ MYUFHZ ASM Q0| SiE o=z
Ol &I

Z02, Market and Makets 2| 20| 2 2024F5E 2029E7IX| &S 57 HEHAMEE 29.3%=
HO|H 2 4x6R212($3.3 bilion) oz =& Q/ct?

ASM £282 L2 X3 W} RS SARHS 22[517| flet SRM0122, (1)HEAT Hof
HBE U= ZXQ| MRS ME, So| 22| MAX[CHollM SXI=D U MMISTX| XS MEE £ U=S

T EEHs 7150] 712 Mo 2 S| UM, (2)12|1 AHE ST XS0 EXisHs FIAESS Adsis
710l BR=I0f ALt

ASM £2HE2 Z700 (1) (2)2] 7ISBe ZHE Z7t BU2LE, CTI(Cyber Threat Intelligence;
ALO|HBE )t Zelolo] Tt ZE[0| YHRASS Et #elolks £F M2 Hstn QITH(#ES3-1 FX)
= O[2Holl ASME (1)2QHUA| EEQ! SIEM &2 M50 ASs Hot ZLEY PR0 U 282
B7M7ls Loz FIsl E= (2FA FHUH FHE 0|86t Al U™ HUE +AE & Uz 2o
compliance EAZ2 2 ZIstet 7H540] =Ct
Z7| ASM S ASM
K= EE2
AT AE == S o=
PN TS S5  IHNE TS 2

(Asset Management) | (IP address S+ DNS record 7|1

. A1H1/L1IE-?—JEI S FEXRMo] iz « CVE 7|8t Fofd &XH0{S met 2 CVE
e CVE 7[dt Fof™ =X 5 met e siHaE HE O
(Threat Management)|  (Z=7|StAIQ] ASM 2 AHAA vulnerability | « OSINT, CTI 7|2t QI8iME XiZ
management 0| o 7I7H¥S.) L3 W RE 2 met
ez - e 7SS Soff AEE 2MES | H=
(Risk Management) | CHgt Q&= AFE 4|2 =0] 7EAIS} -e

“Gartner Top 10 Strategic Technology Trends for 2024”, https://www.gartner.com/en/articles/gartner—top—10—strategic—
technology—trends—for—2024

“Attack Surface Management Market by Offering(Solutions, Services), Deployment Mode(Cloud, On—premises),
Organization Size(Large Enterprises, SMEs), Vertical(BFSI, Healthcare, Retail & E—Commerce)and Region — Global
Forecast to 2029", https://www.marketsandmarkets.com/Market—Reports/attack—surface—management—market—
175286676.html, April, 2024
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Z7| ASM iR ASM
oe US < AP 7t 7| HOt A2 NS T}0| IS
(Integration) = 3t 7|& Hot &8 M =
Heeet S MITRE ATT&CK, OASIS TAXI, CTAS &
(Framework) we , , =

ASMe] 7ISHEt £

Il. ASM 2 7|5 82 27&|= iy 7=

@ 2, XRHE TlE

DE HOIO| AJRHR RIAHHZ|0|A SLSITHD S THR10] OFLIC 7|=HO2 P address LS @iz
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J28=2 a5t IP address CHEOf Theh AT ez= BESIDZ ASMOAME of2fiet 22 7IHSS
2712 &350 BX| HHE 2=t 5t Qo

- ZHQIH0| FO{E A Y ABEl= AMHS g Z2XFF Hal(o: L2 tiE =021FO|
zyx.com & AL ns.zyx.com, ftp.zyx.com, mail.zyx.com, smtp.zyx.com, pop3.zyx.Com, WWWw.zyx.com,
extranet.zyx.com, ssl—vpn.zyx.com S TaliA AR L= SAEXH HEHE 20 FZ|E 48
UHL2 M =210 TLDE HASIH FatE XHHo| EXiol=X| 1=-JEI(01I zyxackr O] CHEEM|QIQ! AL
zyx.edug F7t M, zyx.com 0| FOE! AL zyx.cokr, zyxio, zyx.net S2LE F7+ S4TH ZAH)

— AHE XpAto| AHO|X| LHS| InkE FAIGI0 MISLX| 42 IP address CHEO| EXfisk= &Y domain?
A-IH-'E 7'<7|. AIH:I

— OSINT ZAZ Salf IEEM Q! = tHE HME/Mu|A HE Z8letT U= web site £= AHSES AlE
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[223-2]= ASMOIM ITAMMES AISCZ AldHSH F| XIAMSQ| BEX MHES EMfZ A|Zkstst Znto|ct, 0]
™A domain sub—domain =7+ Al IP address CHE L EXlch= XHaE =71 AE, Cloud LHOl ZEXH6H=

VM QIARAO| chet AE o] o2
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o

2|23 High

; 5 A Azure =0 o~ Google -1 s AWS 45
24 o © = B >4 450

sAE 48 ¢ -0 29 Ay -0
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496 37 &
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=ofe! -0 s -0 OSINT -0 1% 2E -0

186 88 69 101 24
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| 1354
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2 W 3 48 sH oW W o o oM mE 2w
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IP scanning 7|5 2! port scanning 7150| 7|2Xo2 S#R25|1, 0S U S/W AlHXIA0| 0|20 ZICE 01 2I5H
0S fingerprinting & F24U= portd MH|A 2 daemon program0il CHSH 2AI5HA| =ICE 0] ZFHoIA QES
Z|AS} o2t 0] XHAO| ER5H0 Qs FUN HEE Hetoh| ofetet 4 A =ot

C}2t aggressivedtA| inspection packet® HELIA AHSH 2 AL ST} SOHE! &= QUX|TH AMAIA
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1092A1Z7kX| 22 4 UCH(1702] port & timeout 7EX] 60=7F AR %1, 17H2| IP address & 65535 712
portS scanning= =8, 60 x 65535 = 1092.25 A|ZH ARQ)

HEE ASM SEMEUME T4 scanningE X|[Role YI2|ES AHANCE HFot 2ot Ct 1%
scanning 7|&2 WIEST ERMME XIEXO 2 HE|0] 21 Q= 202 &% U™l ofX|7}+ o Hot =
£2ofolct, CIRt QERZ Z|As SHHA HUS fingerprintngS St= 1t scanning &= ZH0fl= trade—off 7+

EXlotEE MHESE Mu|A 2F L5I2E &Esh= X0| 2Ot SQ3ICH & 4~ Tk

3, Z{oFH HA1 O CT) of0| 7| B 7|

scanningS S&ff S5t MEE 7|4t s XRMO| OfmEH FFE0| ZXHSH=X| CVE” IDQF mapping SH=
Zto40| =St 0] 2FH0|IA CPE(Common Platform Enumeration)” & &23510{ Et =0t databased| 2
HEE APIZ HlZst & QICt(0f: NIST 2] NVD® 9| Z<L CPE dictionary2t APIZ 0|88t Z35|2 HMiZsta {Uct)
Zt ASM A|OICE IRt CTl databaseE ERotL A0 LAE FUHt Y2 E IoC data, MITRE ATT&CK 2
technique ID 2t HAIE HEE folet 4~ ot
2T0ME g HBS 2ol SHYEE A8tz A2 7Ho10] IPTEE M3ots HES AFsIC
AlHSt CVE IDE MITRE ATT&CK| TID £ mapping 3te Ofl= [2123-3]2t 2ttt [223-3]2 MITRES)
Center for Threat Informed Defense” il XZst= HEE 235t Z40]ck,

Capability ID Capability Description Mapping Type ATT&CK ID ATTACK Name

CVE-2020-3403 Cisco 108 XE Software primary_impact T1068 Exploitation for Privilege Escalation
CVE-2020-3403 Cisco 10§ XE Software secondary_impact T1059 Command and Scripting Interpreter
CVE-2020-3403 Cisco 10S XE Software exploitation_techniqgue ~ T1078 Valid Accounts

CVE-2020-3292 Cisco Small Business RV Series Router Firmware primary_impact T1499.004 Application or System Exploitation
CVE-2020-3292 Cisco Small Business RV Series Router Firmware secondary_impact T1059 Command and Scripting Interpreter
CVE-2020-3292 Cisco Small Business RV Series Router Firmware exploitation_techniqgue ~ T1190 Exploit Public-Facing Application
CVE-2020-3292 Cisco Small Business RV Series Router Firmware exploitation_techniqgue ~ T1078 Valid Accounts

CVE-2020-3253 Cisco Firepower Threat Defense Software primary_impact T1059 Command and Scripting Interpreter
CVE-2020-3253 Cisco Firepower Threat Defense Software exploitation_technique ~ T1078 Valid Accounts

CVE-2020-3233 Cisco 10x primary_impact T1059.007 JavaScript

MITRE TID(Technique ID)2} CVE ID 2t2| mapping il

https: //cve.mitre.org/
https: //cpe.mitre.org/
https: //nvd.nist. gov/developers
https: //ctid.mitre.org/
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o

ITH MITRE 2| TID 2+ mapping2 JHCHH sHE TIDE TTP 2M &7 AlZ3te a7 289 FEE &g &
[Tt [A23-4J0IM & 4= AX0l, MITRE ATTE&CKOIM= TID2E 1637H(2025F 181 7|1F)2| shHIE!
Z2YEE HMSst Ut

o

rﬂ;

MITRE | ATT&CK" Matrices = Tactics =  Techniques ~  Defenses -  CTI =  Resources ~  Benefactors

Reminder: the TAXII 2.0 server retired on December 18. Please switch to the TAXII 2.1 server to ensure uninterrupted service

GROUPS Home » Groups
ey Groups
admin@338 p
Graups are activity clusters that are tracked by a common name in tha security community. Analysts track these clusters using various analytic methodologies and terms such as
Agrius threat groups, activity groups, and threat actors. Some groups have multip i activities due 1o vari tracking similar activities by
Ajax Seeurity Team different names. Organizations’ group definitions may partially overlap with group: by other and may disagree on specific activity.
Akira For the purposes of the Group pages, the MITRE ATTACK team uses the term Group to refer to any of the above designations for an adversary activity cluster. The team makes a best
effort to track overlaps between names based reported which are as " Groups™ on each page (formerly labeled "Aliases”), because we
ALLANITE believe these overlaps are useful for analyst awareness. We do not represent these names as exact overlaps and encourage analysts 1o do additional research.
Andanel Groups are mapped to publicly reported technique use and original ref included. The ided does not represent all possible technique use by Groups, but
Aagin Dragon rather a suhset that is available solely thraugh open source reporting. Groups are alsa mapped 1o reported Software used and attributed Campaigns, and related techniques for sach
APT-C23 are lracked separately on INeir respective pages.
APT.C36 Groups: 163
APT1 ('] Name ASSOCIaTed GIoUps Descripuon
APT12 . -
G0018  admin@338 admin@338 is a China-based cyber threat group. It has previously used newsworthy events as lures
APT16 to deliver malware and has primarily targeted organizations involved in financial, economic, and trade
A policy, typically using publicly available RATs such as Polsonlvy, as well as some non-public
! backdoors.
APT18
BTG G1030 | Agrius Pink Sandstorm, AMERICIUM, Agrius is an Iranian threat actor active since 2020 notable for a series of ransomware and wiper
Aganizing Serpens, BlackShadow operations in the Middle Fast, with an emphasis on Israeli targets Public reparting has linked Agrius
APT28 10 Iran's Ministry of Intelligence and Security (MOIS).
APT29 .
GO130  Ajax Security Team  Operation Woolen-Goldfish, AjaxTM,  Ajax Security Team is a group that has been active since at least 2010 and believed to be operating
APT3 Rockel Kitten, Flying Kitten, Operation  outof Iran. By 2014 Ajax Security Team from website 10
APT30 Saffion Rose Iware-based cyber espionage c: targeting the US defense industrial base and lranian
users of anti-censorship technologiee.
APT32

MITRE ATT&CKOIM MZsl= sizas =2
Z, ASMZ 0|5}t0{ =% LH o XHitoll Exfist= FES AlEsIA =H, Of 28sl0] o™ TTPE
E7{ 2&st= ai7aE0 34 + USK|(0l| chst FIHEel FHE.
Ct2t MITRE ATT&CK E','é._'% AUE9| 7|x framework2| Q.%E*EE =2
U SHIEC| HO|EES ATT&CK LHO| E&l5tn UX| ooz A2 ASM
AHEC R FE6t H|O|EH|I0|AS B8t Qctn HH E_ll:h

5 CVE HE

kN

[o]]

AN
s 3._4—’.'_‘—3PE
HZEol= 2 2tEHSoA

ASME M8 ol BEE 02, @8 YE MUl JUCE risk 532 HAE Rolsl0
SRR MIASHE 7I5S BR5tT UCk TS| CVEE CVSSE 0l83t0] Yz ANE 4
9 WEEAES EO2 510) SEHQI JBES ARG Bt

X o
HT
e J
@
o
>
N
40 1l
g
H1
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e
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TN —
a8 As0} ojEiol w2 T HBAnwA
ann High nginx PE: M 37421 FoHH0| HXISIRaLIcE '4.15 2024-12-13 11'5612 [KST]
Medium Apache  XHTML 1.0 PEL 2| 10040% T E=00M Apached] (7H BXIS/2gLICh .211.62 2024-13-12 18:2037 [KST)
Low HIMLS0 P F 2| 80Y ZE 1= W2 U443 TSk ©3 QLT .74.147 2024-12-11 13:37:48 [KST.
tedium hupd  ngink P EL 9922, 9923% TEOIM httpdol () HXISIZ&LICE 2.225 2024-13-11 13.3748 [KST
@ . httpd  nginx P 9922, 9923% EEOUM httpdol(71) BASIZEUCL 0.213 2024-12-11 13:3748 [KST
EIEEERE ASM A0 AISE! 321y, HEUIs XM, YIBTE AEst of
« 5, 2|28 7|=
= A — St ¢ » == o
Z|Z ASM £2Mojl= ChSH “Security for Al 7|&£S0| &1 QICt E3| XTHZDol| gt 2|ZElS
PSS

E [[H, M“E:'E_I FAHE & AYFES0| el XS2E HuME H4oted, HotE2|XIL SMES
=2 2 X{2|(mobilization)7} 20I5I=2 X|l5ta Lt

0| ¢laH LLMz E*% {ZHZ 0|85104, AVt AE 7X[7t U= risk7| 22 HES XAS2E MEstn
RAGE 0[85t0f HOKZ0t0l| Z{X3HE 7HIXE HBISIEE HUME Mt 7I1850] &= HME &1 Ch
[OZ2!I3-6]= ASMOIA LLMZ} RAG 71&2 023510 ETME XSS oflo|T

=

LY

PEY any e
® @ASM Al Reporter !5 314 44 S8 ko rc

| Erimial P | wae
wou

= ASM Al Reporter @ %% 2% 1125
ggi‘l"ﬂﬂ*l’ 1M 448 AZELIC
o NEEEEE T EEE R NETEL TS S
§aREEE| e il‘k‘ O S AT X HY dloje|2 B M HYFYUC]
High & Risk
£}

ASM Al Reporter & @i 2% 1159
I'] 2 24| ghasigignict
RERCETTTNCR

ol v

A

0 [rc_ko]CTR_ASM_AI_Report_2024-10-24.docx
't

LLM 3t RAGE 0|88 HuM Xt5 A of
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UM AFSIRR0| ASME [IE3-7]0M 20| QB Mol Z7F Holl =0 U= TAMES HYe=E
34 242 & ¥ ok}, QW CH2 37t &, Ct3E WHoll ZX[0| TIZSH FE(0f: 17 HO|E{H|0|A,
LR 7| ME)7t RSED J=XIE ZLIEZSI0 2R |Xtof|A| 228 st Ut

= ASMS =5HA =M, OSINT(Open Source Inteligence) 7|8t 2 QIE{L Ao &= HEE EIX[SlD,

CI23 ZAADtE A5t Y-S o Y26 AlEsk= 20| 7ksstA| 2ot

/ OIE{Lll OSINT 24
Application

ASME OIE3t0 Al Fofds ZUEZ e SAl0l Ct2E H github § R0 FEZN U= =9
LLFEIIK| S0l HESHE 82 Y + UM ASHE Saff FAY T A YERE S dAl
S £ A7] WEoll, Z0j2H0| ASM2 FoFE TIT HRe SERE dA HFE HRE iFs Lot 2
A

.I

N

O=2 ol =Tt

— ASMeZ CtFH0| LEE SIAF LS RS0 AES Al
— ASM2E 3|A} MH|AL| AP key7} 21F github0fl ZZ|IAZR LEE|0] QY= 22 AlHst of
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Risk

Github(https://github.com/ | 1 - s o1/ src/main/javalwwwizi

gdeal/shop/apiBatch/batch/exchangeRate/ExchangeRateReader java)di| A{ API Key(bO

e/ | & 7| 5 %]

« High

M3} =S AL

€ 2, MEHES §X|

>

SEEEl] ARIOIM 2 4 QU2SO0|, 2uhQlol OTT ABIA FZBAKO: WEBA/CIXLZA/7E )
ZEIXE S¥HO= KZsHs Alo|E7} i ZRSIC

0f2fet MOIET} EAfste HBIOZE ZHHE AHIA ARRISC| R0l 220 XIBEeI EfZi0] 9
OFLI2} SIA} OIDIXIOE TsH7} A5t | TR0 Of2{5H SEIMO|E S0 X3 tS510ioF Bic,

=, SIAOIM RIZ B0 ZHE JIYSSS 0I8510) HMS F, ST ZHXSS MplAsts A|ESS
AHEO= Algstn 2Estor| 28 4 Ut

[283-8l= TVLIERK: 2% Q4 RE AIEUM HEH HHS 510 USS SO A
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BIXIE Wk 2024-12-15 05:37:36

https://tvnityl.com ¢

TVLIE| @ew

QY e e o 2 107 slAER]
M URL BXE gn

https://tvnityl.com 2024-12-15

https://tvnityl.com

* Title: TVLE| « GEE P 4 172.67.166.76
* JARI lash = AS Name: CLOUDFLARENET
27d40d40d00040d 1dc42d43d00041d6163f1bfae51ebdaad - &

Rl AsMat KA HsHEX| 224l HAIS St ez

«

ASME (1)ZZ] Lo HEXIMIES AA|
(22120 ==E XA otz HEE A
=0ZE 1 compliancedi = 20| 7ks8 £2M0|ct,

£35| R0 eExl= TARMHO| Ht St + 9

Bhitof| w2k, ASMO| =) ! &E2 FAt Skt Tt

2 ASM2 Al 7|Eme] 2 R 7|E EetER Mol ASS Salf 7|gel 2ot #5S SEEEE ~ Us
SUS22 Tlakf LIz Aoz 7|oiEnt,
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HEIHIAE 22 JE0

#0pSouthKorea B2 =4

S2W TALON

Introduction

Z|Z HEHIAE OF ¥ Y 25S0| I 5 4 33722 HEE §F DDoS S4Z0| 7kstar AL
DDoS= Distributed Denial of Service2| X2, EAH AH|A 24 o|0|5HH 221 that Aol 2t=st @3S
TSl M|A0M FOHE U27|= 324 7[-0|Ct HEHIAE JFS0| Y3ty Fsk= I il DDoS
3249 42, M2 SHOIX7t XIH= AL C2E 2= AKX, =ZH sS4 22=Z0llM siel IPE RIS
HA0| 2715t HS ZZ0| AZCIT MEHS TS AT =Cf,

2

ElHIAES2 FXIHQ! 0|70l 22510 Ert= e ZHo|MEC 22| aHolM o 2izshA| $ES5tke e,
2 Alo|H 24 H H0|E] RE ot o[ LIEHT U=C, Ol= 22|20l AEAEL] FZH0
AlO|H 2= 2P0 SESI=E F=AE US| Halst a2 2t A= 05| 2oz FYELC

OB
i=)

=7t ¢+ FRIH ZS0| LM mioict AlolH SZtolM= ZIE0] X E 0, DDoS 34 &2 E 34
SO AfolH E= Z0| %*017‘._ Ct. et= YR7I 23200ILt X[ H 25 ZAt € S5 tS 2RI
Cafdof mat, SHEHIAE OFSE AOIH B A XM et=5 34}, 0|52 siE HTS

#OpSouthKorea(Operation South Korea)2t &ISiCt,

>

SoW SIF QlElTA MBS FX|- AtEIH ool M2t $1=2 X 012, R & T 2715 EPIOR HEHIZH

Aol Zg 45t 2H| sz 2F B o 3007H e B, A2 67 St #Op80uthKorea Aot
= chef BAS 36 L2 MHDS 2ASI0 150 2 S7194 0, 2= s 2FEW R7 KR
HBIBH= S0 chs AUt

tou

0
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SHEH|AE OFH 34 HlE H 2= S Al
SHE|HIASSS FAIA 0140l W22 BISShn IS0 FHRAS WA UsH CHl KA7E 8l chalol
T3S & 4 QU= DDoS BHS 52 HB3I0, Y 15| 22 B F7let BAE 719 2 7[20 et a2
ZroR S5 iz HOEE 9E U Topsict

Alligator Black Hat { Indonesia | HapogHan CyberApmua

- 4 =
Mimistry of Culure, Sperts
> -
- —
T o - = O and Tourim Q
- . i ey il

Exchange Rates

= UsD 13485 o JPY 903.31
i M CNY 1903 EUR 14TLTS He yaalicn T W
= - - = (Bl YOTAMCANTS
. g = cocamiear ¢
= update: 10,14, 11:30 cafTo

Alr days Korea website hacked

Hellg everyone, | want to share 300ess 1o the Korean Shopping
website. On the website there is a promo code and customer data.
The total customer data is 37K

Ministry of Culture, Sports and Environment of South Korea
#indoSecHax #NoName0S7(18) #RusslalyberArmyTear

Pentest sleeping 11

(Z)EI0[E{HIO|A B 91X, Admin Access S& HIAIX|(A)DDoS 22 Q1= HIAIX|

HE[H|AEO| = Stof Haf2olA ZIE #O0pSouthKorea 212 0|#0| XZ0[ OFL|Ct 2|22 LY
#OpSouthKorea ZH|212 FXIX 0|77t L4 ottt TIRUEIT, 2024H FL #0pSouthKorea EfY2tel2
ofzfier 2.

#OpSouthKorea TimeLine

Aol 812 1F 7 HIEHIS 727} ARIBIN Hot KRS B9
WAI0| Ft ZEISHET Qlon], RIMOR SUst 2EE
B2 9P} MUZIE (HAIO= Sftieln 9tk 22 T

2 SHE[HIAE JF0| ciet 22 SHHOIM 2lgt & %\'Eh

k
0
9'|_|
]
QLI
H
on
2
OH
N
fIJIO
M

[shLt Matste

il
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¢ 1. PycckasaOnepaTtuBHasl pynnupoBkal RTF(a.k.a. Russian Task Force)

Pycckas OnepatusHasa Fpynnuposka | RTFZ7t &35 Holy League S8 Ci2| S 1ES0|
7HAE|0 U= CHEXQ! ARAZE, NATORt RES EMNCE stz si7 AE High Society2t O|AZIAS
EboZ Sh= 371 218t 7 October Union2| oz MZIE|QICt 7 October Union EfIE XM= &35}
ZIZHAER! SHASIHE Hefolo] 0|ARIA A ZAS ST

=

Holy League

&\ High Society & 7 October Union. We are with the leader on 7
October Union We decided to combine our teams and form one
new one. Meet the " Holy League ". We are now the largest alliance
in the world. We have more than 70 active hacker groups that
support our targets. We will attack NATO , Europe and Ukraine and
Israel .

@& comrades, user1 is on the line. Recently, the leader of 7
October Union and | decided to merge our teams into one. Mest
the " Holy League ". We now have over 70 active hacker groups
around the world who support us and our goals. We will carry our
banner to the enemy and destroy it.

Holy League A2 HiZ U 2%

20243 108 23, Afo|H] 22 = #OpSouthKorea ZIQlg MAHZHD, 102 269 Anonymous France®t
HEISI ChEITIZ S YAIO|ES HACZ DDoS SZg AIZFCE s YWAIOIE 0|22 0= H|ohtE
S X

o
SeaWorldE tH&22 DDoS SAS of A3l o Tidfet & HH| 54 35S HRUL, 118 42 AMO|H 54

TS LAIGHH ES TAICE
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Pycckaa OnepatueHas MpynnupoBeka...

Pycckan OnepatueHasn Npynnupoeka | RTF

. | Target Down | e ——
RTF X ANONYMOUS FRANC i

SK NAVY RTF ANNOUNCEMENT

x https:/fcheck-host.net/ch
South Korea wants to deploy troops to assist the

cocaine addict zelensky, what do we think?

#0OpSouthKorea #OpSouthKorea
#GloryToRussia
#HolyLeague .
s show them why they shouldn't intervene

PycckasOnepaTtusHasl pynnuposka | RTF2| #OpSouthKorea M1 X B2 HIAIX|

Ct 2. Z-Pentest

Z-Pentest= F2 3% ¥4 X0 HHIE sfPsty, Clmo|A(s

oo =T

!
XS R #OpSouthKoreaE MXAUSIX|= HUXIT o= thy 2= 4
=

O T =

HX) ZAS L850t Z-Pentest=
AIZZHCE, NoName057(16)0d|
siiEd S20| XI&EEAL,

M SA2 LAl fIXIe =2 1 #2 Mo 28|17t theo|in, O =0f= #0pSouthKorea?| ez
4 =

SAFAIE THEH 2200 AA, SA” A 2| 220 S0i| FESIRIC

36



AZIE AJOH] I8 S H1A]

W//////////////////////////////////////////////////////////////////////////////////////////////////////W

Insights | 27} 2t

Z-Pentest

Z-Pentest

[IJJlll‘lI“:].]Illll
N =

HxHan Kopea. Cuctemd
KMCNOTHOMA cpeae. Haw
33COXHYT

Mognuwince

3a Pocoviomm
South Korean Defense Minister Kim Yong-hyun has backed the idea
of sending military experts to Ukraine to analyze the actions of
Morth Korean troops if they are involved in combat.

And Pentagon chief Austin said that the US will defend South Korea
with all types of weapons, including nuclear ones @@

He also stated that the possible participation of the DPRK in the
Ukrainian conflict could lead to new forms of support for Kyiv by
the collective West.
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decided to play hide-and-seek with South

Subscribe
Our specialists have started working on South Korea v

For Russiaws
The video shows the city of Naju, Jecllanam-do Province, South
Korea.
Alarge grain storage facility where grain from Ukraine is delivered
for pennies.

The elevators for loading grain into grain trucks took a long time to
load, and then they simply dumped tons of grain on the ground.
They left all the equipment running at full capacity.
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t to a critical level. our signature is left

nong you who "guesses”, we will give him an

‘s all politics.
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South Korea may begin supplying lethal weapons to Ukraine,
Forelgn Minister Cho Tae-yeol sald. South Kerean President Yoon
Seok-yeol also sald it was possible to reconsider the refusal to
supply weapons to Zelensky's militants.

We do not advise the Russophobic authorities of South Korea to
make such decisions and as a “lesson”™ we are putting local sites
down
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WK seoul News
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XKora il — Korea Narlonal Ra-lway Corporation
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M central administrative body

XNatnonal Asst:rnbly of the R.epublnc of Korea (dead by ping)
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¥ Mational Assembly Secretariat (dead by ping)

veck-host.net/check-report

K National Assembly Budget Office (dead by ping)

W national Assembly Research Service (dead by ping)
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3.1. DDoSia 34 =+

NoName057(1

AOIX} = Z2A A

2 DDoSia’2k= AtA| DDoS MHIAS f22 SR e 320 Hog A MSste,
S X 7|=7t XA ot 9l 1090l E= HHEO H
n

17l 24 2dE MSshH

6)
o1 o
tiE2l &S 0121 Fe™s 7|20

DDosiaE= Golang 1S 7|HI22 Windows, Linux, Mac EZ0A Al 7HsSt Hlo|UH2|2 XM E|ien,
Z|Z0fl= Android APK SEHZ = HiZE|D QICh Ha 22 Sl E-_r'— HHZSE7 |, siE =77t ESHA
S2st=n 2est 7158 X6z st 22! 61 00| NoName057(16)S0|M XME5h= DDoSia At
AMHMOI “Instructions for participants of the DDoSia Project”0f| IIE2H sHZt =1E Mx[et 2210|HEQ
AFEl= XLUHOZ DDoSa ZEME | AURI0| /M, NoName057(16)0] At Z7t0f S ECte= LIEO|
HAIZ|Of ALt

English version

This document (instructions) is intended to describe the process of launching
special software (hereinafter referred to as the "client”) to assist the
NoName057(16) in conducting DDoS attacks on websites of countries
unfriendly to Russia.

DDoSia Project is voluntary and consists of a network of volunteer devices,
including several thousand computers where volunteers have personally
installed our client software. Each time they run it, they increase the impact
on targets (websites of countries unfriendly to Russia) selected by the
NoName057(16).

DDoSia AtE MEA f U

€ 4. HapoaHas CyberA pmusi(a.k.a. People’s Cyber Army)

HapoaHaa CyberA p muas HAIOIHE AtE5H= 2O sid 2822 MX[H Olf0l LIZSHA
th3stH, &2 o2 213 250 HEste] El=E7F HE 712 thed DDoS 342 435t} Hapoa+as
CyberA p Musi= @EAA 274 7101 MHDDoS, Aura—DDoS £ ol 253510 DDoS 220 &35t
QlLt,

Hapoaras CyberA puns OFEXISE 7AE E02tn SEHIASS NS Sai, M A %70l
2330\t iy AN BBsH= ZHS HHOLY, A B2 S Shslgict

HapoaHas CyberA pmus 20244 6201 ZISHEl #0pSouthKoreaZ £|= MSSH 0|20 ULt 20244 118
52 S22l NoName057(16)2] 3zi0f SaFSiCty AFstH gz SHE EM|0|X| e DDoS 42
AN=31T, HapoaHas CyberA pmnal| 8t A 242 118 10L7HK| XISt
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https://github.com/Mehliug-git/DDOS_Telegram_BOT
https://github.com/vaprub/Aura-DDoS
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HapoaHan CyberApmua

Hapogmnan CyberApmwna
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HapogHans CyberApmwa H
. Korean institute of Criminology and Justice
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L

Office of State Coordination, Office of the S¢ Kk-report/ fell
the Prime Minister - -
special terminal access system for reporterse. —
Exclusive system for incoming and outgoing i e

Korea.

Join the attack of friends from Nc\la”ﬂanU 6) Ministry
27.101.212.69 NATIONAL INFORMATION REl of Environment of South Korea s

https://check-host.net/check-report/

https://check-host.net/check-report
sleeping 11
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Ce 5. ALIGATOR BLACK HAT

2

ALIGATOR BLACK HAT2 ZIEFHAERI MSS == Ql={|A|0f 5§ 2522, #OpSouthKorea Zt
OFoll= 2ta|o[AJ0le} QIZE X BT} ALIGATOR BLACK HATS QIEL|A0} 2S0|X[at 224 9l
HAIX|0l NoName057(16)2 g6t WS E5H #0pSouthKoreadll SESHA| & H|7|7F NoName057(16)z
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NoName057(16)

Aligator Black Hat ~ Noname057(16)

New day - new union!

Today we are creating an alliance with the ALIGATOR BLACK HAT
group

ntps://t.me

The more of us, the stronger we are

ALIGATOR BLACK HAT 2Z2 NoName057(16)2] 215t M1 HIA|X|

BA| A a2, CIHOIA B7, JHOlEE 95, Access 95 SO CEt 27 WAIZ ARl 4
r

ASLE, #OpSouthKorea?| Yeto2 FEH o=l O AZH M2 A B AME0M FEAS THY
SYUS Ho=Z HQIE|f, 2= thy =7tol| SHEYSH= Databasezt® AAR EH5SH ZI0|E, EF 220l o|o]
FEEIUE A0IE FELsIH AMlsl= Rz eIk,
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Alligator Black Hat ( Indonesia
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Korean fool
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seek fame =)
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to the Korean shopping
0 code and customer data.

. Korea electric power was hacked!
Korea we come with a gift for you hahaha Fuck you Korea ey TR L

#KoreaHacked #TargetLocked

Alligator Black Hat Ft NoName057 (16)

ALIGATOR BLACK HATQ| #OpSouthKorea A1 2! 224 H|A|X|

FSHEHIAE TES0| o

o
e

A

Ok O 10, 110A Efolgt 4= U, Leakbase ZHI 20| L2 ECt3 @ ZH0|= COlE T 2 AlA|
ZX| =510| Y1, SHAQY0| LR LockBit 2HMYI| T129| AR Affiate Rulesdi] CIS Zh2 27 =2

2174
= I:I
Z0| ZE|0] ot 0IX1%1 ORI M= si7S0] CIS 2E= YLz FAS S™GHK| Y= Fo|
AL 2|2 LHoM= FXIA EARRS Selo2 THE iz 281t Aol 32 iy =718 AHsIC
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=R Leakbase Z2 5| L Hjo[E| Tt FX| =&

Categories of targets to attack:

Itis illegal to encrypt files in critical infrastructure, such as nuclear power plants, thermal power plants, hydroelectric power plants, and other similar
organizations. Allowed to steal data without encryption. If you can't figure out if an organization is a critical infrastructure, ask your helpdesk.

The oil and gas industry, such as pipelines, gas pipelines, oil production stations, refineries, and other similar organizations are not allowed to be
encrypted. It is allowed to steal data without encryption.

Itis forbidden to attack the post-Soviet countries such as: Armenia, Belarus, Georgia, Kazakhstan, Kyrgyzstan, Latvia, Lithuania, Moldova, Russia,
Tajikistan, Turkmenistan, Uzbekistan, Ukraine and Estonia. This is due to the fact that most of our developers and partners were born and grew up in the

Soviet Union, the former largest country in the world, but now we are located in the Netherlands.

It is allowed to attack non-profit arganizations. If an organization has computers, it must take care of the security of the corporate network

Itis allowed to attack any educational institutions as long as they are private and have a revenue.

Itis allowed to very carefully and selectively attack medical related institutions such as pharmaceutical companies, dental clinics, plastic surgeries,
especially those that change sex and force to be very careful in Thailand, as well as any other organizations provided that they are private and have
rhubarb. 1t is forbidden to encrypt institutions where damage to the files could lead to death, such as cardiology centers, neurosurgical departments,
maternity hospitals and the like, that is, those institutions where surgical procedures on high-tech equipment using computers may be performed. It is
allowed to steal data from any medical facilities without encryption, as it may be a medical secret and must be strictly protected in accordance with the
law. If you can't pinpoint whether or not a particular medical organization can be attacked, contact the helpdesk.

It is very commendable to attack police stations and any other law enforcement agencies that are engaged in finding and arresting hackers, they do not
appreciate our useful work as a pentest with postpaid and consider it a violation of the law, we should show them that a competent computer network
setup is very important and write a fine for computer illiteracy.

Itis allowed to attack government organizations, only with revenue.
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2024\ 5fHE710f| #OpSouthKorea & S £3l5H 15712] SHEMHIAE Hizj| 72 XD chd, s AHEollA
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3| EAIECE E Moz RISk A0| Ol MZo| iids TS Hetdol B2 A ALY
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iy Jzi=ol N =olet = U= 7t YioetA AEE B2 HaponHas CyberA pmusait
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e ZISHE|H|AE 22| DDoS 22 S t

SHE[H|AES2 2 DDoS ¥ CIH0]A SZ0|Lt 22 EFof thst HIolE f& ¥ Tl & CiYst 34
HIAS AlRSH= Ao 2 SMRIEIC) DDoS 2249| AL Z2 MHDDoS, Aura—DDoS 59| @Z AA 27 £
2! Noname057(16)0| 7HEtSt DDoSia%t 22 F= X 824 =72 0|8st HE 1§ 7t SAlCHEN
JAS +HsIEE, °HEIHI AES0| F2 AEdts QEAA ZZ =70 St oiefnt shy =7 2 MH|AS
AIBFIE W LIEHLL= IPE =7(0f AlHatn xithshs Zio| sttt

DDoS 3z EX[etn LGHE 2fatsty| leiAe Yt Eafmint 2 EafjTlg AlHstn 125k 20|
Z4M0|H, 32 Eafmof thst chSWek2 ch3mt 2Tk

i

2z
E.'J MHZ HEE + UA=E Lt} 22 WERS ZXIE 785t 2tFE2| DDoS E=
Io

= .
-8 OH”EI5’1I0| M USHE(WAF)S Sl 2 HTTP Eimlg MAMeR RIHSI7LE B2 MHE MEE=
7t Eehm 2 k315t DDoS Al Q| ek 3| &QICk.

- B2 UEYD OIS AHsI0l M U JlEH F2 2lAAS AL T XM BEE B4
243)siCt

— Caplcha®t 212 915 MAIS S £2 ACHIT HAHR! NSKIS Bss ZRMAS S71510 B24S
eratsict

27|89 42 KISAUM HMiBsh= AO[HCHI|A(TIH #AOIEZ &fsh= DDoS EzfZlS Hm|AZ
22lstd 24, AHEeRN YUMoz 2HE 4 UESE ol S47|Y FEXIH MHIA)E A5

DDoS 220] thE& 4= lCt.

DDoS CHI|A AH|A A0 URL https: //www_kisa.or.kr/1020202
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Sty Dizhst MH S MEHOZ Hilot= Z7HiE HLTIEQ! 2fXIEAT} 2024F 0|&H AMTF =
CHoll 2412 XIS3ICH 2 BEOME 2KIBA OE9| 34TEM} J7|H BXECHE 40| ARBE £ 47iX]
R AYIE SE WAL 7SS MAMstAl 246H B, 7|& ARBIE AMTFEeto| EZ Hlw I S
HorS Aot X} ST
otd3ac A2 ot ZXb HA
23 1 MachineGuid 742 Z&ste UMTC
72 SRt 502 LR 6= AYAE
83 gIXIAEZ| Y EY 20| 2LE A48T
sd4 ADS GHE AU&sl= dTE
OlM3z = =
HS FQ EX - T os .
S 82 243 R4
1 DLL APO|E 2E ) X 0 )
2 AlSH OIXZk —StartAppModel EmbedPdf X X
3 EXbxlE guelE St FXt X2 Y2E AE X X
4 MachineGuid 45 0 X X X
5 ors Ana|E AES—128, RC6 AES—128 RC4 AES—128
6 oNTC DE3 AMARNAZ LY | AMTE REX| HXAEZ Y EH ADS
ot ALE A2 42 L ofY A2 | (Alternate Data Stream)
7 CHAE 34 oz=at SUSH OIS 34 Qlmet Mg
KEY=VALUE W& F&5H= -
EAl Sxi X v/ 501 27 KEY=Base64(VALUEYY
8 | SHZNET Sust £ 2XA AR &7t BaseGAVALUEN
2024'4 BIXIRA bMAE FQ EX
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€ 2.1, 881 MachineGuid 2 ASsl= AMaC

2024 7T = 1T 719 A MIOIM HAE APAC= HOFEH| BiX| 235 2ol = 2FAK2| DLL Ato|=
(o]

=
29 7le'o= o7} Mgl 0| QOB SAH AR offet 2t
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7 2 o 4=

C:\Windows\SchCache\

SchCache.exe(FATIH) .
SET 1 L Netplwiz.dI(2E) C:\Windows\SchCache\
L WSDOWCOI’].Dng(O::P;i En_l ggﬂl'oel) C: \windows\System32\

L msectc.ax(U S 31l YZAH|0])
C:\Windows\System32\
1

C:\Windows\System32\

msditc.exe(RAIIHY) X
ST o L ocidli(2H) C:\Windows\System32\
- wspowcon.png(E 2t HYte) C:\Windows\System32\

L msectc.ax(Q S 3= 2Z4R|01)

C:\Windows\System32\

linE 5 2 EIEsl-]

DLL IS Zr(Loaden)d AMITEZ 120MBO| HIFAXoZ 2 Ot 37|15 7 Ed X
S22 0pt SHHs SHS JHIT Uch AYTETE HaHoR Msel| s S HRIASR S Baiet
CRC32 MZAS 7MBHE, AAE M2 Zlo| SIETYE S Yt YR 1) YYACT} SHICH S

20l ALEE BIXIAER| Zh2 ThSut 20

- SOFTWARE\Microsoft\Cryptography\ /MachineGuid

if ( !'RegOpenKeyExA(HKEY_LOCAL_MACHINE, SubKey, @, 1lu, &v38) )
// SOFTWARE\\Microsoft\\Cryptography
v37 = 256;
RegQueryValueExA(v38, ValueName, @ib4, @i64, Data, &v37);// MachineGuid
RegCloseKey(v38);

v1i2

v13

do
+v13;

while ( Data[v13] );

if (v13 > @)

-1;
-1i64;

do

{
v1i4
v12

v12 ~ Data[v3++];
(v12 »> 8) ~ CRC_Table[v14]; // CRC32 CheckSum(MachineGuid)

)
while ( v3 < v13 );
}
if ( ~v12 == Validation value )
RN MachineGuid — CRC32 CheckSum ZZ

MachineGuid A4S 0|S0f 2MTE LHE0|| £74%! HIO|HE|E AES-128 253l ﬁH I CH2 2Xt 2H(PE
TN AEHD, HIBR0IN AAIZICE 255 Tl ANTETL MY S0 SHERYEO U XOR TIE
(AL SITIZ1T XOR SHIBHD, 0l01 @A BXE THRlaial XOR SIS o AAEICk olth Al 2IFZ()
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EMGHR] 42 ocidl T2 Yo EXE TUEL AISSIH F32t 71E Yttt 2 DLL TN ME=l=
XOR 7|= M2 Ch2A| &7|=|0] ACt,
-(Netplwiz.d11)XOR KEY: 48 3@ 53 73 39 4D 6D 70 43 64 57 6F 79 42 38 78
-(oci.d11)XOR KEY: 3@ 31 35 33 6A 6E 34 78 49 66 44 6A 46 33 74 67

=23 2k 20= HZ22|oM 2 JAl=H, A3 A DLL TIYES AUXRZIe=Z Rlsitt,

= Hex ASCII
000000018004cB84 BF C5 OA 98 BD 8C 43 C7 [BB 5F C7 92 94 79 32 E7 ¢A e c& ey y2
000000018004cB94 4F 02 92 cC 4c 03 72 23 |cl 78 67 8E |F5 70 B1 33 -IL.r#Axg. opi
000000018004cBA4 88 EE AD A8 4D €8 F4 40 |c0 6A CF BF |52 2E F6 AD .f. 'MEG@AFI;R.6.
000000018004cBB4 B3 30 D4 57 5A 06 D2 74 CB A4 O 41 E8 91 CA F8|300wWz.0tEnAAé.Ee
000000018004CBC4 2A 25 56 B5 |52 81 E8 21|96 AF 10 5C |94 8A AB 72 |*%VMR. e' o\ e
000000018004cBD4 37 2A FD 38 59 67 BL F7 |AA FE 62 6E |72 EA C6 CD F*ySY pbnre&i
000000018004CRE4 B4 AE 14 94 4D 5C 56 1F (81 F2 cD 57 A2 12 F7 8 _M\V. Twe. 2B
000000018004cBF4 B1 3E 1B 39 69 6C EF F3 |FF 1F C4 86 EC 6E 22 94 |+>. 9111oy A.in"
000000018004cc04 94 6E 95 7C |43 81 CE 57 B2 E4 €9 17 71 8B DF 99|.n.|c.Iw? aE. q E
000000018004CC14 F4 C5 40 3B |06 C7 20 F9 |9F BO 28 8D |BE 94 27 18 6A@ .G 0. ( o
000000018004Cc24 |1 98 32 11 D9 94 D7 23 |81 04 D6 CB 8D 06 56 82 |..2.U.x#..OF..V.
000000018004cc34 3A 94 pR 43 58 2Cc EO 00|78 F8 02 9A [FC 8D F5 37 :.ﬁc[,é.{a..ﬁ.ﬁ?
000000018004cc44 98 88 62 51|7A 08 33 30|50 95 D9 28 |26 9E 42 B5|..bQz.30].U(&.By

=4

000000018004cB84
000000018004CB94
000000018004cBA4
000000018004CBB4
000000018004cBC4 OE 1F BA OE |00 B4 09 ¢D |21 B8 01 4C cD 21 54 68|..°.. .I! LI'Th
000000018004cED4 (69 73 20 70|72 6F 67 72|61 6D 20 63 |61 6E 6E 6F |is program canno
000000018004CBE4 |74 20 62 65|20 72 75 6E |20 69 6E 20 44 4F 53 20|t be run in DOS
000000018004CBF4 6D 6F 64 65 |2E OD OD OA |24 00 00 00 00 00 00 0O |mode....$.......
000000018004Cc04 |32 1E 15 BF |76 7F 7B EC|76 7F 7B EC |76 7F 7B EC|2..;v. fEvo v
000000018004ccl14 (19 09 DO EC|S5E 7F 78 EC |19 09 D1 EC (2B 7F 7B EC|..D1A.{i..Ni+.{i
000000018004cc24 |19 09 E5 EC|7C 7F 78 EC|7F 07 E8 EC |75 7F 7B EC é1| {i..8ju.{i
000000018004cc34 |76 7F 7A EC |27 7F 78 EC|19 09 D4 EC |71 7F 7B EC v.zi'.{i..ﬁiq.{i
000000018004cc44 |19 09 E1 EC|77 7F 78 EC|19 09 E6 EC|77 7F 78 EC/|..Aiw.{i..2iw.{i

= Hex ASCII
000000018004cB84 BF C5 OA 98 BD 8C 43 C7 [BB 5F C7 92 94 79 32 E7 ¢A e c& ey y2
000000018004cB94 4F 02 92 cC 4c 03 72 23 |cl 78 67 8E |F5 70 B1 33 -IL.r#Axg. opi
000000018004cBA4 88 EE AD A8 4D €8 F4 40 |c0 6A CF BF |52 2E F6 AD .f. 'MEG@AFI;R.6.
000000018004cBB4 B3 30 D4 57 5A 06 D2 74 CB A4 O 41 E8 91 CA F8|300wWz.0tEnAAé.Ee
000000018004CBC4 2A 25 56 B5 |52 81 E8 21|96 AF 10 5C |94 8A AB 72 |*%VMR. e' o\ e
000000018004cBD4 37 2A FD 38 59 67 BL F7 |AA FE 62 6E |72 EA C6 CD F*ySY pbnre&i
000000018004CcBE4 B4 AE 14 94 4D 5C 56 1F (81 F2 cD 57 A2 12 F7 8 _M\V. Twe. B
000000018004cBF4 Bl 3E 1B 39 69 6C EF F3 |FF 1F C4 86 EC 6E 22 94 |+>. 9111oy A.in"
000000018004cc04 94 6E 95 7C |43 81 CE 57 [B2 E4 €9 17 |71 8B DF 99 |.n.|C. inaE q E
000000018004ccl4 F4 C5 40 3B |06 C7 20 F9 |9F BO 28 8D |[BE 94 27 18 BA@ Sl e G
000000018004cc24 1€ 98 32 11|D9 94 D7 23 |81 04 D6 CB 8D 06 56 82 |..2.U.x#..OF..V.
000000018004cc34 3a 94 DB 43 58 2C EO 00|78 F8 02 9A [FC 8D F5 37 :.Uc[,&.{a..u.ﬁ?
000000018004cc44 (98 8B 62 51 |7A 08 33 305D 95 D9 28 26 9E 42 B5|..bQz.30].0(&.By

et Hex ASCII
000000018004CB84 4D 5A 90 0003 00 00 00|04 00 00 00 |FF FF 00 00 [MZ.sss-....- Yy
000000018004cB94 B8 00 00 00|00 00 00 00 |40 00 00 00|00 00 00 00 |,....... -
000000018004CcBA4 |00 00 00 00|00 00 00 00 (00 00 00 00|00 00 00 00 (.......covvuyunn
000000018004cBB4 |00 00 00 00 |00 00 00 00 |00 00 00 00 |EO 00 00 Q0 |............

000000018004cBC4 OE 1F BA OE |00 B4 09 cD |21 B8 01 4C cD 21 54 68|..°.. .I! LI'Th
000000018004cBD4 (69 73 20 70 72 6F 67 72|61 6D 20 63 |61 6E GE GF |is program canno
000000018004CBE4 |74 20 62 65 |20 72 75 6E |20 69 6E 20 |44 4F 53 20 |t be run in DOS
000000018004CBF4 6D 6F 64 65 |2E OD OD OA (24 00 00 00|00 00 00 00 (mode....$.......
000000018004cc04 32 1E 15 BF |76 7F 7B EC|76 7F 7B EC|76 7F 7B EC|2..;V. {1v {iv.{i
000000018004ccl4 |19 09 DO EC |SE 7F 7B EC|(19 09 D1 EC|2B 7F 7B EC|..DiA.{i..Ni+.{i
000000018004cc24 |19 09 ES EC |7C 7F 7B EC|7F 07 E8 EC|75 7F 7B EC é1| fi.éiu fi
000000018004CC34 |76 7F 7A EC |27 7F 78 EC|19 09 D4 EC |71 7F 7B EC|v.zi' .{i..61q9.{1
000000018004cc44 |19 09 E1 EC|77 7F 7B EC|19 09 E6 EC|77 7F 7B EC ..éiw.{i..aiw.{i

=53}%l 2%} 20(oci.dl)
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2.1.1. 2%} 20(PE)

2t DLL TfUoN 25310 Aldi=l 2X} 20 IH 37|12} 7150] SY5IC} 2kt EEE System32 A0
Exfot= F 7Hel IAUS 7T OIE 255t £ HIZ2(0A MRS A W= O3 DHUPNG)R RSt
ASSHE OAMY mfo|L, = Hils USsHE QAANNE ddT=o|nt SR SHERE AHTIES
o
T

OISHI KISHOR 43517] Bt ONTC PSS KIS ARSIt

- 1O — [=

N
Pl
Hu
[n
rr
Mo
R
i
(=)
m
i
n
|'.lJ
O|I
N
410
el
HO
>-|

7|8k X|2KSubstitution) YO 2|ES ALSSIC AMF
X|& AElg 7|HJ9E E%‘; —EIPE% SXo=2 HESI AtESiTt. Sl=

-“znAEDm. /\\tw%0G()3[ JUT<cM549ZkR=CSqrj7edBHWsu_6>2ypYLI: gN,vbPxX0ioKVall-hQfJ8F”

result = strdup(al);
if ( result )

LOBYTE(v2) = 19; /7 el ZD|5)
if ( *result )
{
v3 = result;
do
{
vd = B;
v5 = Substitution table; // ZnAEDm. /\tw¥0G()3[ JUT<cM5497ZkR=CSqrj7e
while ( *v3 I= *v5 ) /1 YABHE 21~ BT
{
+vd;
+Hv5;
if ( v4 >= Ox4E )
goto LABEL_9;

v6 = Substitution table[(v4 - v2 + @x4E) % @x4E];// =+ H= 7=

*v3 = v6;

v2 = (v2 + vb) ¥ 78; I 28 Bt s
LABEL_9:

+Vv3;

}
while ( *v3 );
}
}

return result;

}
27} 7|t

rII
pall
rior
ne
K
iU
i

O|20l= sl ¥2|ES Sa 2AtES CIZFSHXIT, siE 2

>||
tu
in
g

Z 27tX| EXtE0| ClZEEct

INPUT OUTPUT
SERN/ZfuJBqz:LP5dwt/ :hb< Global\WinWFPNofityEvent
YxfOR-Xg%.t, cbOLs.w<eS8y9nor-Das8 C:\windows\system32\wspowcon.png

(o 5= 3 EEONIRIPNE R il
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MME 2XIY B A S SXIY MachineGuidel CRC32 A4 3tat Zatstol REIA 0jS02 A8sHT,
= 2 A2E Lkt

HAY ASsHE %“éi o= %iiféfﬂ, 0|%0 st 9;4 MY AEFEE o= 2|0l A
o AIEZSICE RC6= 7| &
e P(OXB7E15163)9f Q(OX61C88647)§—JF§ [2st= E70] 9»1 RCo0| AI2E 253t 7=
MachineGuid Zt2] 3 32 BytesE SI=TZIEl XOR 7|2 XOR GIAISH0] AIASITE XOR 7|= CHe o} 2t
- XOR KEY: AC 97 59 91 23 11 A3 12 11 5A 37 6E A@ E8 91 89 77 A@ 5A FF 3F E2 A3
A3 EF B8 78 61 64 91 58 78

H
L
2
_>.:
OH

2.1.2. wspowcon.png

M 2t 2C0f| sl s etE Y Tids ES3I6HH LEat 2t

Hex ASCTT

@8 00 00 00 (01 00 00 00 01 00 00 00|00 00 00 OO H...............
1E 00 00 00|05 00 00 00|01 00 00 00|52 89 8C 66 |............ RIS
00 00 00 00 (02 00 00 00 |C6 28 00 Q0 (4E 00 63 Q0 |........ AC..N.

@
61 00 4cC 00 |65 00 67 00 |61 00 63 00|79 00 53 00 |a.L.e.g.a.c.y.S.
/6 00 63 00|00 00 00O 00|00 OO 00 00|00 OO0 00 OO0 [V.C..vvvnnnnnnnn
00 00 00 00 (00 00 00 00 (00 OO0 00 0000 00 00 OO0 |.......civuurnnn
00 00 00 00 (00 00 00 00 (00 00 00 00|00 00 00 OO0 |......cvvuuunnnn
00 00 00 00 (00 00 00 00 (00 00 00 00|00 00 00 OO0 |......cvuunnnn..
0070080020000 200200200 007 00008 0010000800800 8
00 00 00 00 |00 00 00 00|00 00 00 00|00 00 00 OO0 |.......cuvuunnnn
00 00 00 00 |00 00 00 00 |00 00 00 00 |4E 00 65 00 |............ N.e.
74 00 70 00 |6C 00 77 00|69 00 7A 00 (2E 00 64 00 |t.p.l.w.i.z...d.
6CH0016c300]/00500 50000 00F00R00800] 0000000 6 i

M o 2531 ZakNetplwiz.dl)

Hex ASCII

01 00 00 00|01 00 0D 00|01 00 00 0000 QO 00 OO (. ......cnnn....
1E 00 00 00|05 00 00 00|01 00 00 OO (EL 89 8C 66 |....cuuvunnn dae
00 00 00 00|03 00 00 00|33 73 00 004D 00 53 00 |........ JSo MESH

44 00 54 0043 00 00 00 |00 00 00 00|00 00 00 00 |D.T.C.vvuurvnnnn
00 00 00 00|00 00 0D 00|00 00 OO OO(O0O QOO0 OO |...cvvevnunnnn..
00 00 00 00|00 00 00 00|00 00 00 Q000 QO 00 00 |...cvvuvuununnns
00 00 00 00|00 00 00 00|00 00 00 CO(O0 QO 00 00 |....vovvuuvuunns
00 00 00 00|00 00 00 00|00 00 00 0O(00 QO 00 Q00 |....vvuvuuvuunns
00 00 00 00|00 00 0D 00|00 00 00 0000 QO 00 OO |.........cnvnn...
00 00 00 00|00 00 00 00|00 00 00 Q000 Q0O 00 00 |...cvvuvunnuanns
00 00 00 00|00 00 00 00|00 00 00 Q0 (6F Q0 63 00 |....vouvuunn (5}
69 00 2E 00|64 00 6C 00 |6C 00 00 00|00 00 00 00 |i...d.T.71.......

SEEERY] A oid 25381 ZaHoci.dl)
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A8 nfd =52t Zuts ChEnt 22, I HshAD A7 =Il=7] tEof HIAE XM2[etct,

M wspowcon.png(Netplwiz.dll) wspowcon.png(oci.dll) A

1 28C6 7333 Seed
A |
2 NcalegacySvc MSDTC L mfoloy
3 C:\windows\SchCache\Netplwiz.d1l C:\windows\system32\oci.d1l DLL OflH A=
4 C:\windows\system32\msectc.ax C:\windows\system32\msectc.ax HAXMA
5 https://0000.kr/admin/member/config.asp https://0000.com/data/bbs/index.php.php HHXEX|
6 | https://0000.com/avanplus/Plugin/plugin.asp = https://0000.kr/data/Products/view.php HHXEX|
7 - https://0000.com/inc/submenu.asp HHXZX|
8 4.1 4.1 oftMTAC X
IRy A% oY =553 ZAat
2.1.3. msectc.ax
2xt 20| Qs ES3HE HAMAHY AdTAE= HE| A E(Multi-Thread)2HE2 2 MAE|0] BME OS

Ol ZHECH A= SASH| Tl 2XIAER] 2tS Z3|5HH, AA-ol et HEE +Estr =220l
AEE RC6 =23} 7(0i| Ciiet XM= M|7H2IT

ESH AT mUS FA AIAR! THUO| A7t ZHRL SUSHA et 2 Chao] Windows 10 O[40[H C:\
Windows\System32\drivers\monitor.sys mIQ| A|Zt MEHZ Mot OHX| 2&49™ C:\Windows\

System32\kernel32.d1l O}AUQ| A|7+ HEHZ HXISH}

HE| A2 E= & W= SAGHH, T3t 2Lk,

AdE 22l
thread_1 HAXEX| HZH LU LA

thread_2 A o HZA U 7| & thread 1 Al
thread_3 HlolE 2f=SSKHCrypto AP)

thread_4 HHXEKX| HAHO| 3

thread_5 RC6 &3]

thread_6 LogicalDrive H&E &

thread_7 A2 Mo =22 47

thread_8 EY m2MA =1 6 B

thread_9 ote! =xH =01 LSA BK|AERZ| 23|, MH|A &0l

e 23 oie =253 Znt
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A% SN2 MY TN 2012 HHEBX MM AZ510] POST YACZ Glo[EIS AT HO[ES
A2 KEY=VALUE 422 0|R0{X UCt. KEYE SIEZZE EAES M A =Xt 7|E x|
UTIIES S5 32 MAF 5 HEHOR BiLIS e %_rcr VALUEE A4 Thlofl Zxfi3 1 Seed 2010,
0|F H4E MMste ol AISEICE 5t St=TYE 25 Bytes 37/2/'pAJIdk40VaB5XKWONIwW1AG2C 1
3y 2xielo| AIgE +0| SZ0[ct, DRI VALUES 4% L4 9f 8 Byless 74 i Lff SeedS 0183t
2ol SHE |0 > DEX|SY 8 Bytesi= GetTickCount &h4> ZagtS 085t Hgtofl sHEHEICt

Appld= brand= sguid= pguid= Mode= freq= type= name= service=  cupZkey=  version=  package=

cguid= isSfc= fonts= beats= hkey= cpri= page= done= entries= request=  adimpld=  charset=

start= other= layer= upush= resp= meta= cpre= upre= isAdult= blstart= load_st= encsize=

cpush= trans= ufprl= cfprl= uprl= cpr= umto= cook= decsize= red_end=  navtype= vis_vnd=

etype= total= limit= bpcip= ruds= doms= used= Isin= poabenc=  mousept=  account= project=

agems= query= isAUl= width= ssin= lssz= sssz= unig= visitor= session= referer=  changed=

value= msgiD= dflag= first= link= ASIN= regs= ttid= elapsed=  proxied=  subPage=  counter=

MONID= adoit= Klink= ftype= cuid= size= case= geab= postfix= posTime=  ecoding= isearch=

- T

uw=KQx3ROIAtkC3zwSvc83r.. &first=28C6&doms=pAJ9dk4OVg85jxKWoNfw1AG2C&service=C149FBTEBT0CF52C

. v
it (2Byte) £74 a7| ojgtel g4 Seed(4Byte) 2F(25byte) Lh=(16Byte)
: 28C6 (Netplwiz.dll)

1 7333 (ocidll)

[~3) 8! 515 W ER =Rl = e R R V|

(=]

R #H2l 2AES Yd5te] F2SBX| M= HO0IHE WS = SHE sileltt
A

o
S
M5tT S7 X (IDOCTYPE himiy0] E8tE/0f OB ABXOI SHO= 7I55H= 200] SFoIc

HT

[Lm — — -1 O

MH|A HEo=z H7|=|X| §0t Service Timeout %Xﬂﬂ “E“o”g._* OMIE 235 I, SAXt
4502 ofMACE CIRECsm AN 202 FMECL CIRR=H oNTACE Basebdz AT}
C0|cHThemida) 2 THZE|0f o0, M5ty sk BARE A= 2YHH MY Rzl

LoTL(Living off the Land)2 2ZX7t HEo| Q|5 =1 AKRSIK| 411, 0]0| MX|E HAF ATDEY0f, ASTE QEIREIZ
OI'REH _1_740 AcH |»_ 7||:él‘|
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& oBseszg s 2C |—L @=c Rk —
= ey — > W ——
W oo o s—ml A nd
2 AR <ntpo| dat> RS
ol 22xof

o

m Nerm—

i

<brand.jpg>
APIE |EX 4AE + PE(EZAHO) + A2LIA
[ T2 5-16 i I=gi g e
8 7 njeley L]

brand,jpg(QtATE SEX)) http://0000.com/data/brand/

2 SET 1
L ntpol.dat(2H) C:\ProgramData\

ol ¥

T2RH= QEAOIN ANTEES CH2RC5P| sl TSt 22 THOKS AR

A

=

S|
[

QHEH SAHX=
OKZ2|7|0]80flM PDI ol

CI2=Eot AYTEE o] 2l Ciant 22 NS ARSI RS
F

u3 5
TS 9m ACIYEH | Ush ARSI A T YR Ho= 1

- rundll32.exe C:\ProgramData\ntpol.dat,PdfCreateRenderer EmbedPdf

2.2.1. ntpol.dat
Y AMFEE CIE 2O AMFC 2| Hlwd =2 373MBL I 3 7|2 JiX|1 o, Al
HHOZ QI5H PdiCreateRenderer S5 SESICE &4 LE0l= MolEl HA IPHS &5l APl SEHS
Mdsln SXoz 2ESI;

o
aT
A

0Z ool

0|F, LHE HIO|2|E AES-128 25 stol H22|0A ASiSiCt AES-128 25510 AIEElE 7|12
Alst Zof| SIETEE0 U= XOR KEYRF DA

140} SUBPH XOR IS S MAeITh opyTET} A
QIXIghe XOR TAISIT, 0l01M @FA EXE WU XOR AIAS Edfl AES-128 B33} 7|2 AIR3iCh
AIBEI XOR 7I= TSt e,

- XOR KEY: 30 70 67 63 51 48 37 54 65 70 33 33 4C 52 34 39

54
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= Hex ASCIT

00007 FFAACEF5404 |[BF 9D 1B FA |1E 4A BO 03 [OF EL DA 9025 E8 D3 4A ;..u.J"..aU.%e03
00007FFAACEF5414 (BA 18 E5 37 |7F 65 87 11 83 92 27 39|1A 41 cB 30|°.47.e...."9.AE0
00007FFAACEF5424 |4D 90 A8 7C |E4 36 54 4E |69 88 BO 1C |00 F7 EC 2C /M, |d6TNi. ..+,
00007 FFAACEF5434 |76 A3 D1 50 |8F 11 9F 66 |[F9 39 71 4E |29 AC 52 04 viNP...fu9gN)-R.
00007FFAACEF5444 |BE E4 FE E2 FA FO 75 48 [DO 02 DF 33 |DF 99 40 2B %abadauKa.ESE @+
00007FFAACEF5454 |1A E7 86 04 |[4F E8 98 C7 |9C A0 C3 BC 82 8D 5E 40 .08.C. Ak..A@
00007 FFAACEF5464 |25 27 Al 59 |OF D3 29 1A |72 08 79 67 |83 D4 8A 18 % ,v 0) G ygr0-
00007FFAACEF5474 |71 CA 6E 15|53 D9 EF 24 |10 23 BE 30 [4A AA AD Cl qgEn.SUi$. #%03aL A
00007FFAACEF5484 |0B 97 AB 5D 9A OE 03 CO |5C 11 OA A6 (8E 97 38 8D |..«]...A\..

00007FFAACEF5494 (06 16 69 B5 |93 4C 03 79 |E9 74 60 c7 |[E5 33 6B 57 g i yeét §a3kw
00007FFAACEF54A4 |FO 02 CF 62 |[EL 86 11 8E |51 D5 A5 A9 |5C 74 15 7F a Iba...Q0¥0O\t..
00007FFAACEF54B4 |01 B7 81 0225 0D 9A 5A|D7 F4 25 2C|30 77 cD 35 .%. Zxé%.OwiS

== Hex ASCIT

00007 FFAACEF5404 |E8 00 00 00[00 59 49 89 |C8 48 81 C1[1C 09 00 00|e....YI.EH.A....
00007FFAACEF5414 BA 80 59 85|51 49 81 €0 |1c 29 06 00 (41 B9 05 00|°.Y.QI.A.)..A'.
00007FFAACEF5424 |00 00 56 48 89 E6 48 83 E4 FO 48 83 |[EC 30 C7 44 |..VH.a2H. H0H. 1DQD
00007FFAACEF5434 |24 20 01 00 00 00 ES 05 00 00 00 48 (89 F4 5E C3 |§ ....&....H.0AA
00007FFAACEF5444 |48 8B C4 48 89 58 08 44 89 48 20 4C |89 40 18 89 |H.AH.X.D.H L.@.
00007FFAACEF5454 |50 10 55 56 |57 41 54 41 55 41 56 41|57 48 8D 68 P.UVWATAUAVAWH.h
00007FFAACEF5464 A9 48 81 EC A0 00 00 00 4C 8B FL OF |57 CO B9 0C|@H.i ...L.A.WA'.
00007FFAACEF5474 |2F BB C3 BA|1E D6 7B 39 |OF 11 45 AF|E8 9B 07 00 |/»A°.0{9..E &.
00007FFAACEF5484 00 41 BC 73 49 43 3C 48 89 45 BF 41 |88 CC BA CD |.A%SIC<H. EéA ‘g I
00007FFAACEF5494 (72 49 07 4c 88 E8 E8 81 07 00 00 BA (08 AD F4 2D rI.L.éé. .6-
00007 FFAACEF54A4 |41 8B CC 4C |88 F8 E8 71|07 00 00 BA [3F 4A E3 06 |A.IL. Beq 0734,
00007FFAACEF54B4 |48 89 45 CF 41 8B CC E8 |60 07 00 00 |BA 21 49 D2 |H.EIA.1é ...°1Id

25515 Hlo|Uf2ls PES AIEE 4 Yl MZ AILUIAYH HOls 93 13t ci2A| HolE A7t A5c +
PE + AlTLLIX{(dave)2 FAEI0] It MTEE A8 JK53t Hlolual ZE xZlo= S U PE [US
H2 20l At

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF Decoded text

00000000 E8 00 45 81 C1 1C 09 00 00 &....YIREH.A....
00000010 BA £0 29 0€ 00 41 BS 00 °€Y.QI.A.)..A?
00000020 00 00 0 48 83 EC 30 . . VHR2Hf48HFf10CD

05 06 07 08 09 OA 0B OC 0D OE OF Decoded text
.Bc..I.A&.3AH\S

Cffset(h) 00 01 02
00000900 02 42 8B 04

49 03 C1 EB 02 33 CO 48 8B 5C 24
00000910 20 48 8B € 28 48 8B 74 24 30 48 83 C4 10 SF  Hc1$ (Hct$OHFA.
00000920 C3 03 00 00 00 04 00 00 00 FF FF 00 AJH).......... ¥y.
00000930 00 B& 00 00 00 00 00 00 40 00 00 00 00 00 00 .,.euue.. | [
00000940 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 ..oocvuueenncnn.
00000950 00 00 00 0 00 00 00 00 00 00 00 18 0L 00 .venssenssannsas
00000960 00 OE 1F B2 B4 0% CD 21 B8 0Ol 4C CD 21 54 g I 5 1
00000970 €8 €9 73 20 2 6F 67 72 €61 6D 20 63 61 6E 6E his program cann
00000980 ©F 74 20 ) 72 75 6E 20 69 6E 20 44 4F 53 ot be run in DOS
00000990 20 €D €F €4 E OD OD OA 24 00 00 00 00 00 00 mode....§eeuvns
000009A0 00 EA D1 E BO 32 BF AE BO 32 BF AE B0 32 .&N\i®°2:8°2:9°2

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF Decoded text
000628F0 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 ..ccesnncsncnnns
00062500 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..cvesccsscscnsnss
00062910 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 ...cicennnnananan
00062920 00 €64 61 76 65 00 .dave.

=338 dlolf2] 7x
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ot EAMO AYIFEE EAt 7|E X|g Eu2ES MRS5S 428k AYIE HES Yotk OI"
MachineGuidE Z&5 h_ 7 19 419 AHETE HTECH ehdE 42 HEHCZ 7|50 thet Xtol= glrh

EA0f| AFRE POST H|0|E HAIZ KEY=VALUE 4o 2 S5 0|20{X 1, SIETEE 25 Bytes 379
‘pAJIdkA0OVOBEXKWONWIAG2C' I 2XIEE SYUSICE ORRIIX|Z, 25 A1 A{IDOCTYPE himly 2XtE
5 R ASBICE CIAE CHE 2 AFRE T Seed 2R Z 7D742 ARSICH=2 EXO|CH,

23. 883 HxAELZ A EF F20f| 2HE APIE

\,
i
e
5
N

g B, ColAM ZAE AgIFE= Y HEQ xjAE2] A EF F=20| EXsk= SCOUT
IEE =Esstetn HEz|ofM A™StTH SCOUTE 2iXtRA 150 HAHRE MEste CHREM
= Z7| % 0|F FJt HO|ZEES CIREE ! 2t 4F AARS HoSk= O ALEStCt.

& 271X| K| SCOUT AT E ERIZ|ACm, SCOUT v2.30lAl= PDB H=Z7} Eot U0i
AHTE OIS SCOUTZ FHSE AT & 4= QUCh SCOUT vizt H|watH FEI0| 22t F7tE
HEN7} EQl| 1 UX|2E HEHRI ViS22

N oo ox ox
= |
|
g
P
rr

>~
E>-

o Of St 12 19
[‘0|' _|

=22

- PDB: Z:\Development\RT\Windows\Scout\Scout v2.3\Engine\Engine\x64\Lsass\Engine.

pdb
[N _oo=gg=zc HEE oFFtHo=SCes
=
<maemgmt.dil> <qwinsta.ime>
24 SCOUT v1
T @ BRAER B3 g
> . o
L[]
HKLMWSYSTEMWCurrentControlSetW
ControWWMIWSecurity

[SIEEERE] SCOUT vi 4MTE Stk
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[N _odagg=c  HE oFtHo=ccgec
'; mnniim < ’
DLL —
<nwsapagents.dll> <keys.dat> ofMIE QEX|
2H SCOUT v2.3
@58 [ueh
RN
<Settings.vwx>
43 oy
SCOUT v2.3 AMTE S tiAl
R The Az
SCOUT V1 maemgmt.di(2) C:\Windows\System32\
v L gwinsta.ime(SCOUT v1) A4
C:\Windows\System32\
3
SCOUT v2.3 nwsapagents.di(2) C:\Windows\System32\
Ve L keys.dat(SCOUT v2.3) . -
C:\ProgramData\Microsoft\Crypto\Keys\

(oo 5 -7 EEi=Ral)

20= 22 64aMB(maemgmt.dl), 112MB(nwsapagents.di)2| H|EAXoZ 2 md 37|15 71X e,
E3 Z=0f SCOUT AMT =Tt EXisk=X| HA &lst £ sHY miUS Hi22|2 e{o{=2Ct SCOoUT 2+

XOR SIME Sall CIZE==0l XOR 71= 2H0l| SIEZ Y U2 ChEut 2T

—
A=

- (maemgmt.d11)XOR KEY: 1D 9F A6 D2
- (nwsapagents.dl1)XOR KEY: 76 BA 8F A3

2.3.1, SCOUT Yd3E v1

-1 OoO-1-

Z7| SCOUT AdFEE £ dIXIAER| 7|0 P=atel 23 HIOIEIE Mot ATt X Uk 0l
=S31510] YHREX| Mt SLISIH F7t b HO|2EE ThRRESIHL AA- HOE S~ 23
lO[E{7t EXfict= £ HX|AE2| 7= DLL THEE ¢ 4 BytesE AtE5tL, LHX|= SIEZ 0] QUL

— SYSTEM\CurrentControlSet\Control\WMI\Security/[Ot2H Q 4 Bytes]-2790-10f2-dd2a-
d92f482de94f

A H|0|E{2 Z7|= 0x15040|1, = 0x1488(0x7c~0x1503)2H20| Crypto APl 7|Ht2| RCAE AL}
23315} RCA 7= sl=2 Y (0] IOl SHA-12 XE510{ & 16 Bytesft ARt}
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- RC4 7|(Crypto API): F9 A3 DE 48

if ( ICryptAcquireContextW(&phProv, @i6é4, L"Microsoft Enhanced Cryptographic Provider v1.e", 1lu, @)
&& ICryptAcquireContextW(&phProv, @i64, L"Microsoft Enhanced Cryptographic Provider v1.e", 1lu, 8u) )

return @i641;
1
if ( !CryptCreateHash(phProv, ©x8904u, @ie4, @, &phHash) )

LABEL_9:
CryptReleaseContext(phProv, @);
return @164;

}
if { ICryptllashData(phllash, key, dwDatalen, @) || !CryptDeriveKey(phProv, @xG8@1u, phllash, @, &phKey) )
{

| ABFI_8:
CryptDestrayHash(phHash);
golo LARFI_9;

}
if ( 'CryplEncrypl(phKey, @i64, 1, 8, pbDala, &pdwDalalen, dwBuflen) )

CryptDestroyKey(phKey);

goto LABEL_8;
}
CryptDestroyKey(phKey);
CryptDestroyHash(phHash);
CryptRelcascContext(phi’rov, 8);
return 1i64;

A Hl0|EE 238I5H= Crypto APl

=23k 44 do[Eoll= Ch3at 22 ZAHE0| ZE=0] ACk

#~M | SYSTEM\CurrentControlSet\Control\WMI\Security /6d61656d-2790-10f2-dd2a-d92f482de94f

1 https://0000.co.kr/eng/faq.asp

https://0000/p2p.asp

https://0000.com/include/top.asp

https://0000.com/community/poll mail.asp

C: \WINDOWS\system32\cmd.exe /c

C: \WINDOWS\TEMP\LSASS

2
3
4
5 http://0000:6178
6
7
8

C:\WINDOWS\system32\maemgmt.d1ll

2% olojg £33t Zat

SCOUTE A% O[S =558t 3 Windows'2te 0/S0| =S MM, 2 SA2 §=L HAX
T|8toE TREl0] ULt £, PELE AT 1 2712 022 A ARKIoIH 20[X| U SEECEM
OIMTACE KA 2O OAlSlEs oz HOoIC)
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*&WndClass.cbClsExtra = 0i64;

WndClass
WndClass
WndClass

.hbrBackground = GetStockObject(4);
.hCursor = LoadCursorl(@i64, ox7Fee);
.hIcon = LoadIconW(@i64, ©x7F0Q);

WndClass.hInstance = hInstance;
WndClass.lpfnWndProc = sub_180001770;
WndClass.lpszClassName = L"Windows";
WndClass.lpszMenuName = @i64;
WndClass.style = 3;
RegisterClassW(&4ndClass);

hiWnd = CreateWindowExW(@, L"Windows", L"Windows", @xCFeeeeu, @, ©, ©, @, 0i64, 0i64, hInstance, 0i64);

ShowWindow(hWnd, @);

TickCount64 = GetTickCountée4();
srand(TickCount64);

dword_180@31B44 = rand() % 5;
dword_180031B4C = @x65637163;
SendMessageW(hWnd, ©x5450u, ©i64, 9i64);

] SCOUT AMTE9| 2 M

T3 F2 558 P
X s -
opK RIS 7ISHR MBICH SRS AT c,

switch ( Msg )
{
case 9x5450u;

Time[@] = @i64;
timeb4(Time);
while ( Time[@] < qword_186831870 )

Sleep(@xEAERU);
time64(Time);

}

break;

case 9x5451u:
TODWORD( T1ime[@]) = @;

ve = @;
v1@ = rand();
dword_18@02BF1C = 4@77@0354;
v1ll = OxFFFFFFFFi64;
dword 180031B48 = v10 % OxFFFFFFFF;
dword_18002BF24 = v10 % @xFFFFFFFF;
dword_18002BF20 = dword_180@31B50;
while ( 1)
{
vi2 = -1i64;
v13 = &word_180031B88[260 * dword_180@31B44];
do
+v12;
while ( v13[vi2] );
if ( v12z && sub_180@0A7E®(v1l, v13, &unk_180032580) )
{

memset(vig9, @, @x2@Cuisd);

ZEIS

2 MIAIX] 7|22 SendMessageW, PostMessageW &S5 ALE35H £85I TX} k=

wescpy_s(&v19[1], 8x184uibd, &word_180031B88[260 * dword_180031B44]);

v19[@] = dword_18@031BAC;
vl4 = -1i64;
while ( *(&v19[1] + ++v14) != @ )

if ( sub_18000AB9@(&v19[1], v19, (2 * vi4 + 6), Time, 4, @) == 4 && LODWORD(Time[@]) == ©x31313131 )

{
v16 = 21586;
goto LABEL_39;

}
Sleep(60000 * dword_180031B5C);

SIEQ BIAIX| 7|8t oy

32|
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2.3.2. SCOUT 2= v2.3
SCOUT v2.32 A7 HIo|E7t HIXIAER| 7|7t ofl £ EH 0| XME6t QUL
- MX O|0|E{: C:\ProgramData\Microsoft\Settings\Settings.vwx

M HI0|EQ] 37|= 0x14800|1, Crypto APl 7|Ht2| RCAZ AIE3H0 AX HI0|HE 253l6tE AR
SQSIC} OIRIX|Z, RC4 7= SIERY £|0] UOLt SHA-12 HE50{ X 16 BytesPt AtRSiC}

- RC4 7|(Crypto API): 1C 4D D1 18

=53lE 4F HlojEfols TEat 22 EXIE0] 2|0 T

=M C:\ProgramData\Microsoft\Settings\Settings.vwx

1 https://0000.co.kr/include/content.asp

https://0000.co.kr/admin/include/content.asp

https://0000.co.kr/admin/include/content.asp

C:\windows\system32\cmd.exe /c

C:\windows\TEMP\

D oW N

c:\windows\system32\nwsapagents.dll

e A Hlo|E| =53t Ant

SCOUT v2.30IM= MY H|0|HE Es3tet F*Windows 2= 0182] H=RE ddstn, £ S20| =R
HIAIX] 7|#te2 FHoIE(0f QUL SCOUT tI'I HE 2t HAX| 7|S2 thEat 2T

Msg HS SCOUT v1 SCOUT v2.3
0x5450 M| 7| HYZSX| o Y 2
0x5451 YRS HZ YIS HYTEX| HHol| M2 2ty 39
0x5452 &7} H0|2E CHREC 2 HIZ2|oflA AlEH(PE) clole o & &
0x5453 YHXEX| 2 U T4 XY L A HlolE| gEst
0x5454 - HolE &4l
0x5455 - oh A7
0x5456 - IR Abx|
0x5457 - YHXEX| B
0x5458 - Sleep
0x546D THXEX| A2 3= Y A= -

SCOUT HHE 7|5
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S5 CIREE 7|50 2R UE SCOUT vizt B2 SCOUT v2.32 CIREC 7|8t otL|2} H|o]E]
U535t I A2 Soll Y2 RE 7|S0| FIHE Ao =2 2ot Y= 7|50| o SiE Ze= =olot,

@ 2.4, R84 ADS YHE A8oh= dYIE

o2 ZL T AHZAO|A L= AMFSO| T EXI2 ADS(Altlernate Data Stream)E 242sH= Z0|C}
ADS= NTFS O A|ABIOM XMSdls 71522 TUUM AFEEE 7|2 AEE Y 2| =7t 0|

AEZS MHE 4 UTE SOIECH MUY Flof ' TEAIS ALBsH Lt olyel X7t tlolE AEZIS
1z 4 Qlon], YHHKOl WHORE MY ofnmet Slols)y| Hi2o| S74E! ClOIEIS Al OfiC,
0l218t EME AUZ5IH SAXIES UM H|0|2ELL H|0|EE 246t Ol ADSE ALE3sH | St

I_‘| @ 2L it ® 22 _ “\

DLL T = -

— EI_ = b
<ipbootpdll> o sy cheee @ H=== #7xof
I s D |
i : B S
: i ® 538 ?g‘rl
: oo Too M 100 1 Di%}_%xl
L [ [iis) R N
A el (B0 ELD !

i <:dat> <:kgh> <:cab> !
| ASlE Ch220  KEY, IV YEFE HYEEA E
! i
ST e Y. o 3 - P —
opas 55
gy The 2Ll
C:\Windows\System32\
ipbootp.di(ZH) .
4 SET 1 L ipbootp.dil: kgb(KEY, IV) C:\Windows\System32\
- ipbootp.dii: dat(Z 5HE CH22H) C:\Windows\System32\
L ipbootp.dll:cab(Y S 5HEl HZHEZEX|)
C:\Windows\System32\

o E 5 — 11jEtpsl]
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2.4.1. ipbootp.dll
SHEt StNFCE 2oE ANTFCE 65 1MBL] H|MAMoZ 2 0jel 37|12 7K e, = 37H(:kgb, :cab,
:dat)e] ADSE AHE5H 2t HIo|Ef7t 2HE AMTFE IES} 7|HE ARSI 2t HI0|Ef AERI2 FIt Y

$9/0] L4 o0 |EfR SRS,

ADSE AtBol= dat AEEE2 USSIE CI2EH0|H, cab AEEE USSIE HIEXEX| T4 JEHE
7RI QIC} O|S8 AES-128-CBC 2353l6t7| Ysif 2535} 7| L Mnitialization Vecton)Z 71X Q= :kgb
AEZZ ALESITt

HX 20Y AGIFEE LsstE ZAEE =267 flol sStEZTE 16 Bytes?l 7|2 IVE AlSelTt.

[

E353k= Crypto API 7|EHe] AES—-128-CBCE AFZSILY,

- KEY: CE F6 E7 9D D1 F2 C6 1B 5F 26 5D Al 7D 73 A2 15
- IvV: CD 85 ED 5E 75 20 CB 3F 98 3E 6B 7F DA 53 71 1D

if ( CryptAcquireContextW(&phProv, @i64, @i64, ©x18u, @)
|| CryptAcquireContextW(&phProv, ©i64, ©i64, ©x18u, 8u)
|| (result = CryptAcquireContextW(&phProv, 0i64, 0i64, Ox18u, OxFOEEE00R)) |= B )

CryptImportKey(phProv, &pbData, @x1Cu, 8164, ex1lu, &hKey);
CryptSetKeyParam(hKey, 3u, vi12, @);
CryptSetKeyParam(hKey, 4u, v13, 0);
CryptSetKeyParam(hKey, 1u, a2, 8);
memmove (a5, a3, pdwDatalen);
CryptDecrypt(hKey, @i64, 1, @, a5, &pdwDatalen);
v8 = 16 * (pdwDatalen / 16 + 1);
if ( pdwDatalen < v8 )

memset (&a5[pdwDatalen], ©, v8 - pdwDatalen);
CryptDestroyKey(hKey);
CryptReleaseContext{phProv, @);
return pdwDatalen;

}

return result;

Crypto API 7|4t9] AES-128-CBC

ZAE =538 2 dat AEEES =SS5 H22|0l|l A HAHBICE

2.4.2. ipbootp.dil:kgb
kgb AEZEI2 idat AEEIN} (cab AEZIS E551517| {lol ARREIC} & 16 Bytese 7|2 ARSI, CH2 16
Bytese= V2 AFRSICE,

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000 [pS 1D 4D BS B4 22 DE 05 4E Bé 30 5B CO 91 02 76 .Mp "B.NJO[A‘.y] KEY
00000010 [27 56 E6 EB 52 CL 56 83 12 AF 48 64 38 6A OF 2A 'VaERAVS. HdBj.*| IV

ipbootp.dil:kgb
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2.4.3. ipbootp.dil:cab

Hi=2|oflM ARE :dat AEZ0H s =S 3tEICt, =S8t Zik= a2t

=M ipbootp.dil:cab
1 https: //0000.co.kr/order/cart/view.asp
2 https: //0000.com/editor/skin/view.jsp
3 https: //0000.co.kr/information/blog/search.asp

cab AEZ E53} Zn}

2.4.4. ipbootp.dIl:dat

=23 dat AEYR CI220Y APITE0ILt S5t Zik= a2

Recipe . ] Input + 0Oz nm =

1 ledun W RTqiz U7 o™ T2 16 37@02Y5h AA y7¥@ecad]iie

Ak Ksere§on@e § [ AobEoci 10« e e %4582V " Pebl0T0 A® Ao
Key <yk] . §eeAlcs o%unbns SDTF.I}m rr ¢¥esJsuneGSell “oucso “ouli[@
95104DB5B422DEB54EB6385BCH... HEX ~ ocsfeeclBrs~rPeK3 o8| 9§e EOHes sine BV uerilq " 3 (0OUesclY I 1
"Cenehgie2AiiZA1F3Y " Be@>6U

File details

AES Decrypt [N

cuBenalle Lviie T8 T [ - |Bus Asee

W P stnc\lirsp/ oy s o sag¥spaDes  E-en EpnoR)FIoVIPAsI= £s as

2756E6ERBS2C..  HEX™ CBC/NoPad... 83 23030000 #e5a] 15611, B16L54DAC » 2F Gerosia 8 e
1K®Ne "A%k2I398PP T | <087 en /0! Z+01a0s »fIQER 51 eraCR501e

Input Output O2vaal:TayeashlefisIAHZENYZO140X . 1cBoci? " C; IYIAalcs an )

Raw Raw Y10 'YE«) eEoc:0atmD<opn)e (% IPA\uims Name: dat
LeowUOA- «xQxple @C ]y rrsn@il’ /Wp:te(@esen «bEdcI\UEH Size: 347.152 bytes
seafipldeAaviaep] Ja=7y 700 | e e 4bViciea-heD\T 1 ADGHWAVAQ « Type: unknown
aoieFFD"BCEI M acorancion¥ s "GPUG Fs b2 es Alga+d ., 500 FHaG~ Loaded: 100%

+CX+8b&=fip “BOociMe0T o o f o DFrrxenicFINeU-1141 4 SPGE0" ?
Ame(1fasS e =RAA vs e YAL YEOT+DV@» 7D 2 A¢FUIFF : FR™¢ 1 0 F

Tr wow bytes € LF

Output 'I: a |_E|

JMUZ s xS OB LU S AL LN LR L
MULNULULNUL LU UL LU ok B so us @ sone. T E1 sel T 1 This program cannol be
run in DOS mode. cx e

S 7o 0F; 15E5 165 Houajd; 15310973 151 E515 19} Ixgg: Herijas 1if; |5 e
130905 1) 13 s HRIChT ; Fjressiuisomesominuouosisouuew P Esod s i 00€ Fruonuisu
wuunuesunou B vrsm

NULNUL 5 EOTNULNUL F'S SORNULNULNULNULKUL B3 £ ETXNULNULDLENULNULNULKULNUL ® SOHNULNULALLNULDLENULNULNULSTXNULNULENONULSTRNULNULNUL
SOOI, 3 SN SN —
DLENULNULNULNULNULNULDLEKULNULNULNULKULNULNULNULNULNULDLENULKULNULKULNULNULNULKULNULKULKUL S T eorwut PRuLnutkutiue ™ acknut “son
UL @AckNuL® " NULNULNULNULKULNULNULNULNULKULNUL PAEKNUL £ STXNULNULNULNULNULNULHULNULYULNULYULNULNULRULNULKULNULRULNULNGL

NLLNULNULNULNULNULNULN ULNUL ULV LNULAU

LNULRULNULNULNULGLYULS ULV UL LR vaL Lo ool DisruLsuvunuovL

uL

ot . texctvumuosu U4 eomvu
w” o rdatanwes | sooo@corsui
wu@vwuunun@ . dat anuivuuud { somuLuLRULENONULYULANULNULNULBESTHULNULNULNULKULRULNULKULNULKULNULY \uw.@wu\ld\ pdata

STEP o ™ e vt @ e o v s v et e s s @ @ - PSP Cnnuan” sovn
Aulo Bake n n - - e '
ae 347152 = 896 (D 74me

Tr Raw Bytes 4= LF
ipbootp.dil:dat 253

ULNULNULNULNULNULNULNULRULNULNUL

» EOTHULNULEOTNULKULNULNULNUL
NULNUL

NULNULNULNULNUL

LNULHULNULAULNULNULNULAULAULNU

O22Cs usstE 2XES 528t6h| Hstl 2C{(pbootdi)2t St 7|9+ IV 10| SI=3F =[0f USH,
Crypto APl 7|2k2| AES-128-CBCZ AFSSICE
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HARER|OL EAISH| 93l kab AEHS ARSI icab AEZS BEBICH oIt BslE HAXEX
a9t SAI5H| Hofl 25 2P0l EXfin, 20 DjUe] EOFENd of Fie)s BytlesE 2iZ3H= Al SHolch,
ZES 95t TS CHRR L SIEZE 8 Byles 202, S 262 AILIHof s3I,

- AZLX: 62 46 E7 54 3D C4 F8 74

UX[otH 2O mlo| @EA(Cffset)2 EOFZEE] 16 Bytes RBOZ
BytesE HO{Z2CH O2{2=2, 20{2| Ij F7[= HF0| QUK THEL

iRt A5US Hlms é, 210
Zt
HA

ENEEE

035
e8]
&
o
o
k
oo—

HE 20| LRG| U2 AR, UHRZHE 20 OfYQ| EOFN EHZt 8 Bytes, A|IIL|X| 8 Bytes 2
712 7|28t a3z, 24| Il 37|= 16 Bytes7t S7151H, mQ| OfX[2t 8 Bytese= CHRZH LY
SIEREE A|TL|X 8 Bytes7t MEEICE,

A 4

OFFSET Write
olE (OFFSETELE] 16 bytes)

h

H| i, Signature
0x6246E754~

Read
EOFS-E{ 8 bytes)

04128DB0O 8B A QE [ ED BB 12 AS 51 49 |68 EB Al t—-.ﬁiB».l’BCque;
04123Dpco [1C D2 22 &a EB||62 46 E7 54 3D ca Fs 74| .O"jEbFeT=Rot

8 bytes: W
8 bytes: Sighature

[ 2! 5-28 NN 2 E-g=F S

SAXZL 26 Tl Hio|LZ]of HBZO|L SIEIEE ADUXMEE MEsts A2 F= 22 HXIE
25t AYFE BME Watistis 2MY 7I540| =0t HEU2 AHEITE FZ ADiC} Ho|H2| SHAIS
HEsH WA HRIE Slnfsti= =2 20|H, 22HE AMEE 4 U= 8 Bytes 20| ATLXZ AFSE|0]
FEXo = 29| OtX|2f 8 Bytes= AMEE W2} CH22H 20 A0]Q] HEtgs &elst a2 QUCL

FHXEX| S22 =53 FHXSBX| Mtz HZSIH POST YAlez GH0|ES F&etict Hoje Al
7 13t 20| KEY=VALUE 422 FdErth KEYE O220 W StEZEEN A= dzeE ZAE
253610 WHE SZ0|A HESE MEIEILE F553510i= Crypto APl 7|Ete] AES-128-CBC Y112|E0
AL, M AFE 719t IV ZE 018sH MDIZE()E FEXIZ & 16712 Hoi7t MHEt VALUEE &
2712] HIo[EE Aol 7| Base64 Q1250 Zetict,

S 1o To

b4
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000000AB21CFFC70| 7D
000000AB21CFFC80 84

F A2 C2 4F
04 10 |FD C7 14
08

000000AB21CFFCO0|74 94 62 F8 |88
000000AB21CFFCAQ|15 A3 96 CB |3A
000000AB21CFFCB0O 8D 7D 89 70 44 .1-p
000000AB21CFFCCO|CF GE 2B A8 |27 Y
000000AB21CFFCDO|5D C8 62 18 |28 JEb. (. *€2
000000AB21CFFCEQ|C2 OE AL 23 |E4 A, j#aCi.00..T..%
000000AB21CFFCFO|AG E5 D7 40 |8F 1A, <,~)0, . 6,
000000AB21CFFDO0|7A 30 61 F2 |CO : 20a0F " ©. juF i0b. £)
AES
Decrypt
=a [Hex |ASCII
000000AB21CFFC60(72 00 61 00[77 00 3B 006D 00 61 00[70 00 3B 00 r.a.w.;.m.a.p.;.
000000AB21CFFC70|74 00 68 00|75 00 6D 00|62 00 38 00|69 00 64 00 |t.h.u.m.b.:.i.d.
000000AB21CFFC80|38 00 62 00 |6F 00 61 00|72 00 64 00|38 00 76 00 |;-b.o.a.r.d.;.v.
000000AB21CFFC90|69 00 65 00|77 00 38 0073 00 6C 00|69 00 64 00 |i.e.w.:.s.1.1.d.
000000AB21CFFCAO |65 00 3B 00|66 00 69 00|64 00 3B 00|7A 00 6F 00 Q- g ldisizio!
000000AB21CFFCBO|6E 00 65 00|69 00 64 0038 00 63 00|6F 00 6E 00 |n.e.i.d.;.c.o.n.
000000AB21CFFCCO(74 00 38 00 |6E 00 65 00|77 00 73 00|38 00 76 00 |t.;.n.e.w.s.;.v.
000000AB21CFFCDO 69 00 64 {}0‘65 00 6F 00 (3B 00 69 00|6D 00 67 00 i.d.e.o.;.1.m.g.
000000AB21CFFCEQ| 38 00 73 00|65 00 61 0072 00 63 00|68 00 3B 00 |;.s.e.a.r.c.h.;.
000000AB21CFFCFO|61 00 75 00|74 00 68 0038 00 68 00|77 00 6F 00 |a.u.t.h.;.k.w.o.
000000ABZ1CFFD00|72 00 64 00|00 00 00 0000 00 00 00|00 00 00 00 |r.d.............
y
raw board zoneid img
map view cont search
thumb slide news auth
id fid video kword

xI;. Hex
00000226C7BB7FAD 6B
00000226C7BB7FBO 68 47
et

C7BB7FD B it
00000226C78B7FED|6C 47 1°* Data
00000226C7BB7FF0 6B 7A 4E 55
00000226C78B8000|55 32 4D BA 7A U2MjU2TzEWNZ gL
00000226C78B8010 45 6A 4D 67 3D 32 41 45|EjMg==&thumb=2AE
00000226C78B8020|45 46 37 41 34 66 30 78|37 61 54 38|42 74 6F 49|EF7A4f0x7aT8BtoL
00000226C7BBB030|4A 38 6F 66 6B 68 6A 61|67 44 38 33|33 31 59 2F|JBofkkjagD833LY/
00000226C7BBB040(33 37 49 49 |4E 73 4C 2F (44 77 4A 32|49 59 63 53|37IINsL/Dwd2Ivcs| 2nd Data
00000226C7BB8050|79 4A 70 4A 45 35 61 71 6D 47 6C 6C |70 6F 47 78|yIpIESagmG11poGx
00000226C7BBB060(36 74 74 65 |4F 58 52 59|58 77 57 53|57 32 37 31 6tteOXRYXwNSW271
00000226C78B8070|35 58 41 65 6A 79 31 4D|3D 00 00 00|00 00 00 00|5XAejyIM=.......

HHZEX| SAS It 2| 2XtE Mo

N S do|E= ClREH L §lE=R
J|Ee= WME H0[EO|C.

Zl Command D2} :cab AEZ | EFY EED

1=

&t
(=]

HHTEXS
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<EF3HE ipbootp.dil:cab>

sub_226C7C35140 (8 1), 128 - 7, “sesdrsdena, [FO5SFAOEIT] v19, a1, vis); OFFSET(t) 00 OL 02 03 04 05 0G 07 00 03 OA 0B OC 0D OF OF Decoded cext
"?Mﬂg'—/ + 529, 9, ?:5 ;?4); 0000ADED 00 00 00 00 00 00 00 00 00 00 00 0 00 00 ...
memset(v2i, @, sizeof(v23)); a 60 WA

{ M * 0000REQD 00 00 00 00 00 00
memset(v2(1826], O, Ox19001ui64); ST bt %
memset(v2[1825), 0, 0x19001ui6d); 00

J_ 0000RE20 0B 0B 0B OB 03 0B
Uppercase Command ID Session ID Thread ID Connection
CEH @™ LEE @HZ) LR
(1.2,67
CLUSIC~ 0935F4DAB1  # 1322351 # 1278571 # 2

| ¥XDFHCEOCUJFOZEP

000000F 9BAAFFAOG 4A 4C 54 58 FQOBIYFRLNVGILTX
00000F98AAFFALG 30 35 36 32| 0935F4DABL#10562
000000F 9BAAFFAZG | - I 00 00 00 O0|56#1278571#2. ...
Base64
Encode
Hex JASCIT

F AAFFBE 1 30 78 56 (55 30 70 44754 31 68 4 52 30 64 46|QO0xVUOpDT1hGROdF
OO0000F9IBAAFFB90| 54 6C 42 54 |57 55 74 52|55 56 46 4C |56 56 6C 59| TIBTWUTRUVFLVVIY
O00000OF9BAAFFBAO 52 45 5A 49 |51 30 56 50|51 31 56 4B |52 6B 39 61 REZIQOVPQLVKRk9a
O00000F98AAFFBBO| 52 56 42 47 |55 56 46 43 |53 56 6C 47 |55 6B 78 4F |RVBGUVFCSV1GUKxXO
000000F9BAAFF8CO 56 6B 64 4B (54 46 52 ?g 4D 44 6B 7A |4E 55 59 30|VkdKTFRYMDkzNUYO

4D 44 55 32 |4D 6A 55 32 |REFCMSMXMDU2Mju2
000000F9BAAFFEBED 49 7A 45 79 [4E 7A 67 31 |4E 7A 45 6A 4D 67 3D 3D|IzZEyNzglNzE jMg==

=Rl HYEEX| SIS AU HlolE (1)

4o

= B HIo|EE MXA 16 Bytes Y IS MASIH IVE X[™ot, I8 11 Bytes?t 7HHO| 2HH Zto=Z
TAE Ho|EE MAMsICt 01F 0| H0|E= X[AE Ve KEY(0x00, 16 Bytes)E A3 AES—128—CBC
Yng|EoZ ASSISICL USSIE HI0|E= SHA-1 SiA| IPEE AHEICE ASXOZ v, YSstE HlolH,

Jz2|1 ASstE H|o[E 2| SHA-1 Azt ZESt HolEfolct,

S Hex 18 [ASCIL |
00000226C 35AD4C0[07 00 00 0060 00 00 0000 00 00 Ior BTea70 ... ... v
00000226C35AD4D0|76 E2 CB EAIBE 39 ED 98/2F D6 59 39|12 68 44 00| viE&.97./0v9.hp.

do| 7ptH g gt

AES Encrypt
IV: Random (16 bytes)
KEY: 0x0 (16 bytes)

IV (16 bytes) AES Encrypt Data SHA1 (20 bytes)
- ol 2 W U - - gol Tt e 2t - - ™o| 2% AEs Go|E -

00226C7B85F80 D F 4C|/B F
00000226C7B85F90 87 E4 OF CD F7 |D5 8F F7
00000226C7B85FA0 C3 CO 9D 88 |61 C4 B2 26 92 44 ES
00000226C7B85FB0 A0 6C 7A B6|D7 8E 5D 16|17 €1 64 96 |DB BD 79 5C
00000226C7B85FC0/07 A3 CB 53 /00 00 00 0000 00 00 00|00 00 00 OO|.fES............

ASCII

78 37|61 54 38 42|2AEEF7A4f0x7aT8B
61 67 [44 38 33 33|toIl8ofkkjagD833
2F 44|77 4A 32 49|1Y/37IINSL/Dw]21
71 6D |47 6C 6C 70|YcSyJIplESagmGlip
59 58|77 57 53 57|0GXGtteOXRYXwWSW
4D 3D (00 00 00 00|2715XAeijylM=.. ..
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YYEBA| BAS 2UF IR0/ YBXBXZPE AZH0 AYTES 2oje} HBa|o) At
244 A0l HYZSR| FATE 2E1EI0] UR| 240F RIZH0] ANTES BAE 4 gioict

3. BIXIRA MTE EX

o

oY o
9|>| r0|| FE

[H oMz 2ZoM 2F AETE 2 LHES HIZZ EIXRA YT 9| EFY HAEAE HFICh
ofio| 2ot ExtRA YT ES & | FAOIM 2 BOLEX| ULt EF HXIAEL] 2t

o
[—
U5 ATAIZO| W, ADS Y HES S8 ANTC DEISIE SHST EHolst 4 AT

N
T
[e]

¢e 3.1, DLL Side—Loading

ZIRIRA AMACE= EfX| F|O|Z sl DLL AO|E 2Z(DLL Side—Loading) 71He ZHQISHA ARRSILE 0]
B SIRH7IR| LB AR O] 2 2fARA AMTEo| tEXQI £ & SHLto|Ct,

Jm
(02
ro
=
N
L o

BIRIRAL DLL AOIS 2YS & 71| 2 WAIOR ARZSITh R4 A1 TIUEXE)DH OHY DLL TS
DSYU A0l A 5| EXE THUS M5101 04 DLLS ZESIALL 4 MHIAS S @System32 B0
MM o1 DLL TS 25K WAIOR AGSITE Of2feh WS M2(3 4 U= A TAALL AAH

ofafat
Z22 oIgsoRM ANTEO| HHE 4711 HOt ARMO| SRS Q8l5h| Yt BRI AC| S Heoz

C:WProgramDataWMicrosoftWCryptoWRSAW C:WProgramDataWUSOSharedW
DLL Side-Loading rkl | oL Side-Loading rkl
—_— —_—
7|1&E -\_. -_,
& <camerasetting . N
suihost.exe> <dui70.dll> <wsmprovhost.exe> <mi.dll>
- ) [ b A Q) ol [
Eperroy et oy 20f Ba A9 I oy 2of
<Operation Dream Magic(2023)> <TTPs#10 Operation GoldGoblin(2023)>
C:WWindowsWSchCacheW$ ————— C:WWindowsWSystem32W
DLL Side-Loading [_L| DLL Side-Loading I_k|
—_— —_—
M | ]
<SchCache.exe> <Netplwiz.dll> <msetc.exe> <ocidll>
Ay o %Y 2o By Y o %44 =29
<£4 19493 E(2024)> <4 1 9493 E(2024)>
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=
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>
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>
oF oF

> 0

X
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o
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H
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3
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N
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=
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d
N
> 1
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Ho

i

o

=
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min

[

O M

N
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Hu

P

rr

uz

0%

P

™

mjo

>

ol

_O'E

=

12

0x

kU

O:I:
)
0 mn
4>
o2
Q'E
A
52
o)
[a]
Hu
18
AT
1x
lo

i
I
i
M
P>
o
2'_'
10
ro
ol
=
=
re
N
W
Hu
-
0po
rin
i)

T BiRIRA OHMTE A3 QIxfZt

2018 | C:\Windows\WAgent.exe 9h1CSnPYJITTCSaav

2020 | C:\Windows\System32\srservicemonsvc.dll 1lgaz2wsx3edc4rfv5tgb$% &*!@#$

C:\ProgramData\PicPick\wsmprovhost.exe

2023 1KmSvyn2Dcmu4Scg9ovyakrecaVZs7bx1+0/bYgGbvXPmdm3/0mCmzK1G1VTMDhGO

2023 | C:\Users\Public\Libraries\ScskAppLink.dll, ComManagedHelper ReservedFunction4

2024 | C:\Windows\SchCache\SchCache.exe --StartAppModel

A

2024 | rundll32.exe C:\ProgramData\ntpol.dat, PdfCreateRenderer EmbedPdf

TETEEE 2iRis2 oyms A3 oIRZ! et

€ 33. Xt 7| |2t ¢12|E

EIWE=N

Sl =7
SN
St 2
ENE

=

IMFE= IR QRHE EXIE
tCIEY Ya2[F0|Lt CHEtA X|et B
Z3l0F 5t22 2A H0|=7t =OFRICE, 23L,
FESEM0| BXIE & o] odTE Al A 57 =2 ofY =L}

O M

- 1o

o 1o

el

S

A

[

_

C

ro

B

0| EIXIBA tMTFCSE FC LR 2X}F 7|8 X|8HSubstitution) Y2152 S 2XIE C|ZLstic}
YN2E xR 0Nt SYUSHK|TH, LHEOM AL8SH= AX|EH HIO|E(Substitution_table)0| HEZIASH
AHO|EQ| Z0|= Z7IFICE £t 2K} HEt F2l0)| ABEl= AXxT| QIEIAZI0| 7|& 1104 192 HPE

Ho| MEA| =Hl=|Act,

]

68



EZEIAOlH] 918 S HaA
%////////////////////////////////////////////////////////////////////////////////////////////////////////W

Insights | Z27} 2t

fa L Substitution_table
2023 = YTZirhBowUO6ECFkPXKI.bvQR5WcXey809fpL1DIVzgd7qGMs1-NnStA2m4Hua3]j

2024 ' znAEDm. /\\tw%0G()3[ JUT<cM549ZkR=CSqrj7edBHWsuU_6>2ypYLI: gN,vbPxX0ioKVall-hQfI8F

2t 7|9t x|8 Eflolg

result = strdup(al);
v2 = result;

if ( result )

[vs=11; TEEEESTE|
TF { Fresult )
{
vd = result;
do
{
vh = 83
v6 = &Substitution_table; // YTZirhBowUOGECFKPXKI . by
while ( *v4 1= *v6 ) /1 YAISHE AMx ¥l

+HVv5;
ve = (vb + 1);
if ( v5 »>= 0x40 )
goto LABEL_9;
)
|7 = =(&substitution_table + ((v5 - v3) & @x3F));// =i #H& 7l

e
[v3 = (v3 + v7) & ox3F; /1 Q19X HiE RA|
LABEL_9:
++vd;

}
while ( *v4 );
return v2;

return result;

}
TTPs#10 Operation GoldGoblin(2023)

result = strdup(al);
if ( result )

{
|LoBvTE(v2) = 19; TEEESESTE |
1t ( *result )
{
v3 = result;
do
{
v4 = 8;
v5 = Substitution_table; // znAEDm. /\twi0G()3[]UT<c
while ( *v3 1= %5 ) /1 EAI5Hs 29X Bl

++vd;

++V5;

if ( v4 >= Ox4E )
goto LABEL_9;

|v6_= substitution table[(v4 - v2 + Ox4E) % ex4E];// 2Rt Hi&t 7|

*v) = voi

[v2 = (v2 + v6) % 78; TEEEEEEER
(ABEL_9:

++v3;

}
while ( *v3 );
}
}

return result;

98 1,2 ANT=(2024)

69



EZEIATO|H] 918 S BnA
W//////////////////////////////////////////////////////////////////////////////////////////////////////W

Insights | 27} 2t

¢« 3.4. MachineGuid Z} 4=

25 2XI2A AMTEUN EOIE =Q EX & 5HLIE IX|AERZ| L} MachineGuid 22 ASSiCH=
MachineGuid= Windows 2&HMA0IA ZF HHro| TRt sIEY AEXIE LIEtUE o2, EF iy
CHarS BXSSt Ao 2 miotsirt

O|HHo| 274=l MTF=E= MachineGuid 242 7|9t 2 CRC32 A2 ALSt F, 0|1 StIEZEE giut
HIZS YR GRS BOlsts HILIZS AISHCL Ol2f3t S5 WAL AXIRATH B2 S AR
Ali5tn B EFO| MachineGuid HEE SHEHSS HOIETH Eat, 7/ HIEYT L) ZRIE AAH B2}
20| 0|0IX| =R EHHOIA SUBH MachineGuidZt 0121 AIAZI0l ZRYE 7K Qo] 0l2 2483 4 ct,
012 S 7I2f AIXE L HHE BEOR A= WEY TH0| JKSsHE 4 U0, BAXTATL 25 A
S MImBt A ZHISH HEE 2SS ANBICE

if ( IRegOpenKeyLxA(HKLY LOCAL MACHINL, SubKey, 8, 1u, 8&v3g) )
// SOFTWARE\\Microsof L\\Cryplography
V37 = 256;
RegQueryValueExA(v38, ValueName, 0164, 0164, Data, &v37);// MachineGuid
RegCloscKey(v3g);
t
vl2 = -1;
vi3 = -1i64;
do
Hiv13}
while ( Data[v1i] );
if(viz>e)
{
do
{
vl4 = v12 ~ Data[vi++];
vl12 = (v12 »> 8) » CRC_Table[v14d]; // CRC32 CheckSum(MachineGuid)

)
while ( v3 < v13 );

if ( ~v12 == Validation_value )

S8 1 Netplwiz.dil 243 =(2024)

if ( IRegOpenKeyExA(HKEY_LOCAL_MACHINE, SubKey, @, 1u, &phkResult) )
{ [/ SOFTWARE\\Microsoft\\Cryptography

cbData = 256;
RegQueryValueExA(phkResult, ValueName, @i64, @i64, Data, &cbData);// MachineGuid
RegCloseKey(phkResult);

}

do

++vOj
while ( Data[ve] )
if (l(R(BZ_lEBBZF}}B(HJ(J, v,)|:= Validation_value )// CRC32 CheckSum

{
vz = -1;
if( a2 »:8:)
{
for (i = 0i64; i < a2; ++i )
{
vd = v2 ~ *(i + al);
v2 = (v2 »>> 8) ~ CRC_Table[v4];
}
}
return ~v2;

S8 1 oci.dil 2MTE=(2024)
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@ 35 Y= YN2|E

EIRtRAE MAREH YT 53 PPN CYet YEst 2N2|ES AESIT HEXSZ AES,
RC4, RC5, RCE2t 22 211252 AE5HH Y2ate AYFE Ho|Z2EE & Ao 01 ===lst0

SABIES AARIC

UmalE glo] opyAco)

— O L - (]
271 242 of2f BH57| Sist H2foR AgBiCt
24l SHIE BAXRA YOS 7IE LTS Cish RC6 LTRSS MBI RC6= RC5] LHE
BMOE, of Y2et UBS N5TH RANS HBSH YABOIC OIS, BAXTAL TRt Ana|F
A8 AIZ5ie UEE WA st BIXIZ RE/5, EAVISO| 24 OIS o 01X} 8t HUS & 4

ULt

if ( !*this || Size <= @ )
relurn 1;
size vb = Bx16800;
if ( Size < @x16800 )
size_vb = Size;
memmove_@(buf_v16, Src, size_v6);
if ( a4 )
{
sub 10007200(key v12);
vi7 = @;
RCA_KeySchedule(key v12, “abcdefghijklmnopgrstuvwxyz@123«
RC4_Decrypt(key_v12, buf_v16, size_v6);
vi7 = -1;
sub_10007300(key_v12);

sub_100059A8(Block, buf_vle, size vb);
vl7 = 1;

TTPst#2 Operation BookCodes — RC4(2020)

AES_Key_expansion_1808383E@(buf, L"PV1-3TE-9HB-8GH1", 80);
if ( !lpvReserved )

hinstDLL_ = LocalAlloc(@x4@u, 8x138ui6d);

*hinstDLL_ = hinstDLL;

encrypt_binary = LocalAlloc(Bx4u, size);

v16 = AES_decrypt_18e@3721e(buf, &encrypted_bin, size, encrypt_binary, size);

if ( vis )

{
memory_inject(encr:
LocalFree{encrypt_|

i

» V16, hinstDLL_);

}
Sleep(Bx624u);

TTPs#10 Operation GoldGoblin - AES(2023)

if ( IReg XACHKEY_LOCAL_MACHINE, Subkey, @, 0x20019u, &hKey)// Giddyupstda Bold
88 IReglu lueExA(hKey, ValueNane, 8364, Type, 0164, cbData) )
{
buf v2 = LocalAlloc(0xa6u, cbData[0]);
if ( buf_v2 )
iF ( IRegQueryvalueExA(hKey, ValueName, 0164, Type, buf v2, cbData) )// GiddyupStda Bold
{
memset (8lock, 8, 24);
sub_180002580(Block, cbbata(e]);
v = 0;
for { § = Bi6d; v5 < cbData(]; ++] )
*(Block[@] + j) = buf_v2[j];
5
RCSSimple_Setkey(vid,
RCSSimple_Decrypt(vai, B v16);
f v2 = LocalAlloc(@xddu, vi7 - vi6);

TTPs#10 Operation GoldGoblin — RC5(2023)

1f ( ICryptCreatekash(phProv, @x888du, 0164, @, Bohash) )
s coone0on
Aug s aosont

}

1f ( ICryptiashOata(phiash, a3,

{

LABEL_8:
CryptDestroyHash(pht

goto LABEL 9;
3F ( ICryptencrypt(phtey, 164, 1, 0, pbiata, &duDatalen, dubuflen
{

Cryptbestroykey(phkey);
goto LABEL_§;
}

S8 3 AMTAES - RC4(2024)

pbData = Bx660E00000208164;

TeTE

PLANTEXTKEVELCE

if ( CryptAcquireContextW(SphProv, 0164, i64, Ox18u, 0)
|| CryptacquireContextu(&phProv, @164, Bi6a, OX18u, 8u)
|1 (result = CryptAcquireContexth(8phProv, 0i64, 0164, 8x18u, 0xFOEEE00R)) 1= 0 )

CryptImportKey(ph &

bData, @x1Cu, 0164, Bx10u, &hkey);

CryptSetKeyParam( 3u,
CryptSetKeyParam( au,
CryptSetKeyParam(| s 1u,
memmove(LibFileName a5, LibFileName 3, pdwDatalen);

OIMaLC —

Holl—

S84

AES(2024)

RC6_KeySchedule(key_v27);
wescpy_s(DLLName_v23, @x48uiéd, &String2);
V24 = B;

while { 1)

lell = CreateFileW  (v31, 0x80000000i64, 1i64, 0i64, 3, 128, 0i64);// L"C

return 0i64;
}
Sleep(@x14u);

GetFilesize (Filel,
= LocalAlloc_(64i
ileSize,
v8, readbuf v

ReadFile_ {v6, readbuf vg,
RC6_Decrypt(readbuf

X 02! 5-42 SR

OIMTC —

Holl=—

RC6(2024)
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2RFAE AHTES EE3NGIH ERt 7I5S 2elstn 22t SEXe=E MY - #2lsls WAlez oty
AR oIt MARH EF SCet 2XAEZ| 20 A RS flet ZES Moh= A0 EFOICE 0]
E2 AMTE9 7X| H2let HIZE SS3lotH, 22F £24 EXIE R2lst7| 0lsiCh= ZHE0| Tt
OfHHof| UAE EIXIRAL| AT E: SUst WAloz QS HEE RES6H Kol 0| 7(gtez ofy
SIS HEMOLL ADS(Alternate Data Stream) FH2 A6t A7+ ZXHSICE

ADSE= NTFS T AIAZS] 27} HOIE) AERIS BE3He 71502, U] 22 Hlojel AR oj 7}
HEE YT 4 UCh BRIRAL 012 0/ o4 Bl WRE DS ADS 0| MIHOM XIS
CIS O/ BIECL BRIRATL BES Faw MRS 24 7|2 ZEsle] ot X Slmet otyTs

2EHS IS Az 2 4 T

L =]

[+]

@R 2o 84
» Lazars ~ 0
A ER . an 3
A& Y 2 QMK T o = - -
s Ty oy l___|'{ Triect * ! — 2022
t 4 = =
214 QHED Decrypt Key | 9015 | Suchost exo c2 f N anasy In-Memory
DU BEE 2V BRI SEEM)
I___I— | SR EIWHKEY_LOCAL MACHINEWSOF TWARE#MI
Tmaatlle Cus 1] Curentversion_~|| o FTY PrT]
i : Aoty i REG.SZ aEneE
2L 162 (FAH]) AdsptiveDisple REG_BINARY 52433553494d
: ::;";‘;‘E"""' REG_BINARY 52433553 404d
Iy SN AppCompatFl:
=l ASR
. Audit
2444 160 (C2LIST) e
RR=ERYR] TTPs#2 Operation Bookcodes(2020) RE=EREY]  TTPs#10 Operation GoldGoblin(2023)
W pC » 2 CA3 (C) > Windows > SchCache
-
A o=
B 2R %y Zezce - o x
il.',-l 2024-08-12 2% 04:39 21,724 IntegratedServicesRegionPolicySet json
- 2024-08-12 2F 04:42 723,456 internetmail.dll
8% schcacheexe | DLL AO|E 2EIS I3 HAF A8 TP 2024-08-12 2% 0442 97,280 InternetMailCsp dil
2024-08-12 2F 04:40 238,592 intl.cpl
2024-08-12 27 04:40 607,712 invagentdll
In-Memory 2019-12.07 2% 06:08 2,560 iologmsgdll
o 2024-08-12 2% 04:42 194,560 loTAssignedAccessLockFramework.dll
74 ;
tprC > 22 Q&3 (C) » Windows > System32 2024-08-12_2F 0442 138,736 iotstartup.exe
2024-09-12 2% 06:02 68,324,813 ipbootp.dll
~ olg 45,088 ipbootpdil:cab:3DATA ADS ool
347,152 ipbootp.dil.dat: SDATA il
- ; 22T of 32 ipbootp.dltkgb:$DATA
I‘_‘] SECICaX 2019-12-07 S % 0609 35,840 Ipconfig exe
#) wspowconpng |2+S el 2019-12-07 2% 06:08 75,776 IPELoggingDictationHelper.dl
b Png [2tZSHE 98 T 2024-01-16 2% 08:48 231,560 IPHLPAPLDLL
FEEERTE 93 1 2AMas(2024) FEERTE 93 4 2NTs(2024)
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@ 3.7. CHAIE 34 2=zt

BIREA OPNTCLE Stol NTCO) Ci4o BASA MM F4AS
TYEBK| MB{7t AT BIENEERE (2 BYEER AuE
SErelx| IEE i 2fRiRA oYTCO| Fat 5 siolct
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sp}‘int'F_;(BU'FFer, 0x201ui6d, "%s%s&%s%s", "type=", vil, "data=", v9);

TTPs#10 Operation GoldGoblin(2023)

swprintf(Buffer, 0x201uibd, "%s%s&%s¥s&%s%ks", param 1st,
seed, param_2nd, hard_string, param_3th, &rand_GetTickCount);

R 1 A4HT=(2024)

AHA 2 E3 2iR= 2 MAS oLt AAS oc r
O|E7 Yo sS4 2XIEE Soll FEZEX| MHZ H|0[HE &3k, M SES Lleith SE ol
EX 21l st o = X0| 2ct 5= 1 EX
£5 2xj2 (IDOCTYPE himly'0] E3Elo] OB, 0|5 MZHl SHo2 7155t 20| BEX! Sxlo|tt
if ( 1_parameter_209€320[v7] )
memset(hf‘z-, e, 513); ) = 1_parameter_209E320(v7];
Source = 8i64; vsprintf_2847BE@(param_1st, “¥s", v9);
memset(ve, @, 260); vig = * "3
memset 11, @, 260 if ( quord_20A8420[33 * v5] )
7 u a( ’ b2 + 22X 0 = quord_20A0420[33 * v5];
vsprintt_(19, “Ks", [TRVIT-TRUFEISETFY); ool b TRl
vsprintf (v1l, "wx’ g = quord_209C220[33
sprintf_s(Buffer, 0x291u154, "%sKs8¥s%s", “type=", v11, “data=", v8)i| ysprintf_2047BEQ(para » %", v8)} + 2% BN
vZ = sub_180@057F@(Buffer, strlen(Buffer), &source, &v7); sprintf2_0(hard string, * )
sprintf2_o(s %X, B
swprintf exZBluxM %<Xsmus!a%;%s
memcpy s{Destination, 8x104uiéd4, Source, @xFui6d); seed, param 3th, Erand GctTlck(Bunt)
if ( 1btremp(Destination, "<IDOCTYPE html>")])
InternetReadFile_2040030(paran_v3d, size @x1SOF v59, &readbuf, Rsize 0x1318);

{ + 8T Holg &l
v4 = Decode_str("My9DHrY6s"); // LocalFree

a(v3); 1 && (FTAL_Checker_204DA98(readbuf, size ox131%, &vid, Bvel) )77 <TDOCTYPE Riml>
retum 1i64; + B dojg fe!
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