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Mauro Eldritch

Hacker, Speaker.
Founder BCA LTD & DC 5411.
Bitso Quetzal Team Leader.

DEF CON (x14), Hacker Halted, DevFest 
Siberia, and more (50+).

About me



North Korean APT.

Divisions dedicated to corporate, 
economic and academic espionage & 
high profile crypto heists to fund the 
DPRK’s ballistic and WMD program.

AKA “Chollimas” (Famous, Velvet, Labyrinth, Ricochet, 
Stardust, Silent)

About  LAZARUS



POPPING DEVS
02.

Fake job interviews, real malware



Fake coding challenge: 
qrlog

Java-based RAT (Malmon available!)

Discovered and named by me!

Distributed on fake interviews

Posing as Fintech/Crypto companies



Fake coding challenge: 
DOCKS / RUSTDOOR

Rust-based RAT

Discovered and named by multiple 
teams, including us (Quetzal)

Distributed on fake interviews

Posing as Crypto exchanges



Super friendly surprise  

DEFINITELY NOT MALWARE  



Just kidding, it’s malware!

DevPOPPER / CONTAGIOUS INTERVIEW



CONTAGIOUS INTERVIEW
v1

INTERVIEW
A fake coding 

challenge is shared 
during a fake 

interview

CONTACT
Fake recruiter engages 
via X or LinkedIn with 

Devs, DevOps and 
SecOps

INFECTION
Absolutely nothing 

bad happens…



CONTAGIOUS INTERVIEW
v2

BUSINESS CALL

During the call, 
they feign not 

hearing the victim, 
and share a “fix”

CONTACT

Fake VC engages via X 
or LinkedIn with 

Executives & VIPs

INFECTION
Absolutely nothing 

bad happens…



BEAVERS
03.

Malicious Dependencies
Meet BeaverTail



BEAVER TAIL

Obfuscated JavaScript-based Stealer. 
Can be deobfuscated with deobfuscate.io

Malicious NPM packages & coding challenges

Targets browser extensions, wallets and 
password vaults

Downloads InvisibleFerret as its next stage

http://deobfuscate.io


BEAVER TAIL



FERRETS
04.
Meet InvisibleFerret & PrettyVisibleFerret



Invisible Ferret

Python-based RAT

Targets wallets, vaults and browser extensions

Logs keystrokes and hijacks clipboard

AnyDesk (Persistence), FTP & Telegram (Exfiltration)

Hardcoded C2, “2024” as default password



INVISIBLE FERRET



INVISIBLE FERRET



INVISIBLE FERRET



PRETTY VISIBLE FERRET



CAPYBARAS
05.

ChaoticCapybara, a “deaf” malware



CHAOTIC CAPYBARA

macOS binary, acts as a keylogger

Discovered and named by BCA LTD (March, 24), 
other binaries discovered by Huntress (June, 18)

C2s in the United States, France and Germany

Distributed via fake VC interviews, also uses “Zoom 
Update” & “Web3 VC Fund” phishing templates



CHAOTIC CAPYBARA



CHAOTIC CAPYBARA



OTTERS
06.

Meet OtterCookie
Meet & Greet with Lazarus!



OTTER COOKIE

Obfuscated JavaScript-based Stealer. 
Can be deobfuscated with deobfuscate.io

Targets browser extensions, wallets and password 
vaults

Downloads InvisibleFerret as its next stage

Creative distribution via clean coding challenges!

http://deobfuscate.io


OTTER COOKIE



OTTER COOKIE



OTTER COOKIE



OTTER COOKIE



OTTER COOKIE



OTTER COOKIE



OTTER COOKIE



MEET & GREET!

A Lazarus agent joined the meet to discuss 
the possible solutions

They expected me to execute the code during 
the call, but I was recording the whole thing



MEET & GREET



MEET & GREET



MEET & GREET



MEET & GREET



MEET & GREET



oUTRO
Conclusions
Q&A

 $(NF)



FINAL THOUGHTS



FINAL THOUGHTS



A NEW CHALLENGER APPROACHES



Thank  you!

@MauroEldritch

https://bca.ltd/Mauro

https://quetzal.bitso.com 

https://bca.ltd/Mauro
https://quetzal.bitso.com

